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New Threat - Cyber Researchers

» Researchers who wear hats with a
range of colors have all started | |
paying attention to ICS Hacker
vulnerabilities

« Researchers are developing an
interest in SCADA systems and are
increasing their work on control
system vulnerabilities

« Researchers with no background in
control systems have started looking
at control system products and
finding vulnerabilities
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Searching isn’t Easy?

 Internet facing control system S H 0 DA N

devices are a BAD idea Computer Search Engine
« Locate control system networks

and remote devices behind

firewalls with improperly

configured rules —

Google  m———

« Default passwords are BAD P —————
change your passwords! P —————
. 120.00/120.00. Systam wunu_ dermation D'.--n..r‘lgr:-n_
« Google-dorks can find M
—
embedded systems from as e —
early aS 201 O Meter Information

Mater information. System, Run Time Status. CT Rabo, 1000 000500, PT Rola

120.00/120.00. System. Wye. Device information. Device Typ |GG

RouterPasswords default password list
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98,000 Internet-Facing Devices




DDoS Attacks Against Financial Sector

* Recent DDoS attacks against financial

sector (Ebancorp . NYSE

Targeted public facing websites
Limited, but some impact

‘-
« Other sectors could make more LWunhEsl ~’JPMorgan
interesting DDoS targets FARGO
« Energy Markets (electricity/gas) CHASE ©)
. | l.\/ledic.al records service providers Capita/l O}v’le »
« Mitigations Z
« Have a relationship with your upstream SUNTRUST
prOViderS -. \ PNC Seeing beyand money
. e : hnolodi _
DDoSI mitigation serV|ces/t§c nologies BankofAmerica. ___
- Be mindful of all your core infrastructure -5’?*

(web, DNS, Email etc)

NASDAL . ReGIONS




Targeted cyber attack on pipelines

« 23 targeted pipeline operators (December
2011 — June 2012)

* 10 confirmed, 3 near misses, 10 pending

* Adversary is targeting industrial control
systems information

* Document searches: “SCAD*”
= Personnel Lists
= Usernames/Passwords
= Dial-Up access information
= System manuals
» Exfiltrated ICS access credentials

« The data exfiltrated could provide an
adversary with the capability to access US
ONG ICS including performing unauthorized
operations
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(U) What was taken?

All_gate meter.xls
<station>_SCADA 8-23-2002.vsd
Contact List Gas Scada.xls
<redacted> Area_RTUs.xls

Dial Up #### Vector Lists.xls
SCADA_Server_UsersGuide.pdf
Gas Control Numbers.xls

Gas SCADA Profiles Defined 10-22-03.xls
Gas-Control Asset list.xls
<station> Dialup.xls

PASS1.xls

<station> datapoints for log.xls
RTU point list.xls

RTU SITES.xIs

SCADA Division Options.ppt

SCADA HARDWARE UPGRADE.ppt
SCADA Sites.xls

Scada Users Manual.zip

SCADA _logons.doc

Security.zip

Standard Colors & Symbols.xls

Station Control Testing
Procedures.ppt

DIALUP.DOC
DISPLAYS.DOC

<station> Comm Card Converter
pinout.pdf

Comm Ports for Airlink.pdf
D-Sub to RJ45 Modular Adapters.pdf
SCADA Personnel.html

A28 Homeland
g Security
> 8




Is Iran the new China?

Cyberattack on Mideast energy firms was

among most destructive, Panetta says Saudi Aramco reels under curse of Shamoon
virus?

.i » Bempfoade

Saudi Aramco, the world's aighth largest oll refiner, is still recovering
after a targeted malware attack took down 30,000 workstations. In
apparant retaliation for the alleged crimes of the Saudi governmant, a
préaviaushy-unknown hackers group clalimed responsibllity.

In IT Bleagwatch. blaoggers wondear whathar thia is the curss of Shamoon

US: Hackers in Iran responsible for cyberattacks
By LOLITA C. BALDOR, Associated Press — 5 hours ago

Thiesry CharlienaFPiG 1 WASHINGTON (AP} — U.S. authorities believe that Iranian-based hackers were responsible for

behind the so-called Shama cyberattacks that devastated Persian Gulf oil and gas companies, a former U.S. government
official said. Just hours later, Defense Secretary Leon Panetta said the cyberthreat from Iran has
grown, and he declared that the Pentagon is prepared to take action if American is threatened
by a computer-based assault.

The former official, who is familiar with the investigation, said U.5. authorities believe the
cyberattacks were likely supported by the Tehran government and came in retaliation for the
latest round of American sanctions against Iran.

Before Panetta’s remarks on Thursday, U.S. officials had said nothing publicly about the Gulf
attacks or the investigation. But Panetta described them in a speech to business leaders in New
York City. saying they were probably the most destructive cyber assault the private sector has FILE - In this Sept. 27, 2012, file photo, U.S.
Seen'to date: Defense Secretary Leon Panetta, speaks at a
news conference with LS. Chairman of the
Juoint Chiefs of Staff Gen. Martin Dempsey, not
pictured, at the Pentagon, in Washington. A
former U.S. government official says American
autherities firmly believe that ranian hackers,
when needed. likely supported by the Tehran government,

omeland

Panetta did not directly link Iran to the Gulf attacks, but he said Tehran has "undertaken a
concerted effort to use cyberspace to its advantage.” And, he said the Pentagon has poured
billions into beefing up its ability to identify the origin of a cyberattacks, block them and respond
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Shamoon Attack — Was it against ICS?

« Saudi Aramco is based in Saudi
Arabia, but also maintains offices in
the United States, was attacked on
August 15th

« “The Cutting Sword of Justice” is
claiming responsibility

« Saudi Aramco reports that
approximately 30,000 machines
were affected

« Saudi Aramco maintains that their oil
production was not impacted as a
result of this attack.




Exploitation Tools for ICS?

« The Metasploit Framework has over 50 ICS related exploits

 The GLEG Agora SCADA+ Exploit pack is a collection of exploits
that specifically target industrial control system (ICS) products

« A researcher at Exodus Intelligence says he has also discovered

more than 20 flaws in SCADA packages
Source: Threat Post, November 26, 2012
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Did We Learn from Stuxnet?

« (October 2012) A US power utility contacted ICS-CERT to report a
virus infection in a turbine control system which impacted
approximately ten computers

A third-party technician used an USB-drive to upload software
updates during a scheduled outage for equipment upgrades

« The USB-drive was infected with the Mariposa virus. The infection
resulted in downtime for the systems and delayed the plant restart
by approximately three weeks

Lesson Learned:

» Develop and implement baseline security policies
» Maintaining up-to-date anti-virus definitions

» Managing system patching

» Governing the use of removable media

» Managing sub-contractors
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Your SCADA Devices are Attacked

« Honeypot Architectures

| Built
m — High-interaction

— Low-interaction
« Events
— 39 attacks (13 repeats)

— Attempts to circumvent

authentication to access
HMI

— Expert knowledge of
Common ICS protocols

« How relevant is this data to
real world
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Actionable Intelligence
.

IC

CERT Bulletin — ICSB-09-099-01

April9, 2002

Resonrces Available for Securing Control System
Envirouments through DHS’s Coutrol Systems Security
Program

Overview |

to protect the
the Control &;

within eritical
d venders to
<loped to help

The CSSP developed and licensed the Control Systers Cyber Security Self-
Assessment Tool (CS2ZAT), CS28AT is a desktop software tool, which guidesusers
through a step-hy-step process to assess their contral system network security.

The program has also formed the Industrial Contrel Systems Cyber Emergency
Response Team, The ICS-CERT, in conjunction with the US-CERT. respondsto and
analyzes control systems related incidents, conducts vulnerability and malware
analysis, and disseminates cyber security guidance to all sectors through
informational products and alerts. If an organization suspects malicious activity
relating to their control system, the [CS-CERT is available to provide assistance.

In addition to these activities, the program has also developed a series of
recommended practices and informational productste assist wners/operaters in
improving the security of their control systems. These products cover a variety of
securifytopics mcluding defense-in-depth strategies, firewall implementation, patch
management, and secure wireless configuration. Other products include the Cyber
Security Procurement Language for Control Systems, Catalog of Control Systems
Security: Recommendations for Standards Developers, and other program guid

UNCLASSIFIED/FOR OFFICIAL USE ONLY
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ICS Cybersecurity Training

b — . - —— - -

m B http fics-ceet -t gow Tennmg -Areniln bis I LD-20X i E DG Connect l‘gmmm | ¥ Truirang duvitabile Thecugh |-

[df  Veow Favorites Took  Help

Hioime

Cakindar

IS TWG

Infcimalen Mieducis
Tiraireg

Recommended Practices
AESOELTENTS

Stendardy & Refmiences
Rbalisd Sitisi

FAG

*|OSS first place award 2008

Training Available Through ICS-CERT

Scheduled training is on the ICS-CERT Calendar

Wab-Blassd Tra
OFSEC for Con

Insansceor Led Formet—mtreduciany Lavel
Iniraductian to Cantrol Systams Cybersecurity (101)=1 day o & hrs

instnacton Led Formst—indemedinis Lewnl
Istaimmed s Cybaisscuity lor Indusirial Conral Syslers (207) Bclars anly—1 day o & his

|amsds-On Formes—insermed lse Lavel
rbermedate Cyberseouity for Indusinal Confrol Sysheres (202 wih bb/eeedses—1 day or § hrs

-5 Cybis

The IC5-CERT program provides tralning counses. and workshaps: ol venes sssociind with reglenal events. Riefario
e ICS-CERT calendar for g schedule of thess raining options:

instnsctor Led Formet—introduciony Level

Introduction to Control Systems Cybersecurity [101)

i secwiy. This includes 8
igation siralsges un [

The: purpose of this counse is o intmdece shedents to the basics of ind
comparalive anslysis of IT and conbiol system archilecies, sscurity
el

¥ hirran

This course bs spll inbo four sesslons (1) Cylbarsecuriy Landscape: Undersianding the Risks, (2] dusinal Conired
Sysioms Applications, |3] Corent S2ale of Cyberseourily in indusirial Contml Sy actical Applcatizns of
Cyberascurity

siems, ored (4)

Thi=: course b= presemied ai regioral verues in various lcatisns throughout the year. Refer 1o the I05-CERT calendar for
# scheduls of this: raining opion. 1t will skso ba sveilsbls as a Wab-Based i

ing coures in marky 210
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ICS - Joint Working Group

Roadmap to Secure
Control Systems in the
Transportation Sector

August 2012

prepared by

The Roadmap to Secure Control Systems in the
Transportation Sector Working Group

Vendors
International

Provides a vehicle for collaboration
between government and private sector
control systems stakeholders

—  Government Coordinating Council

- Sector Coordinating Council

— Subject Matter Experts

— International Community

Fosters information sharing and
coordination of activities and programs
across government and private industry
stakeholders involved in protecting CIKR

Includes 6 subgroups

Research and Development
ICS Roadmap Development

Workforce Develop Standards




ICS Standards Efforts

. CNSSI 1253 ICS Overlay

— Pentagon March Memo for base
commanders to perform
assessments on all ICS

Commttee on National Secunity Systems
Instrection (CNSSI) No, 1253

SECURITY CONTROL OVERLAYS
FOR

INDUSTRIAL CONTROL SYSTEMS

ISO/IEC 62443 Series

— Security for ICS suppliers,
St I owners, and integrators

— Uses ISA-99 & WIB as basis
Guide to Industrial Control NIST SP 800-82 Overlay

Version 1

) ooty isass Systems (ICS) Security

(e | R e . e — Overlay to SP 800-53 Rev.4
T controls
A R — Pre-Draft to ICSJWG Standards
— Group for review/comment
famScatre — Public Draft on September 30t

omeland
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Control System SME Assessments

Secure Architecture Design

» Assessment using CSET (1-day) R S

qqqqqqqqqq

— Over-the-shoulder e —
L Ny X5

« Design Architecture Review

Jystem Architectung

— 2-3 Days to complete === ===
. . v 8| P @ ¢ =i
— O cmm——ta
Robust archlltecture. analysis — s ﬁ_{: 6
— Network design review e = %
T
* Network Architecture 3 3
Verification and Validation ] 2
[_—1

— Includes discovery process ]
: . L=
— Study of interdependencies i

':-.hE'ﬂ'l cal Water i -
: Conveying Control Ash Handling Control Integratad Pumping

— Ideal for High-security ICS nisment s
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Cyber Security Evaluation Tool (CSET)

CSET Download:

Stand-alone Software application
Self-assessment using recognized standards

Tool for integrating cybersecurity into existing
corporate risk management strategy

www.ics-cert.us-cert.gov/Downloading-and-Installing-CSET

Homeland
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Questions & Standards

STEP 2 - Questions and Standards V¥ 2]

Select Standard(s):

General Control System Standards: Information Technology (IT) Specific Standards

Catalog Of Recommendations Rev 7 [] MIST Special Publication 800-53 Rev 3
Universal Questions
Key Questions
[T] NIST Special Publication 800-82
[T] NIST Special Publication 800-53 Rev 3 App |

Sector Specific Standards: Requirements Mode Only Standards:
[7] CFATS Risk-Based Performance Standards Guide 8 - Cyber Consensus Audit Guidelines (CAG)
[[] NERC CIP-002 through CIP-D09 Rev 3 DOD Instruction 35002
MERC CIP-002 through CIP-009 Rev 4 Cnnﬂdentiality Level:
7] NRC Regulatory Guide 5.71 gfﬂsjﬂrjfed
("] TSA Pipeline Security Guidelines April 2011 Public

O INGAA s rﬂg I|'||

O NEI 08-09 MAC Il

MAC |

U CNSSI 1253 ICS Overlay
STEP 3 - Security Assurance L




Security Assurance Level (SAL)

e
2 2 - Questions and Standards » ?

STEP 3 - Security Assurance Level (SAL) V 2

Select your cyber Security Assurance Level (SAL):

eneral SAL Determination NIST SAL Determination




Diagramming Tool

Cyber Security Self Eval
File  Windows Help

i —— ]

uation Tool (CSET)

DIAGRAM SYMBOLS

[Shaps |
@OVWAQI
Wl D v

Connectors

SN2 )

ICS Component

: Etj Wireless Application
] 3 Metwork = Server
@ Clock .- Connector
E Database Ej__l:l nCs
Server
r H Engineering -
u-;._', Workstation kit
Front End HMI
Processor

-

Diagram Drawing Format

Save Clear Import Export Manage Load Manage Layers
Diagram Diagram Diagram Diagram Templates Template » Layers A
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Component Diagram Tool

Cyber Security Self Evaluation Tool (CSET)
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Question Information

Cyber Security Self Evaluation Tool (CS!
File Windows Help

= ]

ZueSTION INFO

s3ND

S3HOSIALYD NOIL

Access Control Yes No N/A Alt

Are appropriate agreements finalized before access is granted, including for third parties and @
confractors?

Are access agreements periodically reviewed and updated?
Does the system enforce assigned authorizations for contrelling logical access to the
system?

Are specific user actions that can be performad on the system without identification or
authentication identified and documented?

Are actions to be performed without identification and authentication permitted only to the @
extent necessary to accomplish mission objectives?

Do the authentication mechanisms obscure feedback of authentication information during
the authentication process?

Does the system employ authentication methods that meet the requirements of applicable
laws, directives, policies, regulations, standards, and guidance for authentication to a
cryptographic module?

Does the failure of cryptographic module authentication NOT create a denial of service or
adversely impact the operational performance of the system?

Is a defined list of devices uniguely identified and authenticated before a connection is
established?

Does the system uniguely identify and authenticate organizational users?

Does the system employ multifactor authentication for remote access and for access to
privileged accounts?

Does the system employ multifactor authentication for network access and for access to
privileged accounts?

Are security measuras in place to restrict information input to the system to authorized
personnel only?

Are there policies and procedures concerning the generation and use of passwords?

Universal 800-53 R3 App |
gss Control #5

Supplemental

The organization may allow limited user
actions without idenfification and
authentication (e.qg., when individuals
access public websites or other publicly
accessible systems. Organizations should
also identify any actions that normally
require idenfification or authentication but
may, under certain circumstances (e.g.,
emergencies), allow identification or
authentication mechanisms to he
bypassed. Such bypass may be viaa
physical switch that is protected from
accidental or unmonitored use. This
control does not apply to situations where
identification and authentication have
already occurred and are not being
repeated, but rather to situations where
identification and authentication have not
yet occurred.

Level Specific Requirement

The organization identifies and decuments
specific user actions, if any, that can be
performed on the system without
identification or authentication.
Requirement Enhancement - The
organization permits actions to be
performed without identification and
authentication only fo the extent necessary
to accomplish mission objectives.

Source Documents
Document Title
Catalog of Control Systems §  2-15.11

Help Documents

| cocioo I

AdvHEn J_NEIWhQDG




Comments, Marked and Alternates

Cyber Security Self Evaluation Tool (C5
File Windows Help

= ]

R control —— :
I s NO N/ —
ccess contro Access Control #8 (2]

53aN0

Are appropriate agreements finalized before access is granted, including for third @ DI.LIJI:IS“?T'.;EOE?"ItUh-? fﬂilUftB Of;WPtIIDQ;aPhiC_ modulg :
authentication create a denial of service or adversely
impact the operational performance of the system?

Are access agreements periodically reviewed and updated? [#[iMark For Review i ID:263

parties and contractors?

Comments

Frank took the assignment to follow up on this item. We
are not certain how it is being handled, but think that th
DOS is prevented.

$3I80O3LYD NOIL!

Does the system enforce assigned authorizations for controlling logical access to
the system?

Are specific user actions that can be performed on the system without
identification or authentication identified and documented?

Are actions to be performad without identification and authentication permitted ™
only to the extent necessary to accomplish mission objectives?

O4NI NOLLSIND |1 AHVHEN LNIWN30a

coagee: 4 — : Alternate Description / Justification
Do the authentication mechanisms obscure feedback of authentication information EI Please provide a description. explanation, and/or
during the authentication process? justification for your alternate answer.

“~\\Ve are not sure on this, but assume that there is a
orkaround using the new cryptographic software we
just bought. Need to check this out. The vendor said
that it is covered.

Does the system employ authentication methods that meet the requirements of
applicable laws, directives, policies, regulations, standards, and guidance for
authentication to a cryptographic module?

Does the failure of cryptographic module authentication MOT create a denial of
service or adversely impact the operational performance of the system?

I5 a defined list of devices uniguely identified and authenticated before a Documents

connection is established? :
Document Title:

Does the system uniguely identify and authenticate arganizational users? Cryptographic Guidelines

Does the system employ multifactor authentication for remote access and for m

access to privileged accounts?
o

Does the system employ multifactor authentication for network access and for
access to privileged accounis?

Are security measures in place to resfrict information input to the system to
authorized persennel only?

Are there policies and procedures concerning the generation and use of
passwords?




Dashboard Analysis

Assessment Compliance Components Summary Results Standards Answers Summary

Oherall
Standards
Compoanents
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Standards Top Categories of Concern Security Assurance Level: Summary of Results by Selected Standards

Vary High
Remate Access Contno ‘
i Components 4
Portable/MobileWireless m High

Continuity ‘

Low
= v
Information and Docwment Management ; ) ;
g

1] 20 40 60
Incident Response m

A W Mo B WA
020 50 80 W Unansweiad

Ml Questions
GUESTIONS LMLM REPORTS




Analysis Detail Screens

Components summary

Components by Category Components by Component Type

RO atabse Server —

Firewal |
Host Intrusion Detection Firewa ) -
i ——

Mm‘q"fﬂf:i m_m Network Printer -
Management Practices Eouter -
S _ s

Safety Instrumented System -
.
Securing Content | —————————————
Securing the Component |INNEL VLAN Router -
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0 20 40 60
Securing the System
ser Authentication | IS
W ves W Ho . WA

0 20 40 60 80 10¢ A W Unanswered

Componant

Boundary Protection 3 0 0 g 33 . Application Server 2 2 2 0 ©
Firgwall T 0 0 17 41 Database Server 3 80 24 56 O
Host Intrusion Detection 0 0 0 3 0 Engineering Workstation 3 3 o 3 0
Intrusion Detection 0 0 3 3 100 = Furewall 5 19 13 & 0
Logging 4 0 0 20 20 Front End Processor 2 5 2 35 0
v et S = I




Overall Results by Subject Area

Analysis Detail - Example

This ehart shows the degres of compliance in #ach category for all questions. Click "Results Per Standard By Subject Area’ to view more details by

standard.

Results Per Standard By Subject Area

Subject Area

Access Conlral

Account Management

Audit and Actountability
Communication Pratection
Configuration Management
Conlinuity

Enwirammerntal Securily

Incident Response

Infa Proection

Infgrmiation and Docwment Managemen
Mainbenanoe

Moniboring & Mahware
Oiganizaliona

Passonmel

Phygical Security

M

Policies & Procedures Genaral
Procadunes

Remole Acoess Conbrol

Risk Managamen and Assessment
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Training

necess Convrol | EEEEEEE
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Ervirermental Security [ R -
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Hardcopy Reports with Recommendations

SITE SUMMARY REPORT

COMTROL SYSTEMS CYBER SECURITY EVALUATION

South Creek Plant As

Bgini ki Thaiv
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Homeland
Security

IQ.'U.\LE'UN]:'N'l' COMPLIANCE BY SUBJECT AREA

SUMMARY OF RANKED QUESTIONS

Each Question that did nof meet the required securnty
assurance lewel i3 shown in anking order below.
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Resource Library - Search

Developing an Industrial Control Systems Cybersecurity Incident Response Capabilityl

incident 2

Filter Search Results NONE |
——rT | This recommended practice document from the U. S. Computer Emergency Readiness Team (US-CERT)
Incident Responss Plan-HHS Template presents recommendations 1o help those facilities that use control systems 1o better prepare for and respond

Resource Library Documen to a cyber incident. Available from RIp /AW, uS-Cen gov

This document provides a Dept. of Health and
Human Sennces (HHS) templabe fior prepanng
an incidend response plan. Downloaded from
hittpe Mhwani. NS, G0/ D0 SaCURTY privacyl
incidentmanagementincigeniresp himi

Recommended Practice:

Developing an Industrial Control Systems
Cybersecurity Incident Response Capability

IC$§ Incident Response

This recommended practice documeni from the

U. & Computer Emergency Readiness Team
(US-CERT) presants recommendations to halp
those taciibes that use control systems to baflar
prepans for and respond to & cybes incident
Available from RED A us-Cart gov

October 2009

Incident Containment-SANS
Resource Librany [ jrmen

Form from the SANS Instiute Reading Room
for intellectual property incident handling -
containment Downloaded from: hitpol

www sans orglscorafincidentforms/
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CSET 6.0 Enhancements

New/Updated Standards

 NEI 08-09 Rev 6

 NISTIR 7628 Ver 1 (August 2010)
« INGAA Ver 1 (January 31, 2011)

« NIST SP800-53 Appendix J Rev 4
« NIST SP800-82 Rev 1 (May 2013)
« CNSSI ICS Overlay Update

New Evaluation Capabilities
« Merging
« Comparison
« Aggregation
« Trending
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Trending Sample Screen

@ CSET Assessment Aggregation -- Trending Mode

Access Control

Overall Trends Account Management

;é% —4— Components Audit and Accountability

] |- Standards Communication Protection

~—Overall Configuration Management

Personnel

Top 5 Most Improved Areas Physical Security

Access Control

Plans

=& Account Management  Policies & Procedures General

Audit and Accountability Privacy

ey COMmMmunication Procedures

Protection

Risk Management and..
Configuration
Management

2011 2012 2013 System Integrity

System Protection
Environmental

Top 5 Areas of Decline Security

=== |ncident Response

System and Services..

Training

Info Protection

20 40
=== |nformation and M2013 m2012 m2011

Document
Management
Maintenance

2011 2012 2013




Aggregation Sample Screen

@ CSET Assessment Aggregation — Comparison Mode

Total Questions
Answered

Account Management

560
342
268

Components

Standards

Overall

Continuity

Environmental..

Incident Response

Info Protection

Information and..

Portable/Mobile/Wir..

Privacy

Procedures

Remote Access..

SAL Level

SIS

Software

System Integrity

System Protection

System and..

Training

Site A Site B

Site C
Site C

Access Control
Audit and..

Communication..

Configuration..

Risk Management..

Sort By Worst

L Sort By Best
' Site A

Access..
Password..

Policies
Procedures

50
30
20

50

Site C

Access..

Password..

Policies
Procedures

Access..

Site B

25

Password..

Policies

Procedures
50 100

Site A




CSET 6.0 Enhancements (cont.)

New/Updated Functionality

* Inventory Lists

« Security Plans

* YouTube Tutorials

« Updated Diagramming Tool




What if Boom?

Windows Internet Explorer X

! Please wait... server synchronization in process
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National Cybersecurity Team

UNCLASSIFIED

U.S. Federal Cybersecurity Operations Team
National Roles and Responsibilities

* Investigate, attribute, disrupt and * Coordinate the national protection, ~ « Defend the nation from attack

prosecute cyber crimes prevention, mitigation, and recovery  « Gather foreign cyber threat intelligence
+ Lead domestic national security of cyber incidents and determine attribution

operations * Disseminate domestic cyber threatand  « Secure national security and military
et a ic collection, analysis, vuinerability analysis systems

and dissemination of cyber threat * Protect critical infrastructure = Support the national protection ,

intelligence * Secure federal civilian systems prevention, mitigation, and recovery of

cyber incidents
* Investigate cyber crimes under military
jurisdiction

* Support the national protection, * Investigate cyber-enabled crimes
prevention, mitigation, and recovery
of cyber incidents

* Coordinate cyber threat investigations

US G overnment Departments and Agencies

oL AT

RECOVER .«

F COMMUNITY: Cyber Threat intelligence & AX

w"""‘umess ENABLING INTEGRATED
Lo DROTECY PREVENT | MITIGATE | RESPOND |

F,!hq-_mv_“h}

Global Cybmm

Each Department has distinct, yet
complementary roles:

* DHS: responsible for coordinating
the domestic all-hazards
preparedness efforts of executive
departments and agencies

* DOJ: responsible for responding to
domestic counterterrorism,
intelligence, and law enforcement
activities

* DOD: responsible for national
defense, foreign cyber intelligence,
protection of national security
systems




NCCIC Partnerships

 NCCIC is comprised of
organizational components
and operational liaisons
— Components refers to DHS
organizations that have a

mayjor presence on the NCCIC
floor

Law Enforcement Intelligence Community

o
o
@
<
fa)

— QOeperational Liaisons refer to
outside agencies such as
ISACs, Law Enforcement and

Industry '\.\\\I\CS-CERT
 The execution of NCCIC’s
mission relies on coordinated Industry DHS NOC
operations that contribute to all
products and services NCCIC Components

Homeland

Security




Incident Reporting

NCCIC 24 X 7 Watch and Warning (W&W) provides real-time threat
analysis and incident reporting capabilities

* W&W contact number: 1-888-282-0870

Malware Submission Process:

* Please send all submissions to AMAC
at: submit@malware.us-cert.gov

* Must be provided in password-protected | L. -
zip files using password “infected” B e R
* Alternate Method: Web-submission
page created for use when email
submission is not possible:
https://malware.us-cert.gov




NCCIC Resources

US-CERT/ICS-CERT Portal Example NCCIC Products
Products
— Early Warning and Indicator Notice WASP
(EWlN) . V\;eek/y summary
or emergin,
— Weekly Analytic Synopsis Product threats and
(W AS P) vulnerabilities
— Joint Security Awareness Report
(JSAR) S MIFR
— Malware Initial Findings Report ) Z]eofiiéei?;fom . I\Za/ware Znalysis
that provi
(MIFR) Ir;]ec‘:'ég ll?se; or coé;el_) fLOmctieosnality
Homeland Security Information malicious code and inclcators for
Network — Critical Sectors (HSIN-CS) JSAR
Exercises + Advisory for CIKR
— Cyber Storm O&Os concerning

— National Level-Exercises
Assessments

ongoing cyber
activity and
events




Protecting Your Information

Traffic-Light Protocol (TLP): Originator-controlled classification system developed to encourage greater
sharing of sensitive (but unclassified) information with external entities.

When should it be used?

TLP Color

Sources may use TLP: RED when
information cannot be effectively acted upon
by additional parties, and could lead to
impacts on a party’'s privacy, reputation, or
operations if misused.

RED

How may it be shared?

Sources may use TLP: AMBER when
information requires support to be effectively
acted upon, but carries risks to privacy,
reputation, or operations if shared outside of
the organizations involved.

AMBER

Recipients may not share TLP: RED
information with any parties outside of the
specific exchange, meeting or conversation in
which it is originally disclosed.

Sources may use TLP: GREEN when
information is useful for the awareness of all
participating organizations as well as with
peers within the broader community or
sector.

GREEN

Recipients may only share TLP: AMBER

¢ information with members of their own

organization, and only as widely as necessary
to act on that information.

Sources may use TLP: WHITE when
information carries minimal or no risk of
misuse, in accordance with applicable rules
and procedures for public release.

WHITE

Recipients may share TLP: GREEN
information with peers and partner
organizations within their sector or community,
but not via publicly accessible channels.

TLP: WHITE information may be distributed
without restriction, subject to copyright
controls.




What should | do?

« If you are the “boss” — engineering manager, operations
manager etc. — Make sure your staff have cybersecurity
training and the tools and resources needed to “do the job”

 If you are technical staff — control systems engineer, security
specialist, systems administrator — make sure your “boss”
knows the risks where you have systems with weak security

« Know your system(s)! Most network diagrams are outdated
and not very useful during a breach — update them!

« Check the ICS-CERT website — sign up for alerts and
advisories, and use the recommended practices we post
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In Closing

« Security around ICS systems could certainly use improvement
in all sectors (water, energy — ONG & electricity, nuclear, etc.)

« Don’t hook your ICS system to the internet
« When you think you have a breach, reach out to the experts

« Scanning activity should be considered normal for internet
facing devices

* Log everything and review your logs regularly for anomolies!
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Cybersecurity is a shared
responsibility

Lisa Kaiser, Lisa.Kaiser@dhs.gov

Learn more about the DHS Control Systems Security Program
WWW.iCs-cert.us-cert.gov cssp@dhs.gov

Download CSET
http://ics-cert.us-cert.gov/Downloading-and-Installing-CSET

Report Control Systems cyber incidents & vulnerabilities
and sign up for alerts and advisories
ICS-CERT@dhs.gov

Toll Free: 1-877-776-7585 International: 1-208-526-0900







