Title: Tamper Test

Objective: Verify system is installed using acceptable standards and practices, communicates properly, and
provides proper protection of assets and meets or exceeds the contract performance specification.

Applicability: Almost all devices and equipment covers; all panels.

Notes:

1. Perform the tamper tests with the associated zone in the ACCESS state.

2. Perform the tamper test on all tampers associated with every device in the system. For example: tampers
included in card readers, BMSs, door hardware, and junction boxes.

3. The Tamper Switch Test is for tampers inside the component.

4. The Mounting Tamper Test is for tampers that go between the device and the mounting surface. This test
is to be performed if applicable.

Steps | Actions Expected Results
1.0 Tamper Switch Test
1.1 Gradually remove the cover of the device, junction A tamper alarm is received at the workstation
box, or panel until an alarm occurs. before the tamper switch is accessible and before
there is direct line of sight to any internal
components.
1.2 Reattach the cover.
1.3 Clear the tamper alarm at the workstation. The active alarm queue is empty.
2.0 Mounting Tamper Test (if applicable)
2.1 Attempt to non-destructively remove the device from | Alarm received at workstation before any
the mounting surface. components or wiring are visible.
2.2 Reattach the cover.
2.3 Clear the tamper alarm at the workstation. The active alarm queue is empty.
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