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NOTE:   NAVFAC NW Ver si on 3. 2;  i ssued 11/ 27/ 2018

Thi s gui de speci f i cat i on cover s t he r equi r ement s f or  
a i nt egr at ed Bui l di ng Cont r ol  Syst ems ( BCS)  and 
Ut i l i t y  Cont r ol  Syst em ( UCS)  wi t hi n t he NAVFAC 
Nor t hwest  Ar ea of  Responsi bi l i t y  t o t he exi st i ng NW 
Regi onal  Cont r ol s Net wor k,  i ncl udi ng t he f r ont  end,  
usi ng t he Ni agar a Fr amewor k.

* * * * Pl ease not e t hat  t he NW has t r ansi t i oned t o 
cal l i ng t he cent r al i zed cont r ol  net wor k " UMCS"  
( Ut i l i t i es Moni t or i ng and Cont r ol  Syst em)  i nst ead of  
t he l egacy t i t l e " I CS"  ( I ndust r i al  Cont r ol  Syst em)  
t o al i gn wi t h NAVFAC nomencl at ur e ent er pr i se- wi de.   
Pl ease see UFC 3- 470- 01 " Ut i l i t y  Moni t or i ng and 
Cont r ol  Syst em Fr ont  End and I nt egr at i on"  f or  mor e 
i nf or mat i on.  * * * * *

Thi s speci f i cat i on i ncl udes t ai l or i ng opt i ons t o 
sel ect  t he pr ot ocol ( s)  r equi r ed t o be suppor t ed at  
t he Moni t or i ng and Cont r ol s Sof t war e ( Fr ont - end) .

Thi s gui de speci f i cat i on cover s t he r equi r ement s f or  
i nt egr at i ng Ni agar a based super vi sor y cont r ol l er s 
ont o t he r egi onal  Cont r ol  Syst em ( CS)  net wor k 
( cal l ed " UMCS I P net wor k"  t hr oughout  t he 
speci f i cat i on f or  c l ar i t y)  f or  f aci l i t i es and 
ut i l i t i es under  Commander  Navy Regi on Nor t hwest  as 
wel l  as f or  f aci l i t i es at  Naval  Hospi t al  Br emer t on.  
The i nt ent  of  t hi s speci f i cat i on i s f or  t he pr oj ect  
to:

1.  I nt er f ace and communi cat e wi t h t he exi st i ng 
NAVFAC UMCS I P Net wor k under  t he est abl i shed 
Aut hor i t y t o Oper at e ( ATO)  managed by NAVFAC NW 
CI O4.  I f  t he pr oj ect ' s  scope of  wor k r equi r es t he 
cont r act or  t o achi eve a compl et el y new ATO vi a t he 
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Ri sk Management  Fr amewor k,  do not  use t hi s 
speci f i cat i on.  The NAVFAC UMCS ut i l i zes Ni agar a AX 
based Ar chi t ect ur e whi ch use Tr ansmi ssi on Cont r ol  
Pr ot ocol  /  I nt er net  Pr ot ocol  ( TCP/ I P)  and Hyper t ext  
Tr ansf er  Pr ot ocol  ( HTTP)  t o communi cat e wi t h 
Bui l di ng Level  Cont r ol l er s v i a t he NAVFAC UMCS 
Network.

2.  Sel ect  equi pment  and sof t war e t o mai nt ai n Fl eet  
Cyber  secur i t y Readi ness and accr edi t at i on of  t he 
UMCS and Fl eet  Cyber  Command Aut hor i t y t o Oper at e 
t he UMCS.

3.  Cr eat e a gr aphi cal  user  i nt er f ace f or  t hi s 
pr oj ect  t hat  compl i es wi t h t he gr aphi cal  i nt er f ace 
st andar ds l i s t ed i n Appendi x B.  Cr eat e cust om 
gr aphi cal  page cont ent  s i mi l ar  t o t he exampl es i n 
Appendi x C f or  t he syst ems i nst al l ed or  modi f i ed i n 
t hi s pr oj ect .  Cr eat e uni que new gr aphi cal  page 
cont ent  wher e t he new f unct i on di f f er s f r om t hat  
exi st i ng cur r ent l y i n t he NAVFAC UMCS,  or  var i at i ons 
of  exi st i ng gr aphi cal  pages ar e r equi r ed based on 
Gover nment  r evi ew comment s.

Edi t  t hi s gui de speci f i cat i on f or  pr oj ect  speci f i c  
r equi r ement s by addi ng,  del et i ng,  or  r evi s i ng t ext .   
For  br acket ed i t ems,  choose appl i cabl e i t ems( s)  or  
i nser t  appr opr i at e i nf or mat i on.

Remove i nf or mat i on and r equi r ement s not  r equi r ed i n 
t he speci f i c  pr oj ect ,  whet her  or  not  br acket s ar e 
present.
Comment s,  suggest i ons and r ecommended changes f or  
t hi s gui de speci f i cat i on ar e wel come.   Thi s r egi onal  
GS ( RGS)  or  NFGS i s mai nt ai ned by Ki mber l y Paul son 
of  t he NAVFAC NW Capi t al  I mpr ovement s CI 4 ( Desi gn)  
Mechani cal  Engi neer i ng Br anch.   Pl ease cont act  her  
at  ( 360)  315- 4451 or  k i mber l y. paul son@navy. mi l  wi t h 
any comment s or  quest i ons.   Cont act  NAVFAC NW CI O4 
UMCS I SSM ( I nf or mat i on Syst em Secur i t y Manager ) f or  
i nf or mat i on r el at ed t o t he cyber secur i t y pr ocesses 
or  Aut hor i t y t o Oper at e.

**************************************************************************

PART 1   GENERAL

1. 1   SUMMARY

The Ut i l i t y  Moni t or i ng and Cont r ol  Syst em ( UMCS)  shal l  per f or m super vi sor y 
moni t or i ng and super vi sor y cont r ol  of  base- wi de bui l di ng cont r ol  syst ems 
and ut i l i t y  cont r ol  syst ems usi ng Ni agar a Fr amewor k wi t h Fox pr ot ocol  as 
speci f i ed and shown.   The UMCS shal l  i nt er f ace wi t h l ocal  bui l di ng or  ot her  
cont r ol  syst ems i nst al l ed per  ot her  Sect i ons.

Ver si on 3. 2 Appendi ces A -  F r ef er enced t hr oughout  t hi s UFGS can be f ound 
on t he Whol e Bui l di ng Desi gn Gui de web page f or  t hi s spec (
https://www.wbdg.org/ffc/navy-navfac/regional-specifications/
nfgs-25-10-10-00-24 . _  Cl i ck on t he hyper l i nk next  t o t he wor ds " Rel at ed 
Mat er i al s"  f or  " UMCS Fr ont - End I nt egr at i on ( NAVFAC NW)  APPENDI CES A- Fv3. 2"  
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( PDF f i l e) .

1. 1. 1   Syst em Requi r ement s

Pr ovi de a UMCS as speci f i ed and shown,  and i n accor dance wi t h t he f ol l owi ng 
characteristics:

The Cont r ol  Syst em consi st s of  a hi gh- speed,  peer - t o- peer  net wor k of  
wor kst at i ons,  ser ver s,  r out er s,  net wor k swi t ches and st and- al one 
super vi sor y cont r ol l er s.   Thi s net wor k pr ovi des t he capabi l i t y  t o i nt egr at e 
BACnet ,  LonWor ks,  MODBUS,  OPC and ot her  open and pr opr i et ar y communi cat i on 
pr ot ocol s i nt o one open,  i nt er oper abl e syst em.

A web based cont r ol l er  and ser ver  wi t h a net wor k i nt er f ace car d gat her s 
dat a f r om t hi s syst em and gener at es web pages accessi bl e t hr ough an 
I nt er net  Expl or er ™ web br owser  on each wor kst at i on connect ed t o t he 
net wor k.   Oper at or s ar e abl e t o per f or m nor mal  and expanded oper at or  
f unct i ons t hr ough t hi s web br owser  i nt er f ace.

The syst em i nst al l ed i n t hi s pr oj ect ,  i ncl udi ng al l  associ at ed equi pment  
and accessor i es,  shal l  t i e i nt o t he exi st i ng Ni agar a- based Cont r ol  Syst em.  
Each SC shal l  communi cat e t o ot her  open and l egacy pr ot ocol  syst ems/ devi ces 
i nst al l ed i n t he f aci l i t y .

The UMCS i s compr i sed of  super vi sor y cont r ol l er s whi ch ar e based on a 
hi er ar chi cal  ar chi t ect ur e i ncor por at i ng Ni agar a Fr amewor k™ ( " Ni agar a" ) .   
Al l  new and r epl acement  equi pment  shal l  be compl i ant  wi t h t he 
NiagaraFramework.

1. 1. 1. 1   Gener al  Syst em Requi r ement s

a.   The syst em shal l  per f or m super vi sor y moni t or i ng and cont r ol  f unct i ons 
i ncl udi ng Schedul i ng,  Al ar m Handl i ng,  Tr endi ng,  Over r i des,  Repor t  
Gener at i on,  and El ect r i cal  Demand Li mi t i ng as speci f i ed.

b.   The syst em shal l  i ncl ude a Gr aphi cal  User  I nt er f ace whi ch shal l  al l ow 
f or  gr aphi cal  navi gat i on bet ween syst ems,  gr aphi cal  r epr esent at i ons of  
syst ems,  access t o r eal - t i me dat a f or  syst ems,  abi l i t y  t o over r i de 
poi nt s i n a syst em,  and access t o al l  super vi sor y moni t or i ng and 
cont r ol  f unct i ons.   See Appendi ces B and C f or  addi t i onal  i nf or mat i on.

c.   Al l  sof t war e used by t he UMCS and al l  sof t war e used t o i nst al l  and 
conf i gur e t he UMCS shal l  be l i censed t o and del i ver ed t o t he NAVFAC NW 
CIO.

d.   Al l  sof t war e used by t he UMCS shal l  be compat i bl e wi t h 64- bi t  ( x64)  
ver si ons of  Wi ndows oper at i ng syst em.

e.   Al l  necessar y document at i on,  conf i gur at i on i nf or mat i on,  conf i gur at i on 
t ool s,  pr ogr ams,  dr i ver s,  and ot her  sof t war e shal l  be l i censed t o and 
ot her wi se r emai n wi t h t he Gover nment  such t hat  t he Gover nment  or  t hei r  
agent s ar e abl e t o r epai r ,  r epl ace,  upgr ade,  and expand t he syst em 
wi t hout  subsequent  or  f ut ur e dependence on t he Cont r act or .   Sof t war e 
l i censes shal l  not  r equi r e per i odi c f ees and shal l  be val i d i n 
perpetuity.

f .   Pr ovi de suf f i c i ent  document at i on and dat a,  i nc l udi ng r i ght s t o 
document at i on and dat a,  such t hat  t he Gover nment  or  t hei r  agent s can 
execut e wor k t o r epai r ,  r epl ace,  upgr ade,  and expand t he syst em wi t hout  
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subsequent  or  f ut ur e dependence on t he Cont r act or .

g.   The UMCS shal l  i nt er f ace di r ect l y t o BACnet  ( ASHRAE 135) ,  LonwWor ks (
CEA-709.1-D ), Modbus, OPC DA,  and Ni agar a Fr amewor k f i el d cont r ol  
syst ems as speci f i ed.

h.   For  UMCS syst ems wi t h Moni t or i ng and Cont r ol  Sof t war e f unct i onal i t y  
i mpl ement ed i n Moni t or i ng and Cont r ol  ( M&C)  Cont r ol l er  Har dwar e,  
pr ovi de suf f i c i ent  addi t i onal  cont r ol l er  har dwar e t o suppor t  t he f ul l  
capaci t y r equi r ement s as speci f i ed.   

i .   Al l  Ni agar a Fr amewor k component s shal l  have an unr est r i c t ed 
i nt er oper abi l i t y  l i cense wi t h a Ni agar a Compat i bi l i t y  St at ement  ( Ni CS)  
f ol l owi ng t he Tr i di um Open Ni CS Speci f i cat i on and shal l  have a val ue of  
" ALL"  f or  " St at i on Compat i bi l i t y  I n" ,  " St at i on Compat i bi l i t y  Out " ,  
" Tool  Compat i bi l i t y  I n"  and " Tool  Compat i bi l i t y  Out " .   Not e t hat  t hi s 
wi l l  r esul t  i n t he f ol l owi ng ent r i es i n t he l i cense. dat  f i l e:
   " accept . st at i on. i n=* "
   " accept . st at i on. out =* "
   " accept . wb. i n=* "
   " accept . wb. out =* "

1. 1. 1. 2   Ni agar a Fr amewor k Requi r ement s

The UMCS shal l  use t he Ni agar a Fr amewor k and shal l  communi cat e wi t h 
Ni agar a Fr amewor k f i el d cont r ol  syst ems usi ng t he Fox pr ot ocol  and HTTP 
over  t he Gover nment  f ur ni shed I P net wor k. [   Ext end t he Gover nment ' s  I P 
net wor k as i ndi cat ed i n t he pr oj ect  document s. ] .

1. 1. 2   Gener al  Cyber secur i t y Requi r ement s

**************************************************************************
NOTE:   The f ol l owi ng par agr aph pr ovi des a pl ace t o 
i ncl ude gener al  syst em- l evel  i nf or mat i on assur ance 
r equi r ement s above and beyond t he r equi r ement s 
al r eady i ncor por at ed i nt o t he Pr oduct  and Execut i on 
par t s of  t hi s speci f i cat i on.   Thi s par agr aph may or  
may not  be r equi r ed dependi ng on how I nf or mat i on 
Assur ance i s bei ng addr essed f or  t he pr oj ect  and 
site.

Pr ovi de speci f i c  r equi r ement s f or  I nf or mat i on 
Assur ance -  s i mpl y i ncor por at i ng t he r ef er ences 
t hr ough t he use of  t he def aul t  t est  i s  gener al l y  NOT 
sufficient.

**************************************************************************

Cyber secur i t y f or  t he syst em shal l  be addr essed i n accor dance wi t h 
25 50 00. 00 20 CYBERSECURI TY OF FACI LI TY- RELATED CONTROL SYSTEMS and t he 
f ol l owi ng r equi r ement s.

1. 1. 2. 1   Cyber  Secur i t y

Pr i or  t o i ni t i at i ng any wor k on s i t e per t ai ni ng t o t he UMCS each cont r act or  
empl oyee who wi l l  wor k on pr ogr ammi ng or  exi st i ng UMCS i nf r ast r uct ur e shal l :

a.   Compl et e t he SAAR- N f or m and t he NAVFAC NW CS I A Addendum ( pr ovi ded by 
NAVFAC NW and i ncl uded as Appendi x F)  and pr ovi de t o Cont r act i ng 
Officer;
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b.   Compl et e t he annual  Depar t ment  of  Def ense I nf or mat i on Assur ance 
Awar eness t r ai ni ng;

c.   Have pr oof  of  a c l ean backgr ound i nvest i gat i on wi t h a l east  a Faci l i t y  
Access Det er mi nat i on ( FAD)

Cont r act or  shoul d pl an on t he c l ear ance act i v i t i es l i s t ed above t aki ng 12 
weeks f or  per sonnel  not  al r eady hol di ng a Gover nment  secur i t y c l ear ance.   
Cl ear ance act i v i t i es can t ake l onger  t han 12 weeks f or  i ndi v i dual s f ound t o 
have cl ear ance i ssues dur i ng t hei r  backgr ound check.

Admi n Ri ght s:  Cont r act or s wi l l  not  be gr ant ed f ul l  admi n r i ght s t o any 
gover nment - owned comput er .   Local  account s on gover nment  comput er s ar e not  
al l owed;  cont r act or s whose per sonnel  who have submi t t ed t hei r  f or ms and 
have a pr oper  backgr ound check or  c l ear ance wi l l  be gr ant ed access f or  t he 
dur at i on of  t he pr oj ect .

USB ' t humb'  dr i ves ar e pr ohi bi t ed on Gover nment  equi pment .   
Gover nment - suppl i ed USB har d dr i ves ar e accept abl e and can be checked out  
f r om CI O.

The Cont r act or  shal l  not  connect  cont r act or  owned comput er  equi pment  t o t he 
r egi onal  Cont r ol s Syst em net wor k,  nor  l eave behi nd any t el ecommuni cat i on 
i nf r ast r uct ur e ( i . e. ,  cel l ul ar  modems)  t hat  al l ows r emot e access i nt o 
i nst al l ed equi pment .   Al l  poi nt s of  i ngr ess and egr ess wi l l  be aut hor i zed 
and mai nt ai ned by NAVFAC NW CI O and onl y af t er  al l  r equi r ed net wor k por t s 
and pr ot ocol s ar e i dent i f i ed and document ed.

The Cont r act or  wi l l  be al l owed t o check out  UMCS l apt ops f or  f i el d use.   
Lapt ops f or  f i el d use whi l e on- si t e may be checked out  f r om t he UMCS l apt op 
pool  managed by NAVFAC NW CI O at  NBK- Bangor ,  WA.   Lapt op check- out  
r eser vat i ons shoul d be schedul ed at  l east  one week i n advance ensur i ng 
availability.

Pr ovi de secur e passwor d pr ot ect i on f or  each devi ce/ syst em;  pr ovi de al l  
i nt egr at i on necessar y t o i ncor por at e cent r al i zed aut hent i cat i on i . e.  
ensur i ng s i ngl e s i gn on l ever agi ng Li ght wei ght  Di r ect or y Access Pr ot ocol  
( LDAP)  pr ovi ded by NAVFAC NW suppor t ed Act i ve Di r ect or y Ar chi t ect ur e.  
Passwor d i nf or mat i on shal l  be need- t o- know,  and t he Cont r act or  shal l  not  
di scl ose i t  t o ot her s.   Passwor d i nf or mat i on shal l  be submi t t ed v i a har d 
copy cor r espondence or  CD t o t he Cont r act i ng Of f i cer ' s Repr esent at i ve.   
Passwor ds shal l  not  be conveyed by e- mai l  or  3r d par t y means,  except  
encr ypt ed emai l  i s  accept abl e.

I f  at  any of  t he above secur i t y r equi r ement s ar e v i ol at ed,  t he 
i ndi v i dual ( s)  wi l l  have ( at  a mi ni mum)  t hei r  Gover nment  comput er  access 
pr i v i l eges r evoked.   Al l  I T r el at ed possessi ons may be conf i scat ed pendi ng 
an i nvest i gat i on.

1. 1. 3   Symbol s,  Def i ni t i on and Abbr evi at i ons

Symbol s,  def i ni t i ons,  and engi neer i ng uni t  abbr evi at i ons used i n di spl ays,  
submi t t al s and r epor t s shal l  be as cur r ent l y used i n t he exi st i ng CS 
gr aphi cal  user  i nt er f ace unl ess not ed ot her wi se.   See Appendi x B f or  mor e 
information.

SECTI ON 25 10 10. 00 24  Page 9



1. 1. 4   Syst em Uni t s and Accur acy

**************************************************************************
NOTE:   Accur acy of  cal cul at i ons and pr eci s i on and 
r esol ut i on of  di spl ays f or  t he CS i s speci f i ed i n 
t er ms of  t he accur acy of  t he sensor s used i n t he 
bui l di ng cont r ol s connect ed t o t he CS.   Edi t  t he 
br acket s t o i ndi cat e a r ef er ence t o t he di r ect  
di gi t al  cont r ol s speci f i cat i on appr opr i at e t o t hi s  
project.

**************************************************************************

Di spl ays,  pr i nt - out s and cal cul at i ons shal l  be per f or med i n Engl i sh 
( i nch- pound)  uni t s.   Cal cul at i ons shal l  have accur acy equal  t o or  exceedi ng 
sensor  accur acy as speci f i ed i n Sect i on 23 09 13 I NSTRUMENTATI ON AND 
CONTROL DEVI CES FOR HVAC.   Di spl ays and pr i nt out s shal l  pr esent  val ues t o 
at  l east  one si gni f i cant  f i gur e.

1. 1. 5   Dat a Packages/ Submi t t al  Requi r ement s

**************************************************************************
NOTE:   Coor di nat e t he r evi ew of  al l  submi t t al s wi t h 
t he appr opr i at e r esponsi bl e per son wi t hi n NAVFAC NW.

I n t he NW AOR,  Cur t  Hi ckl e i s t he CS Pr ogr am 
Manager .   He mai nt ai ns a por t al  s i t e wi t h 
i nf or mat i on and r esour ces t o assi st  anyone i nvol ved 
i n coor di nat i ng an CS pr oj ect .   I t  can be v i ewed by 
goi ng t o t hi s por t al  addr ess:
https://hub.navfac.navy.mil/webcenter/portal/nw/Control+Systems(CS)
Al l  const r uct i on pr oj ect  submi t t al s shoul d be 
r evi ewed by CI O4 f or  compl i ance wi t h pr oduct  
specifications.

Al l  gr aphi cs submi t t al s shal l  be r evi ewed by CI O3 
f or  consi st ency t o t he st andar ds.

The CS por t al  page l i s t s t he PW and CI O Cor e 
per sonnel  who shoul d be i ncl uded on submi t t al  r evi ew 
( i ncl udi ng t he SAES,  RFP or  DBB document at i on) .   The 
l i s t  i s  mai nt ai ned t her e i nst ead of  t hi s Regi onal  
Gui de Speci f i cat i on.

The acqui s i t i on of  al l  t echni cal  dat a,  dat a bases 
and comput er  sof t war e i t ems t hat  ar e i dent i f i ed 
her ei n wi l l  be accompl i shed st r i c t l y  i n accor dance 
wi t h t he Feder al  Acqui s i t i on Regul at i on ( FAR)  and 
t he Depar t ment  of  Def ense Acqui s i t i on Regul at i on 
Suppl ement  ( DOD FARS) .   Those r egul at i ons as wel l  as 
t he Ser vi ces i mpl ement at i ons t her eof  shoul d al so be 
consul t ed t o ensur e t hat  a del i ver y of  cr i t i cal  
i t ems of  t echni cal  dat a i s not  i nadver t ent l y l ost .   
Speci f i cal l y ,  t he Ri ght s i n Techni cal  Dat a and 
Comput er  Sof t war e Cl ause,  DOD FARS 52. 227- 7013,  and 
t he Dat a Requi r ement s Cl ause,  DOD FAR 52. 227- 7031,  
as wel l  as any r equi s i t e sof t war e l i censi ng 
agr eement s wi l l  be made a par t  of  t he CONTRACT 
CLAUSES or  SPECI AL CONTRACT REQUI REMENTS.
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I n addi t i on,  t he appr opr i at e DD For m 1423 Cont r act  
Dat a Requi r ement s Li st ,  wi l l  be f i l l ed out  f or  each 
di st i nct  del i ver abl e dat a i t em and made a par t  of  
t he cont r act .   Wher e necessar y,  a DD For m 1664,  Dat a 
I t em Descr i pt i on,  wi l l  be used t o expl ai n and mor e 
f ul l y  i dent i f y t he dat a i t ems l i s t ed on t he DD For m 
1423.   I t  i s  t o be not ed t hat  al l  of  t hese c l auses 
and f or ms ar e r equi r ed t o ensur e t he del i ver y of  t he 
dat a i n quest i on and t hat  such dat a i s obt ai ned wi t h 
t he r equi s i t e r i ght s t o use by t he Gover nment .

I ncl ude wi t h t he r equest  f or  pr oposal s a compl et ed 
DD For m 1423,  Cont r act  Dat a Requi r ement s Li st .   Thi s 
f or m i s essent i al  t o obt ai n del i ver y of  al l  
document at i on.   Each del i ver abl e wi l l  be c l ear l y 
speci f i ed,  bot h descr i pt i on and quant i t y bei ng 
required.

**************************************************************************

Techni cal  dat a packages consi st i ng of  comput er  sof t war e and t echni cal  dat a 
( meani ng t echni cal  dat a whi ch r el at es t o comput er  sof t war e)  whi ch ar e 
speci f i cal l y  i dent i f i ed i n t hi s pr oj ect  and whi ch may be def i ned/ r equi r ed 
i n ot her  speci f i cat i ons shal l  be del i ver ed st r i c t l y  i n accor dance wi t h t he 
CONTRACT CLAUSES and i n accor dance wi t h t he Cont r act  Dat a Requi r ement s 
Li st ,  DD For m 1423.   Dat a del i ver ed shal l  be i dent i f i ed by r ef er ence t o t he 
par t i cul ar  speci f i cat i on par agr aph agai nst  whi ch i t  i s  f ur ni shed.   Al l  
submi t t al s not  speci f i ed as t echni cal  dat a packages ar e consi der ed shop 
dr awi ngs under  t he Feder al  Acqui s i t i on Regul at i on Suppl ement  ( FARS)  and 
shal l  cont ai n no pr opr i et ar y i nf or mat i on and shal l  be del i ver ed wi t h 
unr est r i c t ed r i ght s.

1. 2   REFERENCES

**************************************************************************
NOTE:   Thi s par agr aph i s used t o l i s t  t he 
publ i cat i ons c i t ed i n t he t ext  of  t he gui de 
speci f i cat i on.   The publ i cat i ons ar e r ef er r ed t o i n 
t he t ext  by basi c desi gnat i on onl y and l i s t ed i n 
t hi s par agr aph by or gani zat i on,  desi gnat i on,  dat e,  
and t i t l e.

Use t he Ref er ence Wi zar d' s Check Ref er ence f eat ur e 
when you add a Ref er ence I dent i f i er  ( RI D)  out s i de of  
t he Sect i on' s Ref er ence Ar t i c l e t o aut omat i cal l y  
pl ace t he r ef er ence i n t he Ref er ence Ar t i c l e.   Al so 
use t he Ref er ence Wi zar d' s Check Ref er ence f eat ur e 
t o updat e t he i ssue dat es.

Ref er ences not  used i n t he t ext  wi l l  aut omat i cal l y  
be del et ed f r om t hi s sect i on of  t he pr oj ect  
speci f i cat i on when you choose t o r econci l e 
r ef er ences i n t he publ i sh pr i nt  pr ocess.

**************************************************************************

The publ i cat i ons l i s t ed bel ow f or m a par t  of  t hi s speci f i cat i on t o t he 
ext ent  r ef er enced.   The publ i cat i ons ar e r ef er r ed t o wi t hi n t he t ext  by t he 
basi c desi gnat i on onl y.
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AMERI CAN SOCI ETY OF HEATI NG,  REFRI GERATI NG AND AI R- CONDI TI ONI NG 
ENGI NEERS ( ASHRAE)

ASHRAE 135 ( 2016)  BACnet —A Dat a Communi cat i on 
Pr ot ocol  f or  Bui l di ng Aut omat i on and 
Cont r ol  Net wor ks

CONSUMER ELECTRONI CS ASSOCI ATI ON ( CEA)

CEA-709.1-D ( 2014)  Cont r ol  Net wor k Pr ot ocol  
Specification

CEA-709.3 ( 1999;  R 2015)  Fr ee- Topol ogy Twi st ed- Pai r  
Channel  Speci f i cat i on

I NSTI TUTE OF ELECTRI CAL AND ELECTRONI CS ENGI NEERS ( I EEE)

I EEE 1815 ( 2015;  CORR 2016)  Exchangi ng I nf or mat i on 
Bet ween Net wor ks I mpl ement i ng I EC 61850 
and I EEE St d 1815 [ Di st r i but ed Net wor k 
Pr ot ocol  ( DNP3) ]

I EEE C62. 41 ( 1991;  R 1995)  Recommended Pr act i ce on 
Sur ge Vol t ages i n Low- Vol t age AC Power  
Circuits

LONMARK I NTERNATI ONAL ( LonMar k)

LonMar k I nt er oper abi l i t y  Gui de ( 2005)  LonMar k Appl i cat i on- Layer  
I nt er oper abi l i t y  Gui de and LonMar k Layer  
1- 6 I nt er oper abi l i t y  Gui de;  Ver si on 3. 4

LonMar k SNVT Li st ( 2014)  LonMar k SNVT Mast er  Li st ;  Ver si on 15

LonMar k XI F Gui de ( 2001)  LonMar k Ext er nal  I nt er f ace Fi l e 
Ref er ence Gui de;  Revi s i on 4. 402

MODBUS ORGANI ZATI ON,  I NC ( MODBUS)

Modbus ( 2006)  Modbus Appl i cat i on Pr ot ocol  
Speci f i cat i on;  Ver si on 1. 1b and Modbus 
Messagi ng on TCP/ I P I mpl ement at i on Gui de;  
Ver si on V1. 0b

NATI ONAL ELECTRI CAL MANUFACTURERS ASSOCI ATI ON ( NEMA)

NEMA 250 ( 2018)  Encl osur es f or  El ect r i cal  Equi pment  
( 1000 Vol t s Maxi mum)

NATI ONAL FI RE PROTECTI ON ASSOCI ATI ON ( NFPA)

NFPA 262 ( 2019)  St andar d Met hod of  Test  f or  Fl ame 
Tr avel  and Smoke of  Wi r es and Cabl es f or  
Use i n Ai r - Handl i ng Spaces

NFPA 70 ( 2017;  ERTA 1- 2 2017;  TI A 17- 1;  TI A 17- 2;  
TI A 17- 3;  TI A 17- 4;  TI A 17- 5;  TI A 17- 6;  
TI A 17- 7;  TI A 17- 8;  TI A 17- 9;  TI A 17- 10;  
TI A 17- 11;  TI A 17- 12;  TI A 17- 13;  TI A 
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17- 14;  TI A 17- 15;  TI A 17- 16;  TI A 17- 17 )  
Nat i onal  El ect r i cal  Code

OPC FOUNDATI ON ( OPC)

OPC DA ( Ver  3. 0;  Er r at a)  OPC Dat a Access ( DA)

TELECOMMUNI CATI ONS I NDUSTRY ASSOCI ATI ON ( TI A)

TIA-568-C.1 ( 2009;  Add 2 2011;  Add 1 2012)  Commer ci al  
Bui l di ng Tel ecommuni cat i ons Cabl i ng 
Standard

TIA-606 ( 2017c)  Admi ni st r at i on St andar d f or  t he 
Tel ecommuni cat i ons I nf r ast r uct ur e

TIA-607 ( 2011b)  Gener i c Tel ecommuni cat i ons Bondi ng 
and Gr oundi ng ( Ear t hi ng)  f or  Cust omer  
Premises

TRI DI UM,  I NC ( TRI DI UM)

Ni agar a Fr amewor k ( 2012)  Ni agar aAX User ' s Gui de

Tr i di um Open Ni CS ( 2005)  Under st andi ng t he Ni agar aAX 
Compat i bi l i t y  St at ement  ( Ni CS)

U. S.  FEDERAL COMMUNI CATI ONS COMMI SSI ON ( FCC)

FCC EMC ( 2002)  FCC El ect r omagnet i c Compl i ance 
Requirements

FCC Par t  15 Radi o Fr equency Devi ces ( 47 CFR 15)

UNDERWRI TERS LABORATORI ES ( UL)

UL 1778 ( 2014;  Repr i nt  Sep 2017)  UL St andar d f or  
Saf et y Uni nt er r upt i bl e Power  Syst ems

UL 60950 ( 2000;  Repr i nt  Oct  2007)  Saf et y of  
I nf or mat i on Technol ogy Equi pment

1. 3   DEFINITIONS

The f ol l owi ng l i s t  of  def i ni t i ons may cont ai n t er ms not  f ound el sewher e i n 
t hi s Sect i on but  ar e i ncl uded her e f or  compl et eness.   Some t er ms ar e 
f ol l owed wi t h a pr ot ocol  r ef er ence i n par ent hesi s ( f or  exampl e:  ( BACnet ) )  
i ndi cat i ng t o whi ch pr ot ocol  t he t er m and def i ni t i on appl i es.

1. 3. 1   Access Swi t ch

An access swi t ch has one or  t wo t r unk por t  connect i ons.   An access swi t ch 
per mi t s access t o pr i mar i l y  end devi ces and not  t o ot her  swi t ches.

1. 3. 2   Al ar m Gener at i on

The pr ocess of  compar i ng a poi nt  val ue ( t he poi nt  bei ng al ar med)  wi t h a 
pr e- def i ned al ar m condi t i on ( e. g.  a Hi gh Li mi t )  and per f or mi ng some act i on 
based on t he r esul t  of  t he compar i son.
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1. 3. 3   Al ar m Handl i ng

See Al ar m Rout i ng

1. 3. 4   Al ar m Rout i ng

Al ar m r out i ng i s  M&C sof t war e f unct i onal i t y  t hat  s t ar t s wi t h a not i f i cat i on 
t hat  an al ar m exi st s ( t ypi cal l y  as t he out put  of  an Al ar m Gener at i on 
pr ocess)  and sends a speci f i c  message t o a speci f i c  al ar m r eci pi ent  or  
device.

1. 3. 5   BACnet  ( BACnet )

The t er m BACnet  i s  used i n t wo ways.   Fi r st  meani ng t he BACnet  Pr ot ocol  
St andar d -  t he communi cat i on r equi r ement s as def i ned by ASHRAE 135 
i ncl udi ng al l  annexes and addenda.   The second t o r ef er  t o t he over al l  
t echnol ogy r el at ed t o t he ASHRAE 135 pr ot ocol .

1. 3. 6   BACnet  I nt er oper abi l i t y  Bui l di ng Bl ocks ( BI BBs)  ( BACnet )

A BI BB i s a col l ect i on of  one or  mor e BACnet  ser vi ces i nt ended t o def i ne a 
hi gher  l evel  of  i nt er oper abi l i t y .   BI BBs ar e combi ned t o bui l d t he BACnet  
f unct i onal  r equi r ement s f or  a devi ce i n a speci f i cat i on.   Some BI BBs def i ne 
addi t i onal  r equi r ement s ( beyond r equi r i ng suppor t  f or  speci f i c  ser v i ces)  i n 
or der  t o achi eve a l evel  of  i nt er oper abi l i t y .   For  exampl e,  t he BI BB DS- V- A 
( Dat a Shar i ng- Vi ew- A) ,  whi ch woul d t ypi cal l y  be used by an M&C cl i ent ,  not  
onl y r equi r es t he c l i ent  t o suppor t  t he ReadPr oper t y Ser vi ce,  but  al so 
pr ovi des a l i s t  of  dat a t ypes ( Obj ect  /  Pr oper t i es)  whi ch t he c l i ent  must  
be abl e t o i nt er pr et  and di spl ay f or  t he user .

1. 3. 7   BACnet  Test i ng Labor at or i es ( BTL) ( BACnet )

Est abl i shed by BACnet  I nt er nat i onal  t o suppor t  compl i ance t est i ng and 
i nt er oper abi l i t y  t est i ng act i v i t i es and consi st s of  BTL Manager  and t he BTL 
Wor ki ng Gr oup ( BTL- WG) .   BTL al so publ i shes I mpl ement at i on Gui del i nes.

1. 3. 8   BACnet  Test i ng Labor at or i es ( BTL)  Li st ed ( BACnet )

A devi ce t hat  has been cer t i f i ed by BACnet ® Test i ng Labor at or y.   Devi ces 
may be cer t i f i ed t o a speci f i c  devi ce pr of i l e,  i n whi ch case t he 
cer t i f i cat i on i ndi cat es t hat  t he devi ce suppor t s t he r equi r ed capabi l i t i es 
f or  t hat  pr of i l e,  or  may be cer t i f i ed as " ot her " .

1. 3. 9   Binary

A t wo- st at e syst em or  s i gnal ;  f or  exampl e one wher e an " ON"  condi t i on i s 
r epr esent ed by a hi gh s i gnal  l evel  and an " OFF"  condi t i on i s r epr esent ed by 
a l ow si gnal  l evel .   ' Di gi t al '  i s  somet i mes used i nt er changeabl y wi t h 
'binary'.

1. 3. 10   Bi ndi ng ( LonWor ks)

The act  of  est abl i shi ng communi cat i ons bet ween CEA-709.1-D  devi ces by 
associ at i ng t he out put  of  a devi ce t o t he i nput  of  anot her  so t hat  
i nf or mat i on i s aut omat i cal l y  ( and r egul ar l y)  sent  wi t hout  bei ng r equest ed 
by t he r eci pi ent .
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1. 3. 11   Broadcast

Unl i ke most  messages,  whi ch ar e i nt ended f or  a speci f i c  r eci pi ent  devi ce,  a 
br oadcast  message i s i nt ended f or  al l  devi ces on t he net wor k.

1. 3. 12   Bui l di ng Cont r ol  Net wor k ( BCN)

The net wor k used by t he Bui l di ng Cont r ol  Syst em.   Typi cal l y  t he BCN i s a 
BACnet ASHRAE 135 or  LonWor ks CEA-709.1-D  net wor k i nst al l ed by t he bui l di ng 
cont r ol  syst em cont r act or .

1. 3. 13   Bui l di ng Cont r ol  Syst em ( BCS)

One t ype of  Fi el d Cont r ol  Syst em.   A cont r ol  syst em f or  bui l di ng el ect r i cal  
and mechani cal  syst ems,  t ypi cal l y  HVAC ( i ncl udi ng cent r al  pl ant s)  and 
l i ght i ng.   A BCS gener al l y uses Di r ect  Di gi t al  Cont r ol  ( DDC)  Har dwar e and 
gener al l y does NOT i ncl ude i t s own l ocal  f r ont  end.

1. 3. 14   Bui l di ng Poi nt  of  Connect i on ( BPOC)

A FPOC f or  a Bui l di ng Cont r ol  Syst em.   ( Thi s t er m i s bei ng phased out  of  
use i n pr ef er ence f or  FPOC but  i s  st i l l  used i n some speci f i cat i ons and 
criteria.)

1. 3. 15   Clearance

Secur i t y Cl ear ance

1. 3. 16   Cont r ol  Logi c Di agr am

A gr aphi cal  r epr esent at i on of  cont r ol  l ogi c f or  mul t i pl e pr ocesses t hat  
make up a syst em.

1. 3. 17   Faci l i t y  Poi nt  Of  Connect i on ( FPOC)

The FPOC i s t he poi nt  of  connect i on bet ween t he UMCS I P Net wor k and t he 
f i el d cont r ol  net wor k ( ei t her  an I P net wor k,  a non- I P net wor k,  or  bot h) .   
The har dwar e at  t hi s l ocat i on whi ch pr ovi des t he connect i on i s gener al l y  
one of  a cont r ol  pr ot ocol  r out er ,  a cont r ol  pr ot ocol  gat eway,  or  an I T 
devi ce such as a swi t ch,  I P r out er ,  or  f i r ewal l .

I n gener al ,  t he t er m " FPOC Locat i on"  means t he pl ace wher e t hi s connect i on 
occur s,  and " FPOC Har dwar e"  means t he devi ce t hat  pr ovi des t he connect i on.   
Somet i mes t he t er m " FPOC"  i s used t o mean ei t her  and i t s act ual  meani ng 
( i . e.  l ocat i on or  har dwar e)  i s  det er mi ned by t he cont ext  i n whi ch i t  i s  
used.

1. 3. 18   Fi el d Cont r ol  Net wor k

The net wor k used by a f i el d cont r ol  syst em.

1. 3. 19   Fi el d Cont r ol  Syst em ( FCS)

A bui l di ng cont r ol  syst em or  ut i l i t y  cont r ol  syst em.

1. 3. 20   Fox Pr ot ocol  ( Ni agar a Fr amewor k)

The pr ot ocol  used f or  communi cat i on bet ween component s i n t he Ni agar a 
Fr amewor k.   By def aul t ,  Fox uses TCP por t  1911
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1. 3. 21   Gateway

A devi ce t hat  t r ansl at es f r om one pr ot ocol  t o anot her .   Devi ces t hat  change 
onl y t he t r anspor t  mechani sm of  t he pr ot ocol  -  " t r ansl at i ng"  f r om LonWor ks 
over  TP/ FT- 10 t o LonWor ks over  I P f or  exampl e -  ar e not  gat eways as t he 
under l y i ng pr ot ocol  ( dat a f or mat )  does not  change.   Gat eways ar e al so 
cal l ed Communi cat i ons Br i dges or  Pr ot ocol  Tr ansl at or s.

1. 3. 22   Cont r ol  Syst em ( CS or  now movi ng t o cal l i ng i t  " UMCS" )

The NAVFAC NW Cont r ol  Syst em ( CS)  i s an i nt egr at i on of  SCADA ( Super vi sor y 
Cont r ol  And Dat a Acqui s i t i on -  f or  Ut i l i t y  Syst em cont r ol )  and DDC ( Di r ect  
Di gi t al  Cont r ol  -  f or  Faci l i t y  mechani cal  and el ect r i cal  cont r ol )  devi ces 
and t he i ndi v i dual  cont r ol  syst ems,  net wor ks,  f i el d equi pment ,  sensor s and 
act uat or s t hat  pr ovi de moni t or i ng and cont r ol  f unct i on f or  mechani cal  and 
el ect r i cal  syst ems,  and Advanced Met er i ng I nf r ast r uct ur e.   Al l  cont r ol  
syst ems ar e par t  of  t he UMCS,  whet her  par t  of  a ut i l i t y  or  a f aci l i t y .  
Advanced Met er i ng I nf r ast r uct ur e ( AMI )  i s  par t  of  t he CS pr ogr am,  but  i s  
not  cover ed by t hi s gui de speci f i cat i on.

1. 3. 23   JACE ( Ni agar a Fr amewor k)

Java Appl i cat i on Cont r ol  Engi ne.   See " Ni agar a Fr amewor k Super vi sor y 
Gat eway" .   Not e:   The Ni agar a Fr amewor k par ent  cor por at i on Tr i di um' s 
pr oduct  l i ne of  super vi sor y cont r ol l er s ar e cal l ed " JACE"  so t he t er m 
" JACE"  shoul d be avoi ded when di scussi ng super vi sor y cont r ol l er s/ gat eways 
gener al l y as i t  appear s t o r ef er  t o a pr opr i et ar y pr oduct .

1. 3. 24   LDAP

Li ght wei ght  Di r ect or y Access Pr ot ocol .  LDAP i s used t o aut hent i cat e 
super vi sor y cont r ol l er s and comput er s t o t he NAVFAC CS Wi ndows Domai n.

1. 3. 25   LonMar k Obj ect  ( LonWor ks)

A col l ect i on of  net wor k var i abl es,  conf i gur at i on pr oper t i es,  and associ at ed 
behavi or  def i ned by LonMar k I nt er nat i onal  and descr i bed by a Funct i onal  
Pr of i l e.   I t  def i nes how i nf or mat i on i s exchanged bet ween devi ces on a 
net wor k ( i nput s f r om and out put s t o t he net wor k) .

1. 3. 26   LNS Pl ug- i n ( LonWor ks)

Sof t war e whi ch r uns i n an LNS compat i bl e sof t war e t ool ,  t ypi cal l y  a net wor k 
conf i gur at i on t ool .   Devi ce conf i gur at i on pl ug- i ns pr ovi de a ' user  
f r i endl y '  met hod t o edi t  a devi ce' s conf i gur at i on pr oper t i es.

1. 3. 27   LonMar k ( LonWor ks)

See LonMar k I nt er nat i onal .   Al so,  a cer t i f i cat i on i ssued by LonMar k 
I nt er nat i onal  t o CEA-709.1-D  devi ces.

1. 3. 28   LonMar k I nt er nat i onal  ( LonWor ks)

St andar ds commi t t ee consi st i ng of  i ndependent  pr oduct  devel oper s,  syst em 
i nt egr at or s and end user s dedi cat ed t o det er mi ni ng and mai nt ai ni ng t he 
i nt er oper abi l i t y  gui del i nes f or  LonWor ks.   Mai nt ai ns gui del i nes f or  t he 
i nt er oper abi l i t y  of  CEA-709.1-D  devi ces and i ssues t he LonMar k 
Cer t i f i cat i on f or  CEA-709.1-D  devi ces.

SECTI ON 25 10 10. 00 24  Page 16



1. 3. 29   LonWor ks ( LonWor ks)

The t er m used t o r ef er  t o t he over al l  t echnol ogy r el at ed t o t he CEA-709.1-D  
pr ot ocol  ( somet i mes cal l ed " LonTal k" ) ,  i ncl udi ng t he pr ot ocol  i t sel f ,  
net wor k management ,  i nt er oper abi l i t y  gui del i nes and pr oduct s.

1. 3. 30   LonWor ks Net wor k Ser vi ces ( LNS)  ( LonWor ks)

A net wor k management  and dat abase st andar d f or  CEA-709.1-D  devi ces.

1. 3. 31   LonWor ks Net wor k Ser vi ces ( LNS)  Dat abase ( LonWor ks)

The st andar d dat abase cr eat ed and used by LonWor ks Net wor k Ser vi ces ( LNS)  
compat i bl e t ool s,  such as LNS Net wor k Conf i gur at i on t ool s.

1. 3. 32   Modbus

A basi c pr ot ocol  f or  cont r ol  net wor k communi cat i ons gener al l y used i n 
ut i l i t y  cont r ol  syst ems.   The Modbus pr ot ocol  st andar d i s mai nt ai ned by The 
Modbus Or gani zat i on.

1. 3. 33   Mast er - Sl ave/ Token Passi ng ( MS/ TP) ( BACnet )

Dat a l i nk pr ot ocol  as def i ned by t he BACnet  st andar d.   Mul t i pl e speeds 
( dat a r at es)  ar e per mi t t ed by t he BACnet  MS/ TP st andar d.

1. 3. 34   Moni t or i ng and Cont r ol  ( M&C)  Sof t war e

The UMCS ' f r ont  end'  sof t war e whi ch per f or ms super vi sor y f unct i ons such as 
al ar m handl i ng,  schedul i ng and dat a l oggi ng and pr ovi des a user  i nt er f ace 
f or  moni t or i ng t he syst em and conf i gur i ng t hese f unct i ons.

1. 3. 35   NAVFAC NW CI O ( CI O)

NAVFAC NW CI O ( CI O)  i s t he aut hor i t y havi ng j ur i sdi ct i on over  al l  CS I T 
( I nf or mat i on Technol ogy)  and OT ( Oper at i onal  Technol ogy) .

1. 3. 36   Net wor k or  CS Net wor k

The CS i s composed of  Et her net  TCP/ I P r out er - swi t ch- and- cabl e net wor k 
r unni ng over  copper  and f i ber  medi a,  and ser i al  net wor ks r unni ng over  a 
var i et y of  medi a.  

1. 3. 37   Net wor k Var i abl e ( LonWor ks)

See ' St andar d Net wor k Var i abl e Type ( SNVT) ' .

1. 3. 38   Ni agar a AX ( Al so cal l ed " Ni agar a" )

A ver si on ( r el ease)  of  t he Ni agar a Fr amewor k used by NAVFAC NW.   Whi l e i t  
i s  of t en used t o r ef er  t o j ust  t he f r ont  end,  i t  i ncl udes al l  component s of  
t he Ni agar a Fr amewor k.   NAVFAC NW ( al ong wi t h t he Navy ent er pr i se- wi de)  i s  
movi ng t o Ni agar a 4 v i a i ncl usi on i n t he ent er pr i se Aut hor i t y t o Oper at e.

1. 3. 39   Ni agar a Fr amewor k ( Ni agar a Fr amewor k)

A set  of  har dwar e and sof t war e speci f i cat i ons f or  bui l di ng and ut i l i t y  
cont r ol  owned by Tr i di um I nc.  and l i censed t o mul t i pl e vendor s.   The 
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Fr amewor k consi st s of  f r ont  end ( M&C)  sof t war e,  web based cl i ent s,  f i el d 
l evel  cont r ol  har dwar e,  and engi neer i ng t ool s.   Whi l e t he Ni agar a Fr amewor k 
i s not  adopt ed by a r ecogni zed st andar ds body and does not  use an open 
l i censi ng model ,  i t  i s  suf f i c i ent l y wel l - suppor t ed by mul t i pl e HVAC vendor s 
t o be consi der ed a de- f act o Open St andar d.

1. 3. 40   Ni agar a Fr amewor k Super vi sor y Gat eway ( Ni agar a Fr amewor k)

DDC Har dwar e component  of  t he Ni agar a Fr amewor k.   A t ypi cal  Ni agar a 
ar chi t ect ur e has Ni agar a speci f i c  super vi sor y gat eways at  t he I P l evel  and 
ot her  ( non- Ni agar a speci f i c)  cont r ol l er s on f i el d net wor ks ( TP/ FT- 10,  
MS/ TP,  et c. )  beneat h t he Ni agar a super vi sor y gat eways.   The Ni agar a 
speci f i c  cont r ol l er s f unct i on as a gat eway bet ween t he Ni agar a f r amewor k 
pr ot ocol  ( Fox)  and t he f i el d net wor k beneat h.   These super vi sor y gat eways 
may al so be used as gener al  pur pose cont r ol l er s and al so have t he 
capabi l i t y  t o pr ovi de a web- based user  i nt er f ace.   NAVFAC NW has cal l ed 
t hese devi ces " Super vi sor y Cont r ol l er s"  i n t he past ,  but  i s  al i gni ng wi t h 
ent er pr i se- wi de t er mi nol ogy and wi l l  now use t he t er m " gat eway" .

1. 3. 41   Override

To change t he val ue of  a poi nt  out s i de of  t he nor mal  sequence of  oper at i on 
wher e t hi s change has pr i or i t y  over  t he sequence.   An over r i de can be 
accompl i shed i n one of  t wo ways:  t he poi nt  i t sel f  may be Commandabl e and 
wr i t t en t o wi t h a pr i or i t y  or  t her e may be a separ at e poi nt  on t he 
cont r ol l er  f or  t he expr ess pur pose of  i mpl ement i ng t he over r i de.

Typi cal l y  t hi s over r i de i s f r om t he Ut i l i t i es Moni t or i ng and Cont r ol  Syst em 
( UMCS)  Moni t or i ng and Cont r ol  ( M&C)  Sof t war e.   Not e t hat  t hi s def i ni t i on i s 
not  st andar d t hr oughout  i ndust r y.

1. 3. 42   Poi nt ,  Cal cul at ed

A val ue wi t hi n t he M&C Sof t war e t hat  i s  not  a net wor k poi nt  but  has been 
cal cul at ed by l ogi c wi t hi n t he sof t war e based on t he val ue of  net wor k 
poi nt s or  ot her  cal cul at ed poi nt s.   Cal cul at ed poi nt s ar e somet i mes cal l ed 
v i r t ual  poi nt s or  i nt er nal  poi nt s.

1. 3. 43   Poi nt ,  Net wor k

A val ue t hat  t he M&C Sof t war e r eads f r om or  wr i t es t o a f i el d cont r ol  
network.

1. 3. 44   Polling

A r equest ed t r ansmi ssi on of  dat a bet ween devi ces,  r at her  t han an 
unr equest ed t r ansmi ssi on such as Change- Of - Val ue ( COV)  or  Bi ndi ng wher e 
dat a i s aut omat i cal l y  t r ansmi t t ed under  cer t ai n condi t i ons.

1. 3. 45   Pr oper t y ( BACnet )

A BACnet  Pr oper t y -  a dat a el ement  associ at ed wi t h an Obj ect .   Di f f er ent  
Obj ect s have di f f er ent  Pr oper t i es,  f or  exampl e an Anal og I nput  Obj ect  has a 
Pr esent _Val ue Pr oper t y ( whi ch pr ovi des t he val ue of  t he under l y i ng har dwar e 
anal og i nput ) ,  a Hi gh_Li mi t  Pr oper t y ( whi ch cont ai ns a hi gh l i mi t  f or  
al ar mi ng) ,  as wel l  as ot her  pr oper t i es.
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1. 3. 46   Pr ot ocol  I mpl ement at i on Conf or mance St at ement  ( PI CS) ( BACnet )

A document ,  cr eat ed by t he manuf act ur er  of  a devi ce,  whi ch descr i bes whi ch 
pot i ons of  t he BACnet  st andar d ar e i mpl ement ed by a gi ven devi ce.

1. 3. 47   Repeater

A devi ce t hat  connect s t wo cont r ol  net wor k segment s and r et r ansmi t s al l  
i nf or mat i on r ecei ved on one si de ont o t he ot her .

1. 3. 48   Router(LonWorks)

A devi ce t hat  connect s t wo channel s and cont r ol s t r af f i c  bet ween t he 
channel s by r et r ansmi t t i ng s i gnal s r ecei ved f r om one subnet  ont o t he ot her  
based on t he s i gnal  dest i nat i on.   Rout er s ar e used t o subdi v i de a cont r ol  
net wor k and t o cont r ol  bandwi dt h usage.

1. 3. 49   Rout er  ( BACnet )

A devi ce t hat  connect s t wo or  mor e BACnet  net wor ks and cont r ol s t r af f i c  
bet ween t he net wor ks by r et r ansmi t t i ng s i gnal s r ecei ved f r om one net wor k 
ont o anot her  based on t he s i gnal  dest i nat i on.   Rout er s ar e used t o 
subdi v i de an i nt er net wor k and t o cont r ol  bandwi dt h usage.

1. 3. 50   SAAR- N For m ( SAAR)

A Syst em Aut hor i zat i on Access Request  -  Navy f or m and any r equi r ed 
addendums.   These f or ms ar e used t o r equest  UMCS access and val i dat e t hat  
an i ndi v i dual  has t he appr opr i at e secur i t y c l ear ance i n pl ace pr i or  t o 
per f or mi ng any wor k r el at ed t o t he UMCS.   A SAAR f or m i s al so used t o 
r equest  a domai n account  f or  a new user .

1. 3. 51   Segment

A ' s i ngl e'  sect i on of  a cont r ol  net wor k t hat  cont ai ns no r epeat er s or  
r out er s.   Ther e i s gener al l y  a l i mi t  on t he number  of  devi ces on a segment ,  
and t hi s l i mi t  i s  dependent  on t he t opol ogy/ medi a and devi ce t ype.   For  
exampl e,  a TP/ FT- 10 segment  wi t h l ocal l y power ed devi ces i s l i mi t ed t o 64 
devi ces,  and a BACnet  MS/ TP segment  i s  l i mi t ed t o 32 devi ces.

1. 3. 52   Ser vi ce ( BACnet )

A BACnet  Ser vi ce.   A def i ned met hod f or  sendi ng a speci f i c  t ype of  dat a 
bet ween devi ces.   Ser vi ces ar e al ways def i ned i n a Cl i ent - Ser ver  manner ,  
wi t h a Cl i ent  i ni t i at i ng a Ser vi ce r equest  and a Ser ver  Execut i ng t he 
Ser vi ce.   Some exampl es ar e ReadPr oper t y ( a c l i ent  r equest s a dat a val ue 
f r om a ser ver ) ,  Wr i t ePr oper t y ( a c l i ent  wr i t es a dat a val ue t o a ser ver ) ,  
and Cr eat eObj ect  ( a c l i ent  r equest s t hat  a ser ver  cr eat e a new obj ect  
wi t hi n t he ser ver  devi ce) .

1. 3. 53   Ser vi ce Pi n ( LonWor ks)

A har dwar e push- but t on on a devi ce whi ch causes t he devi ce t o br oadcast  a 
message cont ai ni ng i t s Node I D and Pr ogr am I D.   Thi s br oadcast  can al so be 
i ni t i at ed v i a sof t war e.

1. 3. 54   St andar d BACnet  Obj ect / Pr oper t y/ Ser vi ce ( BACnet )

BACnet  Obj ect s,  Pr oper t i es,  or  Ser vi ces t hat  ar e st andar d Obj ect s,  
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Pr oper t i es,  or  Ser vi ces enumer at ed and def i ned i n ASHRAE 135.   Cl ause 23 of  
ASHRAE 135 def i nes met hods t o ext end ASHRAE 135 t o non- st andar d or  
pr opr i et ar y i nf or mat i on.   St andar d BACnet  Obj ect s/ Pr oper t i es/ Ser vi ces 
speci f i cal l y  excl ude any vendor  speci f i c  ext ensi ons.

1. 3. 55   St andar d Net wor k Var i abl e Type ( SNVT)  ( LonWor ks)

Pr onounced ' sni vet ' .   A st andar d f or mat  t ype ( mai nt ai ned by LonMar k 
I nt er nat i onal )  used t o def i ne dat a i nf or mat i on t r ansmi t t ed and r ecei ved by 
t he i ndi v i dual  nodes.   The t er m SNVT i s used i n t wo ways.   Techni cal l y i t  
i s  t he acr onym f or  St andar d Net wor k Var i abl e Type,  and i s somet i mes used i n 
t hi s manner .   However ,  i t  i s  of t en used t o i ndi cat e t he net wor k var i abl e 
i t sel f  ( i . e.  i t  can mean " a net wor k var i abl e of  a st andar d net wor k var i abl e 
t ype" ) .   I n gener al ,  t he i nt ended meani ng shoul d be c l ear  f r om t he cont ext .

1. 3. 56   Super vi sor y Cont r ol l er  ( al so cal l ed " SC" )

A cont r ol l er  i mpl ement i ng a combi nat i on of  super vi sor y l ogi c ( gl obal  
cont r ol  st r at egi es or  opt i mi zat i on st r at egi es) ,  schedul i ng,  al ar mi ng,  event  
management ,  t r endi ng,  web ser vi ces or  net wor k management .   Not e t hi s i s  
def i ned by use;  many super vi sor y cont r ol l er s have t he capabi l i t y  t o al so 
di r ect l y cont r ol  equi pment .   Super vi sor y cont r ol l er s can al so be gat eways 
and t ypi cal l y  ar e i n a Ni agar a Fr amewor k- based UMCS.   See " Ni agar a 
Fr amewor k Super vi sor y Gat eway"  def i ni t i ona above.   NAVFAC NW i s movi ng away 
f r om t he t er m " super vi sor y cont r ol l er "  t o descr i be t he cont r ol l er  t hat  
cont ai ns t he Ni agar a Fr amewor k and usi ng " gat eway"  i nst ead.

1. 3. 57   Super vi sor y Gat eway

A devi ce t hat  i s  bot h a super vi sor y cont r ol l er  and a gat eway,  such as a 
Ni agar a Fr amewor k Super vi sor y Gat eway.

1. 3. 58   Tr anspor t  Swi t ch

Swi t ch wi t h mor e t han t wo t r unk por t  connect i ons and act s as WAN ( wi de ar ea 
net wor k)  connect i v i t y.

1. 3. 59   TP/ FT- 10 ( LonWor ks)

A Fr ee Topol ogy Twi st ed Pai r  net wor k ( at  78 kbps)  def i ned by CEA-709.3 .   
Thi s i s  t he most  common medi a t ype f or  a CEA-709.1-D  cont r ol  net wor k.

1. 3. 60   TP/ XF- 1250 ( LonWor ks)

A hi gh speed ( 1. 25 Mbps)  t wi st ed pai r ,  doubl y- t er mi nat ed bus net wor k 
def i ned by t he LonMar k I nt er oper abi l i t y  Gui del i nes.   Thi s medi a i s 
t ypi cal l y  used onl y as a backbone medi a t o connect  mul t i pl e TP/ FT- 10 
networks.

1. 3. 61   Tr unk Por t  Connect i on

A por t  t hat  i s  assi gned t o car r y t r af f i c  f or  al l  t he VLANs t hat  ar e 
accessi bl e by a speci f i c  swi t ch,  a pr ocess known as t r unki ng.   Thi s i s  
t ypi cal l y  a swi t ch- t o- swi t ch connect i on.

1. 3. 62   VLAN

A vi r t ual  LAN i s a gr oup of  host s wi t h a common set  of  r equi r ement s t hat  
communi cat e as i f  t hey wer e at t ached t o t he same br oadcast  domai n,  
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r egar dl ess of  t hei r  physi cal  l ocat i on.  A VLAN has t he same at t r i but es as a 
physi cal  LAN,  but  i t  al l ows f or  end st at i ons t o be gr ouped t oget her  even i f  
t hey ar e not  l ocat ed on t he same net wor k swi t ch.   The UMCS I P net wor k i s 
di v i ded i nt o mul t i pl e VLANs,  whi ch i ncl ude Admi ni st r at i on,  Ut i l i t y  syst ems,  
Faci l i t y  syst ems and met er i ng syst ems,  pr i nt er s,  each t ype of  ser ver ,  
wor kst at i ons i nt er nal  t o t he Oper at i ons Cent er ,  wor kst at i on ext er nal  t o 
Oper at i ons Cent er  and mor e.   Mul t i pl e VLANs ar e i n use,  and ar e subj ect  t o 
change by CI O.

1. 4   SUBMITTALS

**************************************************************************
NOTE:   Revi ew Submi t t al  Descr i pt i on ( SD)  def i ni t i ons 
i n Sect i on 01 33 00 SUBMI TTAL PROCEDURES and edi t  
t he f ol l owi ng l i s t  t o r ef l ect  onl y t he submi t t al s 
r equi r ed f or  t he pr oj ect .

The Gui de Speci f i cat i on t echni cal  edi t or s have 
desi gnat ed t hose i t ems t hat  r equi r e Gover nment  
appr oval ,  due t o t hei r  compl exi t y  or  cr i t i cal i t y ,  
wi t h a " G. "   Gener al l y,  ot her  submi t t al  i t ems can be 
r evi ewed by t he Cont r act or ' s Qual i t y Cont r ol  
Syst em.   Onl y add a " G"  t o an i t em,  i f  t he submi t t al  
i s  suf f i c i ent l y i mpor t ant  or  compl ex i n cont ext  of  
t he pr oj ect .

The " S"  f ol l owi ng a submi t t al  i t em i ndi cat es t hat  
t he submi t t al  i s  r equi r ed f or  t he Sust ai nabi l i t y  
eNot ebook t o f ul f i l l  f eder al l y  mandat ed sust ai nabl e 
r equi r ement s i n accor dance wi t h Sect i on 01 33 29 
SUSTAI NABI LI TY REPORTI NG.   Locat e t he " S"  submi t t al  
under  t he SD number  t hat  best  descr i bes t he 
submi t t al  i t em.

**************************************************************************

**************************************************************************
NOTE:   Coor di nat e t he r evi ew of  al l  submi t t al s wi t h 
t he NAVFAC NW CI O as t hey have r evi ew aut hor i t y on 
al l  pr oduct s and gr aphi c user  i nt er f aces.

**************************************************************************

Gover nment  appr oval  i s  r equi r ed f or  submi t t al s wi t h a " G"  desi gnat i on;  
submi t t al s not  havi ng a " G"  desi gnat i on ar e f or  Cont r act or  Qual i t y Cont r ol  
appr oval .   Submi t t al  wi t h a " G- CI O"  desi gnat i on shal l  be r out ed t o NAVFAC 
NW CI O f or  appr oval .   Submi t  t he f ol l owi ng i n accor dance wi t h Section 
01 33 00 SUBMI TTAL PROCEDURES Sect i on 01 33 00. 05 20 CONSTRUCTI ON SUBMI TTAL 
PROCEDURES and TABLE 1:  PROJECT SEQUENCI NG

Pr ovi de one copy of  r equi r ed paper  and el ect r oni c submi t t al s.  

Li mi t  submi t t al  i nf or mat i on t o onl y t hat  r equi r ed by t hi s speci f i cat i on.   
Do not  package pr oduct  dat a,  desi gn dr awi ngs,  wi r i ng/ net wor k di agr ams,  or  
ot her  submi t t al s  r equi r ed by bui l di ng aut omat i on f i el d cont r ol  syst ems i nt o 
t he UMCS submi t t al s.   Doi ng so coul d r esul t  i n i mmedi at e r ej ect i on.  

Drawings:
Pr ovi de r evi ew dr awi ngs as PDF compat i bl e f i l es e- mai l  and opt i cal  di sk and 
each dr awi ng on 11"  x 17"  paper .
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Wher e exi st i ng syst ems ar e bei ng modi f i ed,  shop dr awi ngs shal l  consi st  of  
edi t s t o exi st i ng r ecor d dr awi ngs.

**************************************************************************
NOTE:   The submi t t al s i ncl uded i n t hi s gui de 
speci f i cat i on ar e cr i t i cal  and r equi r e Gover nment  
r evi ew.   Any added submi t t al s nor mal l y shoul d be f or  
i nf or mat i on onl y and r evi ewed t hr ough t he Cont r act or  
Qual i t y Cont r ol  syst em.

**************************************************************************

SD- 02 Shop Dr awi ngs

CS Cont r act or  Desi gn Dr awi ngs; G-CIO

  CS Cont r act or  Desi gn Dr awi ngs on opt i cal  di sk i n PDF and Aut oCAD 
format.

Dr af t  As- Bui l t  Dr awi ngs; G-CIO

  Dr af t  As- Bui l t  Dr awi ngs on opt i cal  di sk i n PDF and Aut oCAD v2010 
format.

Fi nal  As- Bui l t  Dr awi ngs; G-CIO

  Fi nal  As- Bui l t  Dr awi ngs i n har d copy and on opt i cal  di sk i n PDF 
and Aut oCAD v2010 f or mat .

Graphics ;  G- CI O

  Pr ovi de gr aphi cs pages f or  t he pr oj ect  at  act ual  gr aphi cs 
r esol ut i on and f or mat ,  i ncl udi ng al l  common pi eces of  equi pment ,  
page backgr ounds,  and menu st r uct ur es.  

  Al so pr ovi de t he ent i r e st at i on copy ( i ncl udi ng i mages,  px 
pages,  and t he * . bog f i l e)  of  t he gr aphi cal  user  i nt er f ace al ong 
wi t h t he admi ni st r at i ve cr edent i al s.

SD- 03 Pr oduct  Dat a

Pr oduct  Dat a Sheet s; G-CIO

  Copi es of  al l  manuf act ur er  cat al og cut s and speci f i cat i on sheet s 
f or  al l  pr oduct s ( equi pment )  speci f i ed i n PART 2 and suppl i ed 
under  t hi s cont r act .   When manuf act ur er ' s pr oduct  dat a sheet s 
appl y t o a pr oduct  ser i es r at her  t han a speci f i c  pr oduct ,  c l ear l y 
i ndi cat e appl i cabl e model  sel ect ed and opt i ons sel ect ed by 
hi ghl i ght i ng or  by ot her  means.

  I ncl ude i n t he pr oduct  dat a sheet  submi t t al  a s i ngl e page wi t h 
t he l i s t  pr i ce val ue f or  each pr oduct  ( do not  pr ovi de a s i ngl e 
l ump sum amount )  i n PART 2 suppl i ed on t hi s pr oj ect .   The i t emi zed 
l i s t  must  i ncl ude al l  swi t ches,  super vi sor y cont r ol l er s,  dat a 
cabl i ng/ wi r i ng,  sof t war e ( i ncl udi ng dr i ver s or  ot her  sof t war e 
added t o t he swi t ches and super vi sor y cont r ol l er s) ,  UPS,  and 
l ocked r ack or  encl osur e ( i ncl udi ng i nt r usi on det ect i on) .   Pr ovi de 
onl y mat er i al  cost s ( not  l abor )  and pr ovi de a t ot al  sum f or  t he 
pr oj ect  at  t he bot t om of  t he l i s t .
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Software ; G-CIO

  Manuf act ur er  OEM suppor t  ( i ncl udes l i cense) .

Net wor k UMCS Har dwar e and Sof t war e I nvent or y; G-CIO

Managed Et her net  Swi t ch;  G- CI O

  Submi t  appr oved swi t ches t o NAVFAC NW CI O f or  conf i gur at i on.   

SD- 05 Desi gn Dat a

Pr oj ect  UMCS Pl an; G-CIO

 SD- 06 Test  Repor t s

**************************************************************************
NOTE:   Keep t he Exi st i ng Condi t i ons Repor t  f or  CS 
pr oj ect s i n exi st i ng bui l di ngs and usi ng exi st i ng 
net wor k i nf r ast r uct ur e.

**************************************************************************

Exi st i ng Condi t i ons Repor t ; G-CIO

  One el ect r oni c copy of  t he Exi st i ng Condi t i ons Repor t .

Passwor d Logs; G-CIO

  Pr ovi de a pr el i mi nar y l i s t  of  al l  passwor ds cr eat ed i n execut i ng 
t he wor k of  t hi s  cont r act .

FPT Repor t ; G

  One el ect r oni c copy of  t he FPT Repor t .

SD- 10 Oper at i on and Mai nt enance Dat a

Oper at i on and Mai nt enance ( O&M)  I nst r uct i ons; G

Onl y pr ovi de O&M i nf or mat i on f or  t he super vi sor y cont r ol l er .  

SD- 11 Cl oseout  Submi t t al s

Passwor d Log; G-CIO
 

  Pr ovi de a f i nal ,  compl et e l i s t  of  al l  passwor ds ( and associ at ed 
sof t war e,  devi ce or  syst em)  cr eat ed i n execut i ng t he wor k of  t hi s 
contract.

War r ant y ( et her net  swi t ch) ; G-CIO

Key( s)  t o Locked Encl osur e; G-CIO

Fi nal  Super vi sor y Cont r ol l er  St at i on; G-CIO

Pr ogr ammi ng Code Fi l es; G

SECTI ON 25 10 10. 00 24  Page 23



1. 5   PROJECT SEQUENCI NG

TABLE I :  PROJECT SEQUENCI NG speci f i es t he sequenci ng of  submi t t al s as 
speci f i ed i n par agr aph SUBMI TTALS ( denot ed by an ' S'  i n t he ' TYPE'  col umn)  
and act i v i t i es as speci f i ed i n PART 3:  EXECUTI ON ( denot ed by an ' E'  i n t he 
' TYPE'  col umn) .

a.   Sequenci ng f or  submi t t al s:  The sequenci ng speci f i ed f or  submi t t al s i s  
t he deadl i ne by whi ch t he submi t t al  must  be i ni t i al l y  submi t t ed t o t he 
Gover nment .   Fol l owi ng submi ssi on t her e wi l l  be a Gover nment  r evi ew 
per i od as speci f i ed i n Sect i on 01 33 00 SUBMI TTAL PROCEDURES.   I f  t he 
submi t t al  i s  not  accept ed by t he Gover nment ,  r evi se t he submi t t al  and 
r esubmi t  i t  t o t he Gover nment  wi t hi n [ 14]  [ _____]  wor ki ng days of  
not i f i cat i on t hat  t he submi t t al  has been r ej ect ed.   Upon r e- submi t t al  
t her e wi l l  be an addi t i onal  Gover nment  r evi ew per i od.   I f  t he submi t t al  
i s  not  accept ed,  t he pr ocess r epeat s unt i l  t he submi t t al  i s  accept ed by 
t he Gover nment .

b.   Sequenci ng f or  Act i v i t i es:   The sequenci ng speci f i ed f or  act i v i t i es 
i ndi cat es t he ear l i est  t he act i v i t y may begi n.

c.   Abbr evi at i ons:   I n TABLE I  t he abbr evi at i on AAO i s used f or  ' af t er  
appr oval  of '  and ' ACO'  i s  used f or  ' af t er  compl et i on of ' .

d.   The Cyber secur i t y Hygi ene Checkl i st  submi t t al  r ef er enced i n Tabl e I  
bel ow i s f r om 25 50 00. 00 20 CYBERSECURI TY OF FACI LI TY- RELATED CONTROL 
SYSTEMS.   I t  i s  i ncl uded her e f or  c l ar i t y  r egar di ng t he over al l  pr ocess 
of  connect i ng t o t he UMCS I P net wor k.

e.   The Net wor k UMCS Har dwar e and Sof t war e I nvent or y f or m i s det ai l ed i n  
25 50 00. 00 20 CYBERSECURI TY OF FACI LI TY- RELATED CONTROL SYSTEMS,  but  
i s  a submi t t al  i n t hi s speci f i cat i on.

**************************************************************************
NOTE:   Compl et e TABLE I  by ent er i ng t he appr opr i at e 
number  of  days i n t he spaces pr ovi ded i n t he 
SEQUENCI NG col umn.

**************************************************************************

**************************************************************************
NOTE:   The PROJECT SEQUENCI NG t abl e may not  di spl ay 
pr oper l y i n SpecsI nt act .   I f  i t  appear s empt y 
r i ght - c l i ck on t he t abl e and sel ect  " Make Al l  Rows 
Same Hei ght "  t o make t he ent i r e t abl e appear  and 
t hen adj ust  r ow hei ght s as needed ( such as r educi ng 
r ow hei ght  f or  r ows wi t h l ess t ext ) .

**************************************************************************

TABLE I .  PROJECT SEQUENCI NG

ITEMTYPE DESCRIPTION SEQUENCING

1 [ Not i ce t o pr oceed] [ _____]
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TABLE I .  PROJECT SEQUENCI NG

ITEMTYPE DESCRIPTION SEQUENCING

2 E Cont r act or  r equest s exi st i ng 
net wor k t opol ogy.   Al l ow 15 
wor ki ng days f or  NAVFAC NW CI O 
response.

3 S CS Cont r act or  Desi gn Dr awi ngs and 
Exi st i ng Condi t i ons Repor t ;  
Pr oj ect  UMCS Pl an

[ _____] [ 60]  days af t er  #1

4 S Pr oduct  Dat a Sheet s [ _____] [ 30]  days AAO #3

5 S Net wor k Har dwar e and Sof t war e 
I nvent or y;   Cont r act or  shal l  
del i ver  t o NAVFAC NW CI O al l  
t r anspor t  and access swi t ches t o 
be i nst al l ed.

AAO #4

6 E Cont r act or  pi cks up submi t t ed 
switches.

[ ___] [ 15]  days AAO #5

7 S Graphics AAO #3

8 E I nst al l  CS AAO #6

9 S Cyber secur i t y Hygi ene Checkl i st  
t ur ned i nt o CI O;  Comput er  
Sof t war e;  Dr af t  As- Bui l t  Dr awi ngs;  
Pr el i mi nar y Passwor d Log;  Bui l di ng 
Cont r ol  Syst em Per f or mance 
Ver i f i cat i on Test i ng [ and 
Commissioning]

ACO #8

10 S Request  physi cal  connect i on;  
Cl ose- out  Passwor d Log

10 days af t er  Gover nment  AAO #9 
( i t er at i ve pr ocess)

11 E Gover nment  aut hor i zed per sonnel  
wi l l  make physi cal  connect i on.

14 days af t er  #10

12 E UMCS I P Net wor kFunct i onal  
Per f or mance Test i ng

AAO #10 and #11

13 S Funct i onal  Per f or mance Test i ng  
Report

[ _____]  days ACO #12
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TABLE I .  PROJECT SEQUENCI NG

ITEMTYPE DESCRIPTION SEQUENCING

14 S O&M I nst r uct i ons AAO #13

1. 6   QUALI TY CONTROL ( QC)

1. 6. 1   Cont r act or ' s Qual i f i cat i ons

The Cont r act or  or  subcont r act or  t hat  wi l l  per f or m t he wor k shal l  have 
compl et ed at  l east  t hr ee syst ems i nst al l at i ons of  t he same t ype and desi gn 
speci f i ed and t hat  have successf ul l y  oper at ed t he r equi r ed sequence of  
oper at i on f or  at  l east  one year .   The i nst al l er  shal l  be a Ni agar a AX 
Contractor-Partner.

Cont r ol  Syst em I nt egr at or  shal l  excl usi vel y be i n t he r egul ar  and cust omar y 
busi ness of  desi gn,  i nst al l at i on and ser vi ce of  net wor ked,  comput er i zed 
bui l di ng cont r ol s syst ems si mi l ar  i n s i ze and compl exi t y t o t hi s pr oj ect .   
The Cont r ol  Syst em I nt egr at or  shal l  be t he manuf act ur er  of  t he pr i mar y 
syst em component s or  shal l  have been t he aut hor i zed r epr esent at i ve f or  t he 
pr i mar y DDC component s manuf act ur er  f or  at  l east  5 year s.

The pr ogr ammer  r esponsi bl e f or  pr ogr ammi ng t he gat eways shal l  have a 
mi ni mum of  2 year s of  exper i ence i n pr ogr ammi ng gat eways f or  s i mi l ar  
syst ems of  t he same manuf act ur er .   Pr ogr ammer  shal l  have successf ul l y  
compl et ed t he Ni agar a AX Cer t i f i cat i on Tr ai ni ng Cour se ( or  mor e cur r ent )  
and be cer t i f i ed.   The pr ogr ammer  shal l  al so have at t ended a NAVFAC NW 
Fr ont - End I nt egr at i on Tr ai ni ng s i nce t hi s ver si on of  t he Fr ont - End 
I nt egr at i on speci f i cat i on was i ssued.   Cont act  
NAVFAC_NW_PW_I CS_OPS@navy. mi l  f or  upcomi ng t r ai ni ng dat es and t i mes.   
( Not e:  The dat e ( MM/ YY)  t hat  t hi s  speci f i cat i on was i ssued can be f ound 
i mmedi at el y under  t he speci f i cat i on t i t l e header  at  t he begi nni ng of  t hi s 
Section.)

1. 6. 2   Support

Cer t i f i ed l ocal  t echni cal  suppor t  shal l  exi st  wi t hi n 50 mi l es of  t he s i t e.

[ 1. 6. 3   Commissioning

**************************************************************************
NOTE:   Commi ssi oni ng i s r equi r ed by UFC 01- 200- 02 
f or  al l  " compl ex"  syst ems.   I f  t he pr oj ect  t hi s 
speci f i cat i on i s  bei ng used f or  i s  gener at i ng a 
Sequence of  Oper at i on or  new cont r ol  l ogi c,  i t  i s  
r ecommended t hat  t hi s par agr aph i s r et ai ned.

For  smal l er  pr oj ect s,  havi ng t he cont r act or  pr ovi de 
t he commi ssi oni ng agent  ( f i r st  par agr aph opt i on 
bel ow)  i s accept abl e.  For  l ar ger  pr oj ect s onl y 
choose t hi r d par t y commi ssi oni ng i f  j ob wi l l  have 
t hi r d par t y commi ssi oni ng agent  of  t he DDC or  SCADA 
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syst em.   LEED cer t i f i ed bui l di ng pr oj ect s woul d have 
t hi s and so woul d ot her  l ar ger  ECI PS,  MCONS,  et c.

**************************************************************************

**************************************************************************
NOTE:   Choose t he next  par agr aph i f  t he Cont r act or  
i s  pr ovi di ng t he Commi ssi oni ng Agent  and t hi s i s  a 
smal l er  pr oj ect  wi t hout  a Di v i s i on 01 Commi ssi oni ng 
specification.

**************************************************************************

[ The Cont r act or  shal l  pr ovi de commi ssi oni ng of  t he Ut i l i t y  Moni t or i ng and 
Cont r ol  Syst em ( UMCS)  i nst al l ed by t hi s pr oj ect  and t he Commi ssi oni ng Agent  
shal l  cr eat e t est i ng r equi r ement s as necessar y t o ver i f y t he i nst al l ed CS 
syst em meet s t he cont r act  r equi r ement s.

]
**************************************************************************

NOTE:   Choose t he next  par agr aph i f  t he Cont r act or  
i s  pr ovi di ng t he Commi ssi oni ng Agent  and t hi s i s  a 
l ar ger  pr oj ect  WI TH a Di v i s i on 01 Commi ssi oni ng 
specification.

**************************************************************************

[ The Cont r act or  shal l  pr ovi de a Commi ssi oni ng Aut hor i t y t o commi ssi on t he 
UMCS and ot her  syst ems as speci f i ed i n 01 91 00. 15 TOTAL BUI LDI NG 
COMMISSIONING.

]
**************************************************************************

NOTE:   Choose t he next  par agr aph i f  t he Government  
i s  pr ovi di ng t he Commi ssi oni ng Agent  and t her e i s a 
Di v i s i on 01 Commi ssi oni ng speci f i cat i on.  Request  t he 
NW ver si on of  t he Commi ssi oni ng UFGS f r om someone i n 
t he mechani cal  gr oup i n NAVFAC NW Capi t al  
I mpr ovement s Desi gn Pr oduct  Li ne,  speci f i cal l y  Dan 
O' Neal  or  Ki mber l y Paul son.   I t  can al so be f ound on 
t he CI 4 Mechani cal  por t al  page.

**************************************************************************

[ The Gover nment  has r et ai ned t he ser vi ces of  a Commi ssi oni ng Aut hor i t y t o 
commi ssi on t he UMCS and ot her  syst ems as speci f i ed i n 01 91 00. 15 24 TOTAL 
BUI LDI NG COMMI SSI ONI NG.

] ] 1. 7   DELI VERY,  STORAGE,  AND HANDLI NG

St or ed pr oduct s shal l  be pr ot ect ed f r om t he weat her ,  humi di t y and 
t emper at ur e var i at i ons,  di r t  and dust ,  and ot her  cont ami nant s,  wi t hi n t he 
st or age condi t i on l i mi t s publ i shed by t he equi pment  manuf act ur er .

1. 8   OPERATI ON AND MAI NTENANCE ( O&M)  I NSTRUCTI ONS

The UMCS Oper at i on and Mai nt enance I nst r uct i ons shal l  i ncl ude:

a.   Pr ocedur es f or  t he CS syst em st ar t - up,  oper at i on and shut - down.

b.   Fi nal  As- Bui l t  dr awi ngs.  

c.   Rout i ne mai nt enance checkl i st .   The r out i ne mai nt enance checkl i st  shal l  
be ar r anged i n a col umnar  f or mat .   The f i r st  col umn shal l  l i s t  al l  
i nst al l ed devi ces,  t he second col umn shal l  s t at e t he mai nt enance 
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act i v i t y or  st at e no mai nt enance r equi r ed,  t he t hi r d col umn shal l  s t at e 
t he f r equency of  t he mai nt enance act i v i t y,  and t he f our t h col umn f or  
addi t i onal  comment s or  r ef er ence.

d.   Qual i f i ed ser vi ce or gani zat i on l i s t  i ncl udi ng poi nt s of  cont act  wi t h 
phone number s.

e.   St ar t - Up and St ar t - Up Test i ng Repor t .

f .   Funct i onal  Per f or mance Test  ( FPT)  Pr ocedur es and Repor t s.

[ 1. 9   RECOMMENDED DI VI SI ON OF WORK

**************************************************************************
NOTE:   I ncl ude t he " Di v i s i on of  Wor k"  par agr aph i f  
t he pr oj ect  i ncl udes DDC or  el ect r i cal  syst em wor k 
i nt endi ng t o r epor t  t o t he UMCS.   I f  t hi s RGS i s 
onl y t o be used t o i nt egr at e an exi st i ng BLC i nt o 
t he UMCS,  t hen t hi s par agr aph i s unnecessar y.   I f  i n 
doubt ,  l eave t hi s par agr aph.

**************************************************************************

The Di v i s i on 23,  26,  and 33 cont r act or s ( when separ at e f r om t he UMCS 
cont r act or )  shal l  be r esponsi bl e f or  al l  cont r ol l er s,  cont r ol  devi ces,  
cont r ol  panel s,  cont r ol l er  pr ogr ammi ng,  cont r ol l er  pr ogr ammi ng sof t war e,  
cont r ol l er  i nput / out put  and power  wi r i ng and cont r ol l er  net wor k wi r i ng.   
The desi gn and i nst al l at i on of  t hese syst ems ar e cover ed i n Par t s 3 and 4 
of  t hi s RFP Di vi s i on 23,  26 and 33 UFGS' .

The UMCS cont r act or  shal l  be r esponsi bl e f or  t he SC,  sof t war e and 
pr ogr ammi ng of  t he SC,  t he gr aphi cal  user  i nt er f ace,  devel opment  of  al l  
gr aphi cal  scr eens,  Web br owser  pages,  set up of  schedul es,  al ar ms,  LonWor ks 
net wor k management  and connect i on of  t he gat eway i nt o t he UMCS I P net wor k.   
The UMCS cont r act or  shal l  i nt egr at e al l  dat a,  moni t or i ng and cont r ol  
pr ovi ded by t he Di v i s i on 23,  26 and 33 cont r act or  devi ces and make i t  
avai l abl e ont o t he UMCS I P net wor k.

] PART 2   PRODUCTS

2. 1   EQUI PMENT REQUI REMENTS

2. 1. 1   St andar d Pr oduct s

Pr ovi de component s and equi pment  t hat  ar e " st andar d pr oduct s"  of  a 
manuf act ur er  r egul ar l y engaged i n t he manuf act ur i ng of  pr oduct s t hat  ar e of  
a s i mi l ar  mat er i al ,  desi gn and wor kmanshi p.   " St andar d pr oduct s"  i s  def i ned 
as bei ng i n sat i sf act or y commer ci al  or  i ndust r i al  use f or  2 year s bef or e 
bi d openi ng,  i nc l udi ng appl i cat i ons of  component s and equi pment  under  
s i mi l ar  c i r cumst ances and of  s i mi l ar  s i ze,  sat i sf act or i l y  compl et ed by a 
pr oduct  t hat  i s  sol d on t he commer ci al  mar ket  t hr ough adver t i sement s,  
manuf act ur er s '  cat al ogs,  or  br ochur es.   Pr oduct s havi ng l ess t han a 2- year  
f i el d ser vi ce r ecor d ar e accept abl e i f  a cer t i f i ed r ecor d of  sat i sf act or y 
f i el d oper at i on,  f or  not  l ess t han 6000 hour s excl usi ve of  t he 
manuf act ur er ' s f act or y t est s,  can be shown.   Pr ovi de equi pment  i t ems t hat  
ar e suppor t ed by a ser vi ce or gani zat i on.

2. 1. 2   Pr oduct  Cer t i f i cat i ons

Comput i ng devi ces,  as def i ned i n FCC Par t  15,  suppl i ed as par t  of  t he UMCS 
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shal l  be cer t i f i ed t o compl y wi t h t he r equi r ement s of  Cl ass B comput i ng 
devices.

2. 1. 3   Pr oduct  Sour ci ng

Cont r act or  suppl i ed uni t s of  t he same t ype of  equi pment  shal l  be pr oduct s 
of  a s i ngl e manuf act ur er .   Each maj or  component  of  equi pment  shal l  have t he 
manuf act ur er ' s name and t he model  and ser i al  number  i n a conspi cuous 
pl ace.   Mat er i al s and equi pment  shal l  be new st andar d unmodi f i ed pr oduct s 
of  a manuf act ur er  r egul ar l y engaged i n t he manuf act ur i ng of  such pr oduct s.

The Cont r act or  shal l  sel ect  sof t war e,  mat er i al s and equi pment  t hat  ar e 
compat i bl e wi t h t he exi st i ng UMCS syst em.   I f  t he Cont r act or  i ncor por at es 
equi pment  or  devi ces whi ch r equi r e sof t war e and pr ogr ammi ng t ool s di f f er ent  
t han t hose cur r ent l y i n use,  t he Cont r act or  shal l  pr ovi de compat i bl e 
sof t war e f or  ever y ser ver ,  l apt op and deskt op wor kst at i on i n t he exi st i ng 
UMCS,  any speci al i zed t r ai ni ng,  and al l  UMCS modi f i cat i ons or  speci al i zed 
pr ogr ammi ng needed t o suppor t  t he uni que equi pment .

Cont r act or  shal l  ut i l i ze as f ew uni que pi eces of  equi pment  as possi bl e.   
Wher ever  possi bl e,  t he Cont r act or  shal l  ut i l i ze a t ypi cal  pi ece of  
equi pment  i n numer ous l ocat i ons.

2. 1. 4   Owner shi p of  Pr opr i et ar y Mat er i al

Pr oj ect - speci f i c  sof t war e and document at i on shal l  become t he Gover nment ' s 
pr oper t y.   Thi s i ncl udes,  but  i s  not  l i mi t ed t o:   sof t war e,  gr aphi cs,  
r ecor d dr awi ngs,  dat abase( s) ,  appl i cat i on of  pr ogr ammi ng code,  st at i on 
copi es,  and document at i on.

2. 1. 5   Gener al  Requi r ement s

Pr ovi de component s t hat  meet  t he f ol l owi ng r equi r ement s:

a.   Por t i ons of  t he dat a communi cat i ons equi pment  syst em i nst al l ed i n 
uncondi t i oned spaces shal l  oper at e pr oper l y i n an envi r onment  wi t h 
ambi ent  t emper at ur es bet ween [ 0 and +49] degr ees C [ +32 and 120]  degr ees 
F and ambi ent  r el at i ve humi di t y bet ween 10 per cent  and 90 per cent  
noncondensi ng.   Speci al  t emper at ur e and/ or  humi di t y r equi r ement s f or  
speci f i c  equi pment  i s  pr ovi ded i n Par t  2 of  t hi s Speci f i cat i on.

b.   Component s shal l  accept  100 t o 125 vol t s AC ( Vac) ,  60 Hz,  s i ngl e phase,  
t hr ee wi r e wi t h a t hr ee- pr onged,  dedi cat ed c i r cui t  out l et  or  be 
pr ovi ded wi t h a t r ansf or mer  t o meet  t he component ' s power  r equi r ement s.  
The onl y except i on t o t hi s ar e pr oduct s i n a SCADA or  subst at i on 
envi r onment  i n whi ch power  can be suppl i ed at  di r ect  cur r ent .   The 
r equi r ement  f or  devi ces t o unpl ug r emai ns.

c.   The equi pment  shal l  meet  t he r equi r ement s of  NFPA 70, UL 60950, NFPA 262, 
FCC EMC,  and FCC Par t  15.

2. 1. 6   Nameplates

Namepl at es shal l  be l ami nat ed pl ast i c and shal l  i dent i f y t he f unct i on,  
net wor k addr ess,  i f  appl i cabl e,  and i dent i f i er  of  t he devi ce.   Lami nat ed 
pl ast i c shal l  be at  l east  3 mm 0. 125 i nch t hi ck,  whi t e wi t h bl ack cent er  
cor e.   Namepl at es shal l  be a mi ni mum of  25 by 75 mm 1 by 3 i nch wi t h mi ni mum
 6 mm 0. 25 i nch hi gh engr aved bl ock l et t er i ng.
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2. 1. 7   Pr oduct  Dat a Sheet s

For  al l  pr oduct s ( equi pment )  speci f i ed i n PART 2 and suppl i ed under  t hi s 
cont r act ,  submi t  copi es of  al l  manuf act ur er  cat al og cut s and speci f i cat i on 
sheet s t o i ndi cat e conf or mance t o pr oduct  r equi r ement s.

2. 2   MANAGED UMCS ETHERNET SWI TCH

**************************************************************************
NOTE:   Al ways keep t hi s swi t ch sect i on ( next  
par agr aph)  i n t he pr oj ect  unl ess t he desi gner  knows 
t hat  an exi st i ng swi t ch shoul d not  be upgr aded.   The 
swi t ch pr oduct  i nf o woul d onl y be del et ed i f  t he 
f aci l i t y  i s  al r eady on UMCS I P net wor k.   I n t hat  
case t he exi st i ng swi t ch may r emai n,  but  check wi t h 
CI O t o make sur e t he exi st i ng swi t ch meet s cur r ent  
cr i t er i a.   I f  i t  doesn' t ,  pr oj ect  document at i on 
shoul d st at e t o r epl ace t he exi st i ng swi t ch and t hi s 
par agr aph shoul d r emai n.

**************************************************************************

2. 2. 1   General

Provide managed et her net  swi t ch( es) .   Consul t  wi t h NAVFAC NW Command 
I nf or mat i on Of f i ce ( CI O)  t o obt ai n t he sal i ent  char act er i st i cs of  t he 
managed swi t ch( es)  al l owed on t he UMCS Aut hor i t y t o Oper at e cur r ent l y i n 
use t hr oughout  t he NW Regi on.   I n gener al ,  expect  t o pr ovi de a managed 
swi t ch wi t h t he f ol l owi ng f eat ur es:  

a.   Conf i gur abl e sessi on t i meout s f or  each ser vi ce such as ( but  not  
l i mi t ed t o)  SSH,  Tel net ,  TFTP,  and Web consol e sessi ons

b.   Mul t i - l evel  user  passwor ds;  suppor t  aut hent i cat i on f or  consol e 
access

c.   SSH ver si on2/ SSL ( 128- bi t  encr ypt i on)  connect i ons
d.   Suppor t  SNMPv3 wi t h SHA Aut hent i cat i on Pr ot ocol  and AES Pr i vacy
e.   Suppor t  SNMPv3 wi t h SHA Aut hent i cat i on Pr ot ocol  and AES Pr i vacy
f .   Suppor t  enabl i ng/ di sabl i ng of  por t s
g.   Suppor t  MAC based por t  secur i t y
h.   Suppor t  VLAN ( 802. 1Q)  t o segr egat e and secur e net wor k t r af f i c
i .   Suppor t  RADI US cent r al i zed passwor d management  ut i l i z i ng AAA 

authentication
j .   Consol e t i meout  must  be conf i gur abl e
k.   FI PS 140- 2 compl i ant  ( al l  f our  l evel s)
l .   Suppor t  mul t i pl e NTP ser ver  t o synchr oni ze t i me
m.   Compat i bl e wi t h net wor k per f or mance moni t or i ng;  can t i e i nt o a 

secur i t y i nci dent  event  management  syst em ( SI EM)
n.   Conf i gur abl e l ogi n banner
o.   56- bi t  encr ypt i on
p.   Abi l i t y  t o cr eat e and r ename l ocal  account s
q.   Cr eat e SNMP account s separ at e f r om l ocal  account s
r .   Have i nt egr al  power  pl ug and cor d.

SOHO or  SMB cl ass swi t ches ar e pr ohi bi t ed.

Pr ovi de f i ve year  manuf act ur er ' s war r ant y ( et her net  swi t ch) .

2. 2. 2   Software

Oper at i ng Syst em Sof t war e shal l  al l ow pl ug and pl ay oper at i on and have 
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aut omat i c l ear ni ng,  negot i at i on and cr ossover  det ect i on and shal l  suppor t  
MSTP 902. 1Q- 2005,  RSTP ( 802. 1w)  and Enhanced Rapi d Spanni ng Tr ee net wor k 
f aul t  r ecover  ( <5ms) ,  SNMPv3 SHA Aut hent i cat i on Pr ot ocol ,  AES Pr i vacy 
Pr ot ocol ,  Qual i t y of  Ser vi ce ( 802. 1p)  f or  r eal  t i me t r af f i c ,  VLAN ( 802. 1Q)  
wi t h doubl e t aggi ng and GVRP suppor t ,  Li nk aggr egat i on ( 802. 3ad) ,  I GMP 
Snoopi ng f or  mul t i cast  f i l t er i ng,  and pr ovi de por t  conf i gur at i on,  st at us,  
st at i st i cs,  mi r r or i ng,  and secur i t y.

2. 2. 3   Ports

Por t s shal l  be non- bl ocki ng,  st or e and f or war d swi t chi ng,  wi t h l ong haul  
opt i cs al l ow Gi gabi t  di st ance up t o 70km and mul t i pl e connect or  t ypes.  
Gi gabi t  f i ber  por t s shal l  be conf i gur ed f or  smal l  f or m- f act or  pl uggabl e 
( SFP) ,  and t he Cont r act or  shal l  pr ovi de an SFP t r anscei ver  f or  each SFP 
port.

Fi ber  por t s f or  al l  pl anned connect i ons can be i n a f i xed conf i gur at i on.

2. 2. 4   Types of  Managed UMCS Swi t ches

[ 2. 2. 4. 1   Swi t ches ser vi ng a Subst at i on

Swi t ch shal l  be r uggedi zed t o suppor t  i mmuni t y t o EMI  and heavy el ect r i cal  
sur ges and t he t emper at ur e and humi di t y envi r onment  commonl y f ound i n 
subst at i on i nst al l at i ons.   Speci f i cal l y  swi t ches shal l  compl y wi t h t he 
f ol l owi ng i ndust r y st andar ds:   I EEE 1613 Cl ass 2 ( el ect r i c  ut i l i t y  
subst at i ons)  and I EC 61850- 3 ( el ect r i c  ut i l i t y  subst at i ons) .

] 2. 2. 4. 2   Swi t ches Locat ed i n Uncondi t i oned Encl osur es i n Ambi ent  Condi t i ons

Swi t ch shal l  be r uggedi zed t o wi t hst and mi nus 40 degr ees Cel s i us t o 85 
degr ees Cel s i us - 40 t o 125 degr ees Fahr enhei t  oper at i ng t emper at ur es.

2. 2. 4. 3   UMCS Tr anspor t  Swi t ch

Swi t ch shal l  have t r unk por t  connect i ons at  1000 megabi t s per  second ( MPS)  
or  gr eat er .

Spar e por t s:

a.   Pr ovi de enough por t s t o suppor t  a t ot al  of  25% of  t he por t s t o be 
unused,  or  " spar e" ,  at  t he concl usi on of  t he pr oj ect .

b.   Two of  t he spar e por t s pr ovi ded above shal l  be RJ- 45 copper  
connect i ons capabl e of  speeds 100 MPS or  gr eat er ,  one of  whi ch i s t o be 
dedi cat ed t o t echni c i an l apt op access.

c.   The r emai ni ng spar e por t s must  be a user - r epl aceabl e SFP modul e 
t hat  suppor t s f i ber  and copper  t r anscei ver s capabl e of  1000 MPS or  
gr eat er .   I f  t he pr evai l i ng f i ber  medi a t o t he l ocat i on i s l i mi t ed t o 
s l ower  speeds,  due t o di st ance or  ot her  condi t i ons,  100 MPS ar e 
per mi ssi bl e wi t h pr i or  appr oval  of  NAVFAC NW CI O.

d.   At  l east  t wo of  t he r emai ni ng spar e por t s i n " c"  above shal l  be 
popul at ed wi t h t he appr opr i at e SFP t r anscei ver  f or  use wi t h 1000LX SMF 
LC.
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2. 2. 4. 4   UMCS Access Swi t ch

Swi t ch shal l  have t r unk por t  connect i ons at  1000 megabi t s per  second ( MPS)  
or  gr eat er .

Swi t ch shal l  have mi ni mum of  s i x ( 6)  RJ- 45 copper  por t s capabl e of  speeds 
100 MPS or  gr eat er .

Spar e por t s:

a.   Pr ovi de enough por t s t o suppor t  a t ot al  of  20% of  t he por t s t o be 
unused,  or  " spar e" ,  at  t he concl usi on of  t he pr oj ect .

b.   Two of  t he spar e por t s pr ovi ded above shal l  be RJ- 45 copper  
connect i ons capabl e of  speeds 100 MPS or  gr eat er ,  one of  whi ch i s t o be 
dedi cat ed t o t echni c i an l apt op access.

2. 3   CONTROL HARDWARE

2. 3. 1   Cont r ol  Pr ot ocol  Gat eways

The Cont r ol  Pr ot ocol  Gat eway shal l  per f or m bi - di r ect i onal  pr ot ocol  
t r ansl at i on bet ween Fox pr ot ocol  and one of  t he f ol l owi ng pr ot ocol s:  
CEA-709.1-D , ASHRAE 135, Modbus,  and OPC DA.

a.   Al l  sof t war e r equi r ed f or  gat eway conf i gur at i on shal l  be pr ovi ded and 
l i censed t o t he Gover nment .

b.   Gat eways shal l  r et ai n t hei r  conf i gur at i on af t er  a power  l oss of  an 
i ndef i ni t e t i me,  and shal l  aut omat i cal l y  r et ur n t o t hei r  pr e- power  l oss 
st at e once power  i s r est or ed.

c.   Gat eways shal l ,  i n addi t i on,  meet  al l  r equi r ement s speci f i ed ( i n t he 
f ol l owi ng subpar agr aphs)  f or  each of  t he t wo pr ot ocol s i t  t r ansl at es.

2. 3. 1. 1   Gat eway f or  CEA- 709. 1

I n addi t i on t o t he r equi r ement s f or  al l  gat eways,  Gat eways t hat  use 
CEA-709.1-D  shal l  meet  t he f ol l owi ng r equi r ement s:

a.   I t  shal l  al l ow bi - di r ect i onal  mappi ng of  dat a i n t he Gat eway t o 
St andar d Net wor k Var i abl e Types ( SNVTs)  accor di ng t o t he 
LonMar k SNVT Li st .

b.   Gat eways shal l  not  communi cat e CEA-709.1-D  over  an I P net wor k.

c.   I t  shal l  al l ow of  i t s  st andar d net wor k var i abl es ( SNVTs)  and suppor t  
t r ansmi t t i ng dat a usi ng t he " mi n,  max,  and del t a"  ( t hr ot t l i ng and 
hear t beat )  met hodol ogy.

d.   I t  shal l  pr ovi de t he abi l i t y  t o l abel  SNVTs.

e.   I t  shal l  suppl y a LonMar k ext er nal  i nt er f ace f i l e ( XI F)  as def i ned i n 
the LonMar k XI F Gui de f or  use wi t h LNS t ool s and ut i l i t i es.

f .   I t  shal l  pr ovi de a conf i gur abl e sel f - document i ng st r i ng.
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2. 3. 1. 2   Gat eway f or  ASHRAE 135

I n addi t i on t o t he r equi r ement s f or  al l  gat eways,  Gat eways t hat  use 
ASHRAE 135 shal l  meet  t he f ol l owi ng r equi r ement s:

a.   I t  shal l  al l ow bi - di r ect i onal  mappi ng of  dat a i n t he Gat eway t o 
St andar d Obj ect s as def i ned i n ASHRAE 135.

b.   Al l  ASHRAE 135 Obj ect s shal l  have a conf i gur abl e Obj ect _Name Pr oper t y.

c.   I t  shal l  be BTL Li st ed.

d.   Gat eways shal l  not  communi cat e ASHRAE 135 over  an I P net wor k.

e.   Gat eways communi cat i ng ASHRAE 135 t o a f i el d cont r ol  syst ems shal l  
suppor t  t he DS- RP- A ( Dat a Shar i ng–Read Pr oper t y–A)  BI BB and t he DS- WP- A 
( Dat a Shar i ng–Wr i t e Pr oper t y–A)  BI BB.

2. 3. 1. 3   Gat eway f or  Modbus

I n addi t i on t o t he r equi r ement s f or  al l  gat eways,  Gat eways t hat  use Modbus 
shal l  al l ow bi - di r ect i onal  mappi ng of  dat a i n t he Gat eway t o Modbus 
r egi st er s usi ng t he f our  st andar d Modbus r egi st er  t ypes ( Di scr et e I nput ,  
Coi l ,  I nput  Regi st er ,  and Hol di ng Regi st er ) .   Gat eways communi cat i ng Modbus 
t o t he M&C Sof t war e shal l  communi cat e v i a Modbus over  TCP/ I P.

2. 3. 1. 4   Gat eway f or  OPC

I n addi t i on t o t he r equi r ement s f or  al l  gat eways,  Gat eways t hat  use OPC DA 
shal l  al l ow bi - di r ect i onal  mappi ng of  dat a i n t he Gat eway usi ng OPC DA t ags 
and shal l  communi cat e over  an I P net wor k i n accor dance wi t h OPC DA.

2. 3. 1. 5   Gat eway f or  DNP3

I n addi t i on t o t he r equi r ement s f or  al l  gat eways,  Gat eways t hat  use
DNP3 shal l  al l ow bi - di r ect i onal  mappi ng of  dat a i n t he Gat eway t o DNP3 
obj ect  gr oups and var i at i ons as def i ned by I EEE 1815.   Gat eways 
communi cat i ng DNP3 over  an I P net wor k shal l  communi cat e i n accor dance wi t h 
t he LAN/ WAN Net wor ki ng vol ume of  I EEE 1815.

2. 3. 1. 6   Ni agar a Fr amewor k Super vi sor y Cont r ol l er  ( Gat eway)

**************************************************************************
NOTE:   FYI  -  The Ni agar a Fr amewor k Super vi sor y 
Gat eway i s known by many names wi t hi n i ndust r y,  and 
t hi s speci f i cat i on uses t he name " Ni agar a Fr amewor k 
Super vi sor y Gat eway"  i n or der  t o r emai n vendor  
neut r al .   Pr obabl y t he most  common t er m used f or  
t hi s devi ce i n i ndust r y i s  a " Java Appl i cat i on 
Cont r ol  Engi ne" ,  or  JACE,  but  pl ease do NOT use t hat  
t er m as i t  i s  pr opr i et ar y t o Tr i di um pr oduct s.

**************************************************************************

Ni agar a Fr amewor k Super vi sor y Cont r ol l er  Har dwar e shal l :

a.   be di r ect  di gi t al  cont r ol  har dwar e.

b.   have an unr est r i c t ed i nt er oper abi l i t y  l i cense and i t s Ni agar a 
Compat i bi l i t y  St at ement  ( Ni CS)  shal l  f ol l ow t he Tr i di um Open Ni CS 
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Specification.

c.   manage communi cat i ons bet ween a f i el d cont r ol  net wor k and t he Ni agar a 
Fr amewor k Moni t or i ng and Cont r ol  Sof t war e and bet ween i t sel f  and ot her  
Ni agar a Fr amewor k Super vi sor y Cont r ol l er .   Ni agar a Fr amewor k 
Super vi sor y Cont r ol l er  Har dwar e shal l  use Fox pr ot ocol  f or  
communi cat i on wi t h ot her  Ni agar a Fr amewor k Component s.

d.   be f ul l y  pr ogr ammabl e usi ng t he Ni agar a Fr amewor k Engi neer i ng Tool  and 
shal l  suppor t  t he f ol l owi ng:

( 1)  Ti me synchr oni zat i on,  Cal endar ,  and Schedul i ng usi ng Ni agar a 
Schedul i ng Obj ect s

( 2)  Al ar m gener at i on and r out i ng usi ng t he Ni agar a Al ar m Ser vi ce

( 3)  Tr endi ng usi ng t he Ni agar a Hi st or y Ser vi ce and Ni agar a Tr end Log 
Objects

( 4)  I nt egr at i on of  f i el d cont r ol  net wor ks usi ng t he Ni agar a Fr amewor k 
Engi neer i ng Tool

( 5)  Conf i gur at i on of  i nt egr at ed f i el d cont r ol  syst em usi ng t he Ni agar a 
Fr amewor k Engi neer i ng Tool  

e.   meet  t he f ol l owi ng mi ni mum har dwar e r equi r ement s:

( 1)  Two 10/ 100 Mbps Et her net  Por t s

( 2)  One por t  compat i bl e wi t h t he f i el d cont r ol  syst em t o be i nt egr at ed 
usi ng t hi s pr oduct .

( 3)  Cent r al  Pr ocessi ng Uni t  of  1000 Mhz or  hi gher .

( 4)  Embedded QNX oper at i ng syst em.

( 5)  1 GB of  SDRAM.

( 6)  Capaci t y:   Under  nor mal  wor ki ng condi t i ons t he gat eway' s cent r al  
pr ocessi ng uni t  pr ocessor  usage per cent age shal l  not  exceed 80% 
and memor y usage shoul d not  exceed 85% of  t ot al  memor y.  

( 7)  Two RS- 485 ser i al  por t s.

( 8)  One RS- 232 ser i al  por t

( 9)  One NDI O por t

( 10)  Two communi cat i on car d opt i on s l ot s

( 11)  Ni agar a 4. 1 ( or  l at er )  compat i bl e wi t h cur r ent  Ni agar a Super vi sor  
ver si on on NW r egi onal  ser ver s.   

( 12)  One LonWor ks I nt er f ace Por t  -  78KB FTT- 10A

f .   pr ovi de access t o f i el d cont r ol  net wor k dat a and super vi sor y f unct i ons 
v i a web i nt er f ace and suppor t  a mi ni mum of  16 s i mul t aneous user s

g.   Requi r ed Dat a St or age
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**************************************************************************
NOTE:   Ret ai n t he 36 hour  opt i on f or  a f aci l i t y  
pl anned i n a r obust ,  dense ar ea of  t he UMCS I P 
net wor k s i nce t he Super vi sor y Cont r ol l er  i s  supposed 
t o ar chi ve dat a t o t he cent r al  net wor k st or age ever y 
24 hour s.   Choose t wo weeks f or  ei t her  a)  act i ve 
bui l di ng manager s who want  t o l ook at  t r end dat a,  or  
b)  mor e r emot e l ocat i ons wher e net wor k cover age may 
be mor e pr one t o out age.

**************************************************************************

( 1)  St or e dat a at  15 mi nut e i nt er val s f or  al l  har dwar e i nput  dat a and 
out put  commands f or  di gi t al  out put s f or  a mi ni mum of  14 days.   See 
Appendi x E f or  t r endi ng dat a speci f i cs.

( 2)  Al l  s t or ed dat a shal l  be aut omat i cal l y  submi t t ed t o t he head- end 
ser ver  each day at  a set  t i me.

h.   Sof t war e,  Pr ot ocol s,  and Dr i ver s:

Al l  sof t war e used t o access t he pr ogr ammi ng of  managed devi ces shal l  
have open l i censi ng,  act i vel y suppor t ed by t he or i gi nal  manuf act ur er ,  
and not  be r est r i c t ed t o onl y t he i nst al l i ng vendor  or  manuf act ur er .

The f ol l owi ng sof t war e i s r equi r ed on al l  SC' s:

( 1)  Ni agar a/ Fox Pr ot ocol

( 2)  Embedded oper at i ng syst em.

( 3)  DDC and Faci l i t y  cont r ol  syst ems onl y ( not  appl i cabl e t o SCADA and 
ut i l i t y  i nf r ast r uct ur e syst ems) :   Tunnel  ser vi ce t o al l ow 
pr ogr ammi ng of  devi ce l evel  cont r ol l er s by a per son on a r emot e 
comput er  on t he Et her net  net wor k usi ng Ni agar a Fr amewor k 
Engi neer i ng Tool .

( 4)  LDAP Suppor t

The f ol l owi ng sof t war e must  be pr ovi ded as necessar y on SC' s:   
LonWor ks,  BACnet ,  Modbus,  Ot her  pr ot ocol  dr i ver s as needed,  oBi x,  Java 
Vi r t ual  Machi ne,  web ser vi ces,  dat abase ser vi ces.  

2. 3. 1. 7   Wi r el ess Communi cat i on

Gat eway or  cont r ol l er  shal l  be shi pped wi t h wi r el ess communi cat i on di sabl ed 
at  t he oper at i ng syst em l evel .   NOTE:   Thi s i s  al so known as " 32300323- 003 
Wi r el ess Di sabl ed" .   Wi r el ess communi cat i on di sabl i ng must  be done at  t he 
f act or y and NAVFAC NW wi l l  not  accept  t hi s di sabl i ng i f  done i n t he f i el d.

2. 4   UMCS NETWORK

Wi r i ng bet ween t r anspor t  swi t ches and bur i ed i n condui t  shal l  be opt i cal  
f i ber .   Ot her  wi r i ng bet ween I P addr essabl e devi ces can be opt i cal  f i ber  or  
copper .   Al l  UMCS I P net wor k wi r i ng ( f or  any l ocat i on)  shal l  suppor t  802. 3 
Et her net  and mi ni mum speeds of  1 Gbps.   Al l  copper  cabl e or  wi r i ng used f or  
cont r ol  net wor k wi r i ng shal l  be pur pl e ( Pant one 269C) .

Pl enum gr ade cabl i ng and f i r e bl ocki ng must  be used when appl i cabl e t o t he 
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i nst al l at i on l ocat i on.

2. 4. 1   Dat a Cabl e/ Wi r i ng

2. 4. 1. 1   Copper  Wi r i ng

Copper  wi r i ng i s  l i mi t ed t o l ess t han 100 met er s bet ween act i ve devi ces.   
Recei ve Gover nment  appr oval  pr i or  t o usi ng medi a ext ender s.

Copper  wi r i ng shal l :

a.   Suppor t  t he 1000BASE- T st andar d.   The use of  CAT6 cabl e i s 
encouraged.

b.   Shal l  f ol l ow t he T586B st andar d f or  pi n assi gnment s.

2. 4. 1. 2   Fi ber  Opt i c Cabl i ng

Fi ber  opt i c cabl i ng pr ovi ded f or  t he UMCS I P net wor k shal l  be one of  t he 
following:

a.   62. 5/ 125 µm mul t i - mode f i ber  ( MMF)

b.   9/ 125 µm si ngl e- mode f i ber  ( SMF)

Si ngl e- mode f i ber  shal l  al ways be pr ovi ded unl ess i t  cannot  meet  t he speed 
r equi r ement .   Recei ve Gover nment  appr oval  pr i or  t o pr oposi ng t o i nst al l  
mul t i - mode f i ber .   Hybr i d cabl i ng i s al l owed.

Unl ess not ed ot her wi se i n t he pr oj ect  document s,  pr ovi de a mi ni mum of  12 
f i ber  pai r s.

Ter mi nat i ons:   Al l  f i ber  st r ands must  be t er mi nat ed i n pat ch panel s usi ng 
LC connect or s.

2. 5   SOFTWARE

2. 5. 1   Ni agar a Fr amewor k Engi neer i ng Tool

The Ni agar a Fr amewor k Engi neer i ng Tool  shal l  be Ni agar a Wor kbench or  an 
equivalent Ni agar a Fr amewor k engi neer i ng t ool  sof t war e and shal l :

a.   have an unr est r i c t ed i nt er oper abi l i t y  l i cense and i t s Ni agar a 
Compat i bi l i t y  St at ement  ( Ni CS)  shal l  f ol l ow t he Tr i di um Open Ni CS 
Specification.

b.   be capabl e of  per f or mi ng net wor k conf i gur at i on f or  Ni agar a Fr amewor k 
Super vi sor y Cont r ol l er s and Ni agar a Fr amewor k Moni t or i ng and Cont r ol  
Software.

c.   be capabl e of  pr ogr ammi ng and conf i gur i ng f or  Ni agar a Fr amewor k 
Super vi sor y Cont r ol l er s and Ni agar a Fr amewor k Moni t or i ng and Cont r ol  
Software.

d.   be capabl e of  di scover y of  Ni agar a Fr amewor k Super vi sor y Cont r ol l er s 
and al l  poi nt s mapped i nt o each Ni agar a Fr amewor k Super vi sor y 
Cont r ol l er  and maki ng t hese poi nt s accessi bl e t o Ni agar a Fr amewor k 
Moni t or i ng and Cont r ol  Sof t war e.
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e.   Ni agar a Fr amewor k Engi neer i ng Tool  ver si on pr ovi ded by t he Cont r act or  
must  be compat i bl e wi t h t he ver si on of  t he Ni agar a Oper at i ons Ser ver  at  
t he t i me of  commi ssi oni ng.

2. 5. 2   Moni t or i ng and Cont r ol  ( M&C)  Sof t war e

NAVFAC NW i s cur r ent l y usi ng Ni agar a Fr amewor k AX Web Super vi sor  and  
communi cat es wi t h Ni agar a Fr amewor k f i el d cont r ol  syst ems usi ng t he Fox 
pr ot ocol .   Ni agar a AX ver si on pr ovi ded by t he Cont r act or  must  be compat i bl e 
wi t h t he ver si on of  t he Ni agar a Oper at i ons Ser ver  at  t he t i me of  
commissioning.

NAVFAC NW i s al so cur r ent l y usi ng SkySpar k by SkyFoundr y ener gy anal yt i cs 
sof t war e f or  cont i nuous commi ssi oni ng act i v i t i es.   See Par t  3 of  t hi s 
speci f i cat i on f or  i nt egr at i on of  poi nt  dat a gener at ed by t hi s pr oj ect  i nt o 
t he anal yt i c  r ul es r un by SkySpar k.

2. 5. 2. 1   Alarms

NAVFAC NW i s cur r ent l y usi ng Ni agar a Fr amewor k AX Web Super vi sor  i n 
conj unct i on wi t h Ni agar a Fr amewor k Al ar m Por t al  t o handl e al ar ms gener at ed 
by super vi sor y cont r ol l er s and suppor t s t he use of  Ni agar a Fr amewor k Al ar m 
Cl asses.   See Appendi x E of  t hi s speci f i cat i on f or  al ar m pr i or i t y  l evel s 
( c l asses)  t hat  shoul d be assi gned as par t  of  t hi s pr oj ect .

2. 5. 2. 2   Trending

NAVFAC NW i s cur r ent l y st or i ng t r end dat a on t he UMCS ser ver s.   See 
Appendi x E f or  det ai l s  r egar di ng what  and how of t en t o t r end cer t ai n dat a 
points.

2. 6   UNI NTERRUPTI BLE POWER SUPPLY ( UPS)

A UPS or  backup sour ce of  power  i s a cyber secur i t y  r equi r ement .

**************************************************************************
NOTE:   CI O wi l l  pr ovi de t he UPS t i me dur at i on.   Use 
15 mi nut es i f  unsur e.

**************************************************************************

Wher e needed,  t he uni nt er r upt i bl e power  suppl y ( UPS)  shal l  be a 
sel f - cont ai ned devi ce sui t abl e f or  i nst al l at i on and oper at i on t o suppor t  
t he Super vi sor y Cont r ol l er  and shal l  be s i zed t o pr ovi de a mi ni mum of  [ 15 
mi nut es] [ _____]  of  oper at i on of  t he connect ed har dwar e.   Equi pment  
connect ed t o t he UPS shal l  not  be af f ect ed i n any manner  by a power  out age 
of  a dur at i on l ess t han t he r at ed capaci t y of  t he UPS.   UPS shal l  be 
compl et e wi t h al l  necessar y power  suppl i es,  t r ansf or mer s,  bat t er i es,  and 
accessor i es and shal l  i ncl ude vi sual  i ndi cat i on of  nor mal  power  oper at i on,  
UPS oper at i on,  abnor mal  oper at i on and vi sual  and audi bl e i ndi cat i on of  AC 
i nput  l oss and l ow bat t er y power .   The UPS shal l  be UL 1778 appr oved.

a.   UPS shal l  have 445 Joul es of  sur ge pr ot ect i on.
b.   UPS shal l  be def aul t  t o a power - on mode f ol l owi ng each power  out age.
c.   UPS shal l  suppor t  t he SC and Et her net  swi t ch( es) .
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2. 7   LOCKED RACKS AND ENCLOSURES

2. 7. 1   Enclosures

A l ocked encl osur e or  r ack i s a cyber secur i t y r equi r ement .   Regar dl ess of  
whet her  t he l ocked encl osur e i s a r ack or  cabi net - st y l e encl osur e,  t he 
encl osur e must  be const r uct ed t o secur e t he i nt er i or  of  t he encl osur e f r om 
al l  ent r y except  by openi ng t he encl osur e usi ng a key t o unl ock t he l ock.   
Encl osur es t hat  ar e not  secur e f r om ent r y or  t amper i ng wi t h i nt er i or  
devi ces on t he t op,  bot t om,  s i des,  or  r ear  panel  ar e pr ohi bi t ed.

The encl osur e shal l  be secur el y at t ached,  and keyi ng of  t he l ock shal l  
mat ch t hat  cur r ent l y i n use at  t he i nst al l at i on.   Al l  door s of  t he 
encl osur e shal l  have an i nt r usi on det ect i on sensor ,  and t hi s sensor  shal l  
be i nt egr at ed i nt o t he cont r ol  syst em,  and shal l  r epor t  al ar ms on open,  and 
change of  st at e.

Each l ocked encl osur es shal l  be af f i xed wi t h a per manent  engr aved phenol i c 
s i gn st at i ng t he f ol l owi ng,  al l  cent er ed wi t hi n t he s i gn.   Si gns shal l  be 
r ed wi t h whi t e l et t er i ng and 6 i nches wi de by 5 i nches t al l .   Let t er s shal l  
be upper  case and l ower  case as wr i t t en bel ow:

Li ne 1:   Cabi net  i s  Al ar med
Li ne 2:   For  Ent r y Cont act  UMCS Ops
Li ne 3:   360- 315- 7901

I nst al l  i dent i f i cat i on pl at es usi ng a compat i bl e adhesi ve.

Encl osur es suppl i ed as an i nt egr al  ( pr e- packaged)  par t  of  anot her  pr oduct  
ar e accept abl e.   Keys f or  l ockabl e encl osur es shal l  be pr ovi ded t o t he 
Government.

2. 7. 2   Equi pment  Racks

Equi pment  r acks shal l  be st andar d 482 mm 19 i nch wal l - mount  r acks 
compat i bl e wi t h t he el ect r oni c equi pment  pr ovi ded and capabl e of  secur i ng 
al l  swi t ches and ot her  Et her net - connect ed equi pment  pr ovi ded by t hi s 
pr oj ect .   Racks shal l  be ei t her  al umi num or  st eel  wi t h bol t ed or  wel ded 
const r uct i on.   St eel  equi pment  r acks shal l  be pai nt ed wi t h a 
f l ame- r et ar dant  pai nt .   Guar d r ai l s  shal l  be i ncl uded wi t h each equi pment  
r ack and have a copper  gr oundi ng bar  i nst al l ed and gr ounded t o t he ear t h.

Passi ve vent i ng shal l  pr ovi de adequat e cool i ng t o mai nt ai n t he 
manuf act ur er ' s maxi mum t her mal  l i mi t at i ons f or  al l  i nst al l ed equi pment  i n 
t he cabi net  based on cal cul at ed t ot al  wat t ages and adequat e convect i ve 
cool i ng.  Top mount ed l ouver s wi t hout  al l owi ng f or  a bot t om vent i l at i on ai r  
c i r cul at i on pat h ar e not  al l owed.

2. 7. 3   Enclosure

Devi ce encl osur es l ocat ed out door s or  i n wet  ambi ent  condi t i ons shal l  be 
mount ed i n r ai npr oof  ( NEMA 250 3R)  encl osur es.   Devi ce encl osur es l ocat ed 
out door s or  i n wet  ambi ent  condi t i ons AND wi t hi n 100 f eet  of  wat er f r ont  
shal l  be mount ed i n r ai n- t i ght  cor r osi on- r esi st ant  ( NEMA 250 4X) 
encl osur es.   Devi ce encl osur es used i n condi t i oned space can be mount ed i n 
dust - pr ot ect i ve ( NEMA 250 1)  encl osur es.
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PART 3   EXECUTI ON

3. 1   EXAMINATION

The Cont r act or  shal l  become f ami l i ar  wi t h al l  det ai l s  of  t he wor k,  shal l  
ver i f y al l  di mensi ons i n t he f i el d,  and shal l  advi se t he Cont r act i ng 
Of f i cer  of  any di scr epancy bef or e per f or mi ng t he wor k.

Desi gner  of  Recor d shal l  coor di nat e wi t h NAVFAC NW CI O t o conf i r m desi gn 
di r ect i on pr ovi ded i n cont r act .

The Cont r act or  shal l  car ef ul l y  i nvest i gat e t he mechani cal ,  el ect r i cal ,  and 
f i ni sh condi t i ons t hat  coul d af f ect  t he wor k t o be per f or med,  and shal l  
f ur ni sh al l  wor k necessar y t o meet  such condi t i ons.

3. 1. 1   Exi st i ng Condi t i ons Repor t

Per f or m a f i el d sur vey,  i ncl udi ng but  not  l i mi t ed t o t est i ng and i nspect i on 
of  equi pment  t o be par t  of  t he UMCS,  and submi t  an Exi st i ng Condi t i ons 
Report  document i ng t he cur r ent  st at us and i t s i mpact  on t he Cont r act or ' s 
abi l i t y  t o meet  t hi s speci f i cat i on.   For  f i el d cont r ol  syst ems t o be 
i nt egr at ed t o t he CS whi ch ar e not  al r eady connect ed t o t he UMCS I P 
net wor k,  ver i f y t he avai l abi l i t y  of  t he bui l di ng net wor k backbone at  t he 
FPOC l ocat i on,  and ver i f y t hat  FPOCs shown as exi st i ng ar e i nst al l ed at  t he 
FPOC l ocat i on.

Not i f y t he Gover nment  when del i ver i ng t he Repor t  i f  exi st i ng swi t ch has 
onl y one avai l abl e por t  or  i f  no por t s ar e avai l abl e.

3. 1. 2   Pr oj ect  UMCS Pl an

Pr ovi de t o t he Gover nment  a summar y of  t he pr oj ect ' s  cont r ol  scope 
i ncl udi ng pl anned UMCS I P net wor k connect i v i t y,  desi r ed cent r al i zed command 
and cont r ol  f unct i onal i t y ,  syst ems i n t he UMCS ( HVAC/ DDC,  SCADA,  el evat or ,  
et c. ) ,  syst em pr ot ocol ( s) ,  and t he gener al  pl an f or  syst em cont r ol  syst em 
ar chi t ect ur e. [   Thi s submi t t al  i s  r equi r ed i n 23 09 23. 02 24 BACNET DI RECT 
DI GI TAL CONTROL FOR HVAC AND OTHER BUI LDI NG CONTROL SYSTEMS ( NAVFAC NW) .   
Pr ovi de onl y one submi t t al . ]

3. 2   DRAWI NGS AND CALCULATI ONS

3. 2. 1   CS Cont r act or  Desi gn Dr awi ngs

Pr ovi de dr awi ngs t o i ncl ude det ai l s  of  t he syst em desi gn and al l  net wor k 
har dwar e component s,  i ncl udi ng cont r act or  pr ovi ded and Gover nment  f ur ni shed 
component s.   Dr awi ngs shal l  be pr epar ed wi t h Aut oCAD v2010 wi t h har d copi es 
on ANSI  B ( 279 by 432 mm11 by 17 i nches)  sheet s.   Det ai l s  t o be shown on 
t he Desi gn Dr awi ng i ncl ude:

a.   The l ogi cal  st r uct ur e of  t he net wor k,  i ncl udi ng but  not  l i mi t ed t o t he 
l ocat i on of  al l  Cont r ol  Har dwar e ( i ncl udi ng but  not  l i mi t ed t o each 
Cont r ol  Pr ot ocol  Gat eway,  Cont r ol  Pr ot ocol  Rout er ,  Ni agar a Fr amewor k 
Super vi sor y Cont r ol l er  and Moni t or i ng and Cont r ol  ( M&C)  Cont r ol l er ) .   
Pr ovi de net wor k t opol ogy of  wi r i ng bet ween an exi st i ng UMCS I P net wor k 
dr op and t he one pr oposed f or  t hi s pr oj ect .   Edi t  an exi st i ng net wor k 
t opol ogy ( pr ovi ded by NAVFAC NW CI O)  t o show over al l  net wor k 
connect i v i t y and r out i ng.   Net wor k di agr am edi t  can be done manual l y,  
but  shal l  be done cl ear l y enough t o be used f or  r ecor d dr awi ng( s)  by 
t he BOSC or  shop.
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b.   Manuf act ur er  and model  number  f or  each pi ece of  Comput er  Har dwar e and 
Cont r ol  Har dwar e.

c.   Physi cal  l ocat i on f or  each pi ece of  Comput er  Har dwar e and Cont r ol  
Hardware.

d.   Ver si on and ser vi ce pack number  f or  al l  sof t war e and f or  al l  Cont r ol  
Har dwar e f i r mwar e.

3. 2. 2   As- Bui l t  Dr awi ngs

**************************************************************************
NOTE:   The Poi nt s Schedul e i s a submi t t al  f r om 
Section 23 09 23 LONWORKS DI RECT DI GI TAL CONTROL FOR 
HVAC AND OTHER BUI LDI NG CONTROL SYSTEMS cont r act s 
and i s a cont r act  dr awi ng f or  t hi s Sect i on.   The 
Cont r act or  updat es t he Poi nt s Schedul e and submi t s 
i t  as an as- bui l t .

Wher e pr oj ect s r equi r e i nt egr at i on t o syst ems not  
i nst al l ed under  Sect i on 23 09 23 LONWORKS DI RECT 
DI GI TAL CONTROL FOR HVAC AND OTHER BUI LDI NG CONTROL 
SYSTEMS,  or  wher e t he Poi nt s Schedul es f or  t he 
syst em ar e not  avai l abl e,  cr eat e Poi nt s Schedul es 
f or  i ncl usi on i n t he Cont r act  Dr awi ngs.

**************************************************************************

Pr epar e dr af t  as- bui l t  dr awi ngs consi st i ng of  Poi nt s Schedul e dr awi ngs f or  
t he ent i r e UMCS,  i ncl udi ng Poi nt s Schedul es f or  each Gat eway,  and an 
updat ed Desi gn Dr awi ng i ncl udi ng det ai l s  of  t he act ual  i nst al l ed syst em as 
i t  i s  at  t he concl usi on of  St ar t - Up and St ar t - Up Test i ng.   As- Bui l t  
Dr awi ngs shal l  i ncl ude det ai l s  of  al l  har dwar e component s,  i ncl udi ng 
cont r act or  pr ovi ded and Gover nment  f ur ni shed component s.   I n addi t i on t o 
t he det ai l s  shown i n t he desi gn dr awi ngs,  t he as- bui l t  dr awi ng shal l  
include:

a.   I P addr ess( es)  and Et her net  MAC addr ess( es)  as appl i cabl e f or  each 
pi ece of  Cont r ol  Har dwar e ( i ncl udi ng but  not  l i mi t ed t o each Ni agar a 
Fr amewor k Super vi sor y Cont r ol l er ,  Cont r ol  Pr ot ocol  Gat eway,  Cont r ol  
Pr ot ocol  Rout er ,  and Moni t or i ng and Cont r ol  ( M&C)  Cont r ol l er ) .

b.   Ni agar a Fr amewor k St at i on I D f or  al l  Ni agar a Fr amewor k component s 
i ncl udi ng but  not  l i mi t ed t o Ni agar a Fr amewor k Super vi sor y Cont r ol l er s 
and t he AX Web Super vi sor .

Prepare Dr af t  As- Bui l t  Dr awi ngs and t he Fi nal  As- Bui l t  Dr awi ngs as 
speci f i ed i n t he Pr oj ect  Sequence i n Par t  1.   

3. 3   I NSTALLATI ON REQUI REMENTS

3. 3. 1   General

**************************************************************************
NOTE:   I ndi cat e t he l ocat i on of  t el ecommuni cat i ons 
c l oset s on t he cont r act  dr awi ngs.

**************************************************************************

I nst al l  syst em component s as shown and speci f i ed and i n accor dance wi t h t he 
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manuf act ur er ' s i nst r uct i ons and pr ovi de necessar y i nt er connect i ons,  
ser vi ces,  and adj ust ment s r equi r ed f or  a compl et e and oper abl e syst em.   
Communi cat i on equi pment  and cabl e gr oundi ng shal l  be i nst al l ed as necessar y 
t o pr ecl ude gr ound l oops,  noi se,  and sur ges f r om adver sel y af f ect i ng syst em 
oper at i on.   Fi ber  Opt i c cabl es and wi r i ng i n exposed ar eas,  i ncl udi ng l ow 
vol t age wi r i ng but  not  i ncl udi ng net wor k cabl e i n t el ecommuni cat i on 
c l oset s,  shal l  be i nst al l ed i n met al l i c  r aceways or  EMT condui t  as 
speci f i ed i n Sect i on 26 20 00 I NTERI OR DI STRI BUTI ON SYSTEM.   Do not  i nst al l  
equi pment  i n any space whi ch exper i ences t emper at ur es or  humi di t y out s i de 
of  t he r at ed oper at i ng r ange of  t he equi pment .

3. 3. 2   I sol at i on,  Bui l di ng Penet r at i ons and Equi pment  Cl ear ance

The UMCS shal l  be compl et el y i nst al l ed and r eady f or  oper at i on,  as 
speci f i ed and shown.   Di el ect r i c  i sol at i on shal l  be pr ovi ded wher e 
di ssi mi l ar  met al s ar e used f or  connect i on and suppor t .   Penet r at i ons 
t hr ough and mount i ng hol es i n t he bui l di ng ext er i or s shal l  be made 
wat er t i ght .   Hol es i n concr et e,  br i ck,  st eel  and wood wal l s shal l  be 
dr i l l ed or  cor e dr i l l ed wi t h pr oper  equi pment ;  condui t s i nst al l ed t hr ough 
openi ngs shal l  be seal ed wi t h mat er i al s whi ch ar e compat i bl e wi t h exi st i ng 
mat er i al s.   Openi ngs shal l  be seal ed wi t h mat er i al s whi ch meet  t he 
r equi r ement s of  NFPA 70 and SECTI ON 07 84 00 FI RESTOPPI NG.

3. 3. 3   Nameplates

Pr ovi de Namepl at es f or  al l  Cont r ol  Har dwar e and al l  Comput er  Har dwar e.  
At t ach Namepl at es t o t he devi ce i n a conspi cuous l ocat i on.

3. 3. 4   UMCS Net wor k

3. 3. 4. 1   Net wor k UMCS Har dwar e and Sof t war e I nvent or y

The Gover nment  wi l l  pr ovi de I P addr esses f or  each Et her net - addr essabl e 
devi ce and addr esses speci f i c  t o t he cont r ol  pr ot ocol  f or  non- I P ( MSTP,  
et c. )  net wor k devi ces.   The Cont r act or  shal l  submi t  t he Net wor k UMCS 
Har dwar e and Sof t war e I nvent or y spr eadsheet  ( see 25 50 00. 00 20 
CYBERSECURI TY OF FACI LI TY- RELATED CONTROL SYSTEMS f or  i nf or mat i on)  t o CI O 
wi t h t he r equest  f or  net wor k addr esses.   The Gover nment  wi l l  r et ur n t he 
spr eadsheet  t o t he Cont r act or  wi t h net wor k addr esses wi t hi n 10 busi ness 
days unl ess t her e ar e f i ve or  mor e swi t ches t o be depl oyed.   I f  mul t i pl e 
swi t ches ar e t o be depl oyed,  al l ow 3 weeks f or  a meet i ng bet ween t he 
Cont r act or  and NAVFAC NW CI O and t he f ol l ow- on I P addr esses t o be i ssued.  
I P addr esses wi l l  not  be pr ovi ded el ect r oni cal l y .   I f  mor e t han f i ve devi ce 
I P addr esses ar e r equest ed,  Gover nment  Const r uct i on Manager  shal l  
f aci l i t at e cont act i ng NAVFAC NW CI O di r ect l y. [   Thi s submi t t al  i s  r equi r ed 
in 23 09 23. 02 24 BACNET DI RECT DI GI TAL CONTROL FOR HVAC AND OTHER BUI LDI NG 
CONTROL SYSTEMS ( NAVFAC NW) .   Pr ovi de onl y one submi t t al . ]

3. 3. 4. 2   Swi t ch Conf i gur at i on by NAVFAC NW CI O

Cont r act or  t o del i ver  al l  t r anspor t  and access swi t ches t o NAVFAC NW CI O at  
NBK- Bangor ,  WA Bui l di ng 1101.   NAVFAC NW CI O wi l l  conf i gur e al l  swi t ches 
pr i or  t o f i el d depl oyment .   See Par t  1 Pr oj ect  Sequence f or  mor e 
information.

3. 3. 5   UMCS Net wor k Connect i on

The Cont r act or  shal l  pr ovi de al l  equi pment  and mat er i al s needed t o compl et e 
t he connect i on t o t he exi st i ng NAVFAC UMCS I P net wor k,  however  onl y 
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Gover nment  aut hor i zed per sonnel  ar e al l owed t o compl et e t he act ual  physi cal  
connect i on bet ween t he Cont r act or ' s i nst al l at i on and t he Gover nment  Cont r ol  
Syst ems net wor k.   The Bui l di ng Cont r ol  Syst em shal l  be f ul l y  oper at i onal  
and successf ul l y  passed t he UMCS Pr e- Funct i onal  Test s i n Appendi x A and 
Per f or mance Ver i f i cat i on Test i ng r equi r ed by 23 09 23. 02 24 BACNET DI RECT 
DI GI TAL CONTROL FOR HVAC AND OTHER BUI LDI NG CONTROL SYSTEMS ( NAVFAC 
NW) pr i or  t o r equest i ng connect i on ( see Tabl e 1,  " Pr oj ect  Sequenci ng" ) .   
Once connect ed t o t he UMCS I P net wor k,  al l  cont r act or  l apt ops wi l l  no 
l onger  be per mi t t ed t o be connect ed t o t he Bui l di ng Cont r ol  Syst em.   
Pr ovi de t wo weeks'  not i ce t o t he Cont r act i ng Of f i cer  when schedul i ng t hi s 
connect i on and i ncl ude i t  i n t he pr oj ect ' s  schedul e.

**************************************************************************
NOTE:   Cont act  NAVFAC NW CI O3 ( see por t al )  f or  hel p 
f i gur i ng out  what  spar e por t s exi st  on t he swi t ch 
t hat  t hi s pr oj ect  wi l l  make i t s connect i on t o 
exi st i ng i nf r ast r uct ur e.

**************************************************************************

Connect i v i t y t o t he exi st i ng UMCS I P net wor k shal l  be made i n Room [ _____]  
of  Bui l di ng [ _____] .   The avai l abl e por t  char act er i st i cs ar e as f ol l ows:   
[_____].

**************************************************************************
NOTE:   Use t he next  par agr aph t o descr i be addi t i onal  
swi t ch capaci t y or  ot her  i nf r ast r uct ur e i ssues t hat  
t hi s Cont r act or  and pr oj ect  ar e r equi r ed t o sol ve 
t hat  ar e not  shown on t he dr awi ngs.

**************************************************************************

[ The exi st i ng net wor k i nf r ast r uct ur e r equi r es addi t i onal  wor k t o pr ovi de t he 
[ capaci t y] [ connect i v i t y]  r equi r ed by t hi s pr oj ect .   Cont r act or  i s  r equi r ed 
t o [ _____] .

] 3. 4   I NSTALLATI ON OF EQUI PMENT

3. 4. 1   Wi r e and Cabl e I nst al l at i on

Syst em component s and appur t enances shal l  be i nst al l ed i n accor dance wi t h 
NFPA 70,  manuf act ur er ' s  i nst r uct i ons and appr oved net wor k t opol ogy.   
Necessar y i nt er connect i ons,  ser vi ces,  and adj ust ment s r equi r ed f or  a 
compl et e and oper abl e s i gnal  di st r i but i on syst em shal l  be pr ovi ded.   
Component s shal l  be l abel ed i n accor dance wi t h TIA-606 .   Penet r at i ons i n 
f i r e- r at ed const r uct i on shal l  be f i r est opped i n accor dance wi t h Sect i on 
07 84 00 FI RESTOPPI NG.   Condui t s,  out l et s and r aceways shal l  be i nst al l ed 
i n accor dance wi t h Sect i on 26 20 00 I NTERI OR DI STRI BUTI ON SYSTEM.   Wi r i ng 
shal l  be i nst al l ed i n accor dance wi t h TIA-568-C.1  and as speci f i ed i n 
Section 26 20 00 I NTERI OR DI STRI BUTI ON SYSTEM.   Wi r i ng,  and t er mi nal  bl ocks 
and out l et s shal l  be mar ked i n accor dance wi t h TIA-606 .   Non f i ber - opt i c 
cabl es shal l  not  be i nst al l ed i n t he same cabl e t r ay,  ut i l i t y  pol e 
compar t ment ,  or  f l oor  t r ench compar t ment  wi t h power  cabl es.   Cabl es not  
i nst al l ed i n condui t  or  r aceways shal l  be pr oper l y  secur ed and neat  i n 
appearance.

3. 4. 2   Grounding

Si gnal  di st r i but i on syst em gr ound shal l  be i nst al l ed i n accor dance wi t h 
TIA-607  and Sect i on 26 20 00 I NTERI OR DI STRI BUTI ON SYSTEM.   Equi pment  r acks 
shal l  be connect ed t o t he el ect r i cal  saf et y gr ound.
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3. 4. 3   Power - Li ne Sur ge Pr ot ect i on

Equi pment  connect ed t o ac c i r cui t s shal l  be pr ot ect ed agai nst  or  wi t hst and 
power - l i ne sur ges.   Equi pment  pr ot ect i on shal l  meet  t he r equi r ement s of  
I EEE C62. 41.   Fuses shal l  not  be used f or  sur ge pr ot ect i on.

3. 4. 4   Cont r ol  Har dwar e and Sof t war e

Cont r ol  Har dwar e ( net wor k swi t ch( es) ,  super vi sor y cont r ol l er  and UPS)  shal l  
be i nst al l ed a l ocked cabi net  ( see Par t  2 f or  opt i ons) .  Al l  power  and 
net wor k connect i ons t o t he cont r ol  har dwar e wi t hi n t he cabi net  shal l  be 
wi t hi n t he cabi net  al so and not  accessi bl e out s i de t he l ocked cabi net .   
Thi s r equi r ement  i s  wai ved i f  t he r oom cont ai ni ng t he l ocked cabi net  has 
r est r i c t ed access.   Del i ver  al l  key( s)  t o l ocked encl osur e t o t he 
Gover nment .   Locked cabi net  l ocat i ons shal l  compl y wi t h st andof f  di st ance 
r equi r ement s i n UFC 4- 010- 01 DoD Minimum Antiterrorism Standards for 
Buildings.   Conf i gur e Cont r ol  Har dwar e as speci f i ed,  as r equi r ed t o meet  
t he f unct i ons f or  whi ch t he har dwar e used and as f ol l ows:

a.  Di sabl e al l  por t s,  pr ot ocol s,  and net wor k ser vi ces ot her  t han t hose 
r equi r ed or  speci f i cal l y  per mi t t ed by t hi s Sect i on.   Ser vi ces t o be 
di sabl ed i ncl ude but  ar e not  l i mi t ed t o:  FTP,  Tel net ,  and HTTP.   HTTP 
may be enabl ed f or  Ni agar a Fr amewor k Super vi sor y Cont r ol l er s onl y i f  
HTTPS i s unavai l abl e.   Pr oduct s unabl e t o suppor t  di sabl i ng of  por t s 
ar e pr ohi bi t ed.

3. 4. 4. 1   Et her net  Swi t ches

**************************************************************************
NOTE:   Check wi t h NAVFAC NW CI O about  cr i t i cal ,  
uni nt er r upt ed or  r edundant  power  needs f or  any of  
t he i nst al l ed swi t ches.   They wi l l  def i ne t he t ype 
of  power  r equi r ed ( power  di st r i but i on uni t s,  
mul t i pl e UPS' ,  anot her  panel ,  l ocal  gener at or  ( i f  
pl anned) ,  et c.

**************************************************************************

I f  mor e t han one swi t ch wi l l  be i nst al l ed i n t he same l ocat i on,  each swi t ch 
shal l  be l i nked by t wo 1, 000 Mb connect i ons ut i l i z i ng l i nk aggr egat i on.   
Swi t ches l i nki ng subst at i ons or  t o t he Oper at i ons Cent er s shal l  be 
conf i gur ed wi t h dedi cat ed dual  10 GB f i ber  connect i ons ut i l i z i ng l i nk 
aggr egat i on on t wo separ at e f i ber  pat hs i nt o and out  of  each of  t he pr i mar y 
subst at i ons,  capabl e of  and conf i gur ed t o pr ovi de 20 GB ser vi ce and 
aut omat i c f ai l over . [   The UMCS Tr anspor t  Swi t ch[ es]  pl anned f or  t hi s 
pr oj ect  r equi r e a r edundant  power  suppl y. ] [   The second sour ce of  power  
shal l  [ _____] . ]

Onl y t he Super vi sor y Cont r ol l er ( s)  shal l  be connect ed t o t he access 
swi t ch.   No ot her  l ower  cont r ol l er ( s)  shal l  be pr ovi ded an I P- addr ess 
and/ or  connect ed t o t he swi t ch i n or der  t o publ i sh dat a on t he UMCS I P 
network.

I nst al l at i on of  swi t ches i n ser i es at  t he same l ocat i on ( " dai sy- chai ni ng" )  
i s  pr ohi bi t ed.

Et her net  swi t ches l ocat ed i n Subst at i ons and wat er  syst em bui l di ngs shal l  
be t i er ed so t hat  i n t he event  one swi t ch f ai l s ,  t he syst em wi l l  s t i l l  
shar e dat a t hr ough an al t er nat e swi t ch and dat a pat h,  and connect i ons shal l  
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be f aul t  t ol er ant  wi t h dual  pat h t o each devi ce i ncl udi ng swi t ches,  r el ays 
and si mi l ar  equi pment  t hat  ar e avai l abl e wi t h 2 Et her net  por t s.

3. 4. 4. 2   Super vi sor y Cont r ol l er ( SC)

Pr ovi de one or  mor e SC' s as par t  of  t hi s cont r act .   Number  of  cont r ol l er s 
r equi r ed i s dependent  on t he t ype and quant i t y of  devi ces i nst al l ed.   
Separ at e bui l di ng cont r ol s syst ems f r om ut i l i t y  syst ems and vi ce ver sa on 
separ at e SC' s;  do not  co- mi ngl e on one SC.

**************************************************************************
NOTE:   Keep t he f ol l owi ng par agr aph i f  t hi s i s  a 
f aci l i t y  t hat  woul d be har med by s i ngl e poi nt  of  
f ai l ur e i n t he cont r ol  syst em.

**************************************************************************

[ Super vi sor y cont r ol l er s shal l  not  be pr ogr ammed t o handl e f unct i onal i t y  of  
subor di nat e devi ce cont r ol l er s.   Subor di nat e cont r ol l er s shal l  be 
pr ogr ammed such t hat  t he l oss of  t he super vi sor y cont r ol l er  does not  
i nhi bi t  nor mal  oper at i ons.

] Power  suppl y shal l  be f used or  cur r ent  l i mi t i ng and shal l  be r at ed at  a 
mi ni mum of  125% of  SC power  consumpt i on.

Do not  di v i de cont r ol  of  a s i ngl e mechani cal  syst em such as an ai r  handl i ng 
uni t ,  boi l er ,  chi l l er ,  pump syst em,  or  t er mi nal  equi pment  bet ween t wo or  
mor e cont r ol l er s.   A s i ngl e cont r ol l er  shal l  manage cont r ol  f unct i ons f or  a 
s i ngl e mechani cal  syst em.  I t  i s  per mi ssi bl e,  however ,  t o manage mor e t han 
one mechani cal  syst em wi t h a s i ngl e cont r ol l er .

Unnecessar y dat a t r ansmi ssi on above t he SC and acr oss t he CS Net wor k shal l  
be l i mi t ed.   Onl y one por t  of  t he SC shal l  be connect ed t o t he upst r eam 
net wor k swi t ch.

Mul t i pl exi ng of  poi nt s i s  not  al l owed.

**************************************************************************
NOTE:   Keep t he f ol l owi ng par agr aph i f  t he pr oj ect  
i f  t he super vi sor y cont r ol l er  bei ng r epl aced used t o 
be net wor ked i n so as t o r epor t  t hr ough an SC i n 
anot her  bui l di ng.   I f  t hi s communi cat i on pat hway i s 
not  br oken,  i t  wi l l  r esul t  i n a mess of  dat a on t he 
net wor k.   Thi s s i t uat i on i s most  commonl y f ound on 
NBK- Bangor  on ol d copper  connect i ons.

**************************************************************************

[ Remove exi st i ng dat a communi cat i on and r epor t i ng t hr ough ot her  " upst r eam"  
super vi sor y cont r ol l er s t hat  r esul t  i n t he dat a and/ or  al ar ms of  t hi s 
pr oj ect ' s  super v i sor y cont r ol l er  bei ng dupl i cat ed on t he UMCS I P net wor k.

] 3. 5   COORDINATION

Cont r act or  shal l  keep Oper at i ons Cent er  UMCS per sonnel  appr i sed of  on- goi ng 
act i v i t i es and any expect ed i mpact s t o nor mal  oper at i on.   I mpact s t o nor mal  
oper at i on ar e r equi r ed t o be r equest ed and coor di nat ed i n advance.

3. 5. 1   Coor di nat i on Wi t h Di v i s i on 23,  26 And 33 Cont r act or s

Coor di nat e wi t h Di v i s i on 23,  26,  and 33 Cont r act or s ( when separ at e f r om 
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UMCS cont r act or )  suppl y i ng pr oduct s or  syst ems i n or der  t o i nt egr at e t hei r  
wor k i nt o t he UMCS.   Speci f i cal l y :

+ Coor di nat e t ype and quant i t y of  SC' s r equi r ed f or  a compl et e 
installation.
+ Coor di nat e al l  UMCS I P net wor k schemat i c di agr ams t hat  i ncl ude 
Di v i s i on 23 or  26 wor k.
+ Coor di nat e al l  moni t or i ng and cont r ol  f unct i ons i ncl udi ng schedul i ng,  
al ar ms,  and t he l evel  of  devi ce/ equi pment  cont r ol l abi l i t y .
+ Coor di nat e and i nt egr at e al l  f act or y- i nst al l ed cont r ol l er s f ur ni shed 
wi t h equi pment  ( e. g. ,  boi l er  cont r ol  panel s,  chi l l er s,  packaged 
ai r - handl i ng uni t s)  i nt o t he UMCS communi cat i on ar chi t ect ur e.
+ Coor di nat e compat i bi l i t y  of  f act or y- i nst al l ed cont r ol l er s pr i or  t o 
shipment.
+ Coor di nat e speci f i c  mai nt enance t i mef r ames and al ar ms f or  al l  new 
equi pment  r equi r i ng mai nt enance.

3. 6   PROGRAMMING

Provide graphics  as speci f i ed i n Appendi x B and Appendi x C.   Di spl ay on 
each equi pment ' s  gr aphi c page al l  of  t he associ at ed i nput  and out put  poi nt s 
and r el evant  cal cul at ed poi nt s.  Poi nt  i nf or mat i on on gr aphi cs shal l  
dynami cal l y updat e.

I n addi t i on t o pr ovi di ng a gr aphi cal  user  i nt er f ace speci f i c  t o t hi s 
pr oj ect  i nst al l at i on,  updat e t he exi st i ng Ni agar a Fr amewor k 
Super vi sor - gener at ed UMCS gr aphi cal  user  i nt er f ace pages t o i ncor por at e t he 
new wor k associ at ed wi t h t hi s pr oj ect .   Thi s shal l  i ncl ude:  1- l i ne di agr ams 
cor r espondi ng t o t hose al r eady i n t he syst em,  updat i ng t he val ues on 
gr aphi cal  scr eens wher e t her e i s now new dat a ( or  i mpr oved dat a) ,  show 
amps/ wat t s/ kVA and ot her  r el evant  dat a i nt o and out  of  each subst at i on or  
ut i l i t y  s i t e,  cont r ol  of  devi ces pr evi ousl y j ust  moni t or ed,  and updat e dat a 
t o be added t o uni t  summar y scr eens,  ut i l i t y  scr eens,  and al l  ot her  aspect s 
of  t he UMCS syst em t hat  ar e i mpact ed by t hi s pr oj ect .   See Appendi x C f or  
exampl es of  exi st i ng scr eens.

Syst em shal l  gener at e mai nt enance al ar ms when equi pment  exceeds adj ust abl e 
r unt i me,  equi pment  st ar t s,  or  per f or mance l i mi t s.

Pr ogr ammi ng code f i l es shal l  cont ai n t he pr ogr ammi ng code i nst al l ed on each 
i ndi v i dual  cont r ol  devi ce i ncl udi ng document at i on st at i ng whi ch syst em 
and/ or  devi ce t he code f i l e appl i es t o.

3. 6. 1   Super vi sor y Cont r ol l er

Super vi sor y cont r ol l er s ( " st at i on" )  wi l l  oper at e usi ng Ni agar a- AX modul es 
sanct i oned by NAVFAC NW.   Cust omi zed or  al t er ed Ni agar a- AX modul es ar e 
pr ohi bi t ed,  i ncl udi ng copyi ng modul es exi st i ng on an exi st i ng super vi sor y 
cont r ol l er .   Submi t  a r equest  t o t he Gover nment  Cont r act i ng Of f i cer  t hr ough 
t he submi t t al  pr ocess i f  a cust omi zed modul e i s desi r ed.   The r equest  wi l l  
be r evi ewed and appr oved by t he Gover nment  pr i or  t o i t s  use on t he 
super vi sor y cont r ol l er .

Pr ovi de a copy of  t he f i nal  super vi sor y cont r ol l er  st at i on t o be r et ai ned 
by t he Gover nment .

Synchr oni ze cont r ol l er  t i me cl ocks dai l y f r om t he Wi ndows domai n ser ver s 
wher e capabl e or  f r om t he Ni agar a ser ver s i n t he Oper at i ons Cent er .
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Moni t or  cont r ol l er  and I / O poi nt  oper at i on.   Syst em shal l  annunci at e 
cont r ol l er  f ai l ur e and I / O poi nt  l ocki ng ( manual  over r i di ng t o a f i xed 
value).

3. 6. 2   Generators

Desi gn an appr opr i at e gr aphi cal  user  i nt er f ace i n t he Oper at i ons Cent er  
gr aphi cal  user  i nt er f ace t o suppor t  qui ckl y and easi l y sel ect i ng whi ch 
gener at or  syst ems t o br i ng onl i ne dur i ng an out age,  and aut omat i cal l y  
sel ect  whi ch c i r cui t  br eaker s or  sect i onal i z i ng swi t ches t o open or  c l ose 
t o best  suppor t  t he cust omer s.

3. 7   I NTEGRATI ON OF FI ELD CONTROL SYSTEMS

**************************************************************************
NOTE:   For  compl et e i nt egr at i on t he cont r act  package 
must  i ncl ude t he f ol l owi ng:

1.  Poi nt s Schedul e -  make sur e Poi nt s Schedul e 
includes:
   -  poi nt s t o be di spl ayed by t he M&C
     Sof t war e
   -  poi nt s t hat  can be over r i dden by t he M&C
     Sof t war e
   -  t r end poi nt s.
   -  Al ar m r out i ng ( al so make sur e t o i ncl ude t he
     Al ar m Rout i ng Schedul e)

2.  Al ar m Rout i ng Schedul e dr awi ngs.
   I dent i f y and assi gn pr i or i t i es.

3.  Cont r ol  Syst em Schemat i cs f or  each f i el d
   cont r ol  syst em ( Thi s may be an as- bui l t  
   dr awi ng f r om t he f i el d cont r ol  syst em
   speci f i cat i on. )

5.  Occupancy Schedul es f or  each f i el d cont r ol
   syst em.   ( Thi s may be an as- bui l t  dr awi ng 
   f r om t he f i el d cont r ol  syst em speci f i cat i on -
   such as Sect i on 23 09 23)

Whi l e i nt egr at i on * may*  be abl e t o be per f or med 
wi t hout  t he ot her  dr awi ngs,  t he Poi nt s Schedul e i s  
r equi r ed f or  successf ul  i nt egr at i on of  any syst em 
and must  be pr ovi ded.

Not e t hat  t he necessar y Poi nt s Schedul e dr awi ng 
shoul d be par t  of  t he as- bui l t  submi t t al  f or  
bui l di ng cont r ol  syst ems.   I f  a poi nt s schedul e f or  
t he syst em i s not  avai l abl e one must  be cr eat ed and 
i ncl uded i n t he cont r act  package.   Al t er nat i vel y,  a 
r equi r ement  can be manual l y added her e ( al ong wi t h 
appr opr i at e edi t s t o t he submi t t al s and pr oj ect  
sequenci ng par agr aphs)  t o i ncl ude a s i t e sur vey of  
t he syst em pr i or  t o i nt egr at i on,  t he r esul t s of  
whi ch t he Gover nment  must  t hen use t o pr ovi de act ual  
i nt egr at i on r equi r ement s such as i dent i f y i ng poi nt s 
t o be di spl ayed,  over r i dden,  t r ended et c ( t hus 
cr eat i ng a Poi nt s Schedul e as par t  of  t he pr oj ect ) .
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**************************************************************************

**************************************************************************
NOTE:   FPOCs may have been i nst al l ed wi t h t he f i el d 
cont r ol  syst em.   Cont r act  dr awi ngs must  i ndi cat e t he 
FPOC l ocat i ons f or  each f i el d cont r ol  net wor k and 
whet her  or  not  a FPOC al r eady exi st s at  t hat  
location.

**************************************************************************

I nst al l ,  i ni t i al i ze,  st ar t  up,  and t r oubl eshoot  oper at or  i nt er f ace sof t war e 
and f unct i ons ( i ncl udi ng oper at i ng syst em sof t war e,  oper at or  i nt er f ace 
dat abase,  and t hi r d- par t y sof t war e i nst al l at i on and i nt egr at i on r equi r ed 
f or  successf ul  oper at or  i nt er f ace oper at i on) .

Cont r act or  t o i nt egr at e al l  cont r ol  poi nt s i ncl udi ng t hose associ at ed wi t h 
t he sequence of  oper at i on,  al ar ms and ot her  dat a gener at ed by f i el d devi ces 
( whet her  cont r ol l i ng or  r epor t i ng)  t hat  wer e speci f i cal l y  l i s t ed or  named 
i n t he f i nal  appr oved shop dr awi ngs so t hat  i t  i s  avai l abl e on t he UMCS  I P 
network.

Ful l y i nt egr at e t he f i el d cont r ol  syst ems i n accor dance wi t h t he f ol l owi ng 
t hr ee st ep sequence and as speci f i ed and shown.

STEP 1:  I nst al l  and conf i gur e Cont r ol  Har dwar e as necessar y t o pr ovi de a 
Fi el d Poi nt  of  Connect i on t o connect  t he f i el d cont r ol  syst em t o t he 
UMCCS I P net wor k and,  when necessar y,  t o pr ovi de cont r ol  pr ot ocol  
t r ansl at i on and super vi sor y f unct i onal i t y .

STEP 2:  Add Fi el d Cont r ol  Syst em t o M&C Sof t war e:  Per f or m syst em di scover y,  
syst em dat abase mer ges,  or  any ot her  act i ons necessar y t o al l ow M&C 
Sof t war e access t o t he f i el d cont r ol  syst em.

STEP 3:  Conf i gur e M&C Sof t war e t o pr ovi de moni t or i ng and cont r ol  of  t he 
f i el d cont r ol  syst em,  i ncl udi ng but  not  l i mi t ed t o t he cr eat i on of  
syst em di spl ays and t he conf i gur at i on of  schedul i ng,  al ar mi ng,  and 
t r endi ng.   See Appendi x E f or  Tr endi ng Requi r ement s.

3. 7. 1   I nt egr at i on St ep 1:  I nst al l  Cont r ol  Har dwar e

I nst al l  Cont r ol  Har dwar e as speci f i ed at  t he FPOC l ocat i on t o connect  t he 
f i el d cont r ol  syst em t o t he UMCS I P net wor k and,  i f  necessar y,  t o pr ovi de 
cont r ol  pr ot ocol  t r ansl at i on and super vi sor y f unct i onal i t y .   Dependi ng on 
t he f i el d cont r ol  syst em medi a and pr ot ocol  t hi s shal l  be accompl i shed 
t hr ough one of  t he f ol l owi ng:

a.   Connect  t he exi st i ng f i el d cont r ol  net wor k FPOC t o t he UMCS I P 
net wor k.   ( Not e:  The exi st i ng FPOC wi l l  gener al l y  be a net wor k swi t ch. )

b.   I nst al l  Ni agar a Fr amewor k Super vi sor y Cont r ol l er / Gat eway connect ed t o 
bot h t he f i el d cont r ol  net wor k and t he UMCS I P net wor k.

3. 7. 1. 1   I nst al l at i on of  Ni agar a Fr amewor k Super vi sor y Cont r ol l er / Gat eway

I nst al l  Ni agar a Fr amewor k Super vi sor y Cont r ol l er  har dwar e t o connect  t he 
f i el d cont r ol  net wor k t o t he UMCS I P net wor k.   I nst al l  addi t i onal  f i el d 
cont r ol  syst em net wor k medi a and har dwar e as needed t o connect  t he Ni agar a 
Fr amewor k Super vi sor y Cont r ol l er  t o t he f i el d cont r ol  syst em.
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**************************************************************************
NOTE:   Ret ai n t he f ol l owi ng par agr aph i f  t he 
super vi sor y cont r ol l er  pr ovi ded on t hi s pr oj ect  i s  
bei ng i nst al l ed t o t ake over  communi cat i on f or  a 
f aci l i t y  t hat  was dai sy- chai ned or  connect ed t o 
anot her  bui l di ng and dat a was passed t hr ough t hat  
connect i on.   Pr ovi de i nf or mat i on t o t he cont r act or  
about  whi ch exi st i ng super vi sor y cont r ol l er  needs t o 
be c l eaned up.

**************************************************************************

[ Exi st i ng cont r ol  dat a and pr ogr ammi ng f or  t hi s pr oj ect  i s  cur r ent l y  bei ng 
communi cat ed t o t he Cont r ol  Syst em net wor k t hr ough t he exi st i ng super vi sor y 
cont r ol l er  l ocat ed [ _____] .   Remove al l  pr ogr ammi ng and communi cat i on 
i nst al l ed on t hi s pr oj ect ' s  super vi sor y cont r ol l er  f r om t he exi st i ng 
super vi sor y cont r ol l er  so t her e i s no dupl i cat i on af t er  pr oj ect  c l oseout .

] 3. 7. 1. 2   I nst al l at i on of  Cont r ol  Pr ot ocol  Rout er

I f  t her e i s not  an exi st i ng connect i on bet ween t he CS I P Net wor k and t he 
f i el d cont r ol  net wor k,  i nst al l  a swi t ch t o connect  t he f i el d cont r ol  syst em 
t o t he UMCS I P net wor k.   I nst al l  addi t i onal  f i el d cont r ol  syst em net wor k 
medi a as needed t o connect  t he f i el d cont r ol  syst em t o t he Super vi sor y 
Controller.

3. 7. 2   I nt egr at i on St ep 2:  Add Fi el d Cont r ol  Syst em t o M&C Sof t war e

Per f or m syst em di scover y,  syst em dat abase mer ges,  or  any ot her  act i ons 
necessar y t o al l ow M&C Sof t war e access t o poi nt s and dat a i n t he f i el d 
cont r ol  syst em.

3. 7. 2. 1   I nt egr at i on of  Fi el d Cont r ol  Syst ems Vi a Ni agar a Fr amewor k

For  each Ni agar a Fr amewor k Super vi sor y Cont r ol l er  i nst al l ed i n i nt egr at i on 
st ep 1 f or  t hi s pr oj ect  do bot h of  t he f ol l owi ng:

a.   Use t he Ni agar a Fr amewor k Engi neer i ng Tool  t o f ul l y  di scover  t he f i el d 
cont r ol  syst em and make al l  f i el d cont r ol  syst em i nf or mat i on avai l abl e 
t o t he Ni agar a Fr amewor k Super vi sor y Cont r ol l er .

b.   Cr eat e and conf i gur e poi nt s and est abl i sh net wor k communi cat i on bet ween 
t he Ni agar a Fr amewor k Super vi sor y Cont r ol l er  and t he f i el d cont r ol  
syst em t o pr ovi de poi nt s f r om t he f i el d cont r ol  syst em t o t he M&C 
sof t war e and t o pr ovi de suppor t  f or  super vi sor y f unct i ons,  i ncl udi ng 
but  not  l i mi t ed t o schedul e obj ect s,  t r end l ogs and al ar mi ng.

For  each Ni agar a Fr amewor k Super vi sor y Cont r ol l er  t o be i nt egr at ed as par t  
of  t hi s pr oj ect ,  make al l  i nf or mat i on i n t he Ni agar a Fr amewor k Super vi sor y 
Cont r ol l er  avai l abl e t o t he M&C Sof t war e.

3. 7. 3   I nt egr at i on St ep 3:  Conf i gur e M&C Sof t war e

Conf i gur e M&C Sof t war e t o pr ovi de moni t or i ng and cont r ol  of  t he f i el d 
cont r ol  syst em,  i ncl udi ng but  not  l i mi t ed t o t he cr eat i on of  syst em 
di spl ays and t he conf i gur at i on of  schedul i ng,  al ar mi ng,  and t r endi ng.
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3. 7. 3. 1   Conf i gur e M&C Sof t war e Communi cat i on

Cr eat e and conf i gur e poi nt s and est abl i sh net wor k communi cat i on bet ween M&C 
Sof t war e and Fi el d Cont r ol  Syst ems as speci f i ed t o suppor t  M&C Sof t war e 
functionality:

a.   Poi nt s on cur r ent l y act i ve di spl ays shal l  be updat ed v i a pol l i ng as 
necessar y t o meet  M&C Sof t war e di spl ay r ef r esh r equi r ement s.

b.   Poi nt s used f or  over r i des shal l  be sent  t o t he devi ce r ecei v i ng t he 
over r i de as shown on t he Poi nt s Schedul e.

3. 7. 3. 2   Conf i gur e M&C Sof t war e Funct i onal i t y

Conf i gur e M&C Sof t war e f unct i onal i t y  as speci f i ed:

a.   Cr eat e Syst em Di spl ays usi ng t he st andar ds descr i bed i n Appendi ces B 
and C.   Label  al l  poi nt s on di spl ays wi t h t he appr oved poi nt  name 
acr onyms f r om Appendi x D.   Conf i gur e user  per mi ssi ons f or  access t o and 
execut i ons of  act i on usi ng gr aphi c pages.   Coor di nat e user  per mi ssi ons 
wi t h UMCS shop super vi sor .

b.   Conf i gur e al ar m handl i ng such t hat  al l  al ar ms ar e r out ed t o t he 
i nst al l at i on oper at i ons ser ver  and al l  cr i t i cal  al ar ms ( as l i s t ed i n 
Appendi x E)  ar e al so r out ed t o t he NW Regi on oper at i ons ser ver .

c.   Cr eat e M&C Sof t war e t r ends f or  r equi r ed poi nt s as shown on t he Poi nt s 
Schedul e and as speci f i ed i n Appendi x E.   Cr eat e and conf i gur e di spl ays 
f or  cr eat i on and conf i gur at i on of  t r ends and f or  di spl ay of  al l  t r ended 
points.

d.   Conf i gur e al l  f i el d devi ces t o r out i nel y send t hei r  dat a t o t he SQL 
ser ver  v i a t he hi st or i cal  dat a ar chi v i ng ser ver .

3. 8   FI ELD QUALI TY CONTROL

Demonst r at e compl i ance of  t he i nst al l ed UMCS component s wi t h t he cont r act  
document s.  Fur ni sh per sonnel ,  equi pment ,  i nst r ument at i on,  and suppl i es 
necessar y t o per f or m t est i ng.   Ensur e t hat  t est s ar e per f or med by compet ent  
empl oyees of  t he syst em i nst al l er  or  t he syst em manuf act ur er  r egul ar l y 
empl oyed i n t he t est i ng and cal i br at i on of  Cont r ol  Syst em.   Al l  poi nt s 
shal l  wor k end- t o- end.   The Gover nment  may choose t o wi t ness t he wor ki ng of  
any and al l  poi nt s.

Cont r act or  shal l  keep and mai nt ai n a Passwor d l og f or  al l  devi ces 
( super vi sor y cont r ol l er s onl y)  and submi t  t o t he Gover nment .   Passwor d Logs 
shal l  be t r ansmi t t ed as r equi r ed i n Par t  1.

3. 9   FUNCTI ONAL PERFORMANCE TESTS ( FPT)

3. 9. 1   Net wor k Swi t ch FPT

Upon compl et i on of  FPT and as speci f i ed,  pr epar e and submi t  t he FPT Repor t  
document i ng al l  t est s per f or med dur i ng t he FPT and t hei r  r esul t s.   Fai l ur es 
and r epai r s shal l  be document ed wi t h t est  r esul t s.

3. 9. 2   M&C Sof t war e I nt egr at i on FPT

Test  compl i ance of  t he M&C super v i sor y sof t war e f or :
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a.   The abi l i t y  t o demonst r at e seaml ess communi cat i ons wi t h t he exi st i ng 
UMCS ser ver s at  t he Oper at i ons Cent er  as wel l  as di r ect  connect  v i a t he 
Super vi sor y cont r ol l er  i n t he f aci l i t y  wher e t he wor k i s bei ng 
accomplished.

b.   Edi t i ng Cont r ol  pr ogr ams:  Demonst r at e t he abi l i t y  t o edi t  t he cont r ol  
pr ogr am of f  l i ne.

c.   Repor t i ng of  al ar m condi t i ons:  Cause al ar m condi t i ons f or  each al ar m,  
and ensur e t hat  wor kst at i ons r ecei ve t he al ar ms.

d.   Repor t i ng t r end and st at us r epor t s:  Demonst r at e abi l i t y  of  sof t war e t o 
r ecei ve and save t r end and st at us r epor t s.

e.   Successf ul  execut i on of  Skyspar k anal yt i c  pr ocesses agai nst  t r end dat a 
ar chi ved f r om t he super vi sor y cont r ol l er .

Compl et e t he checkl i st s i n Appendi x A f or  bot h Pr e- Funct i onal  Test s and 
Funct i onal  Per f or mance Test s.

3. 9. 3   Wor k Coor di nat i on

Schedul e and ar r ange wor k t o cause t he l east  i nt er f er ence wi t h t he nor mal  
Gover nment  busi ness and mi ssi on.   I n t hose cases wher e some i nt er f er ence 
may be essent i al l y  unavoi dabl e,  coor di nat e wi t h t he Gover nment  t o mi ni mi ze 
t he i mpact  of  t he i nt er f er ence,  i nconveni ence,  equi pment  downt i me,  
i nt er r upt ed ser v i ce and per sonnel  di scomf or t .

        - -  End of  Sect i on - -

SECTI ON 25 10 10. 00 24  Page 50


