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UFC 4-20-01 Table 3-21 Default Tactics

Applicable Assets
Default Tactics People Equipment | Infrastructure Operations
and and Activities
Supplies

Moving Vehicle Bomb v v v
Stationary Vehicle Bomb v v v v

Hand Delivered Devices v v v v
Indirect Fire Weapons v v v v
Direct Fire Weapons v v v v
Waterfront Attack v v v v
Active Shooter v v
Airborne Contamination v v
Waterborne Contamination v v v
Forced Entry v v v v
Covert Entry v v v v
Visual Surveillance v v v
Acoustic Eavesdropping v v
Electronic Emanations v v
Eavesdropping

Protective Measures provided by UFC 4-020-01, Security Engi ing Facilities ing Manual (Proposed Revision 2022)

UFC 4-20-01 Table 3-21 Default Tactics For Buildings

PROTECTED BOUNDARY

To protect assets from unauthorized access, it is important to establish and maintain a protected boundary or perimeter. This could be
waterfront barriers to protect waterfront assets or the perimeter (walls, ceiling and floor) of a Sensitive Compartmented Information Facility
(SCIF) to protect SCI. The protected boundary or perimeter is the primary focus for the design of the protection system. The protected boundary
may provide mitigation against tactics such as stationary vehicle bomb, eavesdropping, covert entry, forced entry, or visual surveillance. The use
of technology at or within the protected boundary may enhance:

» Detection of unauthorized access with an Intrusion Detection System (IDS)

« Improve the validation of credentials with an Access Control System (ACS)

* Threat detection, alarm assessment, surveillance, and archiving with a Closed Circuit Television (CCTV) system
VEHICLE BOMB TACTICS. Both the general and specific design strategies for the moving and stationary vehicle bomb tactics are the same.
Only the details of the application of the countermeasures change.

« General Design Strategy. The general design strategy for these tactics comprises four elements, standoff distance, building hardening,
barriers, and manpower and procedures.

o Vehicle Barriers. The general design strategy for both of these tactics includes the application of some form of vehicle barriers to
establish and maintain the standoff distance between vehicles and facilities. Those barriers will commonly include passive perimeter
barriers that define the standoff distance and active barriers that allow entry through the perimeter. For the stationary vehicle bomb
tactic, both the passive perimeter and active barriers only need to define the perimeter and provide an obstacle whose
breaching would draw attention. For the moving vehicle bomb tactic those barriers must actually stop the kinetic energy of the
moving vehicle because the driver is assumed to be suicidal.

o

Manpower and Procedures. The general design strategy also depends on manpower and procedures. While those are not an
engineering issue, because they are an integral part of the protective system necessary for mitigating these tactics, they must be
incorporated in the design. That will require coordination with the operations or security people associated with each project, who
ultimately will establish manpower requirements and define the procedures based on local considerations. The manpower and procedures
support the general design strategy in controlling access closer to the facility than the standoff distance.




Intro to Perimeter Security

WHAT DO WE REALLY NEED?
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WHAT DO WE REALLY NEED?

MAIN GATE - GATE 1 GATE 2

PORTSMOUTH NAVAL SHIPYARD - KITTERARY, MAINE

WHAT DO WE REALLY NEED?
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Security or Defense-in-Depth

Zone Concept
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Protective System Timeline

To be effective, the system must ensure the time between
detection of an intrusion and intervention by the response
capability is less than the time it takes to compromise the
asset.

Evolution of the ECF

¢ Many open installations

* Jan 2001, mandatory vehicle
access control became a DoD
requirement.
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Evolution of the

ECF

Evolution of the

ECF

SDDCTEA Pamphlet 55-15
is UPDATED

USACE-PDC Army ACP

USACE-PDC The Army ACP
Standard Design drawings are

Standard Design is UPDATED RELEASED
2009 2013

UFC 4-022-01:
Security
Engineering
ECFs/ACPs is
UPDATED

2017

G ITEE—S S S S S EEa——

2012

USACE-PDC The Army
Standard for ACPs is
UPDATED
(formerly called Army ACP Standard
Design)

—

2014

2018

SDDCTEA Pamphlet 55-15
is UPDATED

ACP/ECF SMART Decision
Evaluator Software is
UPDATED
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Evolution of the

ECF

SDDCTEA Pamphlet
55-15 is UPDATED

USACE-PDC Army ACP
Standard Design is
UPDATED

USACE-PDC The Army ACP
Standard Design drawings are
RELEASED

l_t

2019

2018-2022
) |

SDDCTEA Traffic
Engineering
Research is

ONGOING

matters

routes

¢ DoD agent for highway traffic engineering

¢ Mission: Toimprove highway safety and
reduce traffic congestion on DoD
installation roads and on installation access

¢ Objective: Save lives, decrease injuries,
minimize lost time, and maintain readiness

SDDCTEA's Traffic Engineering Program

U.S. Army Military Surface Deployment
and Distribution Command,
Transportation Engineering Agency
(SDDCTEA)

1 Soldier Way
Scott AFB, IL 62225

Traffic Engineering Branch
Email: army.sddc.safb.traffic@mail.mil
618-220-7747
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SDDCTEA’s Authority

¢ This multi-Service regulation implements DoD Directive
4510.11 (DoD Transportation Engineering — Chg. 2018)),
and DOD Instruction 6055.04 (DoD Traffic Safety Program)

e Multi-Service Regulation (AR 55-80, OPNAVINST 11210.2,
AFMAN 32-1017, MCO 11210.2D and DLAR 4500.19)

0 “Installation commanders will develop and maintain
their roadways to nationally accepted standards that
provide a safe driving environment for all drivers and
passengers.”

0 “All installation traffic signals, signs, and pavement
markings will be in substantial conformance to FHWA's
Manual on Uniform Traffic Control Devices for Streets

and Highways (MUTCD) (http://mutcd.fhwa.dot.gov).”
0 “Variances in the design and application of installation
traffic control devices from the standards contained in
MUTCD must be approved by (SDDCTEA) and FHWA.”
e Update in progress

DoD Instruction 5200.08
Security of DoD Installations and Resources and the
DoD Physical Security Review Board (PSRB)

11
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DoD Manual 5200.08 Volume 3

Physical Security Program: Access to DoD Installations

e This manual is composed of several
volumes, each containing its own
purpose. In accordance with DoD
Directive (DoDD) 5143.01 (Defense
Intelligence) and DoD Instruction
(DoDl) 5200.08 (Installation Security).

¢ The manual implements policy, assigns
responsibilities, and prescribes
procedures for managing and executing
the DoD Physical Security Program.

¢ This volume assigns responsibilities
and prescribes procedures for
controlling physical access to DoD
installations

CNIC Manual 5530.2
Navy Installation Access Control

/

Reference (n):
UFC 4-022-01 Entry Control Facilities / Access Control Facilities

Purpose. To implement Navy policy, assign responsibilities and prescribe
procedures for managing and executing the Department of Defense (DoD)
Physical Security Program for Access Control.

Scope and Applicability. This manual applies to Commander, Navy
Installations Command (CNIC) headquarters, regions and installations.

General. To establish and prescribe procedures for access control to CNIC
via entry control points (ECPs) using the Defense Biometric Identification
System (DBIDS) or other Electronic Physical Access Control Systems (ePACS).
The standards prescribed herein are the minimum required for Navy
installations. Compliance is mandatory. Commanders with tactical control
(TACON) for FP may authorize additional security requirements.

Policy. Per reference (a), CNIC installations, property and personnel must be
protected. Commanders have the authority to take reasonably necessary
and lawful measures to protect installation property and personnel, but that
authority must not be exercised in an arbitrary, unpredictable, or
discriminatory manner. Removal or denial actions must be based on
reasonable grounds and judiciously applied. This manual amplifies DoD and
Department of the Navy (DON) security standards and guidance for
authorizing physical access to CNIC installations and/or stand-alone facilities.

(4) Standard 4. Implement guidance contained in reference
(n) for new ECP construction or major modifications to
ensure AT construction standards for positive access
control are incorporated.
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Criteria Sources
*UFC 4-022-01 Entry Control Facilities/Access Control Points — July 2017
*UFC 4-022-02 Selection and Application of Vehicle Barriers — 2010
*UFC 4-022-03 Security Fences and Gates

*SDDC-TEA Pam 55-17 Better Military Traffic Engineering - 2016

*SDDC-TEA Pam 55-15 Traffic and Safety Engineering for Better Entry
Control Facilities — 2019

*SDDC-TEA Pam 55-8 Traffic Engineering Studies Reference - 2016
*Army Standard for Access Control Points — April 2012

*Army ACP Standard Design, Sept 2024

*Army ACP Standard Design Drawings, Feb 2021

Air Force Facilities Dynamic Prototypes — 2015

*DoD Anti-Ram Vehicle Barrier List — April 2024

UFC 4-022-01
Entry Control Facilities/Access Control
Points

e Purpose:
> Provide criteria to create safe
and efficient entry control
facilities for the wide variety of
DoD Installations.
* Lead Agency: Navy
» Point of contact: John Lynch
» Primary Author: John Lynch

¢ Current Document Status:
» First Published in May 2005

» Complete Revision published
July 2017
Q Format
O Lessons Learned
Q Traffic Safety
Q Technology improvements
» Currently being updated
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UFC 4-022-01 What’s In It

TABLE OF CONTENTS
1. INTRODUCTION
2. CLASSIFICATIONS AND FUNCTIONS
3. PLANNING AND SITE SELECTION CRITERIA
4. ORGANIZATION AND OPERATION OF AN ECF/ACP
5. DESIGN GUIDELINES
6. LARGE COMMERCIAL VEHICLE AND TRUCK

INSPECTION FACILITIES

APPENDIX A: REFERENCES
APPENDIX B NAVY GATE AUTOMATION
APPENDIX C: ARMY GATE AUTOMATION
APPENDIX D ECF/ACP DEVELOPMENT CHECKLIST
APPENDIX E GLOSSARY

ACP
ECF
ECP

AVB

Common Terms / Acronyms

Access Control Point
Entry Control Facility

Entry Control Point (entry to a restricted
area/enclave inside the installation)

Active Vehicle Barrier

SDDCTEA Surface Deployment and Distribution Command

Transportation Engineering Agency

USACE-PDC United States Army Corps of Engineers-

Protective Design Center

MUTCD Manual on Uniform Traffic Control Devices

AASHTO American Association of State Highway

UFC

and Transportation Officials

Unified Facilities Criteria

14
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ACP, ECF, ECP or Gates

ACP - Access Control Point, Army term for an Access
Control Facility located on the perimeter of the
Installation.

ECF - Entry Control Facility, Navy/Air Force term for an
Access Control Facility located on the perimeter of the
Installation.

ECP - Entry Control Point, Joint services term that has
been used for both an Expeditionary Access Control
Facility on the perimeter of the Installation, or in
CONUS as an interior Access Control Facility such as
to a Headquarters building and enclaves/restricted area
within the installation/base.

Gates — Another term used to identify ACPs or ECFs,
usually used by the Navy and Marines.

ACP, ECF, ECP or Gates

It does not matter what it is
called, only what it does!

A well designed ECF/ACP should
provide security from a threat
vehicle while maintaining safety to
the normal traffic and security personnel!
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(ACP)

installations

« Addresses objectives of ECF/ACP
» Safety
» Security
» Capacity
» Sustainability

e Addresses sustainability

Navy)

UFC 4-022-01 What it does

« Presents unified approach to design of Entry Control Facilities (ECF) / Access Control Points
« Ensures proper level of access control for all DoD personnel, visitors, and commercial traffic to

Establishes baseline for ECF/ACP overall layout, organization, infrastructure, and facilities

e Requires traffic engineering assessment prior to design
e Requires coordination with master plans

e Discusses automation to minimize personnel requirements and enhance security (Army and

* Overhead Canopy
e Perimeter Gate
* Vehicle Containment

« (Passive and Active)

* AVB Safety
Schemes/Protocols

* Personnel Protection
» Rejection Capability

» Traffic Control Devices
(MUTCD)

* Vehicle Search Areas

» Certified Vehicle Barriers

UFC 4-022-01 What it does

Some of the ‘Musts’ a big change from the previous version

¢ Overwatch

* Baseline Vehicle
Characteristics

» Ballistic Protection
» Back Up Power

* Redundant
Communications

¢ Connection To Networks
* CCTV
* Lighting

16
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UFC 4-022-01 What it does

IMPROVED TRAFFIC

e Traffic Improvements
»Improve throughput
U Better design of Approach Zone to minimize queueing
U Support tandem processing
U Conduct random inspections out of traffic lanes
» Maximize lanes within constraints
» Avoid conditions which inhibit traffic
U Example: Improper lane transitions
»Traffic Considerations on surrounding roadways
»Speed Management
» Traffic Control Devices
U Signage — size/legibility/reflectivity requirements
U Speed limit signing
U Guide signing
U Pavement Marking and Lighting
U Proper Signal Design

UFC 4-022-01 What it does

IMPROVED SAFETY

» Safety Improvements

» Personnel Safety & Quality of Service
U Canopy for all inbound lanes and reversible outbound
U Elevated median/island/platforms for security forces personnel
U Barriers at median/island/platforms and facilities

» Prevent accidental or intentional vehicular impact

U Improved lighting
U Ballistic resistance provided for all guard facilities

» Public Safety
U Improved lighting
U Improved signage and traffic control
U Improved traffic signaling

» Barrier Design and Safety Considerations
U Delineation of Active Vehicle Barriers (AVB)
U Options provided for required safety protocols/schemes

U AVB control requirements (UFGS 34 71 13.19 Crash Rated Active Vehicle Barriers And
Controls)

U Vehicle Detection Systems

17
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UFC 4-022-01 What it does

IMPROVED SAFETY

Improved Safety and Traffic Management
SDDCTEA PAMPHLET 55-15 - SAMPLE SIGN LAYOUT

18
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Improved Safety and Traffic Management
USACE PDC ACP Standard Drawing Sample Sign Layout

Improved Safety and Traffic Management
USACE PDC ACP Standard Drawing Pavement Markings

19
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Improved Safety - SODDCTEA PAMPHLET 55-15
Hybrid Beacon Safety Scheme- Two Lanes

9-SEC HYBRID BEACON
AVB SAFETY SCHEME
ROADWAY WITH MEDIAN

Improved Safety - SDDCTEA PAMPHLET 55-15 (2014)
Conventional Traffic and Safety Control System for AVBs

Legacy

20
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UFC 4-022-01 What it does

» Appendix D — ECF/ACP Development Checklist

» ECF Configuration
U Volume
U Queuing Requirements/Constraints
U Vehicle Requirements (Passenger, Commercial/Large Vehicle, Pedestrian)
U Processing Time
U Design Threat Vehicle (Response Zone, Barrier requirements)
U Future Requirements
» Site Selection
U Location and Master Plan Coordination
U Compatible Land Use with surrounding facilities
U Public Road Modification
U Environmental Constraints (wetlands, protected habitats, restorations sites)
U Utilities

ECF/ACP Development Checklist
Existing/New ECF/ACP

EXISTING ECF/ACP

* What tyé)e of ECF/ACP? Primary / Secondary / Limited
Use/Pedestrian

¢ What are the ECF/ACP hours of operation?
¢ What are peak times and staffing levels at those times?

* What are the staffing levels at off peak times?

¢ How many inbound lanes?

¢ How many outbound Lanes?

e How are POV processed? Single / Tandem
« Are there traffic queuing issues? Yes / No
* Does the ECF/ACP traffic affect the local community? Yes / No
« Are current processing times unacceptable? Yes / No
¢ Is the ECF/ACP a high crash area? Yes / No

21
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ECF/ACP Development Checklist
Existing/New ECF/ACP

PLANNING FOR ECF/ACP

necessary to validate scope and budget?

* What are the queuing requirements?

or base closure?

« Does the ECF/ACP process visitors?

«  Will atraffic study be required to update/estimate traffic volumes

*  Who will coordinate traffic study and when will it be performed?

* How many vehicles/hour must the ECF/ACP process?

¢ Was/Will the ECF/ACP designed for future demand?

« Are the Sentry/Guard Booths functionally adequate for the ECF?

* Was a traffic study/analysis done for initial design?

*  Will future demand fluctuate due to mission changes, joint basing,

* Does this ECF/ACP process Commercial/Large Vehicles?

* How will Commercial/Large Vehicle be processed?

* Is the Gatehouse functionally adequate for the ECF/ACP?

Yes / No
Yes / No
POV Truck
Yes / No
Yes / No
Yes / No
Yes / No
Yes / No
Yes / No
Yes / No

« Is the Overwatch Position functionally adequate for the ECF/ACP?

SEE UFC 4-022-01 Entry Control Facilities/Access Control Points
Appendix D ECF/ACP Development Checklist for a more thorough list of questions.

Team Work, Let’s Talk

The following stakeholders should be involved in the
planning and design of an ECF/ACP:

Installation Stakeholders

Antiterrorism Officer (ATO)/Security Forces
Engineering and Public Works
Community/Master Planning

Safety Officers

Communication Officers

Installation Command

Housing Contacts

Other Military Stakeholders

Surface Deployment and Distribution
Command Transportation Engineering
Agency (SDDCTEA)

ECF/ACP Service Branch Representative
Command Groups

Major/Tenant Commands

Other Stakeholders

Local Police

Emergency Services (Fire/Ambulance)
Local Municipality/County

State Department of Transportation (DOT)
Federal Highway Administration (FHWA)

22
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>

7

SDDCTEA PAMPHLET 55-17...BETTER MILITARY TRAFFIC ENGINEERING

« SDDCTEA Pamphlet 55-17, Better
Military Traffic Engineering

This version of Pamphlet 55-17 is an update to
the 2011 version of SDDCTEA Pamphlet 55-17.
This pamphlet also combines content from and
supersedes SDDCTEA Pamphlet 55-14 (Signs
and Markings) dated 2011. Therefore, previous
versions of SDDCTEA Pamphlet 55-17 and all
versions of SDDCTEA Pamphlet 55-14 are
voided and obsolete with the release of this
document.

This pamphlet addresses the traffic engineering
areas of data collection and analysis, traffic
operations, and transportation planning as they
should be applied on military installations.

This document was developed using reference
sources such as: 2009 MUTCD with Revisions
1 and 2; 2011 AASHTO Green Book, 2015 DoD
Supplement to the MUTCD, among others.
SDDCTEA's DoD Supplement to the MUTCD is
intended to provide DoD-specific traffic control
requirements to include traffic conditions
specific to DoD installations.

>

SDDCTEA PAMPHLET 55-15 ...Better Entry Control Facilities

 SDDCTEA Pamphlet 55-15, Traffic and Safety
Engineering for Better Entry Control Facilities

Supplement other existing criteria and
guidance

» Bridge the gap between ECF standards and

national engineering standards

» Standard

O Referenced in UFC

U Referenced in Army Standard for Access

Control Points and Standard Design
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SDDCTEA PAMPHLET 55-8...TRAFFIC ENGINEERING STUDIES

« SDDCTEA Pamphlet 55-8, Traffic
Engineering Studies Reference
» This pamphlet describes a variety of the

most common traffic engineering studies
that can provide the objective data and
analysis needed to assist in the
evaluation of traffic conditions and
development of projects to improve the
safety and mobility of the installation
travel network.

» The studies need to address the range of

military installation aspects including, but
not limited to, access gates; arterial and
minor streets; signalized controlled
intersections; and, training and recreation
areas. A poorly functioning transportation
network on an installation can lead to
traffic congestion and delay, safety and
security concerns, health risks, and
environmental issues. Understanding
existing and potential problems relating to
the movement of people within the base
facility is critical.

ACP/ECF SMART Decision Evaluator

e The purpose of the ACP/ECF SMART Decision Evaluator
software is to help decide the best configuration for an
ACP: to provide different scenarios that help right-sizing
the number of ID check lanes, with the optimal number of
guards in order to minimize construction and operating
costs, minimize risk, minimize environmental effects,
obtain an acceptable maximum vehicle queue length, and
obtain the greatest reasonable level of service in terms of
overall delay to entering vehicles.
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USACE — Army Access Control Points Standard

» Department of the Army/USACE/PDC
* Army Access Control Points
Standard Design — September 2024
* Army Standard for ACPs — April 2012
* Includes standard drawings and
supporting appendices

» Guidance on AVB placement as well
as traffic and safety requirements

[ —
ot o=
B
==

I
!

USAF — Air Force Civil Engineer Center

e FACILITIES DYNAMIC PROTOTYPES DESIGN:
ENTRY CONTROL FACILITIES / INSTALLATION ACCESS
CONTROL POINTS (ECF/IACP)

¢ 1 MARCH 2015
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National Standards

DOCUMENT

CONTENT

WHERE TO FIND

Institute of Traffic Engineering
(ITE), Traffic Engineering Handbook

This document provides guidance
on traffic engineering practices and
principles.

https://www.ite.orgltechnical-
resources/

Institute of Traffic Engineering
(ITE), Traffic Calming ePrimer

The ePrimer presents a thorough
review of current traffic calming
practice and contains the
information needed to understand
this complex field.

https://safety.fhwa.dot.govispeedm
gtitraffic_calm.cfm

Federal Highway Administration
(FHWA), Manual on Uniform Traffic
Control Devices (MUTCD)

This document provides guidance
on the placement of signs,
pavement markings, and the rules
that govern their placement.

https://mutcd.fhwa.dot.gov/

Federal Highway Administration
(FHWA), Standard Highway Signs

This document provides detailed
drawings of the standard highway
signs prescribed or provided for in
the MUTCD

https://mutcd.fhwa.dot.gov/ser-
shs_millennium_eng.htm

American Association of State
Highway and Transportation
Officials (AASHTO), A Policy on

This document provides guidance
for the safe and efficient design of

geometric for
facilities.

esign of Highways an:
Streets (The Green Book)

hitps://www.fhwa.dot
andards/151112.cfm

AASHTO, Roadside Design Guide

This document provides guidance
on design requirements and
treatments outside the travel way,
butin close proximity to the
roadway.

Available on the Whole Building
Design Guide / Non-Government

Standards
https:/www.wbdg.org/ffc/dod/non-
government-standards

Transportation Research Board
(TRB), Highway Capacity Manual

This document provides guidance
o ostmat,

or 9
capacity and determining level of
service for transportation facilties.

trb. 1751
69.aspx

lluminating Engineering Society of
North America
(IESNA), IES G-1 - Guide for
Security Lighting for People,
Property, and Critical Infrastructure

This document is intended to
establish guidelines for the design
and implementation of security
lighting

Available on the Whole Building
Design Guide / Non-Government
Standards
https:/mww.whdg.org/ffc/dod/non-
government-standards

ECF Mission

» Secure the installation from unauthorized access and
intercept contraband while maximizing traffic flow

e Several required components to perform this function
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ECF Operations

Identification and inspection procedures are the most common operations

Vehicle screening

Level of I.D. and inspection varies with Force Protection Condition
(FPCON)

Installation AT Plan will define the operations at an ECF during each
FPCON and will include random measures from each FPCON at any time

Design should consider the goperations and anticipated traffic volume
during each FPCON (Alpha, Bravo, Charlie, Delta)

However, some congestion and hardship is expected at higher levels of
FPCON

As a minimum, ECF should support FEPCON Bravo operations with no
congestion

For short durations:
* Support Charlie and Delta

* Itis assumed the inbound demand will be reduced by changing access to
mission essential personnel only

Traffic Types

* Vehicles
* DOD privately owned vehicle
(POV)
* Visitor POV
* Trucks up to WB-67
 Official DOD vehicles

» Pedestrians
* Motorcycles
* Bicycles
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ECF Classifications

ECF CLASSIFICATIONS

* Not an ECF Use Classification per the UFC.

Possible Revision based on recent ECF/ACP project development

28
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ECF Design Objectives

* Prevent unauthorized pedestrians and vehicles
from entering the Installation.

» Detect threat as early as possible and delay it
sufficiently to allow guards time to deploy active
barriers.

* Provide enough reaction time for the innocent
driver to respond and safely stop prior to reaching
the active barrier.

ECF Functions

» Large Installations should have separate
ECFs/ACPs for Trucks/Commercial Vehicles
processing

* ACPs that handle both should have separate ID
Check and Search Areas

* ACP features must keep vehicles and pedestrian
traffic separated

» Large installations should have a primary
ECF/ACP that provide a visitor control center

29
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ECF/ACP FUNCTIONAL
RELATIONSHIPS

Visitors/DoD Personnel ECF/ACP

ECF/ACP Functional Relationships

DoD Personnel Only ECF/ACP

30
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ECF/ACP Functional Relationships

Commercial Vehicle ECF/ACP

ECF/ACP Components

* An integrated system of protective measures and
operational procedures designed to protect assets
against unauthorized vehicle access threats

» Sitework Elements/Roadway Geometry

Y

Building Elements/Guard Facilities
» Equipment/Vehicle Barriers/ESS

» Manpower/ Operational Procedures
e Components should complement

=
each other and correct for 2
I °
vulnerabilities. g -
c
e Components of the system should be m & =
. s . ke 5
coordinated to minimize gaps in £ 3
responsibilities and performance. 3 z
2 2
=}
7]

S$8INpadold
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ECF Structure

ECF Structure

32
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APPROACH ZONE

SDDCTEA PAMPHLET 55-15 — LANE ASSIGNMENT GUIDANCE

33
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APPROACH ZONE

PORTSMOUTH NAVAL SHIPYARD - KITTERARY, MAINE — GATE 2

APPROACH ZONE

¢ Is the interface between the off-
facility road network and the ECF

¢ Extends from the installation

boundary to the first rejection
point
¢ Functions include

» Reducing speed of incoming
vehicles

» Performing sorting of traffic by

vehicle type

» Providing adequate
stacking/queueing distance

» Providing first opportunity to

1. Queuing area for POVs 5. Visitor control center

2. Holding area for trucks rejection

6. Rejection for vehicles
identify potential threats 3. isselsg:g:;”:g::enced) that entered the ECF
0 Wrong-Way Detection automation errantly
O Overspeed Detection 4. Visitor control center 7. Access to inspection

areas
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ACCESS CONTROL ZONE

¢ Main controlling element of
ECF

¢ Provides access control and
inspection capability

e Location of major facilities
and control center

¢ Extends from the end of the
approach zone to the end of
the last rejection point after
the ID Check Area

¢ |dentify vehicles and
personnel; provide
surveillance, random and
post-ID inspection, visitor
processing and rejection
capabilities

ACCESS CONTROL ZONE

. Identify Vehicles And

Personnel

. Post-ID And Random

Inspections

. Visitor Processing/

Inspection

. Truck Processing And

Inspection

5. Post ID Check Rejection

6. Rejection From
Inspection
¢ Operational
Procedures

7. Gatehouse
¢ View
* Proximity
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ACCESS CONTROL ZONE

* Where possible provide rejection capabilities at both ends of the
access control zone

* A continuous median throughout the ECF is desirable
» Vehicle containment
» Room for facilities
» Width for rejections and vehicle U-turns

“ | B A ® [-
QuEUE | |

) (@ ") GATEHOUSE/
AREA | ID CHECK

| —ﬁnvArEE._(SEa_:FoNDAnY) EP( — ;j @ ;

ACCESS CONTROL ZONE

fe Ir——'é-_'l ICI
T o e ceeed] | e~
i = T
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RESPONSE ZONE

RESPONSE ZONE

Extends from end of access
control zone to the point of “final
denial” — active vehicle barrier.

Defines the end of the ECF

Main function is to provide time
for security personnel to react to
and respond to a threat and close
ECF if necessary

Design with a sufficient length to
provide adequate reaction time
for security personnel based on
Threat Scenarios.

“Final Denial” (i.e. barrier) active
vehicle barrier (AVB) will be
provided at the end of the ECF to
provide the capability to stop
threat vehicles

1. Gatehouse view of rejection
2. Chase vehicle parking

3. Active Vehicle Barriers

4. Overwatch Position
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RESPONSE ZONE

CHASE VEHKALE
/ Paming
ﬁm
L % (== ! —
@ 2 s
CATEHOURE S
ID CHEGK —
> = FriaL Barmien/OverwaTcn
LOCATION DEFENDENT
Driices U a
©

Design with a sufficient length to provide adequate reaction
time for security personnel based on Threat Scenarios.

RESPONSE ZONE
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RESPONSE ZONE — THREAT
SCENARIO 1

RESPONSE ZONE — THREAT
SCENARIO 2
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RESPONSE ZONE — THREAT
SCENARIO 3

RESPONSE ZONE — THREAT
SCENARIO 4
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RESPONSE ZONE - BARRIERS

A.K.A. Final Denial Barriers at the end of the Response Zone

Passive barrier continues until end of ECF

Active vehicle barrier (AVB) typically used to provide
“final denial”

Consider standardization of barrier systems for an
installation for ease of maintenance

Consider maximizing active barrier capacity based on
available funds

DoD Anti-Ram Vehicle Barrier List (USACE-PDC)

Markings on
both sides
must be red
and white
striping

RESPONSE ZONE — BARRIERS

A.K.A. Final Denial Barriers at the end of the Response Zone

* UFC 4-022-01 (27 July 2017), Entry Control Facilities

Access Control Points

» Para. 5-2.1, The design of an ECF/ACP must ensure that vehicles are
contained through an arrangement of passive and active vehicle barriers
(AVB). AVBs require some action, either by personnel, equipment, or
both, to prevent entry of a threat vehicle

» Para. 5-5.3.1, Selected active vehicle barriers (AVBs) must be included on
the list of DoD Certified Anti-Ram Vehicle Barriers maintained by the U.S.
Army Corps of Engineers (USACE) Protective Design Center (PDC)

» Para. 5-5.4, AVBs must be designed, implemented, and operated in
accordance with UFC 4-022-02, UFGS 34 71 13.19 Crash Rated Active
Vehicle Barriers And Controls,

» AVB safety requirements include proper signage, signals and delineation
as well as providing adequate sequencing and timing as defined in
SDDCTEA Pamphlet 55-15.

» 5-5.4.2, SDDCTEA Pamphlet 55-15 recommended safety scheme must be
implemented. Deviations from these safety schemes must be approved
by the appropriate service representative with consultation from
SDDCTEA
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RESPONSE ZONE - BARRIERS

A.K.A. Final Denial Barriers at the end of the Response Zone

CNIC — Public Safety
Active Vehicle Barrier (AVB) Capability Baseline
AVB Authorized Equipment List (AEL)

CNIC - Public Safety
Active Vehicle Barrier (AVB) Capability Baseline
AVB Authorized Equipment List (AEL)

AutoGate

Model: VPL-CB-24Model

Gibraltar

B&B ARMR Model G-2000 P1
Model 828N

RSSI RSSI
RSS-2000 RSS-3000
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SAFETY ZONE

¢ Extends from the active and passive
barriers surrounding the EC

¢ Since athreat vehicle may be contained
in this area and explode, you must )
consider the effects of such an explosion
on nearby personnel, buildings, or assets
in close proximity to the safety zone

¢ An acceptable safety zone would be
determined by the expected weight of
explosive charge, the facility or asset to
be protected, and the required level of
protection

e See UFC 4-010-01 DoD Minimum AT
Standards for Bmldlng%s for application
guidance on standoff to ECF/ACP

¢ Should also consider operational
hazards associated with potential
inspection equipment

¢ If an adequate safety zone cannot be
achieved, other alternatives should be
considered or a decision made to accept
additional risk

~

SAFETY ZONE

on post from the ECF/ACP
* Protects assets and personnel from explosion
* Provide FULL containment

» Extends from the passive and active vehicle barriers in all directions

O

O
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GUARD FACILITIES AND BUILDINGS

¢ UFC 4-022-01 ‘Security Engineering: ECFs/ACPs’ and the UFC Series 4-020 provide
requirements and guidance on the design of buildings and facilities at ECFs.

¢ UFC 4-010-01 ‘DOD Minimum Antiterrorism Standards for Buildings’
provides guidance/requirements for ‘inhabited’ buildings
e Army Standard Design on USACE Centers of Standardization (COS) website
> https://mrsi.erdc.dren.mil/cos/standard-designs
¢ Air Force Building Information Modeling (BIM) on WBDG website

¢ The basic considerations in determining the size of the facilities are:
* Number of personnel assigned during normal operations
¢ Usage

Electronic Security Equipment -Systems/Electrical Equipment

Communications Equipment and Gate/Barrier Controls

Mechanical Equipment

¢ Site Built/Prefabricated

¢ Walls/Windows/Doors/Roof Construction requirements (Threat Based - Ballistic)
¢ Utilities — Water, Waste, Electricity

GUARD FACILITIES AND BUILDINGS

Six (6) facilities / buildings you may have at an ECF:
* Gatehouse

¢ Guard Booth and ID check island

* Visitor center

¢ Inspection areas
e Search office

e Overwatch
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“ECF/ACP Control Center”

» The gatehouse is typically
located in the median or on the
right shoulder

* Some branches of the military
collocate the gatehouse with the
ID check area for logistical and
operational reasons

» Other branches (Army) put the
gatehouse immediately after the
ID check area and vehicle
turnaround so that they can
oversee any rejections

* What is in the UFC?

— UFC allows various locations, all
within the access control zone.

GUARD FACILITIES - GATEHOUSE

® @

D

&

QO D

D

. Guard room
2.

Workstations,
communication and
system controls

3. Active vehicle barrier

4.

controls
Electrical room

0 N O un

9.

. Toilet

. Storage

. 180-degree view

. Interior and exterior

power and lighting
HVAC

10.Ballistics UL 752 Level 3

minimum

Passive barrier protection

Chase vehicle parking for
quick response

3. Additional parking for
security forces

4. Provide median space for
permanent building if not
immediately included

GUARD FACILITIES- GATEHOUSE
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GUARD FACILITIES- GATEHOUSE

 UFC allows various locations, all within the access control zone.

GUARD FACILITIES- GATEHOUSE

Gatehouse (with secondary uses)

Prefer to have Gatehouse and Visitor Center
separated.

Where the visitor volume is low, may
combine the Visitor Center with the
gatehouse to reduce ECF footprint and
maximize manpower.

» Sometimes staffing and hours of operation necessitate
visitor processing in Gatehouse during night operations.
Must be a ballistic rated separation between
the guards & the portion of the building
accessible to the public.
Consider during charrette.

May need to include minimal parking.
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GUARD FACILITIES- GUARD BOOTH

Guard/Sentry Booth
360 degree field of view
Workstation and counter

space

Interior & exterior outlets

Heat and air

Ballistics UL 752 Level 3

minimiim

GUARD FACILITIES- GUARD BOOTH & ID
CHECK ISLAND

Curbed island

Guard protection (barrier
wall and optional impact
attenuatorgJ

3-foot setback

RamPed island for guard
comfort
Leading and trailing
pavement markings
e Point in direction of
travel

Tandem processing

@@)@

@@)

®

@@®
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GUARD FACILITIES- GUARD BOOTH/ID CHECK
ISLAND

* Depressed islands
¢ Process motorists at eye level
¢ Reduces guard fatigue

¢ Reduces guards standing in travel
lane versus on curb island

o Still protected by barrier and curbing

GUARD FACILITIES -OVERWATCH POSITION

Building

» Fighting position for one
guard

* Ballistics Level 3
minimum

e HVAC
 Interior outlets

* Active Vehicle Barrier
control console

» 360 degree field of view

* Operable windows/Portal
for firing from
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GUARD FACILITIES -OVERWATCH POSITION

« Normally placed in the response zone to facilitate ACTIVE VEHCLE BARRER-y
surveillance and armed response. NCHRE/AASHTO_CONPLIANT

\
i AN

« Preferably placed near active vehicle barriers.

¢ Must maximize visibility with 360-degree visibility.

* Must have a direct line of sight to the access
control zone of the ECF/ACP including
identification and inspection areas.

* Permanent facility or paved pad. Sveares posron o8

| | i e . |

VISITOR’S CENTER

e Assume 12-20 customers per hour minimum
» Demand based on traffic engineering study
» Consider special demands

¢ Angled parking is more desirable for high turnover facilities

e Pedestrian paths should run parallel to aisle to reduce conflicts
* Rejected and accepted capabilities

« Direct access to inspection area

« ABA compliant

e Occupancy will determine UFC 4-010-01 (AT STDS) compliance

49



Intro to Perimeter Security

VISITOR'S CENTER

One per Installation
Waiting area
2. \Visitor processing
3.  Mechanical room @
4. Administration @ @
office @
5. Break room
6. Telecom room @
7. Restrooms @
8. Kiosks @

Canopies

What benefits do canopies provide?

¢ Protection from weather (sun, rain, snow, and wind)

e Improve lighting since lighting can be installed under the canopy
* Improve security since CCTV can be installed under the canopy

e Improve security by allowing for more thorough processing during inclement
weather

e Support automation systems

e Structure to mount lane use signals and signs

e “Gateway” for motorists which encourages lower speeds
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Canopies

. Freeways and arterials must
have a minimum vertical
clearance of at least 16 feet

. Collector and local roads must
have a minimum vertical
clearance of at least 14 feet

J Per the 2017 UFC and the Army,
the minimum clear height of
canopy must be 17.5 feet
where commercial traffic is
allowed and 15 feet in areas
limited to POVs only (consider
buses and emergency services)

Canopies

* Types are highly variable
¢ Costs are highly variable
* Protect columns

* Place columns at least 3-feet behind
the face of curb (perurc)
* Maximize view

¢ Individual columns must limit field of view
from guard booth by 11-degrees max.

¢ Lane use signals
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Canopies

* General
¢ Location of sun
¢ Prevailing wind
* Warm Weather
¢ Protection from sun
¢ Water coolers
¢ External cooling devices

e Cold Weather
¢ Wind breaks
¢ External heaters
¢ Pavement warming devices

INSPECTION AND SEARCH AREA

» What types of inspections are performed?
» Random inspections
» Select inspection based on guard concern
» In some cases, mandatory inspection of all vehicles (FPCON level specific)
» Truck inspections

* Some services conduct random inspections prior to ID check while

with service policies

* The ability to conduct post ID check inspection is required by all
service branches

* Inspected vehicles may bypass the ID check upon inspection

other branches initiate random inspections at the ID check — consult
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Random inspection selection

INSPECTION AND SEARCH AREA

islands

 For service branches that
initiate random inspections
in the approach zone,
advance random inspection
islands provide visibility and
protection of guards
selecting vehicles for
inspection

INSPECTION AND SEARCH AREA

POV INSPECTION AREA

Capable of receiving advance * Accessible from ID check

random inspections « Shielded from casual view
Capable of receiving post ID « Sized for at least two vehicles
inspections

. . « |deally collocated near truck
Capable of receiving visitors center inspection to maximize
customers who require inspection resources

)
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INSPECTION AND SEARCH AREA -
POV

INSPECTION AND SEARCH AREA

Supplemental post ID check
inspection

e Service branches
that conduct
advance random
inspection and
cannot collocate [
inspection
operations due to

eometry or
ogistics
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INSPECTION AND SEARCH AREA

» Shelter vehicle
occupants and store
search equipment

» Simple as a bus shelter
gat lower volume
acilities)

e Due to funding, the .
facilities can lag behind
the transportation
infrastructure

INSPECTION AND SEARCH AREA

Complex has an office with passenger search and screening areas
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INSPECTION AND SEARCH AREA

1. Space for metal
detector and/or x-ray

scanner
Waiting area

Processing and
kiosks (trucks)

Rest room

Secure/non-secure
areas

Mechanical and
electrical

Break room
8. Storage and lockers

ar Wb

o

~

INSPECTION AND SEARCH AREA —
TRUCK/COMMERCIAL VEHICLES (CVIS)

* May be at its own ECF

* If collocated at a POV ECF, segregate truck inspection
from ID checks and POV inspections

» Can share a search office and sometimes manpower
with POV inspection

* Shield from casual observation

» Truck holding area for early arrivals and peak demands
» Highly variable

 Consider the space required for mobile vehicle and
cargo inspection systems

 Sized for minimum WB-67 truck, preferred

56



Intro to Perimeter Security

INSPECTION AND SEARCH AREA —
TRUCK/COMMERCIAL VEHICLES (CVIS)

e Truck holding
» Size to accommodate peak period
queuing and early arrivals
» Number of spaces highly variable:
anywhere from 2 to 70+
» Spaces should be 15 wide by 60’
long

INSPECTION AND SEARCH AREA —
TRUCK/COMMERCIAL VEHICLES (CVIS)

MVACIS

* A mobile vehicle and cargo
inspection system (MVACIS) area
should be provided prior to the
truck canopy

* Provide a bypass lane for the

MVACIS and truck canopy

—
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INSPECTION AND SEARCH AREA —
TRUCK/COMMERCIAL VEHICLES

* Truck inspection
» Covered

» lIdeally, shared search
office

» Bypass lane

Truck Only ECF

ACTVE VEHELE SATER
R
e @ s a0
[ CoULLAT VD
i = _\\'ﬁ]mr
, 7\5
i

SHEET 1107 FoR
A i

"
smom o || 2 | oo oo
\ L ) e comu e

e Could run barriers open with longer response
e Or barriers closed with reduced response zone
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UFC 4-022-03
SECURITY FENCES AND GATES

e Purpose:

» This document is to provide a unified
approach for the design, selection, and
installation of security fences and gates,
associated with Department of Defense
(DoD) facilities.

* Lead Agency: Naval Facilities
Engineering Command — NAVFAC
Atlantic

» Mr. John Lynch

e Current Document Status:

» Published October 2013
» Change 1 to be published 2024

CONTENTS OVERVIEW
UFC 4-022-03 SECURITY FENCES AND GATES

e Contents:
» Fencing
O Function
d Chain Link
O Ornamental
O Welded Wire Mesh Fabric

U Expanded Metal
O Farm-Style

U Expeditionary Perimeter
Fencing

O Taut Wire
e Gates
» Personnel
O Swing
Q Turnstile

» Vehicular
O Swing
Q Sliding
O Overhead Sliding
Q Vertical Lift

59



Intro to Perimeter Security

CONTENTS OVERVIEW (CONTINUED)
UFC 4-022-03 SECURITY FENCES AND GATES

* Appendix A — References
e Appendix B — Glossary
* Appendix C — Fence and Gate Design Details

FENCES

* What is the “asset” to be secured?
» Arms, Ammunition, Explosives, Ships/Vessels, Aircraft, Nuclear, Information, Utilities,
» Enclave (Special Training, Waterfront, Air Field, CIA, Weapons Development)
» Installation Perimeter
* Fencing Fabric or Material
» Height (7-foot minimum)
» Chain Link
» Ornamental
» Expanded Steel

* Posts, Rails, Bracing, Tension Wires

 Fittings and Accessories
» Top Guards — Outriggers, Flat Wrap Coil, Razor Mesh, Barbed Wire, Barbed Tape,

Concertina
* Grounding See UFC 4-022-02 Vehicle Barriers and DoD
+ Reinforcement Anti-Ram Vehicle Barrier List

» Cable size and number
» Deadman Anchor
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ORNAMENTAL FENCE REINFORCING
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GATES

Personnel Gates
» Single Swing
» Turnstile/Rotational Gates
Vehicular Gates
» Sliding
» Single Cantilevered
» Double Cantilevered
» Single Wheel-Supported (V-groove) Sliding Gates
» Double Swing
» Overhead — single/double

Gate Reinforcement
» Cable size and number

» Anchor system See UFC 4-022-02 Vehicle Barriers and DoD
Latches, Hinges' Stops Anti-Ram Vehicle Barrier List

Locking System
» Gate Power - Operators

CHAIN LINK GATES
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REINFORCED CHAIN LINK GATES
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TURNSTILE AND BOLLARDS

‘CONC FILLED BOLLARD ~ PLATE

UNIFIED FACILITIES CRITERIA 4-022-03 SECURITY ENGINEERING: FENCES, GATES AND GUARD FACILITIES
DEFINITIVE DRAWINGS FOR SECURITY FENCING, GATES AND CABLING
TYPICAL TURNSTILE AND BOLLARD DETAILS

UFC-705

| BOTTOM BEARING DETAIL ELEVATION VIEW

UFC 4-022-02
SELECTION AND APPLICATION OF VEHICLE BARRIERS

« Purpose:

» Provides the design requirements
necessary to plan, design, construct, and
maintain vehicle counter mobility barriers
used within Entry Control Facilities (ECFs)
or as perimeter protection.

« Lead Agency: Naval Facilities Engineering
Command — NAVFAC Atlantic

» Mr. John Lynch

e Current Document Status:

» Published June 2009 with Change 1 August
2010

» Will undergo a major revision in 2024/2025
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CONTENTS OVERVIEW
UFC 4-022-02 SELECTION AND APPLICATION OF VEHICLE BARRIERS

e Contents:
» Existing Requirements and Technical Guidance
» Vehicle Barrier Design Parameters
» Vehicle Barrier Selection, Design and Installation
o Vehicle Barrier Types
o Barrier Capability
o Vehicle Barrier Certification
» Active and Passive Barriers
Surface Mounted ¢ Appendix D — Examples For Protection Against Terrorist
Wedge Type Vehicle Bombs
Bollard System » Appendix E — Vehicle Debris Minimization Effects on
Crash Beam Counter-Mobility
Crash Gate
Ground Retractable Automobile Barrier (GRAB)
Concrete Bollard
Concrete Median
Concrete Planter
Guardrail

* Appendix A — References
* Appendix B — Barrier Cost Data

¢ Appendix C — Performance Data for Passive Vehicle
Barriers

o

O 0O 0O 0 OO0 O0 oo

VEHICLE BARRIERS

e Passive Barriers
» Bulk, mass and position

e Active Vehicle Barriers (AVBSs)
» Requires action by personnel or equipment

+ Passive and Active vehicle barriers, together must create
a contiguous perimeter and provide full containment
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©

10.
11.
12.
13.

14.
15.

16.
17.

VEHICLE BARRIER SELECTION CHECKLIST

What is the weight of the threat vehicle?

What is the expected speed of the vehicle?

Can the speed of the vehicle be reduced? (In the Approach Zone and/or the Response Zone)
What is the calculated kinetic energy developed by the moving vehicle?

Have all impact points along the perimeter been identified?

Have the number of access points requiring vehicle barrier installation been minimized?

Wfﬁat Iis’)lhe most cost-effective active barrier available that will absorb the kinetic energy developed by the threat
vehicle?

How many barriers are required at each entry point to meet throughput requirements?

W%at |is,)the most cost-effective passive barrier that will absorb the kinetic energy developed by the threat
vehicle?

Is penetration into the site a factor?
If penetration into the site is a factor, is the standoff distance adequate after impact? (Safety Zone)
Will traffic flow be affected by the barrier’s normal cycle rate? (Open vs. Closed)

\(,I\éillzlcl)h)e active barrier need to be activated at a rate higher than the normal rate? (Emergency Fast Operation

Will the barrier be required to be normally open (allow traffic to pass) or normally closed (stop traffic flow?

If normally open (allowing traffic flowz), is adequate distance available between the guard post and the barrier to
allow activation and operation of the arner??Response Zone)

Will the barrier be subject to severe environmental conditions?

Do passive barriers installed along the perimeter provide equivalent protection to the active barriers?

VEHICLE BARRIER SELECTION CHECKLIST

18. In case of power failure, will the barrier fail open or closed?

19. Is this a temporary or permanent installation?

20. Are appropriate safety features being considered?

21. Will there be sufficient lighting at the active barrier location?

22. Will electronic access control (card reader) be included? (Automated Installation Entry (AIE))
23. If so, are procedures in place to prevent tailgating?

24. Will the active barrier require backup power?

25. What is the available power source?

26. Is training available from the manufacturer?

27. Will the active barrier be electrically or hydraulically powered? (Electro-Mechanical)
28. How will the barrier be controlled? (Access Control Point Control System)

29. Is the selected barrier designed to resist corrosion or other environmental effects?

30. Will the active barrier function adequately within the temperature extremes present at the
selected site?

31. Are optional heaters and coolers available to compensate for temperature extremes?
32. Is the active barrier capable of manual operation in case of power failure?
33. Is the active or passive barrier the most cost-effective option available?
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* Vehicle Barrier Types
» Active (AVB)
» Passive
» Portable/Movable

« Design Considerations
Threat Vehicle Size
Threat Vehicle Speed
Penetration

Traffic

Operating Protocols
DoD/DoS Crash Rating
Aesthetics

Safety

Security

Reliability
Maintainability

Cost

Facility Compatibility
Training

VVVVYVVYVVYVYVYVYYYVYY

VEHICLE BARRIER SELECTION, DESIGN AND INSTALLATION

BARRIER CERTIFICATION

ASTM F2656-18 — Standard Test Method for
Vehicle Crash Testing of Perimeter Barriers

DOS SD-STD-02.1, REV A, March 2003 — Test
Method for Vehicle Crash Testing of Perimeter
Barriers and Gates

CNIC AVB Authorized Equipment List (AEL)

BARRIER CERTIFICATION

¢ ASTM F2656-23 — Standard Test
Method for Vehicle Crash Testing of
Perimeter Barriers

e DOS SD-STD-02.1, REV A, March 2003
— Test Method for Vehicle Crash Testing
of Perimeter Barriers and Gates /

VEHICLE BARRIER SELECTION, DESIGN AND INSTALLATION
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VEHICLE BARRIER SELECTION, DESIGN AND INSTALLATION

BARRIER CERTIFICATION
ASTM F2656-23 — Standard Test Method for Vehicle Crash Testing of Perimeter Barriers

VEHICLE BARRIER SELECTION, DESIGN AND INSTALLATION

DOS BARRIER CERTIFICATION
DOS SD-STD-2.01, April 1985 - Specification For Vehicle Crash Test Of Perimeter Barriers and Gates

DOS SD-STD-02.01, REV A, March 2003 — Test Method for Vehicle Crash Testing of Perimeter Barriers and
Gates

DOS SD-STD-2.01, April 1985
DOS SD-STD-02.01, REV A, March 2003
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VEHICLE BARRIER SELECTION, DESIGN AND INSTALLATION

VEHICLE BARRIER SELECTION, DESIGN AND INSTALLATION
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VEHICLE BARRIER SELECTION, DESIGN AND INSTALLATION

VEHICLE BARRIER SELECTION, DESIGN AND INSTALLATION
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VEHICLE BARRIER SELECTION, DESIGN AND INSTALLATION

Vehicle Barriers

* High Security Barriers

* Bollard Systems

» Cable Beam Barriers

* Sliding Gates

* High Security Surface Mounted Barriers
* Portable Barriers
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High Security Barriers

* Ratings: Wedge Type PU40/P3 to M50/P1, C730/P1; K4/L3 to K12/L3 ; Net type barriers
- M40/P1 to M50/P3

» Installed range of 6.5 to 80 feet clear opening with interpretation between acceptable
ranges as noted

* Manual, Hydraulic and Electromechanical Normal Operation: 2 to15 seconds
* Emergency Cycle: 1-2 seconds

* Nets -Less severe than other types

Bollard Type Barriers

» Ratings: M30/P1 to M50/P3, C750/P2; K4/L2 to K12/L3

* Installed as single bollard or 3-bollard array

e Manual, Hydraulic and Electromechanical Normal Operation: 2 to15 seconds

* Emergency Cycle: 1-2 seconds
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Post and Beam

* Ratings: M50/P1; K4/L3 and K12/L3

* Installed range of 12 feet to 33.33 feet clear opening

e Manual, Hydraulic and Electromechanical Normal Operation: 2 to15 seconds

* Emergency Cycle: 1-2 seconds

Drop-Arm Beam Barriers

* Ratings: M30/P1 to M50/P3; K4/L2 to K12/L3

» Installed range of 11.5 to 40.83 feet clear opening with interpretation between acceptable
ranges as noted

e Manual, Hydraulic and Electromechanical Normal Operation: 2 to15 seconds

* Emergency Cycle: 1-2 seconds
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Sliding Gates

Ratings: M30/P1 to M50/P2; K4/L2 to K12/L3

Installed range of 12 to 50 feet clear opening

Manual, Hydraulic and Electric Normal Operation: 2 to1l5 seconds
Emergency Cycle: 1-2 seconds

Nets -Less severe than other types

Penetration

High Security Surface Mounted Barriers

Ratings: Wedge Type PU40/P3 to M50/P1, C730/P1; K4/L3 to K12/L3 ; Net type barriers
- M40/P1 to M50/P3

Installed range of 6.5 to 80 feet clear opening with interpretation between acceptable
ranges as noted

Manual, Hydraulic and Electromechanical Normal Operation: 2 to1l5 seconds
Emergency Cycle: 1-2 seconds

Nets -Less severe than other types
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Portable Barriers

Ratings: M30/P1 to M50/P3; K4/L2 to K12/L3

Installed range of approximately 12 feet clear opening Manual, Hydraulic and
Electromechanical Normal Operation: 2 to15 seconds

Emergency Cycle: 1-2 seconds

Passive Barriers

Placed longitudinally or at an angle that encourages deflection
back onto the roadway

When selecting a passive barrier, consider the potential debris
hazard that may be caused due to an explosion

Design passive barriers to be consistent with base exterior
architecture

Always install passive barriers outside of the roadway clear zone

76



Intro to Perimeter Security

THREAT DEFEATED

Final Denial
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Take Away

¢ We have unified criteria that provides the ECF designer the tools they need to provide a
safe, secure ECF with the proper Traffic Control Devices

> Signage - size/legibility/reflectivity requirements
> Speed limit signing

» Guide/Direction signing

> Signals

» Pavement Marking

» Lighting

» Fences and Gates

» Vehicle Barriers: Active and Passive

¢ Each Entry Control Facility is different:
» Classification
> Capabilities
» Constraints
Usite

WUManpower/Operations

ENTRY CONTROL FACILITIES
ACCESS CONTROL POINTS

WHAT DOES AN ENTRY CONTROL
FACILITY LOOK LIKE?

NOTIONAL AND REAL EXAMPLES
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WHAT DOES AND ENTRY CONTROL
FACILITY LOOK LIKE?

ECF/ACP Prototype

GOALS OF ECF PROJECTS

AFTER

f

BEFORE

NAVSTA NORFOLK GATE 3A
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GOALS OF ECF PROJECTS

AFTER

1
BEFORE

NAVSTA NORFOLK GATE 2

PRIMARY ECF
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PRIMARY ECF
NAVAL STATION GREAT LAKE MAIN GATE

NAVSTA GREAT LAKES

PRIMARY ECF
NAS SIGONELLA

NAS SIGONELLA
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PRIMARY ECF
NAS SIGONELLA

NAS SIGONELLA
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PRIMARY ECF
AFB AVIANO

Emergency
Pull-off

HIGH VOLUME ECF

Bus
Shelter

3'-0” high

Pedestrian Concrete Wall
Entry / Exit (Passive
Turnstiles Barrier)

Sentry Booth Under 17’ high
Canopy w/ Message Board
& Red / Green LED's over

each Lane

Wedge Type
Pop-Up (Active

Barrier)

Firing

POV Inspection Position

Emergency
Generator
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HIGH VOLUME ECF

JOINT EXPEDITIONARY
BASE LITTLE CREEK

PRIMARY HIGH VOLUME ECF

JOINT BASE ANDREWS — MAIN GATE
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PRIMARY HIGH VOLUME ECF

USMCB CAMP LEJEUNE- WILSON BLVD GATE

LOW VOLUME ECF
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LOW VOLUME ECF

NAVAL STATION GREAT LAKES

PRIMARY ECF WITH VISITOR CENTER
POV/TRUCK INSPECTION
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PRIMARY ECF WITH TRUCK INSPECTION AND VISITOR
CENTER

JOINT EXPEDITIONARY
BASE LITTLE CREEK

LARGE/COMMERCIAL VEHICLE ECF

CLDJ CVIS

88



Intro to Perimeter Security

LARGE/COMMERCIAL VEHICLE ECF

CLDJ CVIS

ROCHENBACH GATE
FORT MEADE, MD
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ROCKENBACH GATE
FORT MEADE, MD

ROCKENBACH GATE
FORT MEADE, MD
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Thanks!
NAVFAC PDCC:
John Lynch, PE Julie Heup, PE
john.j.lynch8.civ@us.navy.mil julie.m.heup.civ@us.navy.mil
(757) 322-4207 (757) 322-4447
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