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Problems

» Funding for protection measures is often not
budgeted during project planning

e Security is often considered late in design

* Adding protection measures to completed
facilities is difficult and expensive

» Security is often not geared to specific threat

 Existing security is geared to mission assets,
not always effective for terrorist targets




SECURITY ENGINEERING UFC SERIES

 SECURITY ENGINEERING UFC SERIES. Unified Facilities Criteria
documents that cover minimum standards, planning, preliminary design,
and detailed design for security and antiterrorism. The manuals in this
series are designed to be used sequentially by a diverse audience to
facilitate development of projects throughout the planning and design
cycle.
»The manuals in this series include the following:

4 DoD Minimum Antiterrorism Standards for Buildings.

O Security Engineering Facilities Planning Manual.

O Security Engineering Facilities Design Manual.

U Security Engineering Support Manuals.

SECURITY ENGINEERING UFC SERIES




Project Development

* Project Planning: incorporate AT and Physical Security
requirements and their associated costs into the project
scope and budget.

» Work with our clients to:
» Determine Asset to be protected

» Define building occupancy (low occupancy/inhabited building)
» ldentify site constraints

» Validate Design Basis Threat (DBT) as determined by Installation or
Regional AT/Security Personnel

» Determine appropriate level of protection

« MUST BE DONE DURING PROJECT PLANNING

UFC 4-020-01, SECURITY ENGINNEERING FACILITIES PLANNING
MANUAL

e Purpose:
» To provide a unified risk based approach-te

1%

support planning of projects that include
requirements for security and antiterrorism
protective measures.

* Lead Agency: Army Corps of Enginegrs
> Point of contact: Curt Betts
Protective Design Center

e Current Document Status:
» Published September 2008
»Under Major Revision




UFC 4-020-01, SECURITY ENGINNEEING FACILITIES PLANNING
MANUAL

e Chap1l INTRODUCTION

e Chap 2 AGGRESSOR THREAT AND TACTICS

e Chap 3 DESIGN CRITERIA DEVELOPMENT

e Chap4 DESIGN STRATEGIES

e Chap5 MASTER PLANNING CONSIDERATIONS
e Chap 6 PROJECT COST DEVELOPMENT

* GLOSSARY
« APPENDIXA NEW CONSTRUCTION COST TABLES

» APPENDIXB RETROFIT CONSTRUCTION COST
TABLES

¢ APPENDIXC CONSOLIDATED CONSTRCUTION
COMPONENT TABLES

« APPENDIX D EXPEDITIONARY CONSTRUCTION
COSTS

« APPENDIXE BLANK WORKSHEETS

CHAPTER 1 INTRODUCTION

* PURPOSE: The purpose of this UFC is to support planning of
projects that include requirements for security and antiterrorism.

 APPLICABILITY: New construction, existing construction or
expeditionary and temporary construction.

* INTENDED USERS: Engineering planners responsible for project
development and planning teams responsible for developing design
criteria for projects.

* The goal is to develop appropriate, effective, unobtrusive, and
economical protective designs to a level appropriate for project
programming and to provide commanders with the information they
need to allocate resources.




CHAPTER 1 INTRODUCTION
PLANNING TEAM

* The planning team
» Facility User
» Antiterrorism Officer
> Intelligence
» Operations
» Security Officer
> Logistics
» Engineering

» Resource Management
» Others as required

CHAPTER 1 INTRODUCTION
PLANNING TEAM

* The planning team must:
» Understand related DoD/Service policy/regulations
» Understand the objectives of the system

» Understand the facility and user’s operational
requirements and limitations.

» Understand the security force’s capabilities
» Determine the Design Basis Threat

» Determine the Level of Protection

» Budget for protection measures




CHAPTER 1 INTRODUCTION
OTHER REQUIRMENTS

* INTEGRATING OTHER REQUIRMENTS:

» Security Requlations: DoD and Service policy and regulations
establish baseline requirements for protective measures

» Explosive Safety: Explosive safety regulations may require high level
of protection than required by security criteria

» Other DoD Standards: DoD Minimum Standards for Buildings,
COCOM OP ORDS

» Historic Preservation: Implementation of security and antiterrorism
protective measures cannot supersede the obligation to protect
cultural resources

» Sustainable Design: Security and antiterrorism protective measures
may pose challenges for sustainable design, but the two are not
mutually exclusive.

» Other Facility Requirements: Life Safety, seismic criteria, barrier-free
access, and aesthetics may conflict with objectives of protective
systems. Planning team must be aware of conflicts and set
priorities.

CHAPTER 2 - AGGRESSOR THREATS
AND TACTIC

* AGGRESSORS: Aggressors are people who perform hostile acts against
assets such as equipment, personnel, and operations.

» AGGRESSOR OBJECTIVES: There are four major aggressor objectives
that describe aggressor behavior. Aggressors may use the first three
objectives to accomplish the fourth. The four aggressor objectives include:

» Inflicting injury or death on people

» Destroying or damaging facilities, property, equipment, or resources
» Stealing equipment, materiel, or information

» Creating adverse publicity

* AGGRESSOR CATEGORIES: There are four broad categories of
aggressors considered in the planning manual:
» Criminals
» Protesters
» Terrorists
» Subversives




CHAPTER 2 - AGGRESSOR THREATS AND
TACTIC

* AGGRESSOR TACTICS: Aggressors have historically employed a wide range of offensive
strategies reflecting their capabilities and objectives. The security engineering series categorize
these offensive strategies into 13 tactics that are specific methods of achieving aggressor goals.

>
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Moving Vehicle Bomb Tactic
Stationary Vehicle Bomb Tactic
Hand Delivered Device Tactic
Indirect Fire Weapons Tactic
Direct Fire Weapons Tactic
Forced Entry Tactic

Covert Entry Tactic

Visual Surveillance Tactic
Acoustic Eavesdropping Tactic
Electronic Emanations Eavesdropping Tactic
Airborne Contamination Tactic
Waterborne Contamination Tactic
Waterfront Attacks

CHAPTER 2 - AGGRESSOR THREATS
AND TACTIC

* TOOLS, WEAPONS, EXPLOSIVES, AND AGENTS. Aggressors use various tools,
weapons, explosives, and agents to attain their objectives. The tools, weapons,
explosives, and agents included discussed throughout the security engineering
series of UFCs represent those that can be reasonably expected in the near future.

» Specific tools, weapons, explosives, and agents associated with each tactic are identified in
chapter 3 of this UFC. General descriptions of these tools, weapons, explosives, and agents
are provided in chapter 2.

U Tools. Tools are used to breach protective construction components or barriers
and include:

o Forced Entry Tools

o Vehicles

o0 Watercraft

o Surveillance Tools

o False Credentials

o Weapons

o Explosives

o Chemical, Biological, and Radiological Agents




CHAPTER 3 — DESIGN CRITERIA
DEVELOPMENT

Chapter 3 provides a procedure to develop security
engineering design criteria for facilities. The procédure:
» Captures and applies inputs of the Planning Team.
> Identifies assets and considers their value to the users
» Evaluates the Likelihood aggressors will target them.
» Evaluates preliminary design criteria using a risk/cost analysis.

The Planning Team may adjust the preliminary design criteria
to reflect the risk analysis or the funding required to
implement the design criteria.

The Planning Team may also adjust the criteria as necessary
according to the professional judgments of the members of
the team based on local and regional considerations.

The resulting design criteria will be the basis for planning and

preliminary emgn. It may be further adjusted during the

design process based on'the more detailed risk analysis

R/Irocess in UFC 4-020-02, Security Engineering Facility Design
anual (DRAFT).

CHAPTER 3 — DESIGN CRITERIA
DEVELOPMENT




Risk Level and Acceptability

» With Regard to the Planning Manual
» Risk is relative
» Used to compare alternatives
» May be used for rudimentary benefit/cost analysis

» Refined in UFC 4-020-02, Security Engineering Design
Manual (Draft)

RISK

COST

Design Criteria Considerations

* Risk management
» Cost
» Relative risk increase or reduction
» Other criteria
» Combatant Command “ Standards”
» DoD/Service regulatory requirements
» Others such as seismic, wind, and building codes
* Priorities
* Integration




The Road Ahead

If you don’t know where
you're going, any road

will get you there

The Problem
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Where Do You Start?
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Background

ARMY TM 5-853-1/AFMAN 32-1071, Vol. 1 (Project
Development)

CARVER

» Criticality/Accessibility/Recuperability/Vulnerability/Effect on
Population/Recognizability

DSHARPP

» Demographics/Symbolism/History/Accessibility/Recognizability/
Population/Proximity

MSHARPP

» Mission/Symbolism/History/Accessibility/Recognizability/
Population/Proximity

NFESC QRAVA
» Quantitative Risk Analysis and Vulnerability Assessment

JAT Guide (Joint Antiterrorism)
» Others

The Design Criteria Development Procedure
Major Steps

» Step 1. Convene the planning team

» Step 2: Identify assets

» Step 3: Determine asset value

» Step 4. Determine aggressor likelihoods

» Step 5: Identify likely tactics and threat severity levels
» Step 6: Consolidate into initial design basis threat

» Step 7: Determine Initial Levels of Protection

» Step 8: Determine planning risk level

» Step 9: Assess acceptability of risk levels

» Step 10: Identify user constraints

11



The Design Criteria Development Procedure

The Design Criteria Development
Procedure (Steps 1-4)

*1
* Indicates value to be entered onto applicable
worksheet
*2
1. Design Criteria Summary Worksheet
2. Asset Value/Aggressor Likelihood Worksheet *,
3. Tactic, Threat Severity, and Level of Protection
Worksheet
*1,2

4. Risk Level Calculation Worksheet

5. Building Cost and Risk Evaluation Worksheet

12
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The Design Criteria Development
Procedure (Steps 4-8)

*2
*2
Indicates value to be entered onto *2
applicable worksheet
Design Criteria Summary Worksheet *9.4

Asset Value/Aggressor Likelihood
Worksheet

Tactic, Threat Severity, and Level of
Protection Worksheet

. Risk Level Calculation Worksheet

Building Cost and Risk Evaluation
Worksheet

*3

*3

*3

*3,4

*
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The Design Criteria Development
Procedure (Steps 8-10)

*4
*4
Indicates value to be entered onto
applicable worksheet
Design Criteria Summary Worksheet *4
. Asset Value/Aggressor Likelihood
Worksheet .
4
Tactic, Threat Severity, and Level of
Protection Worksheet
Risk Level Calculation Worksheet
Building Cost and Risk Evaluation
Worksheet *5

*3,4,5

*5
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The Design Criteria Development
Procedure

* Indicates value to be entered onto
applicable worksheet

1. Design Criteria Summary Worksheet

STEP 1 - CONVENE THE PLANNING TEAM

* First Step of the process of developing design criteria
is to convene the “Planning Team”.

Master Planning *

Communications Historic

Preservation

Intelligence *
User *
Operations *

Logistics
Security *

Antiterrorism

Engineering* Officer (ATO)*

Life Safety*

* Minimum

14



STEP 2 — IDENTIFY ASSETS

« STEP 2: IDENTIFY ASSETS. Identify assets that are be protected
from compromise.
» The design criteria developed in this chapter relate primarily to assets
associated with facilities

» Protecting individual assets is generally more cost effective than protecting an
entire facility.

» Buildings should only be considered assets if they are the likely direct target
of aggression, as in vandalism or where the buildings have some special
significance such as a highly symbolic or historic structure.

» Determining the assets to be protected is the first step in establishing any
protective system.

Table 3-1 Common Facility Types

Table 3-1. Common Facility Types

Baseline Building ‘ Facility Type | Examples l
Category
i e THe:d "] Cpenions Facilier | Beigale, Baftalom, Conpay
T Tahle 3-1. Comtnon Facilit}yr'I'\ypﬁ\
Baseline Bulding Farihity Type Exwgles
Category
A dwiristratore and Headmarters and Cperations Facilties Engade, Battalirm, Conparny
Comnmmity Suppart and Ciher Administrative Facilities Headquarters
Bnildings * Arfield Operatins Faciliy
Bviation TTngt Operatioms Famlhy
F12ld Operations Facilty
Tup Operations Facilty
Emergency Operations Faciliy
Fire FPolice Statrm
Hatoral tnard M Feserve Cernters
Cargo Handling Office
Dispateh Banlding
Coartrocm
onpd Ceneral Admmustratice Facilty
Pt Scheels and Education Fariliies Education Cerdex
P n T
Unaeconpaied Ufiems [ Enlited
Persormel Housing
Farily Howing Family Howlng Fanlly Howstng Urds
Tiirdrg Focibite: * Diivting Faclbtes Diring Faciltes
EMCHE
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Table 3-2 Default Ass

ets

[]

Facility Type

Facility Type

e

Other Administrative Facilities

Headquarters and Operations Facilities |

Unaccompanied Perzonnel Housing

Dining Facilities

Family Housing

Hospitals

Medical Clinics

Schools and Education Facilities

Religious Facilities

Community Facilities

Commissaries and Fxchanges

Other Retail Facilities

Recreational Facilities

Alert Systems, Forces, and Facilities

Tederittemerree-Feasitittes

Maotor Pools

pedbitecalBarking doeas

Ship or Boat Berths

Arms, Areninition, and Explosives
Storage

Research and Development Facilities

Petrolevwm, Oils, and Lubricants Storage |

Warehouses

Utilities and Substations

/.
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Asset Category
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Asset Value/Aggressor Likelihood Worksheet

STEP 3 - DETERMINE ASSET VALUE

 STEP 3: DETERMINE ASSET VALUE (Av).
» Asset value refers to the value of an asset to its user.
» It is areflection of the consequence of having the
asset compromised by an aggressor.

» The asset value helps the Planning Team to determine
the level of protection that is warranted for the asset.

18



The Design Criteria Development

Procedure

DETERMINE ASSET VALUE (Av)

* Indicates value to be entered onto
applicable worksheet

1. Design Criteria Summary Worksheet

2. Asset Value/Aggressor Likelihood
Worksheet

3. Tactic, Threat Severity, and Level of

Protection Worksheet
4. Risk Level Calculation Worksheet

5. Building Cost and Risk Evaluation
Worksheet

Value Rating Factors

Criticality To The User / Population Type

Impact On National Defense
Replaceability

Political Sensitivity

Relative Value To User

19



Value Rating Factors

Table 3-3. “alue Rating Factar Applicability

Walue Fating Factor
i £
E . 2
| 5 B
ab | F g 2|5
g | & | | & =
5| c8| 3| E |2
Lizzet Category ;% é £ & % ﬁ & U
ol | B8] & £ | &5
Creneral Population ¥ v v
Critical Indrastrocture and " v - -
Operations and Lotivities
Sensitive Information v
411 Other fssets
imcloding IWission Crtical | ¥ v v i A
Personnel)

Value Rating Factors

(Input onto Asset Value/Aggressor Likelihood Worksheet)

20



Assessing Value Ratings

« Assess each applicable factor for each asset

» Select value rating (Varies for each factor)

Criticality to User and Population Type
Table 3-4

» General population:
> M|I|tary .p.ersonnel Lesser
» DoD civilians and contractors “Value”
» Dependents and other civilians

Greater
“Value”

21



Criticality to User and Population Type
Table 3-4

e Critical infrastructure
» Degradation or failure of specific functions
» Degradation of overall mission

» All other assets:
» Delay in operations
» Impact on output, production, of service

Criticality to User and Population Type
Table 3-4

22



Criticality to User and Population Type
Table 3-4

\/\

Criticality to User and Population Type
Asset Value/Aggressor Likelihood Worksheet

23



Impact on National Defense

Table 3-5

Loss, destruction, or misuse of the asset or
operation’s / activity’s compromise could:
have insignificant impact on the United States or a Lesser

region

“Value

have significant mission impact on a regional level
compromise the defense infrastructure of the United

States

impact the tactical capability of the United States . @

be expected to harm the operational capability of the

united stales

result in great harm to the strategic capability of the

United States

U Value Ratings - 0through 5

Greater
“Value”

Asset Replacement

Table 3-6

e Mission critical personnel

>
>

>

Immediately available
Transferred from other local
units

Transferred from other units
elsewhere

Would have to be trained
over extended period

So critical that replacement
isn’t realistic

U Value Ratings - 1 through 5

e Other assets

In less than 24 hours
In 24 to 72 hours

In 72 hours to 1 week
In 1 week to 1 month

In 1to 6 months

More than 6 months

O Value Ratings - 0 through 5

Lesser
“Value”

>

>

>

@ >

>

>
Greater
“Value”

24



Perceived Political Sensitivity
Table 3-7

Lesser
“Value”
* Negligible: No media attention

e Minimal: Local media

o Maoderate National media @

» High: International media

Greater
“Value”
O Value Ratings - 0/1/3/5
Relative Value to User
Table 3-8
+ Mission critical personnel “Lesser" « General population
U4 <5o0r 10% of people Value a<1
needed for mission O 11to 49
0,
a gégdleodor 25% of people Q 50to 100
4 11 to 49 or 50% of people @ 2 101 to 500
needed 3 501 to 1000
Q 50 to 100 or 75% of a > 1000
people needed
O >100 or 90% of people QO Value Ratings - 0 through 5
needed Greater
“Value”

U Value Ratings - 1 through 5




Relative Value to User

Table 3-8
» Aircraft
> Cargo, refueling, or utility type < company '(l‘ijzeer
or squadron strength
» Cargo, refueling, or utility type > company
or squadron strength
» Tactical or attack type < company or @
squadron strength
» Tactical or attack type > company or
squadron strength
» Strategic aircraft Greater
“Value”
O Value Ratings - 1 through 5
Relative Value to User
Table 3-8
» Watercraft
» Others Lesser
> Patrol coastal, MSC strategic sealift (reduced “\/alue”
operational status)
» Surface combatants, other amphibious, auxiliary,
MSC, strategic seahft, ammunition ships, mine
warfare
» Aircraft carriers, large deck amphibious, other
submarines
» SSBN and Sea Based X-band Radar (SBX) @
Greater
“Value”

O Value Ratings - 1 through 5
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Relative Value to User

Table 3-8
Number Tactical vehicles or Carriage mounted or
critical maintenance |towed weapons
or support vehicles systems
<20 No No
<20 Yes No
<20 Yes Yes
> 20 No No
> 20 Yes No
> 20 Yes Yes

@ Value Ratings - 1 through 5

Lesser
“Value”

¢

Greater
“Value”

(There are two 3’s)

Relative Value to User

Table 3-8

¢ Petroleum, oils, and lubricants

u]

< 190,000 liters (50,000

Lesser

¢ Arms, ammunition, and

“Value” explosives

gallons)

0 > 190,000 I. (50,000 gal.) & <
570,000 |. (150,000 gal.)

Q >570,000 I. (150,000 gal.) & <
1,900,000 |. (500,000 gal.)

Q > 1,900,000 I. (500,000 gal.) &
< 3,800,000 I. (1,000,000 gal.)

0 > 3,800,000 I. (1,000,000 gal.)

¢

Greater

“Value”

O Value Ratings - 1 through 5

U Uncategorized
U Category IV
U Category Il

U Category Il

U Category |

27



Relative Value to User
Table 3-8

» Controlled substances and medically sensitive Lesser
items “Value”
» Non-sensitive pharmaceuticals and medical items
» Sensitive pharmaceuticals and medical items in
pharmacies, wards, clinics, or RTD&E facilities
» Sensitive pharmaceuticals and medical items in bulk @
storage facilities
» Controlled substances in pharmacies, wards, clinics,
or RTD&E facilities
» Controlled substances in bulk storage facilities
Greater
“Value”
O Value Ratings - 1 through 5
Relative Value to User
Table 3-8
Asset Replacement Costs
Individual Assets Inventories of Assets
Lesser
< $2500 < $100,000 “Value”
> $2500 & < $10,000 > $100,000 & < $250,000
> $10,000 & < $25,000 > $250,000 & < $500,000 @
> $25,000 & < $50,000 > $500,000 & < $1,000,000
> $50,000 & < $100,000 > $1,000,000 & < $2.000,000
> $100,000 > $2,000,000 Greater
“Value”

O Value Ratings - 0 through 5

28



Relative Value to User
Table 3-8

e Controlled Cryptographic Items
Equipment processes:

» Unclassified and non-sensitive
information (0)

» Unclassified, but sensitive (i.e.
FOUOQ) information (1)

Confidential information (2)
Secret information (3)
Top Secret information (4)

Secure Compartmented
information (5)

VvV VYV V

U Value Ratings - 0 through 5

» Sensitive Information

» Unclassified, but sensitive
(i.e. FOUO) information (5)
Confidential information
(7.5)
Secret information (8.5)
Top Secret information
(9.5)
Secure Compartmented
information (10)

vV VV V

U Value Ratings -5 through 10

Asset Value Rating (A))

Asset Value Rating
Sum of Value Rating

Factors +

¢ 10 for sensitive information
e 15 for general population

* 20 for critical infrastructure
and activities and

operations

e 25 for all others

* Indicates value to be entered onto applicable worksheet

=

Design Criteria Summary Worksheet

N

Asset Value/Aggressor Likelihood Worksheet

w

4. Risk Level Calculation Worksheet

o

Building Cost and Risk Evaluation Worksheet

*2

*1,2

Tactic , Threat Severity, and Level of Protection Worksheet

29



Asset Value Rating (A,) Documentation
Asset Value/Aggressor Likelihood Worksheet

Design Criteria Summary Worksheet
Input Asset Value Rating

30



First Decision Point
Asset Value (A,)

First Decision Point
Asset Value (A,)

31



The Design Criteria Development Procedure

« STEP 4: IDENTIFY AGGRESSOR LIKELIHOODS

» The next step in the procedure after identifying the
assets and their values is to look at those assets
from the perspective of potential aggressors. This

step includes:
4 Identifying potential aggressors

U Determining the likelihoods that they will attempt to

compromise the assets.

STEP 4. AGGRESSOR LIKELIHOODS

* Indicates value to be
entered onto applicable
worksheet

1. Design Criteria
Summary Worksheet

2. Asset Value/Aggressor
Likelihood Worksheet

3. Tactic, Threat Severity,
and Level of Protection
Worksheet

4. Risk Level Calculation
Worksheet

*2

e |:|

32



Identify Likely Aggressors

Criminals
Protesters
Asset Category Objectlye§
Characteristics _
Terrorists

Subversives

Aggressor

e Criminals
» Unsophisticated, Sophisticated, Organized

e Protesters
» Vandals, Activists and Extremists

» Terrorists
» Domestic, International, Paramilitary

» Subversives
» Saboteurs and Foreign intelligence services

33



Potential Aggressors
Table 3-9

Potential Aggressors
Table 3-9

Agset Categories

=

Feople

{ua

Aircraft and Components at Aviation
Facilities

Ships, Boats, and Other Watercraft

Vehicles and carriage mounted or

TOWE S WERp OTE By eleIny

Petraleum, Oils, and Lubricants

|

Arms, Ammunition, and Explosives

PECIEE

Controlled Medical Substances and
Medically Sensitive [tems

o

Communications / Electrotdes Equip,
and Might Vision Devices

Organizational Clothing and
Individual Equipment

34



Potential Aggressors

Table 3-9

ga0TATIG
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Default Aggressor Types
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Documentation of Potential Aggressors

Asset Value/Aggressor Likelihood Worksheet

35



Assess Likelihood of Aggression

Likelihood Ratings

Asset Location (1-5)

Publicity Profile (1-5)

Asset Accessibility (0-10)

Asset Availability (0-5)

Asset Dynamics (1-5)
Recognizability (3-15)

Relative Value to Aggressor (0-15)

¢ Law Enforcement Visibility (0-30)

» Aggressors’ Perception of Success (6-30)

Threat Level (5-20 for terrorists & 6-
30 for others)

History or Intentions * (2-10 for
terrorists & 6-30 for others)

Operational Capability * (2-10)
Operating Environment * (2-10)
Activity * (2-10)

* Terrorists only

Sums lead to ratings between 0 and 1
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Likelihood Rating Distribution

* Asset Location

e Publicity Profile

* Asset Accessibility

» Asset Availability } 1/3
¢ Asset Dynamics

« Recognizability

¢ Relative Value to
Aggressor

1/3{,

134 .

* Terrorists only

Grand Total Is 180

Law Enforcement Visibility

Aggressors’ Perception of
Success

Threat Level
History or Intentions *

Operational Capability *
Operating Environment *

Activity *

Asset Location
Table 3-10

Table 3-10. Asset Location

Installation or facility Location Likelihood
Rating Factor
q TICATE £ [LE dle ' L T i [ il 1
Located within the Continental Urated States near a major metropolitan avea 2
Located outsids the Continerdal Trated States near a major metropolitan arvea 5
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Asset Value/Aggressor Likelihood Worksheet

Aggressor Likelihood Value Ratings

Publicity Profile
Table 3-11

Installation or facility is:
» Relatively unknown locally and regionally
* Well known locally, but relatively unknown regionally

* Well known locally and regionally, but relatively unknown
nationally

unknown internatléna“y ' ’

* Well known locally, regionally, and nationally, and
internationally

O Value Ratings - 1 through 5

Less
likely

More
likely
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Asset Accessibility
Table 3-12

Facility asset is in is:

¢ On closed installation in separate access controlled I__ess
compound in interior of installation likely
o On claosed installation w/in 100 m of inctallation ! rimeter
* On open installation in interior of installation @
e On open installation w/in 100 m of installation perimeter
* Not on an installation
More
Q Value Ratings - 0 through 10 likely
@ 2 point intervals
Asset Availability
Table 3-13
Similar assets are:
« Widely available both on and off installation or site Ili_keesli/
» Have limited availability off installation, but widely
available on installation
» Not available off installation, but widely available pn
installation @
* Limited availability on installation, and not available off
installation
+ Available at fewer than 3 locations on installation and
not available off installation More
likely

» Located only at this site
U Value Ratings - 0 through 5
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Asset Dynamics
Table 3-14

Asset Dynamics
* Moved frequently on random basis
* Moved frequently on predictable basis

+ _Moved periodically on random basis
2 a S

* Moved periodically on predictable basis

* Not moved

Less
likely

More
U Value Ratings - 1 through 5 likely
Recognizability
Table 3-15
Table 3-15. Recognizability
Recognizability Likelihood Fating Factor
8 &
e :
EE ga 'E % a
S IERI
a . & :
3% 8 28 28 3
53 Fg|HA8E,
£33 | 958|158 ad
227 |HEES|EERES
The asset’s existence canbe moogmzed only by agzressors who are 3 & g
axpeits or who have expert irdellizence sappeort
The asset’s existence can be weognized onbr by aggressors wath a 6 o 12
significant amonrt oftramung or rtellizence sappoet
The asset’s existence can be weognized onbr by aggressors wath a o 12 15
moderate amowt of trainme or utellizence support
V¥ aggressors with a mimor 12 15 15
tathe aggressor. It can be weoguzed
by aggressors with litle or no trainmg or pdellizence support 13 15 13
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Recognizability
Table 3-15

The asset’s existence can be recognized only by aggressors who are experts or
who have expert intelligence support

The asset’s existence can be recognized only by aggressors with a significant
amount of training or intelligence support

[ The asset’s existence can be recognized only by aggressors with a moderate
amount of training or intelligence support

The asset’s existence can be recognized only by aggressors with a minor
amount of training or intelligence support

The asset’s existence is obvious to the aggressor. It can be recognized by
aggressors with little or no training or intelligence support

= == h
IR EEET L
assel’s existerce can be weognizad cnly by aggressors who are
xperts or who have expert irdellizence sappoxt 3 8 g
asset’s exlstence can be woognized only by aggressors with a & ) 12

ignificant amount oftraming or dtellizence support
The asset’s exstence can be weognized only by aggressors with a
lmoderate st of trainimg cr intellizence sapport I ¢ 12 /1{
The asset’s exlstence can be woognized cnly by aggressors with 2 mind
amaourt of training or infelligence sappoit 12 / 15
The asset’s exlstence Is obvions tathe agzressor. TTcanbe wcognized
by aggressors with litle or no training or ptellizence support

Recognizability

Table 3-15
Likelihood Fativg Factor
5 &
o .
EE (Eﬂ ﬁ% o
LS E Eg :;-E% E’
ﬁ'% o %[—- ER: £ | nizabilty
ﬂ'ﬁ.ﬂ i “'E'ﬁ daE0 __ :
E‘E ? B E EWEWE Likelihood Rating Factor
r':'tgt\:" gﬂgf-ﬂxl:ln .Emm[-El:ﬁ-l EE E‘ %E
3 6 9 I
Q% 3 §F Egnﬁ
6 0 12 EEEMERSTIREEEE
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==y DOEQ [ S o
a 12 15 E = 5
11z 15 CTN P L N
] 12 15
15 15 15 v 12 15 15
by azeresron e it Dr - traisig v intelligence suppont . ——f 15 | 15




Relative Value to Aggressor
Table 3-16

Table 3-16. Relative Value to Aggressors

Asset Aggressor | Measure Relative Value Likelihond
Category® Rating Factor
A Sahoteurs | Valueto Compromising assets would have negligible utility to 0

B and mission or | accomplishment of aggressor’s mission or fulure goals.
C Foreign future Compromising assets would have minor utility to 3
D | Intelligence | goals accomplishment of aggressor’s mission or fulure goals.
E | Agents, or Compromising assets would have moderate utility to 6
F* | Organized accomplishment of aggressor’s mission or future goals.
O | Criminal Compromising assets would have significant utility to 3
P Groups® i i
g [ Compromising aseets would have major utility to 12

accomplishment of agaressor’s mission of future goals
OMprOMmising assan T EG Ty D CrTra) 10 G omg 1

lishment of agareseor’s miseion o success of future goals

Assets subject Lo death or destruction?

A Terrorist/ | Publicity | Aggressoris likely to helieve azset’s compromise would result 3

B Extremist | walue in publicity limited to local media

C Protest

D Group, Agaressoris likely to helieve azset’s compromise would result 9

E | Vandals it publicity that would likely extend to national media

F4

[u] Agaressor is likely to helieve asset’s compromise would result 15
P in publicity that would likely extend to international media

R

Relative Value to Aggressor
Table 3-16

Table 3-16 (continued)

Likelthood Rating Factors
Aggressors Relative Value Unsophisticated | Sophisticated | Organized | Terrorists®
= Criminals criminals criminal
groups
B | Individual | Monelary | Assetvalue is less than $2500 9 3 0 3
c assels walue
o E Azset value is greater than or equalto $2500 and less 12 [ 3 6
E = than $10,000
2 G Asset value 1s greater than or equal to $10,000 and less 15 a 4 o
8| H than $25,000
g I Asset value 1s areater than or eaual to $25.000 and less 15 12 9 12

Hotes:
1. Belect the upper pair of factors if the goal of the aggressor is lilzely to be to destroy or kill the asset and the lower pair if the aggressor's goal is likely to be to
steal it except as noted for asset category F (amms armraunition, and explosives)
2. Select between factors based onaggressor type.
Select between factors based onwhether analyzing individual azsets or mventory of assels.
4. For arms, ammuition, and explosives (AA&E) subject to action by terrorists or exirermist protest groups, select the upper factor if the goal is to steal the A4,
for usein future attacks, select the second if the goal is to destroy it, and among the lower two if the goal iz to steal and sell it
Only wse this factor for organized criminal groups where it is likely they would kill or destroy an asset to firther their goals. See paragraph 3-6.2.7.1.
Use only where terrarists are likely to steal assets to sell them.
7. Applies only for aircraft components.

fis

oo

E K $500,000 and less than $1,000,000
ﬁ L Agset inventory value is greater than or equal to 12 15 12 15
4 M 41,000,000 and less than $2,000,000

'};I Aszet inventory value 15 greater than $2,000,000 9 15 15 15
Motes

Select the upper pair of factors if the goal of the aggressor is likely to be to destroy or kifl the asset and the lower pair if the aggressor’s goal is likely to be to
steal it exceptas noted for asset category F (ams ammunition, and explosives)
ot btz Factope baced o

3. Select between factors based on whether analyzing individual assets or inventory of assets

4. For anms, ammunition, and explosives (AA&F) subject o action by terrorists or extremist protest groups, select the upper factor if the goal is to sieal the AAEE
farncein futuce atacks selact ihy nclif the goalisdo destennit and araona fhe loszer bz ifthe ooaliztosieal and callit

5. Only use this factor for organized criminal groups where it is licely they would kill or destroy an asset to firther their goals. See paragraph 3-6.27.1

6. Use only where terrorists are likely to steal assets to sell them,

7. Applies only for aircraft components




Relative Value to Aggressor

Table 3-16
Asset Aggressor | NMeasure
abie | Category!
A Saboteurs | Valueto
Asset Aggressor | Measure g
Category® B atid trission or
A Sahoteurs | Walue to Compromising assets 1 B
B anid migsion or | accomplishment ofag C F Dr&lgn future
C Foreign future Compromising assels® o~ D Inte]llgence gnals
. L | Intelligence | goals accomplishment ofag [ "1
] I Agents, or Compromising assets*| = E Agmts L
E F* | Organized accomplishment ofag| 5 4 Orga.mzed
Q Criminal Compromising assets* H B
o P Groups® accomplishment ofag 8] Cr]m.lnajl
Z Y Compromising assets®[ L F Grouns
] R accomplishment ofay 7 P +
2 I_';Ec |8 | Q
OProfmising assets [=]
= lishment of aggressar” | o3 E
k2] A Terrorist/ | Publicity | Aggressoriz lkely to E
=y B Extremist | wvalue it publicity limited to |
E C Protest o
g D Group, Apggressoris lkely ta’| -+
o FE4 Wandals in publicity that would g Tertorist / Puh].lCltY
o} Aggressoris likely to -’.é_' Extremist walue
P in publicity that woul
2 in publicity that woulc &= Protest |
o Group,
e Vandals

-

Aood Mmoo w e

Assets Subject to Destruction
Table 3-16 (Mission/Publicity)

For saboteurs, foreign
intelligence agents, or
organized criminals likely to

kill to advance their goals For terrorist/extremists
Less protest groups, vandals

likely
Value to mission/ future goals Publicity value
* Negligible utility * Local media
e Minor utility @ * National media
* Moderate utility e International media
. Significant u’[i|i’[y O Value Ratings -0, 3,9, 15
* Major utility
i, More
 Critical to goals likely

U Value Ratings - 0 through 15 @
3 point intervals




Table 3-16
Agaressors
Tabls 3-16 Ed) =
Likelihood Rating Factors
Ageressors Relative — ated Organized | Terroristst
@ B Individual | Monetary | e Cririnals criminal
C assets value el
B Individual | Monetary | Asset val| L 3 0 3
C asgels value - D
= | B Essetval| & E < ) -
E F than §10,( 5 F# L
=} e} Azsetvall o E) [ 9
= = G
E H than §$25, o H
g I Azsetval © L 17 9 12
a é than §50,| 5" I
a1 r e I [H 12 15
oo than f100| 2 K L
N Assetvan| 1 15 15 5
N -
1
i Toset | Monetary | Assetin M | 7 T 7
i inventories value Asset i 1] 1 6 3 [
& P $100,000 P
= g Assetmy g B 7
=| g $250,000 B Asset Monetary
2| 1 ey E | inventories value 12 2 1
2 K ysoo,000( F*
g L Assetinv| G [H 12 15
2™ 100000 5 G -
N 15 15 15
ph Aszzet 1| o H
ites: Q I [~
Select the upper pair of factors if themal off 5 I wer pair if the aggressor's goal is likely to be to
it exzcept as noted for asset categ B K
2. Seled een factors based onaggressort| o L -
3 Select b factars based onwhether ani| 15
4. For arms, ameiisition, and explosives (Aae 5 o :ctthe upper Facter if the goal is to steal the AAKE
for usein future attaths, gelect the second if| <1} | steal and sell it
5. Only use this factor for orsajzed criminal g I het their goals. Ses paragraph 3-6.2.7.1
6. Use only whers terrorists are 10 steal ¢ P
7. Applies only for aircraft componen

Assets Subject to Theft
Table 3-16 (Monetary)

Individual Assets

< $2500

$2500 - $10,000
$10,000 - $25,000
$25,000 - $50,000
$50,000 - $100,000
> $100,000

Asset Inventories

+ < $100,000
» $100,000 - $250,000
Less » $250,000 - $500,000

likely « $500,000 - $ 1,000,000
$1,000,000 - $2,000,000
> $2,000,000

.

More
likely
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Relative Value to Aggressor
Table 3-16 (Monetary)

Table 3-16 (continued)

| Likelihoo TS
I —— e [ Relative Valus [ Tinceptisticated | Sophisticated | Organized | Terrorists
Criminals criminals [
Likeelihood Rating Factors : ; B :
— — - e
Unsophisticated | Sophisticated | Orgardzed | Terroriets 7 : : 7
Critninals critritials critnitial []
15 E) [ 9
groups L

Q 3 0 ] 15 12 ] 17
12 15 12 135
1 2 6 3 6 [ 15 15 135
r [ 3 0 3
15 1] i} g |_ [H] 3 3 [3
15 9 [ [l
15 12 9 12 5 T ¥
12 15 12 135
12 15 12 15 3 - = =
Q 15 15 15 sset and the Ja@er pair if theaggressor’s goal is likely 1o be to

4™ rur s, auduusuon, sne Spuswes gaacis) sugeat cuon uyherunss o S s, priiest groups, select the upper factor if the goal is to steal the AAGE

for ussin future attacks, select the second if the goal is o destroy i, and ameng the lower two if the goal is to sial and sell it

5. Only use this factor for organized criminal groups where it is likely they would kill or destroy anasset to firther their goals. Ses paragraph 3-6.2.7.1
i

Use only where terrorists are likely Lo steal assets to sell them

7. Applies only for aircraft components

Law Enforcement Visibility
Table 3-17

Table 3-17. Law Enfarcement Personnel Yisihility

Frequency of Presence in Yicinity of Facility

Mone Cecasional Frequent Continuous
5
= Occasional 30 24 15 12
=
=
=
= Scheduled 24 19 12 G
= [
c =
Qo
=.E ;
z 5 | Continuous 18 12 B 0
o
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Perception of Success
Table 3-18
Based on visible countermeasures present or Less
likely to be present, aggressor would likely likely
perceive:
* Very low possibility of compromising or
destroying the asset and escaping @
s VlOderate possipity...
» High possibility...
gnp a Va}:xe Ratings - 6 through 30 Il\'f(orl‘e
« Very high possibifiypeint intervals Kely
Threat Level
Table 3-19
Less
From DoD, DOS, Combatant Command or local assessment likely
* Low
* Moderate @
* Significant
* High
More
likely
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History or Intention
Table 3-20

History (other than terrorists)

No history of attacking or Less

OINErWISe COmpromising assets likely
of this type

Little or no history...

History...but not locally or
regionally

Local or regional history...in
past 10 years

Strong history...locally or
regionally in past 3 years More
likely
U Value Ratings - 6 through 30
@ 6 point intervals

Intention (terrorists)

No history of attacks

Anti-US ideology, but no
history

Anti-US ideology, with
history outside region

Recent attacks against US
interests regionally

Recent attacks against US
interests locally

U Value Ratings - 2 through 10

@ 2 point intervals

Terrorist Operational Capability
Table 3-21

* Very incapable

e Incapable

* Somewhat capable
* Very capable

* Extremely capable

O Value Ratings - 2 through 10
@ 2 point intervals

Less
likely

More
likely
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Terrorist Operating Environment
Table 3-22

Less
likely

e Favors US or host nation

* Neutral @

» Favors terrorist

O Value Ratings - 2 through 10 More
@ 4 point intervals Iikely

Terrorist Activity
Table 3-23

* Present but inactive
* Recruiting , fund raising, or non-directed activity

e Suspected surveillance, threats, and suspicious
incidents

* Incidental cell activity (operational or support)

» Credible indications of targeting US assets

O Value Ratings - 2 through 10
@ 2 point intervals
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Determine Aggressor Likelihood Rating (T,)

Sum of Likelihood Rating
Factors + 180

Documentation of Aggressor Likelihood Ratings
Asset Value/Aggressor Likelihood Worksheet

49



Second Decision Point — Likelihood Rating

Evaluate Likelihood Ratings
Asset Value/Aggressor Likelihood Worksheet
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STEP 5 - IDENTIFY LIKELY TACTICS AND
THREAT SEVERITY LEVELS

*3
*3
B |:|

* Indicates value to be entered onto applicable worksheet

3. Tactic, Threat Severity, and Level of Protection Worksheet

Threat

M

Jactics

Assafs
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Applicable Asset/Tactics
Table 3-24

Aszet Categories
-
g & Feople
2 B Adtcraft and Components at Aviation
2 i
Es_ Facilities
AdsetiCan gorics ZE [ Ships, Boats, and Other Watercraft
Ll L % D Vehicles and carriage mounted of towed
B | Aircrafl and Components at Aviation
Facrilities
T Ships, Boats, and Other Watercraft Hegpoid Swt_ems . r ]
T K e e e E Petroleum, Oils, and Lubricatits L
weapons systems | — -
B[ Petrelenm, Oits, snd ifbricarts | F Arme, Ammuonition, and Explosives
[ Comteollsd Mol Subatances carl G Controlled Medical Substances and
Medically 5 i : o
(el ool Jems I edically Sensitive [tems
and Night Vision Devices H H H {
T e ] H o} amm_.mcat_mns / Electronics Equipment
~——_| Subsistence Items al Commissaries, — and nght- Vision DE":’E L —
Ward Troop lssue Facilties Organizational Clothing and Individual
K | Repait Paris at Inst Ty and 7
Ditzct Support Units Equipment
T | Facilities Engineering Supplies and = s R =
Ci Tvlaterial
| Audiovisnal Equipment, Training Devices, o -
and Subcaliber Devices
N Miscellaneous Pilferable Assets (other than v v
above) and Mone
8] Critical Infrastructure and Utility v v v - - v v
F Controlled Cryplographic ltems " v
Q| Sensitive Information v [ v [ v [~ [~
R Activities and Operations ' rd v 'd ' rd 'd 'd rd rd 'd 'd rd

Applicable Asset/Tactics
Table 3-24

Applicable Tactics
- 2 u
5 o w c
a |2 ¢ |2 H % 4
4 |2 |3 |& H E w| Eow i
= S .| 8 = € | LR EE
4 23518 |: |BE |8 | & i s & .|
= ] i ] 8 & ce|BE| 45| B8] E
ol 28 % |2 |% |5 |9%|cd|Eg|€9|¢
BRI 39 RE 4 |E |E |2 |F |EE|E:|gE|E8|z2
“hsset Categories =R - N a I o & <@ |@m |95 |ES|E
A | Aeople X X < ' ' ' ‘. ‘. '
}/ Aircrafl and Components at Aviatis v v v v -
Facilities
C Ships, Boats, and OMterCraﬁ v 'd v v v v
D | Vshisles and garfiage mounted or lowed
Applicable Tactics
=] w w
B = w g
(=] (=] o L] "
m = & o g E 4
e =1 =] o & 8 g =
= | & s | B & | wl Ewl g gl =
A Dol g % =4 B B i g1 £S5 . : I
e 3| 5 & ” | | 3 ol o oa 2 Eg E
2 E‘ o I P ) E s} = . ool aa| . g1 84| 8
ol 85(2818 |2 |3 |5 |= |88|235|68|€8|¢€
B og 00 .5 =1 = = z S ow ﬁ o ot B 5 =
EE| 28| g | 4 z 5 = 7 er| 2| EE| 28| =
= =] [ ] e} =] =] = oo oo Yy ilal B o B
=C | #m|ma |8 & = o = S I I L5}
= T — = = = = =
above) and Mone
O Critical Infrastructure and Utility v v v v v
T | Controlled Cryptographic Toems 7 | 7
Q Sensilive Information 3 7 v 7 3
R Aclivities and Operations 3 7 3 "3 7 7 > "3 7 "3 V3 3 "3
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Applicable Aggressor/Tactics
Table 3-25

Table 3-25_Applicable Acaressor / Tactic Selection

Exp\oawe/atafﬁca Aggressors gand | Contamination
\ = Tacti
— Unsophisticated e B 5
%: | & 177 .| Criminals ¥ 5 |5 | Z
E = s — T LEE o =
B /?So/ 2. | £| Sophisticated Criminals || 825 3§ |£5 | 2
O LB
E DEE| S8 7 E ]
Thgaressars g |BRE|EE|: SEE|58 |88 | £
Unsophisticated
Criminals : TR
Sophisticated Criminals Orga'n'lzelj CMI
Groups
Drganized Criminal
Groups L
M
Vandals L Vatidals
Extremist Protesters L
M Extremist Protesters =
Domestc Tarorists
o | ¥ L L L
Ints Terrotists —~_L
M : ; L L L
u \';'\\u\ Daomestic Terrorists % | | w
Siate Sponsored L L
Terrerists Y v = o
i i ™~ H H H
VH VH HO| VH | | ¥H
Saboteurs L L L
M L L L
MMM a [ g M M M
wi | ove | | wm H H H
g;{;i‘smd“gm“ L VHH Ves | Ves Ves
Applicable Aggressor/Tactics
Table 3-25
Table 3-25 Applicable Aggressor / Tactic Selgction
Applicable Tactics
Explosives Tactics Standoff Entry Surveillanceand Contamination
‘Weapons Tactics Eavesdroppin: Tactics
© " 4
° i B g £
BENEINRNNNIF EIENERE
¥8\ 5|08 5L 5E 3 |5 a3 |87 |fE9|Ed £
e \JFE|Ee|SE|EE|E O|E (3P ED |EEildr EEN
20 \rE| o |88 |GAE |2 S é = | HEd |25 |ES =
Aggressors
Unsophisticated
Critninals \ i |
Sophisticated Criminals L
M| L
H
Organized Criminal A T _ L
Creee Applicable Tactics
= \ Explosives Tactics Standoff Entry Surve
— Vieapons Tactics Eawe
Domestc Tearrorists 5 = o § = D
w | 5% B |E & |w |8 |& 2
Tnkernational Temorists | L L = ) = Dow | 2w |G = El ;
u w5 e lEg [gE |Eg s |8 3 |
Ay a8 Simn. | Sl L I = B T !
State Sponsared I E E = ,%' g g E = 8 eB = = ; ;
Terrarists M & @ = o a =1 i '
P I N = Anl | Do |28 | AR | = L&) Ea |-
VH VH
Sahoteurs \ 1z L L
M L L L
MA M| My M M M
v | va | | vm H i H
gg:f‘éslmemgma L VHH Yes | Yes Yes
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Documentation of Aggressor Likelihood
Tactic, Threat Severity and LOP Worksheet

From Applicable
Asset/Tactics (Table 3-
24)

Assess Threat Severity Level

(Based on aggressors’ likelihoods of aggression)

WEAPONS

TOOLS
13 TACTICS <

EXPLOSIVES

AGENTS

\
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Threat Severities
From Table 3-25

MEDIUM

YES/NO

LOW

Threat Severity Level Selection
Table 3-25

Table 3-25. Applicable Aggressor / Tactic Selection

Applicable Tactics
Explosives Tactics Standoff Entry Surveillance and Contamination
Weapons Tactics Eavesdropping Tactics
To 8 B o0 & E g ﬁ
8 T £
g B @ g 8 £ -5 2 3 =
82 0ok |2 B, 5.2 (B | B3 |eEE|.E |bE | oz
W z [cg |gE|RE |5 |4 = |38 |Egal¢E 2 &
g8 cog|=S8 |8 |ga|® b4 T | EY EEB| 2 § ] E 5
5¢ | S3d| e | S| Egg |E O|BE|sD |@Ep|sf |E 2
@ E =1 =} = il S & LER|lSE s
Aggressors == Are | mo | SB [aE | a S B | am HEE | 0 =X =
Unsophisticated o "
Criminals
Sophisticated Cririnals L
M L
o L L
Organized Cririnal L
Groups L AR ( B
M i L L
. M M
Vandals L L L L
Extrermist Protesters L . 1{71 L L L
M M M L
S — H M It Yes
ormesiic Terrorists N " N ]1\_/I - ]1\_/[ o H
M H M M
H H L &
Tnternational Terrorists L L y L L L L
M M M M M M| Yes
= H I | M M Yes
ilate Sponsored L L. L L M L H H
errarists M M M M M M
H Yes
H H H H Hl gy | H L
WH vH vH | vH VH it
Sahiotenrs L L T H M YES
Mop Mo M H M| ves ™ H
L I I A I - A e VH
VH | vH VH VH
Foreign Intelligence L H i 7,
Services VH £ & [ [ [
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Threat Severity Level Selection

Table 3-26
Table 3-26. Threat Severity Selection
Hureher of Threat Likelihood Hating
Severity Level =05 051-074 | 075082 [ 090-05%4 ] 085-1
Choices *
4 ToTivdranarm 1+ 21-1 3:-1 411;
3 Tilirdraun i 2l 7l T
2 Dlindrourn T ] Jul 2l
1 Dyliraronre 1 g Y i

* See Table 3-25

Documentation of Threat Severity Level
Tactic, Threat Severity and LOP Worksheet
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Documentation of Threat Severity Level
Tactic, Threat Severity and LOP Worksheet

Documentation of Threat Severity Level
Tactic, Threat Severity and LOP Worksheet
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Documentation of Threat Severity Level
Tactic, Threat Severity and LOP Worksheet

Documentation of Threat Severity Level
Tactic, Threat Severity and LOP Worksheet
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STEP 6: INITIAL DESIGN BASIS THREAT (DBT)

* Initially, the worst case threat
severity levels for each
applicable tactic.

* The initial threat upon which a
protective system of
countermeasures will be based

* May be May be revised based
on Planning Team decision or
due to Combatant Command
standards

Documentation of Initial Design Basis Threat
Tactic, Threat Severity and LOP Worksheet
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Documentation of Initial Design Basis Threat
Design Criteria Summary Worksheet

Threat Parameters
Table 3-27
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Threat Parameters
Table 3-27

Level of Protection

RISK

Risk Tradeoff

LEVEL OF PROTECTION
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Level of Protection Based on Asset Value

STEP 7: INITIAL LEVEL OF PROTECTION

* The degree to which an
asset (e.g., a person, a
piece of equipment, or an
object, etc.) is protected
against injury or damage
from an attack.

» Based initially on asset
value

* May be modified by
planning team (commonly
due to cost)
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Level of Protection Selection
Table 3-28

Documentation of Initial Level of Protection
Tactic, Threat Severity and LOP Worksheet
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Documentation of Initial Level of Protection
Design Criteria Summary Worksheet

STEP 8: DETERMINE PLANNING RISK LEVELS

* Risk levels are based on:
» Asset Values
» Aggressor Likelihoods
» Protection Factors
 Protection Factors reflect levels of protection provided to the assets.

* Note: risk in this UFC is a relative risk level that is intended to be
used as an aid in decision making.

» A more detailed treatment of risk that considers the contribution of specific
countermeasures is in UFC 4-020-02, Security Engineering Facilities Design
Manual (Currently in Draft)
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Acceptable Risk Levels

* There are no specific criteria for determining whether
or not a given risk level is acceptable.

* Risk levels in this process are relative.

> Risk level means relatively little by itself, but when the reduction
in risk can be evaluated with respect to the cost of a protective
system, that provides a means of evaluating benefit versus cost.

* The benefit is the reduction in risk

» Example: If a large expenditure for countermeasures results in
a very small reduction in risk, that would not be a good
investment. On the other hand, when a small expenditure for
countermeasures results in a large reduction in risk, that may be
a good investment.

STEP 8: PLANNING RISK LEVEL

*4

*4

* Indicates value to be entered onto
applicable worksheet

4. Risk Level Calculation Worksheet
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Threat Effectiveness Rating (Tgy)

Table 3-29
Determine Threat
Effectiveness Rating (Tgy)
Table 3-29. Threat Effectiveness Ratings
Aggressor Type Effectiveness Rating (T)
Unsophisticated criminals 1.0
Sophisticated criminals 0.98
Organized criminal groups 0.95
Vandals 1.0
Extremist protest groups 0.96
Domestic terrorists 0.95
International terrorists 0.93
State sponsored terrorists 0.90
Saboteurs 0.90
Foreign intelligence services 0.91

Risk Level Calculation Worksheet
Asset Value, Threat Likelihood, Threat Effectiveness, LOP

Planning Team

TODAY
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Initial Protection Factors (P,)
Table 3-30

Table 3-30. Initial Protection Factors
Level of Protection Protection Factor (P))
Very Low 0.1
Low 0.3
Medium 0.7
High 0.9
Very High 0.95

e At planning level, provides numeric measure of effectiveness
of level of protection

« At design stage, may be calculated considering effects of
individual countermeasures

Effective Protection Factor (Pg)
(Equation 3-1)

* Determine effective protection factors for each
applicable tactic.

» Enter the applicable threat effectiveness ratings (TEH)
for each of the applicable aggressor categories
associated with the applicable average initial protection
factors (P,ayc) into Equation 3-1.

Pe = Ten X Piave

» Accounts for relative effectiveness of
countermeasures against aggressors with different
levels of sophistication
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Risk Level Calculation Worksheet
Asset Value, Threat Likelihood, Threat Effectiveness, LOP

Risk Level Calculation
Equation 3-2

* Determine Risk Level. Calculate risk levels for each
asset and for each applicable tactic group and
aggressor group as indicated on the Risk Level
Calculation Worksheet.

* Risk levels are established by entering the likelihood
and asset value ratings and the protection
effectiveness factors into Equation 3-2.

> By subtracting Pcfrom 1, the risk equation reflects the fact
that increases in protection effectiveness reduce risk. The
1- P term reflects “vulnerability”

R=A, X T, X (1&)

Vulnerability
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Risk Level Calculation Worksheet
Asset Value, Threat Likelihood, Threat Effectiveness, LOP

Planning Team

TODAY

STEP 9: ACCEPTABILITY OF RISK LEVELS

* Risks using this process are

relative

» Used to evaluate differences

between risk impact of
various alternatives

e Can be used as basis for
benefit / cost ratios
» Benefit is reduction in risk

» Costis....cost of protective
system
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Evaluation of Risk

Building Cost and Risk Evaluation Worksheet

Initial

Planning Team

TODAY
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Building Cost and Risk Evaluation Worksheet
Initial and Revised

Planning Team

TODAY

Building Cost and Risk Evaluation Worksheet
Initial and Revised w/Analysis — Cost Effectiveness
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STEP 10: IDENTIFY USER CONSTRAINTS

* Political Considerations

» Adjacent landowners or
tenant organizations

» Appearance
> Public access

* Political climate
* Financial considerations
* Regulations

More Potential User Constraints

* Procedural or operational considerations
» Deliveries
» Restricted areas
» Access controls
» Functional requirements
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More Potential User Constraints

 Facility and site constraints
» Occupancy requirements
» Barrier-free accessibility
» Parking lots and roads
» Fences and lighting
» Electronic security systems
» Architectural theme
» Existing facilities

More Potential User Constraints

* Response force
» Armed force
» Explosive ordnance disposal (EOD)
» Fire department

* Response time
 Manpower allocation
 Information sensitivity
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Summary

Asset

/ oY \

Asset value Aggressor likelihood
(Step3) ~ ~ =~ (Step4)
Na «”

~ RiskLevel _
Level of protection (stepds&9) Threat severity
(Step 7) (Steps 5 & 6)

\ 4

Constraints
(Step 10)

Chapter 4: Design Strategy

» Design Strategies: The approaches to
mitigating the effects on assets from any
tactics are referred to as design strategies.

» ltis not intended for planners to apply these
design strategies in a detailed manner

» Planners should understand how the design
strategies affect the scope of facility projects

» With this understanding, planners can justify the
basis for the costs associated with protecting
against a given tactic
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Effective Design Strategies

» Developing effective protective systems is dependent on:

» Teamwork!

» Partnership between design engineers and security/AT
personnel.

» Security/AT personnel must understand how
Engineers/Architects develop protective systems.

» Engineers/Architects must understand security operations and
the operations of the end user.

Protective Measures

* Protective measures are developed as a result of the general- and
specific-design strategies. These protective measures commonly
take the form of site-work, building, detection, and procedural
elements.

» There are separate design strategies for protecting assets from each
tactic.
» General Design Strategy: basic approach to protecting assets against tactics.

» Specific Design Strategy: general-design strategy refined to focus the
performance of the protective measure to a level of protection.

 Site-work elements include the area surrounding a facility or an
asset.
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Project Scope Implications

» Planners must have a basic understanding of the implications on
project scopes of application of the design strategies for various
levels of protection and tactics.

» Brief summaries of the types of protective measures are provided for
each tactic.

 Summaries are intended to aid in understanding the basis for the
scope and cost of the protective measures.

* More detailed discussions of protective measures are included in the
DoD Security Engineering Facilities Design Manual (UFC-4-020-02)
currently in DRAFT.

Protective Measures Categories

e Sitework Elements. Includes protective measures that are associated with
areas surrounding buildings beyond 1.5 m (5 ft) from the building. Commonly
these will include such measures as fences, barriers, and landscaping.

» Building Elements. Include all protective measures directly associated with
IBwIEh?gs such as walls, doors, windows, roofs, superstructure, and building
ayout.

e Building Support Systems: Building support systems will include those _
'SI'¥1S ems that are necessary to make the building operate on a day-to-day basis.
e primary system addreSsed is the heating, ventilating, and air’conditioning
(HVAC) system.

e Equipment: Includes protective measures such as intrusion detection systems,
access control systems, closed circuit television systems, and other electronic
systems that support functions such as access control and detection of
aggressors.

 Manpower and Procedures: These are not engineering or architectural issues,
howevter, they may have impact on the overall engineering and architecture of
projects.
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Design Strategies: Vehicle Bomb Tactic

General Design Strategy

Vs

HIGH Level of Protection LOW Level of Protection

Specific Design Strategy

Design Strategies: Vehicle Bomb Tactic

Sitework Elements. The impacts on project planning for sitework elements
include standoff distance and/or barriers to establish and maintain that

standoff distance.
Stationary Vehicle Bomb

Access control for

limited use roads 1 Standoff distance

1 from Installation
perimeter

Installation’s
/ controlled
._1_. perimeter

Installation Entry

Control Point s

— Standoff distance for
parking and roads
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Design Strategies: Vehicle Bomb Tactic

Moving Vehicle Bomb

Access control for 4 Standoff distance

limited use roads .
from Installation
perimeter

Installation Entry

Control Point

Installation’s
/controlled
perimeter

Barrier at Standoff distance for
parking and roads

Design Strategies: Vehicle Bomb Tactic

Passive Perimeter Barriers for Stationary Vehicle Bombs

Urnrginforced Fencs
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Design Strategies: Vehicle Bomb Tactic

Passive Perimeter Barriers for Moving Vehicle Bombs
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Design Strategies: Vehicle Bomb Tactic

Active Vehicle Barriers for
Moving Vehicle Bombs

Active Vehicle Barriers for
Stationary Vehicle Bombs

- A N
‘ <
. / Retrassable Bollards
i e
Cable Beam Barrier
Drop Arm L [
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Design Strategies: Vehicle Bomb Tactic

Building Elements. Include all protective measures directly associated with
buildings such as walls, doors, windows, roofs, superstructure, and building
layout.
« Minimum engineering standards that incorporate AT based mitigating
measures can be found in UFC 4-010-01, DoD Minimum Antiterrorism
Standards for Buildings

Standard 6: Progressive Collapse Standard 12: Exterior Doors

Avoidance

Standard 7: Structural Isolation Standard 14: Roof Access

Standard 8: Building Overhangs Standard 15: Overhead Mounted
Architectural Features

Standard 9: Exterior Masonry Walls Standard 19: Equipment Bracing

Standard 10: Glazing Standard 20: Mass Notification

Standard 11: Building Entrance Layout

NOTE: UFC 4-010-01 DOES NOT establish a DBT or LOP for DoD buildings.
Use UFC 4-020-01 to establish the DBT and LOP for individual projects.

Design Strategies: Vehicle Bomb Tactic

Equipment. Equipment such as automated access control systems may be
installed to support access control at entry control points at the perimeter.
These systems may also be augmented with closed circuit television and
intercoms to reduce manpower requirements.

Manpower and Procedures. Manpower and procedures impact project
scope by possibly increasing equipment requirements when adequate
manpower resources are unavailable. Procedures may also increase
requirements because they may increase the time required to allow vehicles
through entry control points, which may lead to either more lanes at the
entry control points or additional entry points. Manpower considerations
may also drive the need for shelters for guards and other such
appurtenances that may add to sitework costs.
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Design Strategies: Hand Delivered Devices

General Design Strategies

Unobstructed Space

Specific Design Strategies
Similar to vehicle bombs

Frangible

.

Supplies Delivery

Hardened

T
.

Detection Equipment JEntry Poin
|i:|

Design Strategies:

General Design Strategies

¢ Building hardening, which will
vary with threat severity and
level of protection

Indirect Fire Weapons

Specific Design

Strategy:

* Breach and spall

* Fragment
penetration
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Design Strategies: Direct Fire Weapons

General and Specific Design Strategies

PROTECTED FACILITY

PREDETONATION SCREEN

/1

!
Y
STANDOFF DISTANCE '

Design Strategies: Airborne Contamination Tactic

Provide Safe
Breathing Conditions

General Design Strategy Specific Design Strategies
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Design Strategies: Waterborne
Contamination Tactic

ater supply Water

Treatment

- Plant /
- e
Il
o iy

Specific Design
Strategies

General Design Strategy

Design Strategy: Waterfront Attack

» Specific Design
Strategies
» Access Control
» Security zones
» Restricted Area
> Barriers
> Patrols

General Design Strategy
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Design Strategies: Forced Entry

Specific Design Strategies

i e Provide increasingly
sophisticated and

comprehensive detection

SECURITY

ETME
Yy — N « Provide delay
P — N » Provide response
REORCEE PRoB\;::)LEDs":)%f ) |/ THREAT

General Design Strategy

Design Strategies: Covert Entry

General
Design
Strategy

Uncontrolled Controlled
Access Access

- Compartmented

Specific Design
Strategies
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Design Strategies: Visual Surveillance

General and Specific
Design Strategies

Design Strategies: Acoustic Eavesdropping

Specific Design Strategies

Level of Protection STC
Rating
Low 30
Medium 40
General Design Strategy High =
Very high 50
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Design Strategies: Electronic Emanations Eavesdropping

General and Specific Design Strategies
(TEMPEST)

Master Planning Considerations

e Land Use Planning
 Site Planning and Space Management

* VVehicle Access and Circulation
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Land Use Planning

» Locate high risk land uses in installation interior
» Consolidate high risk land uses

» Assess off-base adjacent land uses and zoning for
potential impacts on installation

» Maximize distance between installation perimeter and
developed areas (Clear Zones)

» Consider elevation in site selection
* Recognize impacts of vegetation
* Avoid low lying areas (CBR)

Site Planning and Space Management

» Consider grouping facilities with common functional
uses or similar threat levels

» Avoid collocating high risk and low risk operations

* Avoid locating high risk facilities near uncontrolled
public areas

» Site facilities to maximize natural surveillance from
nearby facilities

* Provide 10 meter separation between buildings where
possible

» Consider locating safe havens or collective protection
to serve large numbers of people

* Isolate loading docks and mail rooms where possible

87



Consolidated vs. Separated Facilities

Consolidated Separated

Opportunities for Observation

Building orientation can mitigate
opportunities for surveillance by
aggressors.

Main entrances should not face
installation perimeter.

Site layout should:

e Enhance natural surveillance by
building occupants
e Enhance territorial reinforcement
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Entry Control

» Establish the appropriate number of entry control
points

» Consider establishing separate entry control points for
trucks

* Ensure adequate space is reserved for entry control
points

ECF / ACP Components

Final Denial Barrier Passive Barriers

/

Passive Barriers
Entry Gate
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ECF / ACP Components

Overwatch Position Search Area

ID Check Point

Visitor Control Center

Vehicle Circulation

» Designate central delivery points and limit routes to
them

* Route roads away from buildings to which vehicle
bomb threats may apply

e Limit road access near buildings to which vehicle bomb
threats may apply

» Control vehicle speeds through road geometry

* Provide centralized parking for multiple buildings
* Eliminate straight-line approaches to buildings

» Design parking lots to limit speed
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Roadway and Parking Modifications

Controlled
perimeter

Standoff
distance

NAVFAC AT POC

NAVFAC Marianas AT and SE Criteria questions:

Noel Ocampo
noel.ocampo@fe.navy.mil
(671) 333-3164
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Thanks!

NAVFAC Atlantic:
John Lynch, PE Richard Cofer, PE
john.j.lynch@navy.mil richard.cofer@navy.mil
(757) 322-4207 (757) 322-4447
Thanks!
NAVFAC PDCC:
John Lynch, PE Julie Heup, PE
[ohn.j.lynch8.civ@us.navy.mil julie.m.heup.civ@us.navy.mil

(757) 322-4207 (757) 322-4447




