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**************************************************************************
NOTE:   Thi s gui de speci f i cat i on cover s t he 
r equi r ement s f or  cent r al  moni t or i ng ser vi ces f or  
el ect r oni c secur i t y syst ems.

Adher e t o UFC 1-300-02  Uni f i ed Faci l i t i es Gui de 
Speci f i cat i ons ( UFGS)  For mat  St andar d when edi t i ng 
t hi s gui de speci f i cat i on or  pr epar i ng new pr oj ect  
speci f i cat i on sect i ons.   Edi t  t hi s gui de 
speci f i cat i on f or  pr oj ect  speci f i c  r equi r ement s by 
addi ng,  del et i ng,  or  r evi s i ng t ext .   For  br acket ed 
i t ems,  choose appl i cabl e i t em( s)  or  i nser t  
appr opr i at e i nf or mat i on.

Remove i nf or mat i on and r equi r ement s not  r equi r ed i n 
r espect i ve pr oj ect ,  whet her  or  not  br acket s ar e 
present.

Comment s,  suggest i ons and r ecommended changes f or  
t hi s gui de speci f i cat i on ar e wel come and shoul d be 
submi t t ed as a Criteria Change Request (CCR) .

**************************************************************************

PART 1   GENERAL

**************************************************************************
NOTE:   Thi s gui de speci f i cat i on speci f i es moni t or i ng 
f aci l i t y  cr i t er i a.   Thi s speci f i cat i on does not  
cover  r equi r ement s per t ai ni ng t o t he i nst al l at i on of  
al ar m syst ems at  a pr ot ect ed si t e moni t or ed by a 
cent r al  moni t or i ng f aci l i t y .

A moni t or i ng f aci l i t y ,  as used i n t hi s document ,  i s  
a bui l di ng,  an of f i ce,  or  a sui t e of  of f i ces t hat  
houses t he secur i t y syst em cent r al  st at i on and 
moni t or i ng per sonnel .   I n t hi s t ype syst em,  t he 
oper at i on of  al ar m devi ces and el ect r i cal  c i r cui t s 
i s aut omat i cal l y s i gnal ed t o,  r ecor ded,  mai nt ai ned,  
and super vi sed f r om a cent r al  st at i on wi t h per sons 
i n at t endance at  al l  t i mes.   These per sons moni t or  
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t he s i gnal s and di spat ch t he r esponse f or ce t o any 
unaut hor i zed ent r y i nt o t he pr ot ect ed ar ea.   
Connect i on of  al ar m equi pment  t o t he cent r al  
moni t or i ng f aci l i t y  may be over  l eased t el ephone 
company l i nes.

**************************************************************************

1.1   REFERENCES

**************************************************************************
NOTE:   Thi s par agr aph i s used t o l i s t  t he 
publ i cat i ons c i t ed i n t he t ext  of  t he gui de 
speci f i cat i on.   The publ i cat i ons ar e r ef er r ed t o i n 
t he t ext  by basi c desi gnat i on onl y and l i s t ed i n 
t hi s par agr aph by or gani zat i on,  desi gnat i on,  dat e,  
and t i t l e.
 
Use t he Ref er ence Wi zar d' s Check Ref er ence f eat ur e 
when you add a Ref er ence I dent i f i er  ( RI D)  out si de of  
t he Sect i on' s Ref er ence Ar t i c l e t o aut omat i cal l y 
pl ace t he r ef er ence i n t he Ref er ence Ar t i c l e.   Al so 
use t he Ref er ence Wi zar d' s Check Ref er ence f eat ur e 
t o updat e t he i ssue dat es.
 
Ref er ences not  used i n t he t ext  wi l l  aut omat i cal l y 
be del et ed f r om t hi s sect i on of  t he pr oj ect  
speci f i cat i on when you choose t o r econci l e 
r ef er ences i n t he publ i sh pr i nt  pr ocess.

**************************************************************************

The publications listed below form a part of this specification to the 
extent referenced.  The publications are referred to within the text by 
the basic designation only.

U.S. DEFENSE INTELLIGENCE AGENCY (DIA)

DIA DCID 6/9 (2002) Physical Security Standards for 
Sensitive Compartmented Information 
Facilities

U.S. DEPARTMENT OF DEFENSE (DOD)

DOD 5100.76-M (2012; Change 1-2018; Change 2-2020) 
Physical Security of Sensitive 
Conventional Arms, Ammunition, and 
Explosives

DOD 5220.22-M (2006; Change 1-2013; Change 2-2016) 
National Industrial Security Program 
Operating Manual (NISPOM)

UNDERWRITERS LABORATORIES (UL)

UL 827 (2014; Reprint Sep 2021)UL Standard for 
Safety Central-Station Alarm Services

UL 1981 (2014; Reprint Nov 2019) Standard for 
Central Station Automation Systems
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UL 2050 (2003; 4th Edition) Standard for National 
Industrial Security Systems for the 
Protection of Classified Materials 
(limited distribution publication, direct 
purchase request with justification to UL)

1.2   SUMMARY

1.2.1   General System Description

Provide central monitoring services, including associated facilities, 
equipment, appurtenances and trained personnel for the service of remotely 
monitoring alarm systems and taking actions as appropriate.  Furnish 
central monitoring facility capable of monitoring security related alarm 
systems and in compliance with UL 827  and UL 2050 .  Provide staff for 
central monitoring facility and operate at all times.

[ 1.2.2   Redundant Monitoring Facility

**************************************************************************
NOTE:   A r edundant  moni t or i ng f aci l i t y  i s  t ypi cal l y 
not  necessar y.   Faci l i t i es meet i ng UL r equi r ement s,  
have r edundancy on cr i t i cal  syst ems and ar e 
i nher ent l y r el i abl e.   However ,  r equi r i ng a r edundant  
f aci l i t y  woul d al l ow si gnal s t o be r er out ed i n t he 
event  of  a di sast er  at  t he pr i mar y moni t or i ng 
f aci l i t y  wi t h t he br eak i n t he cont i nui t y of  
moni t or i ng ser vi ce bei ng mi ni mi zed.   Requi r i ng a 
r edundant  moni t or i ng f aci l i t y  shoul d be based on t he 
i mpor t ance of  t he pr ot ect ed si t e.   Desi gner  shoul d 
conf i r m wi t h t he owner  of  t he pr ot ect ed si t e as t o 
whet her  a r edundant  moni t or i ng f aci l i t y  i s  r equi r ed.

Pr act i ces t hat  ar e cur r ent l y i n use i n t he al ar m 
i ndust r y woul d r out e al ar m si gnal s t o a f aci l i t y  
t hat  i s  st af f ed and oper at i ng.   Thus,  i t  i s  
unnecessar y t o per mi t  an ext ensi ve br eak i n t he 
cont i nui t y of  moni t or i ng ser vi ce.   The desi gner  
shoul d consi der  what  l engt h of  t i me i s accept abl e 
f or  a br eak i n t he cont i nui t y of  moni t or i ng ser vi ce 
based on t he pr ot ect ed si t e bei ng moni t or ed.

**************************************************************************

Provide a redundant monitoring facility in addition to the primary 
monitoring facility in the event that the primary monitoring facility is 
disabled.  In that case, reroute all alarm signals to the redundant 
monitoring facility such that there is [no] [less than a 15 minute] [less 
than a thirty minute] [_____] break in the continuity of monitoring 
service.  When manned, meet the requirements covered in this specification 
for the primary monitoring facility.

] 1.3   SUBMITTALS

**************************************************************************
NOTE:   Revi ew submi t t al  descr i pt i on ( SD)  def i ni t i ons 
i n Sect i on 01 33 00 SUBMI TTAL PROCEDURES and edi t  
t he f ol l owi ng l i s t ,  and cor r espondi ng submi t t al  
i t ems i n t he t ext ,  t o r ef l ect  onl y t he submi t t al s 
r equi r ed f or  t he pr oj ect .   The Gui de Speci f i cat i on 
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t echni cal  edi t or s have cl assi f i ed t hose i t ems t hat  
r equi r e Gover nment  appr oval ,  due t o t hei r  compl exi t y 
or  cr i t i cal i t y,  wi t h a " G. "   Gener al l y,  ot her  
submi t t al  i t ems can be r evi ewed by t he Cont r act or ' s 
Qual i t y Cont r ol  Syst em.   Onl y add a “ G”  t o an i t em,  
i f  t he submi t t al  i s  suf f i c i ent l y i mpor t ant  or  
compl ex i n cont ext  of  t he pr oj ect .

For  Ar my pr oj ect s,  f i l l  i n t he empt y br acket s 
f ol l owi ng t he " G"  c l assi f i cat i on,  wi t h a code of  up 
t o t hr ee char act er s t o i ndi cat e t he appr ovi ng 
aut hor i t y.   Codes f or  Ar my pr oj ect s usi ng t he 
Resi dent  Management  Syst em ( RMS)  ar e:   " AE"  f or  
Ar chi t ect - Engi neer ;  " DO"  f or  Di st r i ct  Of f i ce 
( Engi neer i ng Di v i s i on or  ot her  or gani zat i on i n t he 
Di st r i ct  Of f i ce) ;  " AO"  f or  Ar ea Of f i ce;  " RO"  f or  
Resi dent  Of f i ce;  and " PO"  f or  Pr oj ect  Of f i ce.   Codes 
f ol l owi ng t he " G"  t ypi cal l y ar e not  used f or  Navy,  
Ai r  For ce,  and NASA pr oj ect s.

The " S"  c l assi f i cat i on i ndi cat es submi t t al s r equi r ed 
as pr oof  of  compl i ance f or  sust ai nabi l i t y  Gui di ng 
Pr i nci pl es Val i dat i on or  Thi r d Par t y Cer t i f i cat i on 
and as descr i bed i n Sect i on 01 33 00 SUBMI TTAL 
PROCEDURES.

Choose t he f i r st  br acket ed i t em f or  Navy,  Ai r  For ce 
and NASA pr oj ect s,  or  choose t he second br acket ed 
i t em f or  Ar my pr oj ect s.

**************************************************************************

Government approval is required for submittals with a "G" or "S" 
classification.  Submittals not having a "G" or "S" classification are 
[for Contractor Quality Control approval.][for information only.  When 
used, a code following the "G" classification identifies the office that 
will review the submittal for the Government.]  Submit the following in 
accordance with Section 01 33 00  SUBMITTAL PROCEDURES:

SD-07 Certificates

Hiring Practices Outline ; G[, [_____]]

Central Station Operator Certificates ; G[, [_____]]

In-House Training Outline ; G[, [_____]]

Alarm History Report ; G[, [_____]]

UL Certificate of Compliance ; G[, [_____]]

Notarized Affidavit ; G[, [_____]]

Proof of Insurance ; G[, [_____]]

Operating Procedure Plan ; G[, [_____]]
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1.4   QUALITY ASSURANCE

1.4.1   Monitoring Facility Personnel Hiring Practices

**************************************************************************
NOTE:   Hi r i ng pr act i ces ar e t ypi cal l y i ncor por at ed 
t hat  l ead t o empl oyi ng upst andi ng and r el i abl e 
personnel.

**************************************************************************

Demonstrate the existence of a pre-hire screening process.  Satisfactory 
results for each segment of the screening process is a requirement for any 
employment opportunity.  At a minimum, include the following segments in 
the process:

a.  felony conviction screening
b.  drug screening
c.  previous employment statement verification
d.  [a two-year degree]

Submit a hiring practices outline  detailing the pre-hire screening 
practices currently in place.

1.4.2   Monitoring Facility Operator Qualifications

Provide qualified monitoring facility operators assigned to monitor alarms 
under this contract as specified in this section.

1.4.2.1   Central Station Operator Certificates

Demonstrate that monitoring facility operators are Security Industry 
Association (SIA) trained and certified as Central Station Operators.  
Submit the monitoring facility operators' current Central Station Operator 
Certificates verifying that each monitoring facility operator has 
completed and passed the SIA Central Station Operator course.

1.4.2.2   In-House Training

Train monitoring facility operators on facility specific equipment and 
policies.  Submit an in-house training outline  detailing facility specific 
training requirements that each monitoring facility operator must complete.

1.4.3   Regulatory Requirements

**************************************************************************
NOTE:   UL 827,  Cent r al  St at i on Al ar m Ser vi ces i s t he 
UL st andar d t hat  cover s cent r al  moni t or i ng 
f aci l i t i es.   Under  UL 827,  t hr ee cat egor i es exi st .   
Each cat egor y i s i dent i f i ed by i t s UL Cat egor y 
Cont r ol  Number  ( CCN) .   The cat egor i es and t hei r  
r espect i ve CCN ar e as f ol l ows:

Pr ot ect i ve Si gnal  Ser vi ces -  Cent r al  St at i on ( UUFX)
Bur gl ar  Al ar m Syst ems -  Cent r al  St at i on ( CPVX)
Moni t or i ng St at i on,  Resi dent i al  ( CVSU)

Wher e t he asset ( s)  t o be moni t or ed consi st ( s)  onl y 
of  one or  any combi nat i on of  t he f ol l owi ng t hr ee 
cases,  omi t  t he par agr aph bel ow and i ncl ude 
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par agr aph t i t l ed:  Cent r al  Moni t or i ng of  Hi gh 
Secur i t y Asset s,  bel ow.

1.   The asset ( s)  i s( ar e)  under  t he aut hor i t y of  t he 
Nat i onal  I ndust r i al  Secur i t y Pr ogr am.

2.   The asset ( s)  i s( ar e)  Sensi t i ve Compar t ment ed 
Information.

3.   The asset ( s)  i s( ar e)  Ar ms,  Ammuni t i on and 
Explosives.

**************************************************************************

All alarms monitored under this contract must be received and handled on 
systems and at facilities that are in compliance with regulatory 
requirements specified in this section.

1.4.3.1   Security Alarm Systems

Provide a monitoring facility that is in compliance with UL 827 , Central 
Station Alarm Services.  Determine compliance by a UL-Listing in any of 
the following three categories:

a.  UUFX (Protective Signal Services - Central Station)
b.  CPVX (Burglar Alarm Systems - Central Station)
c.  CVSU (Monitoring Station, Residential)

Substantiate UL-Listing in any of the above categories by submitting the 
associated UL Certificate of Compliance .

 1.4.3.2   Central Monitoring Facility Staffing

**************************************************************************
NOTE:   UL r evi ews t he act i ons t aken i n r esponse t o 
al ar m si gnal s gener at ed by UL cer t i f i cat ed al ar m 
syst ems.   UL does not  r evi ew t he handl i ng of  al ar m 
si gnal s t hat  ar e not  gener at ed f r om UL cer t i f i ed 
al ar m syst ems.   UL onl y addr esses al ar m si gnal s f r om 
non- cer t i f i ed al ar m syst ems i f  t hey i nt er f er e wi t h 
t he handl i ng of  al ar m si gnal s f r om UL cer t i f i ed 
al ar m syst ems.   The handl i ng of  al ar m si gnal s i s 
af f ect ed by t he cent r al  moni t or i ng f aci l i t y  
st af f i ng.   Speci f y an al ar m hi st or y r epor t  be 
submi t t ed pr i or  t o sel ect i ng a cent r al  moni t or i ng 
f aci l i t y  t o ver i f y t hat  t he moni t or i ng f aci l i t y  i s  
st af f ed such t hat  al l  al ar ms have been acknowl edged 
and a r esponse t o t he al ar m has been i ni t i at ed 
wi t hi n 45 seconds per  UL 1981.

Sel ect  i t em " a. "  t o r equi r e compl i ance t o t he 45 
second st af f i ng r equi r ement .   Sel ect  i t em " b. "  t o 
exceed t he 45 second st af f i ng r equi r ement  and 
speci f y a new t i me i n t he bl ank space pr ovi ded.

**************************************************************************

UL 1981  requires monitoring facility staffing be such that all alarm 
signals be acknowledged and the appropriate dispatch or verification 
action be initiated not more than 45 seconds after the monitoring facility 
receiver acknowledges to the alarm panel at the protected site that the 
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alarm signal has been received (receiver kiss-off signal).

[ a.  Provide staffing at the central monitoring facility in compliance with 
UL 1981 . ]

[ b.  Provide staffing at the central monitoring facility exceeding 
requirements in UL 1981 .  Acknowlege all alarm signals be acknowledged 
and initiate the appropriate dispatch or verification action no more 
than [_____] seconds after the monitoring facility receiver 
acknowledges to the alarm panel at the protected site that the alarm 
signal has been received (receiver kiss-off signal). ]

Submit an alarm history report  listing all alarms received on [specify 
unannounced date here] between [specify start time here] and [specify end 
time here].  Include the date, time, and type (such as burglar, panic, 
trouble) of each received alarm signal as well as the date and time at 
which the operator initiated a response (such as verification or dispatch) 
in the report.

[ 1.4.3.3   Central Monitoring of High Security Assets

**************************************************************************
NOTE:   Requi r ement s r el at ed t o equi pment  at  t he 
pr ot ect ed si t e as wel l  as dat a t r ansmi ssi on and 
r esponse f or ces ar e not  wi t hi n t he scope of  t hi s 
gui de speci f i cat i on.   The DCI D 6/ 9,  NI SPOM and t he 
AA&E manual  pr ovi de r equi r ement s f or  al l  aspect s of  
a secur i t y syst em i ncl udi ng i nst al l at i on gui del i nes,  
mai nt enance,  and t est i ng of  equi pment  i nst al l ed at  a 
pr ot ect ed si t e as wel l  as r equi r ement s f or  
moni t or i ng f aci l i t y  oper at i ons and st af f i ng.

Not e t hat  i ncl usi on of  t he par agr aph bel ow does not  
r equi r e compl i ance wi t h t he sel ect ed gover nment  
secur i t y document  i n i t s ent i r et y ( i . e.  i t  does not  
i nvoke r equi r ement s r el at ed t o equi pment  at  t he 
pr ot ect ed si t e) .   However ,  desi gner  must  ensur e t hat  
t he al ar m equi pment  i nst al l ed at  t he pr ot ect ed si t e 
compl i es wi t h r egul at or y and UL 2050 r equi r ement s.

The par agr aph bel ow shoul d onl y be i ncl uded when i t  
i s  mandat or y t hat  t he moni t or i ng f aci l i t y  meet  
r equi r ement s of  t he DCI D 6/ 9,  NI SPOM,  or  t he AA&E 
manual.

**************************************************************************

Submit a notarized affidavit  attesting to compliance with either of the 
following referenced standards:

a.  UL 827  and the requirements of UL 2050 , section 7, and of [ DIA DCID 6/9
] [ DOD 5220.22-M , NISPOM] [ DOD 5100.76-M , AA&E Manual] as applicable 
to the monitoring facility only, or

b.  UL 2050 , section 6, and of [ DIA DCID 6/9 ] [ DOD 5220.22-M , NISPOM] [
DOD 5100.76-M , AA&E Manual] as applicable to the monitoring facility 
only when the area being monitored is [under the authority of the 
National Industrial Security Program] [Sensitive Compartmented 
Information] [Arms, Ammunition and Explosives].
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] 1.4.4   Insurance

Contractor is required to carry not less than $1,000,000 in general 
liability insurance,including coverage for omissions and errors.  Submit 
proof of insurance .

1.4.5   Procedure Development Conference

Hold a procedure development conference, prior to the start of alarm 
signal monitoring.  The purpose of this conference is to establish a clear 
understating of step-by-step instructions for handling each type of alarm 
signal to be monitored under this contract.  Include, at a minimum, a 
facility manager of the monitoring facility and appropriate Government 
personnel.  Include the following topics for discussion:  alarm signal 
types and the corresponding operator actions, the order in which operator 
actions are taken, Government contact information and alternate Government 
contact information.  Other topics for discussion may include: when cancel 
codes are required, alarm log content, how often an alarm log will be 
submitted, what signals are to be flagged in the alarm log, what operator 
actions are to be taken if a signal fails to restore, and other topics 
deemed necessary by the attendees.

1.4.5.1   Scheduling and Location

Coordinate the scheduling and location of the procedure development 
conference.  Provide notification of scheduling and location information 
to [the Government] [_____] [two weeks] [_____] prior to the conference 
date.  Include the procedure development conference date, time, location, 
the attendees who will represent the Contractor, and their titles in 
notification information.

1.4.5.2   Operating Procedure Plan

**************************************************************************
NOTE:   Sel ect ,  i n t he par agr aph bel ow,  t he oper at i ng 
pr ocedur e pl an submi t t al  dat e r el at i ve t o t he st ar t  
of  al ar m si gnal  moni t or i ng or  r el at i ve t o t he 
pr ocedur e devel opment  conf er ence.

**************************************************************************

[Prior to the start of alarm signal monitoring] [Within [_____] days 
following the procedure development conference], submit for review a 
comprehensive operating procedure plan detailing alarm signal types and 
the corresponding operator actions, the order in which the operator 
actions are to be taken, Government contact information, alternate 
Government contact information, and other relevant topics discussed at the 
procedure development conference.

1.4.5.3   Plan Verification

Verify [annually] [_____] with the Government, the information in the 
operating procedure plan, including Government contact and operating 
procedure information.  Update and submit the verified plan to the 
Government.

PART 2   PRODUCTS

Not used
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PART 3   EXECUTION

3.1   INTERFACE

3.1.1   Alarm Signal Format

**************************************************************************
NOTE:   Li st ed bel ow ar e sever al  exampl es of  t he 
numer ous possi bl e al ar m si gnal  f or mat s.   Speci f y t he 
al ar m si gnal  f or mat ( s)  cor r espondi ng t o t he 
f or mat ( s)  pr oduced by t he al ar m syst em i nst al l ed at  
t he pr ot ect ed l ocat i on.

**************************************************************************

Receive and process the following alarm signal [format] [formats].

a.  [Ademco Contact ID]
b.  [FBI Superfast]
c.  [4+1]
d.  [4+1 Extended]
e.  [SIA]
f.  [Radionics BFSK]

3.1.2   Communication Means

**************************************************************************
NOTE:   Speci f y t he pr i mar y communi cat i on means and,  
i f  used,  t he back- up communi cat i ons means.   I n t he 
bl ank spaces f ol l owi ng t he l i s t ed communi cat i on 
means i ndi cat e each as " pr i mar y"  or  " back- up" ,  i f  
used.

**************************************************************************

Receive alarm signals via the following communications means.

a.  [dial-up network], [_____]
b.  [cellular network], [_____]
c.  [long-range radio network], [_____]
d.  [Internet (TCP/IP)], [_____]
e.  [leased line (DSL, T-1)], [_____]
f.  [Local Area Network (LAN)], [_____]
g.  [Wide Area Network (WAN)], [_____]

[ 3.2   AUDIO VERIFICATION

**************************************************************************
NOTE:   Audi o ver i f i cat i on capabi l i t i es may be 
speci f i ed i f  an audi o syst em wi l l  be used at  t he 
pr ot ect ed si t e.

**************************************************************************

Support audio alarm verification.  In an alarm event, provide audio alarm 
verification support to establish [two-way communication with a protected 
site - similar to an intercom system.] [one-way communication with a 
protected site.]  Provide audio alarm verification to determine what 
dispatch action(s) is (are) appropriate.
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][ 3.3   VIDEO VERIFICATION

**************************************************************************
NOTE:   Vi deo ver i f i cat i on capabi l i t i es may be 
speci f i ed i f  a v i deo syst em wi l l  be used at  t he 
pr ot ect ed si t e.   Thi s speci f i cat i on assumes vi deo 
dat a i s not  r ecor ded at  t he cent r al  moni t or i ng 
facility.

Pr esent l y,  t her e ar e no st andar di zed vi deo al ar m 
ver i f i cat i on packages.

Use t he f i r st  br acket ed par agr aph bel ow i f  desi gner  
wi l l  speci f y i nf or mat i on def i ni ng t he vi deo al ar m 
ver i f i cat i on package.   I ncl ude i nf or mat i on t hat  wi l l  
ensur e compat i bi l i t y  bet ween t he pr ot ect ed si t e and 
t he cent r al  moni t or i ng f aci l i t y .

Use t he second br acket ed par agr aph bel ow i f  
Cont r act or  i s t o det er mi ne vi deo al ar m ver i f i cat i on 
compat i bi l i t y  bet ween t he cent r al  moni t or i ng 
f aci l i t y  and t he pr ot ect ed si t e.

**************************************************************************

Support video alarm verification.  Provide video alarm verification 
support that transmits alarm triggered video media to the central station 
and used by an operator to assess pre-alarm and post-alarm video 
information.  Use video alarm verification support to determine what 
dispatch action(s) is (are) appropriate.  [Provide resources required to 
be capable of monitoring the following video alarm verification 
package:[_____]] [Determine compatibility with video alarm verification 
system to be used at the protected site.]

]         -- End of Section --
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