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**************************************************************************
NOTE:   Thi s gui de speci f i cat i on cover s t he Navy 
r equi r ement s t o suppor t  t he Ri sk Management  
Fr amewor k ( RMF)  Aut hor i t y t o Oper at e ( ATO)  Pr ocess 
f or  Faci l i t y- Rel at ed Cont r ol  Syst ems.

Adher e t o UFC 1-300-02  Uni f i ed Faci l i t i es Gui de 
Speci f i cat i ons ( UFGS)  For mat  St andar d when edi t i ng 
t hi s gui de speci f i cat i on or  pr epar i ng new pr oj ect  
speci f i cat i on sect i ons.   Edi t  t hi s gui de 
speci f i cat i on f or  pr oj ect  speci f i c  r equi r ement s by 
addi ng,  del et i ng,  or  r evi s i ng t ext .   For  br acket ed 
i t ems,  choose appl i cabl e i t em( s)  or  i nser t  
appr opr i at e i nf or mat i on.

Remove i nf or mat i on and r equi r ement s not  r equi r ed i n 
r espect i ve pr oj ect ,  whet her  or  not  br acket s ar e 
present.

Comment s,  suggest i ons and r ecommended changes f or  
t hi s gui de speci f i cat i on ar e wel come and shoul d be 
submi t t ed as a Criteria Change Request (CCR) .

To downl oad UFGS For ms,  Gr aphi cs,  and Tabl es,  go t o:  
http://www.wbdg.org/ffc/dod/unified-facilities-guide-
specifications-ufgs/forms-graphics-tables

**************************************************************************

**************************************************************************
Not e:   Faci l i t y- Rel at ed Cont r ol  Syst ems ( FRCS)  ar e a 
subset  of  cont r ol  syst ems t hat  ar e used t o moni t or  
and cont r ol  equi pment  and syst ems r el at ed t o DoD 
r eal  pr oper t y f aci l i t i es ( e. g. ,  bui l di ng cont r ol  
syst ems,  ut i l i t y  cont r ol  syst ems,  el ect r oni c 
secur i t y syst ems) .   Thi s sect i on i ncl udes Ri sk 
Management  Fr amewor k ( RMF)  r equi r ement s t o be 
i ncl uded on DOD pr oj ect s whi ch has a 
f aci l i t y- r el at ed cont r ol  syst em r equi r i ng an 
Aut hor i t y To Oper at e ( ATO) .   Thi s Sect i on does not  
pr ovi de gener al  r equi r ement s f or  a cont r ol  syst em,  
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nor  ar e t he r equi r ement s i n t hi s sect i on suf f i c i ent  
t o pr ocur e a cont r ol  syst em.   Thi s sect i on al so does 
not  r epeat  r equi r ement s f r om UFGS 25 05 11 
CYBERSECURI TY FOR FACI LI TY- RELATED CONTROL SYSTEMS 
or  ot her  t echni cal  sect i ons.

The use of  UFGS 25 05 11 CYBERSECURI TY FOR 
FACI LI TY- RELATED CONTROL SYSTEMS does not  
necessar i l y  make t hi s speci f i cat i on appl i cabl e.

Onl y use t hi s speci f i cat i on on cont r ol  syst ems whi ch 
ar e obt ai ni ng a new ATO.

I f  an i nst al l at i on obt ai ned a J&A t o pr ocur e 
speci f i c  equi pment  based on an exi st i ng 
aut hor i zat i on,  t hi s speci f i cat i on i s not  needed.   
I nst ead i ncl ude t he make/ model  of  equi pment  
r ef er enced i n t he J&A on t he pl ans and i ncl ude 
conf i gur at i on set t i ngs i nt o t he t echni cal  
speci f i cat i ons t o mat ch t he exi st i ng aut hor i zat i on.   
Wher e equi pment  i s pr ocur ed and conf i gur ed t o mat ch 
an exi st i ng aut hor i zat i on,  a memo f or  t he r ecor d 
( MFR)  t o t he exi st i ng aut hor i zat i on i s needed I LO 
per f or mi ng a new aut hor i zat i on.

Ref er  t o UFC 4- 010- 06,  " Cyber secur i t y f or  
Faci l i t y- Rel at ed Cont r ol  Syst ems"  f or  r equi r ement s 
on i ncor por at i ng cyber secur i t y i nt o cont r ol  syst em 
desi gn and f or  gener al  i nf or mat i on on t he RMF 
pr ocess as i t  appl i es t o cont r ol  syst ems.   
Assi st ance f or  cont r ol  syst em cyber secur i t y i s 
avai l abl e f r om t he f ol l owi ng Ser vi ce or gani zat i ons:

   Navy:  Naval  Faci l i t i es Engi neer i ng Command,
         Command I nf or mat i on Of f i ce ( CI O)

   Mar i ne Cor ps:  Cont act  Navy POC f or  Mar i ne Cor ps
                 POC i nf or mat i on 

Many desi gner  sel ect i ons i n t hi s Sect i on wi l l  
r equi r e coor di nat i on wi t h t he pr oj ect  s i t e,  Syst em 
Owner ,  I nf or mat i on Syst em Secur i t y Manager  ( I SSM) ,  
Aut hor i z i ng Of f i c i al  ( AO)  or  a subj ect  mat t er  exper t  
i n t he speci f i c  cont r ol  syst ems bei ng i nst al l ed.

**************************************************************************

PART 1   GENERAL

This specification includes the contract requirements to to support the 
Government in obtaining an Authority To Operate (ATO) following the 
Department of Defense Risk Management Framework process.

This Section does not provide technical requirements for a control system, 
nor are the requirements in this section sufficient to procure a control 
system.  This section must be used in conjunction with other technical 
control system specifications and UFGS 25 05 11  CYBERSECURITY FOR FACILITY 
RELATED CONTROL SYSTEMS.
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1.1   CONTROL SYSTEM APPLICABILITY

**************************************************************************
NOTE:   Li st  each cont r ol  syst em r equi r i ng an 
aut hor i zat i on and t he cor r espondi ng i mpact  r at i ng 
cat egor i zat i on ( Conf i dent i al i t y- I nt egr i t y-  
Avai l abi l i t y)  of  Low,  Moder at e,  or  Hi gh.   Typi cal  
syst ems t o consi der  ar e ut i l i t y  moni t or i ng cont r ol  
syst ems,  bui l di ng cont r ol  syst ems,  l i ght i ng cont r ol  
syst ems,  UPS cont r ol  syst ems,  gener at or  cont r ol  
syst ems,  and SCADA syst ems.

**************************************************************************

This section applies to the following control systems:

a.  [Building DDC System] [_____] with a categorization of [Low-Low-Low] 
[Moderate-Moderate-Moderate] [_____].

[ b.  [_____] Control System with a categorization of [Low-Low-Low] 
[Moderate-Moderate-Moderate] [_____].

][ c.  [_____] Control System with a categorization of [Low-Low-Low] 
[Moderate-Moderate-Moderate] [_____].

] 1.2   RELATED REQUIREMENTS

All Sections containing facility-related control systems (FRCS) or control 
system components as identified in paragraph CONTROL SYSTEM APPLICABILITY 
are related to the requirements of this Section.  Review all specification 
sections to determine related requirements.

1.3   REFERENCES

**************************************************************************
NOTE:   Thi s par agr aph i s used t o l i s t  t he 
publ i cat i ons c i t ed i n t he t ext  of  t he gui de 
speci f i cat i on.   The publ i cat i ons ar e r ef er r ed t o i n 
t he t ext  by basi c desi gnat i on onl y and l i s t ed i n 
t hi s par agr aph by or gani zat i on,  desi gnat i on,  dat e,  
and t i t l e.

Use t he Ref er ence Wi zar d' s Check Ref er ence f eat ur e 
when you add a Ref er ence I dent i f i er  ( RI D)  out si de of  
t he Sect i on' s Ref er ence Ar t i c l e t o aut omat i cal l y 
pl ace t he r ef er ence i n t he Ref er ence Ar t i c l e.   Al so 
use t he Ref er ence Wi zar d' s Check Ref er ence f eat ur e 
t o updat e t he i ssue dat es.

Ref er ences not  used i n t he t ext  wi l l  aut omat i cal l y 
be del et ed f r om t hi s sect i on of  t he pr oj ect  
speci f i cat i on when you choose t o r econci l e 
r ef er ences i n t he publ i sh pr i nt  pr ocess.

**************************************************************************

The publications listed below form a part of this specification to the 
extent referenced.  The publications are referred to within the text by 
the basic designation only.
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NATIONAL INSTITUTE OF STANDARDS AND TECHNOLOGY (NIST)

NIST FIPS 201-2 (2013) Personal Identity Verification 
(PIV) of Federal Employees and Contractors

NIST SP 800-82 (2015; Rev 2) Guide to Industrial Control 
Systems (ICS) Security

U.S. DEPARTMENT OF DEFENSE (DOD)

DOD 8510.01 (2020; Change 1-2020) Risk Management 
Framework (RMF) for DoD Information 
Technology (IT)

DODI 8551.01 (2014) Ports, Protocols,  and Services 
Management (PPSM)

1.4   DEFINITIONS

1.4.1   Assured Compliance Assessment Solution (ACAS) Scans

Automated vulnerability scanning and risk assessment tool mandated for use 
in DOD to identify security compliance and secure configuration of 
connected devices.

1.4.2   Authority To Operate (ATO)

The Authority granted by an organization's Authorizing Official (AO or 
FAO), which indicates the system has undergone the first five steps of the 
RMF process and has been assessed and deemed to be at an acceptable level 
of risk to allow connection to other Authorized systems, (any limitations 
to this connectivity will be documented within the RMF package).  
Retention of a system's Authorization status is contingent upon successful 
completion of all conditions as documented in the ATO package, as well as 
lifecycle compliance with Step 6 of the RMF; "Continuous Monitoring".

1.4.3   Control Correlation Identifier (CCI) or Security Control

Each Security Control is broken down into individual Assessment Procedures 
(AP's), to enable more granular assessment of the compliance status of a 
given control, (e.g. AC-1 is broken out into AC-1.1, AC-1.2, AC-1.3); each 
of these is assigned a CCI number and is individually assessed and tracked 
for compliance.

1.4.4   Enterprise Mission Assurance Support Service (eMASS)

A web-based application for the cybersecurity management of system 
information, which provides automated capabilities for documentation and 
tracking in support of Authorization within the Risk Management Framework 
Process.

1.4.5   Functional Authorizing Official (FAO) or Authorizing Official (AO)

Signature authority for granting an Authority to Operate (ATO) and the 
responsible individual for accepting risk imposed by the implementation 
and operation of systems in their AOR.  The AO is exclusively accountable 
for organizational cybersecurity risk exposure corresponding to all IT 
under their cognizant authority.  The AO makes an authorization decision 
based on all the artifacts related to the activities within the RMF 
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process and in accordance with the AO's cybersecurity risk tolerance.  
This risk tolerance accounts for the probability of a breach to 
confidentiality, integrity, and availability of information and the 
potential impact that breach would conceivably have.

1.4.6   Information System Owner (ISO) or System Owner (SO)

Has overall ownership of the system and is involved in the design, 
development, and cybersecurity implementation of the system, ensuring that 
the system is maintained and tracked throughout its lifecycle.

1.4.7   Information System Security Manager (ISSM)

Government-appointed Command Information Office Representative with 
overall responsibility for the cybersecurity of a program, organization, 
system, or enclave; and is accountable to the system Program 
Manager/Information System Owner.  Often the ISSM/Information System 
Security Officer (ISSO) will delegate execution of tasks to other RMF team 
members, however accountability remains with the ISSM/ISSO.  During 
sustainment, the ISSM/ISSO will be solely responsible and report to the 
PM/ISO.  As their responsibilities are mandated by Department of Defense 
instruction, ISSM's are generally designated in writing by Senior Command 
Leadership (SYSCOM CIO, Base Commander)

1.4.8   Information System Security Engineer (ISSE)

The ISSE (contractor) is responsible for developing and maintaining the 
cybersecurity architecture of a program, organization, system, or enclave.

1.4.9   Risk Management Framework (RMF)

The process mandated by DOD 8510.01  for the management of cybersecurity 
risk across the DOD enterprise; the RMF leverages a risk-based approach 
for the formal Authorization of IT systems and services.  The RMF 
implements and enforces a tailored set of security controls, focused on 
security as an integral part of a system’s overall lifecycle.

1.4.10   Security Assessment Plan (SAP)

A plan developed by the SCA / Validator which provides the specific test 
objectives for the security controls assessment, identifies the personnel, 
procedures and tools to be used, identifies any 'exceptions' to the plan, 
and documents 'false positives' [and][or] misleading reports discovered 
during testing.

1.4.11   Security Assessment Report (SAR)

A report produced by the SCA/Validator which documents the residual risk 
of the non-compliant security controls after the risk assessment work is 
completed.  The SAR provides a summary of the vulnerabilities, 
interconnected systems, rationale for aggregated risk, and a 
recommendation to the FAO/AO regarding an Authorization decision.

1.4.12   Security Content Automation Protocol (SCAP)

An assessment methodology which leverages specific standards to enable 
automated vulnerability management, measurement, and policy compliance 
evaluation of IT and computing systems.  SCAP may be used to enumerate 
security-related software and configuration issues.  SCAP scan data may 
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also be uploaded into a STIG viewer utility to assist in automating STIG 
checklist processing for those technologies that offer this functionality.

1.4.13   Security Control Accessor - Validator (SCA-V)

A Government-assigned independent third party which assesses and validates 
that the system has correctly implemented the approved security control 
baseline.  To determine the overall effectiveness of the security 
controls, the SCA performs an independent, comprehensive assessment of the 
management, operational, and technical controls employed within or 
inherited by a system.  To perform the SCA function in the most efficient 
manner, the Navy will utilize SCA Liaisons and Validators to assist with 
SCA responsibilities.

1.4.14   Security Plan (SP)

Includes essential operational, architectural, and functional information 
about the system.  This plan is generated by eMASS from the information 
provided during eMASS registration process and is updated whenever 
pertinent information about the system is entered or changed.  The SP is a 
living document which can be exported and downloaded in real time from 
eMASS.

1.4.15   Security Technical Implementation Guidance (STIG)

Standard security protocols and procedures that provide a methodology for 
secure configuration of computing, networking, software and control system 
assets. STIG checklists may be utilized as tools for determining 
compliance with a given set of security controls.

1.5   ADMINISTRATIVE REQUIREMENTS

1.5.1   Coordination

**************************************************************************
NOTE:   Thi s subpar t  deal s wi t h coor di nat i on 
r equi r ement s f or  t he cont r act or ,  and does not  
i ndi cat e coor di nat i on t hat  must  be done by t he 
desi gner / speci f i er .   I n addi t i on t o t he nor mal  
pr oj ect  coor di nat i on,  aut hor i zat i on f or  wi r el ess 
use,  al t er nat e account  l ock per mi ssi ons and devi ces 
wi t h mul t i pl e I P connect i ons may be i mpact ed by s i t e 
( or  Ser vi ce)  pol i c i es and need t o be coor di nat ed 
wi t h t he appr opr i at e Gover nment  r epr esent at i ves 
bef or e aut hor i zat i on i s pr ovi ded.

**************************************************************************

Coordinate the execution of this Section with the execution of all other 
Sections related to control systems as indicated in the paragraph RELATED 
REQUIREMENTS.

1.6   SUBMITTALS

**************************************************************************
NOTE:   Revi ew Submi t t al  Descr i pt i on ( SD)  def i ni t i ons 
i n Sect i on 01 33 00 SUBMI TTAL PROCEDURES and edi t  
t he f ol l owi ng l i s t ,  and cor r espondi ng submi t t al  
i t ems i n t he t ext ,  t o r ef l ect  onl y t he submi t t al s 
r equi r ed f or  t he pr oj ect .   The Gui de Speci f i cat i on 
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t echni cal  edi t or s have cl assi f i ed t hose i t ems t hat  
r equi r e Gover nment  appr oval ,  due t o t hei r  compl exi t y 
or  cr i t i cal i t y,  wi t h a " G. "   Gener al l y,  ot her  
submi t t al  i t ems can be r evi ewed by t he Cont r act or ' s 
Qual i t y Cont r ol  Syst em.   Onl y add a " G"  t o an i t em 
i f  t he submi t t al  i s  suf f i c i ent l y i mpor t ant  or  
compl ex i n cont ext  of  t he pr oj ect .

For  Ar my pr oj ect s,  f i l l  i n t he empt y br acket s 
f ol l owi ng t he " G"  c l assi f i cat i on,  wi t h a code of  up 
t o t hr ee char act er s t o i ndi cat e t he appr ovi ng 
aut hor i t y.   Codes f or  Ar my pr oj ect s usi ng t he 
Resi dent  Management  Syst em ( RMS)  ar e:   " AE"  f or  
Ar chi t ect - Engi neer ;  " DO"  f or  Di st r i ct  Of f i ce 
( Engi neer i ng Di v i s i on or  ot her  or gani zat i on i n t he 
Di st r i ct  Of f i ce) ;  " AO"  f or  Ar ea Of f i ce;  " RO"  f or  
Resi dent  Of f i ce;  and " PO"  f or  Pr oj ect  Of f i ce.   Codes 
f ol l owi ng t he " G"  t ypi cal l y ar e not  used f or  Navy,  
Ai r  For ce,  and NASA pr oj ect s.

The " S"  c l assi f i cat i on i ndi cat es submi t t al s r equi r ed 
as pr oof  of  compl i ance f or  sust ai nabi l i t y  Gui di ng 
Pr i nci pl es Val i dat i on or  Thi r d Par t y Cer t i f i cat i on 
and as descr i bed i n Sect i on 01 33 00 SUBMI TTAL 
PROCEDURES.

Choose t he f i r st  br acket ed i t em f or  Navy,  Ai r  For ce,  
and NASA pr oj ect s,  or  choose t he second br acket ed 
i t em f or  Ar my pr oj ect s.

**************************************************************************

**************************************************************************
NOTE:   Al l  submi t t al s i n t hi s Gui de Speci f i cat i on 
r equi r e Gover nment  appr oval  and must  have a " G"  
designation.

Gover nment  r evi ew of  submi t t al s i n t hi s Sect i on 
i mpact  Cyber secur i t y,  and must  be coor di nat ed wi t h 
t he appr opr i at e Cyber secur i t y exper t s t o ensur e 
appr opr i at e r evi ew and t he i dent i f i cat i on of  i ssues 
or  concer ns t hat  may af f ect  t he cyber secur i t y 
post ur e of  t he syst em or  t he abi l i t y  of  t he syst em 
t o r ecei ve an RMF aut hor i zat i on.   Cyber secur i t y 
Exper t s ar e i n t he f ol l owi ng or gani zat i ons:

   Ar my:  Cont r ol  Syst em Cyber secur i t y Cent er  of
         Exper t i se,  Hunt svi l l e Engi neer i ng and
         Suppor t  Cent er

   Navy:  Naval  Faci l i t i es Engi neer i ng Command,   
         Command I nf or mat i on Of f i ce ( CI O)

   Ai r  For ce:  Ci v i l  Engi neer  Mai nt enance,
              I nspect i on,  and Repai r  Team ( CEMI RT)
              I CS Br anch,  Tyndal l  AFB

   Mar i ne Cor ps:  Cont act  Navy POC f or  Mar i ne Cor ps
                 POC i nf or mat i on 

**************************************************************************
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Government approval is required for submittals with a "G" or "S" 
classification.  Submittals not having a "G" or "S" classification are 
[for Contractor Quality Control approval.][for information only.  When 
used, a code following the "G" classification identifies the office that 
will review the submittal for the Government.]  Submit the following in 
accordance with Section 01 33 00  SUBMITTAL PROCEDURES:

SD-01 Preconstruction Submittals

Authorization Strategy Plan ; G[, [_____]]

SD-05 Design Data

Control System Security Controls ; G[, [_____]]

Security Plan ; G[, [_____]]

 Ports, Protocols, And Services Management Registration Form ; G[, 
[_____]]

SD-06 Test Reports

ACAS Vulnerability Reports ; G[, [_____]]

Security Technical Implementation Guide Checklists ; G[, [_____]]

SCAP Report ; G[, [_____]]

ISSE Checklist (Step 3) ; G[, [_____]]

ISSE Checklist (Step 4) ; G[, [_____]]

SD-07 Certificates

Information Assurance Technical Level II/Security Plus ; G[, 
[_____]]

1.7   QUALITY CONTROL

1.7.1   Certifications

**************************************************************************
NOTE:   I f  t her e ar e cont r act or  qual i f i cat i on or  
cer t i f i cat i on r equi r ement s r el at ed t o t he cont r ol  
syst em,  speci f y t hose i n t he cont r ol  syst em 
speci f i cat i on.   I f  t her e ar e cont r act or  
qual i f i cat i ons or  cer t i f i cat i ons speci f i cal l y 
r el at ed t o r i sk management  f r amewor k t hey can be 
speci f i ed her e.

**************************************************************************

Submit the Information Assurance Technical Level II/Security Plus  
certification for the Information System Engineer (ISSE) for the project.  
The ISSE is required to have a background check and be able to obtain a 
Common Access Card (CAC).  The background check and ability to obtain a 
CAC are necessary to perform the eMASS requirements in this section.  The 
ISSE is also responsible for developing and maintaining the cybersecurity 
architecture for all control systems.  In addition to requirements in this 
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section the ISSE will perform the following duties:

a.  Overseeing the development of all facility-related control system's 
cybersecurity solutions.

b.  Identifying the security control baseline set and any applicable 
overlays and tailoring.

c.  Construction Quality Control for Risk Management Framework submittals 
in this section and section 25 05 11  CYBERSECURITY FOR 
FACILITY-RELATED CONTROL SYSTEMS.

d.  Obtain and maintain an eMASS account.  The Government will initially 
set up eMASS records and authorization packages.  Manage the 
authorization packages and eMASS records for all facility-related 
control systems as identified in paragraph CONTROL SYSTEM 
APPLICABILITY.

e.  Lead the security control selection, security control implementation, 
self assessment, and testing efforts.

f.  Work with the Government to complete the Security Assessment Plan.

g.  Attend the Cybersecurity Commissioning Construction Coordination 
Meeting.

h.  Attend the RMF Step 2 Checkpoint Meeting.

1.8   CYBERSECURITY DOCUMENTATION

1.8.1   Authorization Strategy Plan

Provide the Authorization Strategy Plan to include a narrative on the 
overall authorization approach for each control system identified in 
paragraph CONTROL SYSTEM APPLICABILITY.  The narrative will outline the 
different anticipated leveraged authorizations, connections to the control 
system platform enclave, describe the process as outlined in paragraph 
RISK MANAGEMENT FRAMEWORK, and include how the RMF steps integrate with 
the overall construction schedule.

PART 2   PRODUCTS

**************************************************************************
NOTE:   Speci f y r epr esent at i ve spar e par t s t o be 
pr ovi ded t o t he Cont r ol  Syst ems Test  Bed,  EXWC i n 
Por t  Hueneme,  CA i f  devi ces need addi t i onal  t est i ng 
per f or med by t he gover nment .   Thi s i s nor mal l y not  
needed.

**************************************************************************

[ 2.1   SPARE PARTS

Provide one representative extra spare part for each ethernet capable 
Level 1 and Level 2 device in the control system.

] [Not used.]
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PART 3   EXECUTION

3.1   RISK MANAGEMENT FRAMEWORK

The Risk Management Framework (RMF) is a 6 step process adopted by the DoD 
to manage risk operating Facility-Related Control Systems.  The following 
paragraphs identify construction requirements to support the Government in 
obtaining an Authority To Operate (ATO) for the control systems identified 
in paragraph CONTROL SYSTEM APPLICABILITY.  Requirements for Steps 1 
through 4 are below.  RMF Steps 5 and 6 are performed by others and not 
part of this contract.

3.1.1   RMF Step 1:  Control System Categorization

RMF Step 1, Control System Categorization is completed during the design 
phase of the control system.  Control system categorization is listed by 
control system in paragraph CONTROL SYSTEM APPLICABILITY.

3.1.2   RMF Step 2:  Security Control Selection

**************************************************************************
NOTE:   RMF St ep 2:   Secur i t y Cont r ol  Sel ect i on:   
Append t he i ni t i al  l i s t  of  t ai l or ed secur i t y 
cont r ol s devel oped dur i ng desi gn as out l i ned by UFC 
4- 010- 06 t o t he end of  t hi s speci f i cat i on such t hat  
t he cont r act or  can compl et e RMF St ep 2.  

**************************************************************************

The security controls selected for a FRCS are initially developed during 
design, but the final list of security controls necessary to obtain an ATO 
cannot be determined without considering the specific equipment 
make/model/firmware selected for this contact.

3.1.2.1   Tailor Control System Security Controls

In eMASS, initiate the Security Control Selection Workflow.  Next, take 
the initial list of security controls appended to this specification and 
complete tailoring the list based on specific equipment selected for this 
contract in accordance with NIST SP 800-82  and NIST FIPS 201-2 .

3.1.2.2   Security Assessment Plan

In eMASS, initiate the Security Assessment Plan (SAP) Workflow.  Track 
development and approval of the SAP by the Government.  Provide 
information as necessary to complete the SAP.

3.1.2.3   Security Plan

In eMASS, initiate the Security Plan (SP) Approval Workflow.  Track the 
review of the SP by the Government.

3.1.2.4   Ports, Protocols, And Services Management Registration Form

Obtain a Ports, Protocols, and Services Management Registration Form from 
https://www.wbdg.org/ffc/dod/unified-facilities-guide-specifications-ufgs/
ufgs-25-08-11-00-20  and fill it out with project specific information 
following DODI 8551.01 .
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3.1.2.5   RMF Step 2 eMASS Uploads

Upload the following artifacts into eMASS:

a.  Cybersecurity Riser Diagrams from UFGS 25 05 11  CYBERSECURITY FOR 
FACILITY-RELATED CONTROL SYSTEMS.

b.  Completed Control System Inventory Report from UFGS 25 05 11  
CYBERSECURITY FOR FACILITY-RELATED CONTROL SYSTEMS.

c.  Completed Cybersecurity Interconnection Schedule from UFGS 25 05 11  
CYBERSECURITY FOR FACILITY-RELATED CONTROL SYSTEMS.

d.  Ports, Protocols, and Services Management Registration Form

e.  Control System Cybersecurity Documentation from UFGS 25 05 11  
CYBERSECURITY FOR FACILITY-RELATED CONTROL SYSTEMS.

3.1.2.6   RMF Step 2 Checkpoint Meeting

Attend the RMF Step 2 Checkpoint Meeting.

3.1.3   RMF Step 3:  Implement Controls

3.1.3.1   Security Control Implementation

In eMASS, initiate the Security Control Implementation Workflow.

3.1.3.2   Security Testing

Execute the Security Assessment Plan (SAP)

3.1.3.3   ACAS Vulnerability Scans

Conduct ACAS vulnerability scans.  Generate summary and detailed ACAS 
Vulnerability Reports  in accordance with NAVFAC FRCS AA ACAS Scan Policy 
Settings.

Remediate/Mitigate all discovered findings, especially high risk prior to 
RMF Step 4.

Generate and upload the scan summary and detailed vulnerability list into 
eMASS as an artifact.

Map ACAS vulnerability findings to the most appropriate CCI in the 
security control baseline.  Upload ACAS Scan results as an artifact to 
eMASS Asset manager at the AP/CCI Level and add justifying statements for 
any non-compliance.

3.1.3.4   Security Content Automation Protocol (SCAP) Report

Complete the SCAP XCCDF XML and SCAP Report  PDF/HTML files

3.1.3.5   Security Technical Implementation Guide Checklists

Apply the Security Technical Implementation Guide Checklists (STIGs) as 
identified in the Security Assessment Plan.

Utilize Security Content Automation Protocol (SCAP) Scans to supplement 
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the STIG checklist where applicable.

Map STIG findings to all CCIs identified for that particular finding 
according to the STIG guidance.  Fully document the CKL files.  Utilizing 
Asset Manager to import the checklists into eMASS.

3.1.3.6   POA&M

Document open (non-compliant remaining findings in the Plan of Action and 
Milestones (POA&M) within eMASS either manually or through the use of 
Asset Manager in eMASS.

3.1.3.7   ISSE Checklist (Step 3)

Complete the NAVFAC FRCS RMF Step 3 and 4 ISSE Checklist.

3.1.3.8   RMF Step 3 eMASS Uploads

Upload the following artifacts into eMASS:

a.  SCAP benchmark XCCDF XML and SCAP Report (utilizing Asset Manager)

b.  Fully documented STIG Checklists (utilizing Asset Manager)

c.  ACAS Scans/reports (utilizing Asset Manager)

d.  ISSE Checklist (Step 3)

3.1.4   RMF Step 4:  Validate Controls

3.1.4.1   Security Control Accessor - Validator (SCA-V) Site Assessment

Ensure the control system(s) are ready for an assessment.

Schedule the Validator site assessment coordinating the schedules of the 
Validator and all control system subject matter experts.

Ensure supplier/installer and other control system subject matter experts 
are available at the discretion of the validator to support the assessment.

3.1.4.2   Security Assessment Workflow

Re-initiate the Security Assessment Plan Workflow in eMASS.

Submit all security controls in eMASS for Validator review.

3.1.4.3   ISSE Checklist (Step 4)

Update previously submitted NAVFAC FRCS RMF Step 3 and 4 ISSE Checklist 
and upload it into eMASS.

3.1.4.4   Validation Findings

Remediate/mitigate Validator findings and update the Security Assessment 
Report (SAR) and POA&M accordingly.

        -- End of Section --

SECTION 25 08 11.00 20  Page 14


