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SECTION TABLE OF CONTENTS
DIVISION 25 - INTEGRATED AUTOMATION
SECTION 2510 10
UTILITY MONITORING AND CONTROL SYSTEM (UMCS) FRONT END AND INTEGRATION

02/19, CHG 1: 05/21

PART 1 GENERAL

1.1 SUMMARY
1.1.1 System Requirements
1.1.1.1 General System Requirements
1.1.1.2 LonWorks Requirements
1.1.1.3 BACnet Requirements
1.1.1.4 Modbus Requirements
1.1.1.5 OPC Requirements
1.1.1.6 Niagara Framework Requirements
1.1.2 Symbols, Definition and Abbreviations
1.1.3 System Units and Accuracy
1.1.4 Data Packages/Submittals Requirements
1.2 RELATED SECTIONS
1.3 REFERENCES
1.4 DEFINITIONS
1.4.1 Alarm Generation
1.4.2 Alarm Handling
1.4.3 Alarm Routing
1.4.4 Application Generic Controller (AGC)(LonWorks)
1.4.5 Application Specific Controller (ASC)(LonWorks)
1.4.6 BACnet (BACnet)
1.4.7 BACnet Advanced Application Controller (B-AAC)(BACnet)
1.4.8 BACnet Advanced Operator Workstation (B-AWS)(BACnet)
1.4.9 BACnet Application Specific Controller (B-ASC)(BACnet)
1.4.10 BACnet Building Controller (B-BC)(BACnet)
1.4.11 BACnet Internetwork (BACnet)
1.4.12 BACnet Interoperability Building Blocks (BIBBs) (BACnet)
1.4.13 BACnet Operator Display (B-OD)(BACnet)
1.4.14 BACnet Operator Workstation (B-OWS)(BACnet)
1.4.15 BACnet Smart Actuator (B-SA)(BACnet)
1.4.16 BACnet Smart Sensor (B-SS)(BACnet)
1.4.17 BACnet Testing Laboratories (BTL)(BACnet)
1.4.18 BACnet Testing Laboratories (BTL) Listed (BACnet)
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1.4.19
1.4.20
1.4.21
1.4.22
1.4.23
1.4.24
1.4.25
1.4.26
1.4.27
1.4.28
1.4.29
1.4.30
1.4.31
1.4.32
1.4.33
1.4.34
1.4.35
1.4.36
1.4.37
1.4.38
1.4.39
1.4.40
1.4.41
1.4.42
1.4.43
1.4.44
1.4.45
1.4.46
1.4.47
1.4.48
1.4.49
1.4.50
1.451
1.4.52
1.4.53
1.4.54
1.4.55
1.4.56
1.4.57
1.4.58
1.4.59
1.4.60
1.4.61
1.4.62
1.4.63
1.4.64
1.4.65
1.4.66
1.4.67
1.4.68
1.4.69
1.4.70
1.4.71
1.4.72
1.4.73
1.4.74
1.4.75
1.4.76
1.4.77

Binary

Binding (LonWorks)

Broadcast

Building Control Network (BCN)

Building Control System (BCS)

Building Point of Connection (BPOC)

Channel (LonWorks)

Commandable (BACnet)

Configuration Property (LonWorks)

Control Logic Diagram

Device Object (BACnet)

Explicit Messaging (LonWorks)

External Interface File (XIF) (LonWorks)

Field Point Of Connection (FPOC)

Field Control Network

Field Control System (FCS)

Fox Protocol (Niagara Framework)

Functional Profile (LonWorks)

Gateway

General Purpose Programmable Controller (GPPC) (LonWorks)
Internetwork (BACnet)

JACE (Niagara Framework)

LonMark Object (LonWorks)

LNS Plug-in (LonWorks)

LonMark (LonWorks)

LonMark International (LonWorks)

LonWorks (LonWorks)

LonWorks Network Services (LNS) (LonWorks)
LonWorks Network Services (LNS) Database (LonWorks)
Modbus

Master-Slave/Token Passing (MS/TP)(BACnet)
Monitoring and Control (M&C) Software

Network (BACnet)

Network Variable (LonWorks)

Network Configuration Tool (LonWorks)

Niagara Framework

Niagara Framework Supervisory Gateway (Niagara Framework)
Node (LonWorks)

Node Address (LonWorks)

Node ID (LonWorks)

Object (BACnet)

Override

Point, Calculated

Point, Network

Polling

Program ID (LonWorks)

Property (BACnet)

Protocol Implementation Conformance Statement (PICS)(BACnet)
Repeater

Router (LonWorks)

Router (BACnet)

Segment

Service (BACnet)

Service Pin (LonWorks)

Standard BACnet Object/Property/Service (BACnet)
Standard Configuration Property Type (SCPT) (LonWorks)
Standard Network Variable Type (SNVT) (LonWorks)
Subnet (LonWorks)

Supervisory Controller
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1.4.78
1.4.79
1.4.80
1.4.81
1.4.82
1.4.83
1.4.84

Supervisory Gateway

TP/FT-10 (LonWorks)

TP/XF-1250 (LonWorks)

UMCS Network

User-defined Configuration Property Type (UCPT) (LonWorks)
User-defined Network Variable Type (UNVT) (LonWorks)
Utility Control System (UCS)

1.5 SUBMITTALS
1.6 PROJECT SEQUENCING
1.6.1 Sequencing for Submittals
1.6.2 Sequencing for Activities
1.6.3 Abbreviations
1.7 QUALITY CONTROL (QC) CHECKLISTS
1.8 OPERATION AND MAINTENANCE (O&M) INSTRUCTIONS

PART 2 PRODUCTS

2.1 EQUIPMENT REQUIREMENTS
2.1.1 Product Certifications

2.1.2 Product Sourcing

2.1.3 General Requirements
2.1.4 Nameplates

2.1.5 Product Data Sheets

2.2 CONTROL HARDWARE

2.2.1 Control Protocol Routers

221.1
2.2.1.2
2.2.1.3

LonWorks/IP Router
BACnet/IP Router
Modbus/IP Router

2.2.2 Monitoring and Control (M&C) Controller Hardware
2.2.3 BACnhet Supervisory Controller Hardware
2.2.4 Control Protocol Gateways

2241
2.2.4.2
2.2.4.3
2244
2.2.4.5
2.2.4.6

Gateway for CEA-709.1

Gateway for ASHRAE 135

Gateway for Modbus

Gateway for OPC

Gateway for DNP3

Niagara Framework Supervisory Gateway

2.3 COMPUTER HARDWARE
2.3.1 Server Hardware

23.11
2.3.1.2
2.3.1.3
2314

Processor

Random Access Memory (RAM)
Communications Ports

Hard Drives

2.3.1.4.1 Internal Hard Drives
2.3.1.4.2 External Hard Drive

2.3.15
2.3.1.6
2.3.1.7
2.3.1.8
2.3.1.9

Optical Drive
Video Output
Network Interface
Monitor

Keyboard

2.3.1.10 Mouse

23.11

1 Power Supplies

2.3.2 Workstation Hardware (Desktop and Laptop)

2321
2.3.2.
2.3.2.

2.3.2.2

2.3.2.3

Processor

1.1 Desktop

1.2 Laptop
Random Access Memory (RAM)
Communications Ports

2.3.2.3.1 Desktop
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2.3.2.3.2 Laptop
2.3.2.4 Hard Drive and Controller
2.3.2.4.1 Desktop
2.3.2.4.2 Laptop
2.3.2.5 Optical Drive
2.3.2.6 Video Output
2.3.2.6.1 Desktop
2.3.2.6.2 Laptop
2.3.2.7 Network Interface
2.3.2.7.1 Desktop
2.3.2.7.2 Laptop
2.3.2.8 Monitor
2.3.2.8.1 Desktop
2.3.2.8.2 Laptop
2.3.2.9 Keyboard and Smart Card Reader
2.3.2.9.1 Desktop
2.3.2.9.2 Laptop
2.3.2.10 Mouse
2.3.2.10.1 Desktop
2.3.2.10.2 Laptop
2.3.3 Printers
2.3.3.1 Alarm Printer
2.3.3.2 Laser Printer
2.4 COMPUTER SOFTWARE
2.4.1 Operating System (OS)
2.4.2 Office Automation Software
2.4.3 Virus Protection Software
2.4.4 Disk Imaging (Backup) Software
2.4.5 M&C Controller Hardware Configuration Software
2.4.6 CEA-852-C Configuration Server
2.4.7 CEA-709.1-D Network Configuration Tool
2.4.8 BACnet Network Browser
2.4.9 Niagara Framework Engineering Tool
2.4.10 Monitoring and Control (M&C) Software
2.4.10.1 M&C Software License
2.4.10.1.1 Network Points
2.4.10.1.2 Web Clients
2.4.10.1.3 Calculations
2.4.10.1.4 Other Points
2.4.10.1.5 Alarming
2.4.10.1.6 Trending
2.4.10.1.7 Scheduling
2.4.10.1.8 Niagara Framework Open License
2.4.10.2 M&C Software Update Licensing
2.4.10.3 Supported Field Control Protocols
2.4.10.4 Supported Enterprise Protocols
2.4.10.5 Point Information
2.4.10.5.1 Name
2.4.10.5.2 Description
2.4.10.5.3 Value
2.4.10.5.4 Units
2.4.10.5.5 Source
2.4.10.6 Point Calculations
2.4.10.7 Browser-Based Graphical User Interface (GUI)
2.4.10.8 Passwords
2.4.10.9 Graphical System Displays
2.4.10.9.1 Navigation Scheme
2.4.10.9.2 Navigation Commands
2.4.10.10 Graphic Editor
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2.4.10.11 System Display Editor

2.4.10.12 Scheduling

2.4.10.13 Alarms

2.4.10.14 Trending

2.4.10.15 Electrical Power Demand Limiting

2.4.10.16 Report Generation

2.4.10.17 Custom Report Generation
2.4.10.17.1 Electrical Power Usage Report
2.4.10.17.2 Electrical Peak Demand Prediction Report
2.4.10.17.3 Energy usage Report
2.4.10.17.4 Water Usage Report
2.4.10.17.5 Alarm Report
2.4.10.17.6 M&C Software Override Report
2.4.10.17.7 Run Time Reports
2.4.10.17.8 Cooling Tower Profiles
2.4.10.17.9 Chiller usage Report
2.4.10.17.10 Device Offline Report

2.5 UNINTERRUPTIBLE POWER SUPPLY (UPS)
2.6 RACKS AND ENCLOSURES
2.6.1 Enclosures

2.6.1.1 Outdoors

2.6.1.2 Mechanical and Electrical Rooms

2.6.1.3 Other Locations

2.6.2 Equipment Racks

PART 3 EXECUTION

3.1 FACTORY TEST
3.2 EXISTING CONDITIONS SURVEY
3.3 DRAWINGS AND CALCULATIONS
3.3.1 UMCS IP Network Bandwidth Usage Estimate
3.3.2 UMCS Contractor Design Drawings
3.3.3 As-Built Drawings
3.4 INSTALLATION REQUIREMENTS
3.4.1 General
3.4.2 lIsolation, Building Penetrations and Equipment Clearance
3.4.3 Nameplates
3.5 INSTALLATION OF EQUIPMENT
3.5.1 Wire and Cable Installation
3.5.2 Grounding
3.5.3 Power-Line Surge Protection
3.5.4 IP Addresses
3.5.5 Computer Hardware and Software
3.5.5.1 Hardware Installation
3.5.5.2 Software Installation
3.5.5.3 Monitoring and Control (M&C) Software Configuration
3.5.5.4 Control Hardware Installation
3.6 INTEGRATION OF FIELD CONTROL SYSTEMS
3.6.1 Integration Step 1: Install Control Hardware
3.6.1.1 |Installation of Control Protocol Gateway
3.6.1.2 Installation of Niagara Framework Supervisory Gateway
3.6.1.3 Installation of Control Protocol Router
3.6.1.4 Installation of BACnet Supervisory Controller
3.6.2 Integration Step 2: Add Field Control System to M&C Software
3.6.2.1 Integration of Field Control Systems Via ANSI-709.1-C
3.6.2.2 Integration of Field Control Systems Via ASHRAE 135
3.6.2.3 Integration of Field Control Systems Via Niagara Framework
3.6.2.4 Integration of Field Control Systems Via Modbus
3.6.2.5 Integration of Field Control Systems Via OPC DA
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3.6.2.6 [Enter Appropriate Subpart Title Here]
3.6.3 Integration Step 3: Configure M&C Software
3.6.3.1 Configure M&C Software Communication
3.6.3.2 Configure M&C Software Functionality
3.7 START-UP AND START-UP TESTING
3.8 PERFORMANCE VERIFICATION TEST (PVT)
3.8.1 PVT Phase | Procedures
3.8.2 PVT Phase |
3.8.3 PVT Phase
3.9 MAINTENANCE AND SERVICE
3.9.1 Work Coordination
3.9.2 Work Control
3.9.3 Working Hours
3.9.4 Equipment Repairs
3.9.5 Replacement, Modernization, Renovation
3.9.6 Access To UMCS Equipment
3.9.7 Records, Logs, and Progress Reports
3.9.8 Preventive Maintenance Requirements
3.9.8.1 Preventive Maintenance Work Plan
3.9.8.2 Semiannual Maintenance
3.9.8.3 Maintenance Procedures
3.9.8.3.1 Maintenance Coordination
3.9.8.3.2 Software/Firmware
3.9.8.3.3 Network
3.9.9 Service Call Reception
3.9.10 Service Call Work Warranty
3.9.11 System Modifications
3.10 TRAINING
3.10.1 Training Documentation
3.10.1.1 Course Attendance List
3.10.1.2 Training Manuals
3.10.2 Basic Training
3.10.3 Advanced Training
3.10.4 Refresher Training

ATTACHMENTS:
QC Checklist

-- End of Section Table of Contents --
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SECTION 2510 10

UTILITY MONITORING AND CONTROL SYSTEM (UMCS) FRONT END AND INTEGRATION

02/19, CHG 1: 05/21

*kkkkk *% *kkkkk *% *kkkkk *kkkkkkkkkk *kkkk

NOTE: This guide specification covers the
requirenents for a Wility Mnitoring and Control
System (UMCS) Front End using Open protocols
(LonWbr ks, BACnet, Mddbus, DNP and OPC), a UMCS
using the Niagara Franmework, and the integration of
field control systens.

This specification includes tailoring options to

sel ect the protocol (s) required to be supported at
the Monitoring and Controls Software (Front-end).

Not e t hat unsel ected protocols can be integrated

t hrough the use of a gateway.

This gui de specification also includes tailoring
options for service-specific requirenments for the
Air Force, Arny and Navy as well as a "Service
Ceneric" tailoring option for use on ot her

projects. |In order for this specification to be
properly tailored one (and only one) of the services
tailoring options (Air Force, Arny, Navy, Service
CGeneric) nust be sel ected.

Adhere to UFC 1-300-02 Unified Facilities CGuide
Speci fications (UFGS) Fornmat Standard when editing
this gui de specification or preparing new project
specification sections. Edit this guide
specification for project specific requirenents by
addi ng, deleting, or revising text. For bracketed
items, choose applicable iten(s) or insert
appropriate information.

Conment s, suggestions and reconmended changes for
this gui de specification are wel come and shoul d be
subm tted as a Criteria Change Request (CCR) . CCRs
for this specification can be submtted through the
Wol e Buil di ng Design Guide page for this section:

http://www.whbdg.org/ffc/dod/unified-facilities-guide-specifications-ufgs/ufgs-25-10-10

*kkkkk * *% *% *kkkkk *kkkkkkkkkk *%
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PART 1 GENERAL
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NOTE: Use of this UFGS, and the UMCS design, must be
in accordance with UFC 3-470-01 Wility Monitoring
and Control System (UMCS) Front End and

Integration. The release process for UFCs is |onger
than for UFGS. Once released UFC 3-470-01 will be
avai |l abl e online at

http://mwww.wbdg.org/

Note that the previous (outdated) version of the UFC
contains "LonWorks" in the title and should not be
used.

Tenpl ate Points Schedules in electronic format for
use with this section are available online at the
Whol e Buil di ng Design Guide page for this section
http://www.whbdg.org/ffc/dod/unified-facilities-guide-specifications-ufgs/ufgs-25-10-10
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NOTE: NOTE ON THE USE OF THI S SECTI ON W TH OTHER
SECTION.  Wen using this Section on the sane
project with specifications for building control
systenms (Section 23 09 00 | NSTRUVENTATI ON AND
CONTROL FOR HVAC, 23 09 23.01 LONWORKS DI RECT

Dl G TAL CONTROL FOR HVAC AND OTHER BUI LDI NG CONTROL
SYSTEMS, 23 09 23. 02 BACNET DI RECT DI G TAL CONTROL
FOR HVAC AND OTHER BUI LDI NG CONTROL SYSTEMS) there
may requirenments that appear at first to be
conflicting but which are actually designed to be
complementary.

For exanple, Section 23 09 00 | NSTRUVENTATI ON AND
CONTROL FOR HVAC excludes a front end while this
section (Section 25 10 10) requires a front end -

this is to avoid getting nmultiple front ends.
kkkkkkkkkkkkkkhkkkkkkkkkkkkkhhhhhhkkkkkkkkkkkkkhhkhhhhhkkkkkkkkkkkkkkhhhhhkk
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NOTE: This specification nakes use of Specslntact
Tailoring Options. This note describes these
options and how to use them

"TAI LORI NG OPTI ON NOTES" Tail oring Option

Each tine tailoring options are used there is an
acconpanyi ng desi gner note describing the text that
is tailored. As this Section makes heavy use of
tailoring options there are many of these notes and
they can distract from designer notes describing

ot her decisions. The designer notes describing
tailoring options are all in a "TAILORI NG OPTI ON
NOTES" tailoring option which can be hidden (in
Specslntact select View Tailoring Options and then
desel ect "TAI LORI NG OPTI ON NOTES") once this section
is tailored and the tailoring option notes are no
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| onger needed.

Prot ocol Tailoring Options
Thi s specification includes tailoring options for
sel ection of protocol, and whether the Ni agara
Framework is required. There are five tailoring
options:
1) BACNET: A (non-N agara Framework) BACnhet
front end (using a BACnhet B- AW5)

2) LONWORKS: A LonWrks front end using LNS

3) N AGARA FRAMEWORK: A Ni agara Franmework
front end

4) MODBUS: The front end nmust al so support the
MODBUS pr ot ocol

5) OPC. The front end nust al so support OPC.

In general, it is recomrended that only one of
BACNET, LONWORKS or NI AGARA FRAMEWORK be sel ect ed.
It is also recomended neither MODBUS and OPC be
sel ected with BACNET.

You have currently selected the foll ow ng options:
BACNET

LONWORKS

NI AGARA FRAVEVORK

MODBUS

OPC

If you don't see any text between dashes above, you
have desel ected all of the protocol tailoring
options and this specification is not valid. Select
at least one of the tailoring options.

If you see nore than one line of text between the
dashes above you have left multiple tailoring
options related to protocol selected. This may
result in conflicting requirenments. See UFC
3-470-01 UTILITY MONI TORI NG AND CONTROL SYSTEM
(UMCS) FRONT END AND | NTEGRATION to determine if one
or nore tailoring options should be desel ect ed.

Service Tailoring Option
This specification also includes tailoring options
for the Service (Air Force, Arny, Navy) the
specification is used for. There is a "Service
Ceneric" tailoring option that can al so be used.
Only ONE of the four tailoring options related to
t he services should be used. You have currently
sel ected the followi ng options:

Al R FORCE

ARMY

NAVY
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SERVI CE GENERI C
If nore than one item appears between the dashes
above you have left nmore than one services tailoring
options selected and need to deselect all but one of
them.

*kkkkkkkhkhhhhhhkkkkkkkkkkhkhhhhhhhhhrrkkkkrkhkhkhhhhhhhhhhrrkrkkrkrkkkhhhhhhhix

kkkkkkkkkkkkkkkkkkkkkhhkkkhkkkkkkkkkkhhkkkhkkkkkkhhkkhkkkkhkkkkkkhhkkhkkkkkkhkhkkkx

NOTE: WARNI NG - The BACNET tailoring option has
been sel ected with another protocol tailoring option
(LONWORF, MODBU, N AGARA FRAMEWORK). As descri bed
in UFC 3-470-01, many of the Monitoring and Control
Sof twar e packages which support BACnet support ONL)
BACnet, so the inclusion of other protocol tailoring
options may unnecessarily linmt the nunber of
vendors able to provide the UMCS. The need for
supporting nultiple protocols at the Mnitoring and
Control Software should be verified/ checked with the
project site. Note that any protocol can be
integrated to the UMCS with the use of a gateway, so
omtting a tailoring option does not prohibit the
integration of systens using that protocol.

See UFC 3-470-01 for nore infornmation.

* * * *% *% *% *% *% * *% *%

kkkkkkkkkkkkkkkkkkkkkkhhkkkhkkkkkkkkkkhhkkhkkkkkkhhkkhkkkkhkkkkkkhhkkhkkkkkkhkhkkkx

NOTE: WARNI NG - The NI AGARA FRAMEWORK tail oring
option has been selected with the LONWORKS tailoring
option. As described in UFC 3-470-01, LNS-based
LonWorks (required by the LONWORKS tailoring option)
is generally not conpatible with the N agara
Framework.

* * * *% * * *% * * *% * *% *% * *% *%

11 SUMMARY

kkkkkkkkkkkkkkkkkkkkkhhkkhkkkkkkkkkhhkkkkkkkkkkhkkkhkkkkhkkkkkkhhkkhkkkkkkhkkkk

NOTE: Designer nust add |ocation and site specific
requirements.

*kkkkkkkhkhhhhhhkkkkkkkkkkhkhhhhhhhhhrrkkkkrkhkhkhhhhhhhhhhrrkrkkrkrkkkhhhhhhhix
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NOTE: This subpart uses tailoring options:

The sentence referring to only UFGS 23 09 23.01 will
be included if the LONWORKS tailoring options is
selected.

The sentence referring to only UFGS 23 09 23.02 will
be included if the BACNET tailoring option is
selected.

The sentence referring to both UFGS 23 09 23.01 and
UFGS 23 09 23.02 will be included if the N AGARA
FRAMEWORK tailoring option is selected.

kkkkkkkkkkkkkkkkkkkkkkhhkkkhkkkkkkkkkkhhkhkhkkkkkkhhkkhkkkkhkkkkkkhhkkkhkkkkkkkhkkkx

SECTION 25 10 10 Page 10



Provide a Utility Monitoring and Control System (UMCS) which performs

supervisory monitoring and supervisory control of base-wide building

control systems and utility control systems using one or more of:

CEA-709.1-D (LonWorks) with LonWorks Network Services (LNS), ASHRAE 135
(BACnet), MODBUS Protocol , MODBUS TCP/IP, OPC DA or the Niagara Framework
with Fox protocol as indicated and shown. Integrate CEA-709.1-D field
control systems installed per Section 230923.01 LONWORKS DIRECT DIGITAL
CONTROL FOR HVAC AND OTHER BUILDING CONTROL SYSTEMS into the UMCS as
specified and maintain the LNS database(s) for the entire network at the

UMCS Front End. Integrate field control systems installed per Section

2309 23.01 LONWORKS DIRECT DIGITAL CONTROL FOR HVAC AND OTHER BUILDING
CONTROL SYSTEMS or Section 23 09 23.02 BACNET DIRECT DIGITAL CONTROL FOR
HVAC AND OTHER BUILDING CONTROL SYSTEMS to the UMCS via Niagara Framework
Supervisory Gateways as specified. Integrate ASHRAE 135 (BACnet) field

control systems installed per Section 2309 23.02 BACNET DIRECT DIGITAL
CONTROL FOR HVAC AND OTHER BUILDING CONTROL SYSTEMS as specified.

111 System Requirements

kkkkkkkkkkkkkkkkkkkkkkhkkhkkkkkkkkkkhhkkkkkkkkkkhhkkhkkkkhkkkkkkhkkkkhkkkkkkhkkkk

NOTE: Select the appropriate text in the type

speci fic communi cati on systemrequirenents to

i ndi cate whether or not the IP network will be
Governnent furnished. |If the IP network is *not*
CGovernment furnished be sure to include conplete
requirenents for the IP network in the contract
package. This specification does not provide
sufficient requirements for the procurement of an IP

network.

Use "[an | P network as specified in [ ] and 1"
only if the contractor is expected to install an IP
network. In this case provide the information on
the specification for the IP network in the

"I 1" provided.

For Army, coordinate with the installation (DPWand
NEC) but the default selection will be "[the

M n
Government furni shed | P networKk]
kkkkkkkkkkkkkkkkkkkkkkkkkkkhkhhhhhkhkkkkkkkkkkkkhhhhhhhhhkkkkkkkkkkkkhhhhhhkkx

Provide a UMCS as specified and indicated, and in accordance with the
following characteristics:

11112 General System Requirements

a. The system performs supervisory monitoring and control functions
including but not limited to Scheduling, Alarm Handling, Trending,
Overrides, Report Generation, and Electrical Demand Limiting as
specified.

b. The system includes a Graphical User Interface which allows for
graphical navigation between systems, graphical representations of
systems, access to real-time data for systems, ability to override
points in a system, and access to all supervisory monitoring and
control functions.

c. All software used by the UMCS and all software used to install and
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configure the UMCS is licensed to and delivered to the installation.

d. All necessary documentation, configuration information, configuration
tools, programs, drivers, and other software is licensed to and
otherwise remains with the Government such that the Government or
their agents are able to repair, replace, upgrade, and expand the
system without subsequent or future dependence on the Contractor.
Software licenses must not require periodic fees and must be valid in

perpetuity.

e. Provide sufficient documentation and data, including rights to
documentation and data, such that the Government or their agents can
execute work to repair, replace, upgrade, and expand the system
without subsequent or future dependence on the Contractor.

f. The UMCS interfaces directly to ASHRAE 135, CEA-709.1-D ,
MODBUS Protocol , MODBUS TCP/IP, OPC DA and Niagara Framework
control systems as specified and may interface to field control
systems using other protocols via an M&C Software protocol driver or a
Gateway.

g. For UMCS systems with Monitoring and Control Software functionality
implemented in Monitoring and Control (M&C) Controller Hardware,
provide sufficient additional controller hardware to support the full
capacity requirements as specified.

* *kkkkkkkkkk *kkkkkkkhhhhhkhhhkkkkkkkkhkhhhhhhhhhhkrkkkkxxrrhik *kkkk

NOTE: The following TWO |ist paragraphs are
i ncl uded only when the NI AGARA FRAMVEWORK tail oring
option is selected.

* * * * *

h. All Niagara Framework components have an unrestricted interoperability
license with a Niagara Compatibility Statement (NiCS) following the
Tridium Open NiCS Specification and have a value of "ALL" for "Station
Compatibility In", "Station Compatibility Out", "Tool Compatibility
In" and "Tool Compatibility Out". Note that this will result in the
following entries in the license.dat file:

accept.station.in="*"
accept.station.out="*"
accept.wb.in="*"
accept.wb.out="*"

* * * * * * * * *

NOTE: Sel ect the required version of the N agara
Framewor k. This choice nmust be carefully
coordinated with the project site.

Ni agara Franmework is currently (2015) in a
transition between two rel eases: "AX' and "Version
4" . A Version 4 UMCS front end (e.g. as specified
in Section 25 10 10) will work with either an AX or
Version 4 N agara Framewor k Supervi sory Gateway, but
an AX front end will ONLY work with an AX N agara
Framewor k Supervi sory Gat eway.

If this Section is being used to procure a new front

end AND sufficient |local support for Version 4
exi st, keep the bracketed text to require Version
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4. Oherwise, if this section is being used for
integration ORif there is insufficient |ocal
support to allow requiring Version 4 renove the
bracketed text allow either Version 4 or AX

kkkkkkkkkkkkkkkkkkkkkhhkkkhkkkkkkkkkkhhkhhkkkkkkhhkkhkkkkhkkkkkkhhkkhkkkkkkhkkkkx

[ i. The version of Niagara Framework used on this project must be Version
4.0 or later. ]

1.1.1.2 LonWorks Requirements

* *kkkkk *% *kkkkk *% *kkkkk *% *kkkkk *% *kkkkk *kkkk

NOTE: This subpart is only included when the
LONWORKS tailoring option is selected.

kkkkkkkkkkkkkkkhkkkkkkhhkkhkkkkkkkkkkhhkkkhkkkkkkhhkkhkkkkhkkkkkkhhkkhkkkkkkhkkkk

a. The UMCS must communicate using CEA-709.1-D over [the Government
furnished IP network] [an IP network as specified in | | and ] [the
Navy PSNet] in accordance with CEA-852-C as specified and must

interface to CEA-709.1-D building control networks using LonWorks/IP
Routers as specified.

b. All communication between the UMCS and LonWorks field control networks

must be via the CEA-709.1-D protocol over the IP network in accordance
with CEA-852-C.

c. Except for communication for device commissioning, configuration, and
programming, all communication between the M&C Software and the field
control system devices must be via SNVT.

1.1.1.3 BACnet Requirements

kkkkkkkkkkkkkkkkkkkkkkhkhkkkhkkkkkkkkkkhkhkhkhkkkkkkhhkkhkkkkhkkkkkkhhkkhkkkkkkhkkkk

NOTE: This subpart is only included when the BACNET
tailoring option is selected.

In addition, the reference to the Navy PSNet is
i ncl uded only when the NAVY tailoring option is
selected.

kkkkkkkkkkkkkkkkkkkkkkhhkkkhhkkkkkkkkkhhkkhkkkkkkhhkkhkkkkhkkkkkkhhkkhkkkkkkhkhkkk

a. The UMCS must communicate using ASHRAE 135 Annex J over [the
Government furnished IP network][an IP network as specified in |
and] [the Navy PSNet] as specified.

b. All communication between the UMCS and ASHRAE 135 field control
networks must be via the ASHRAE 135 protocol over the IP network.

c. All communication between the M&C Software and the field control
system devices must be via standard ASHRAE 135 services other than
PrivateTransfer and ConfirmedPrivateTransfer except as follows:

(1) PrivateTransfer and ConfirmedPrivateTransfer may be used for
device configuration and device programming.

(2) PrivateTransfer and ConfirmedPrivateTransfer may be used for
communication between the M&C Software and the field control
system if and only if both the M&C Software and the field control
system devices automatically (without requiring reconfiguration)
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revert to the use of other standard ASHRAE 135 services when one
of the components is modified or replaced.

1114 Modbus Requirements

* *kkkkk *% *kkkkk *% *kkkkk *% *kkkkk *% *kkkkk *kkkk

NOTE: This subpart is included only when the MODBUS
tailoring option is selected.

In addition, the reference to the Navy PSNet is
i ncl uded only when the NAVY tailoring option is
selected.

* *kkkkk *% *kkkkk *% *kkkkk *% *kkkkk *% *kkkkk *kkkk

The UMCS must communicate using MODBUS Protocol , MODBUS TCP/IP over [the
Government furnished IP network] [an IP network as specified in |
and ] [the Navy PSNet] as specified.

Modbus communications must support all of the following Modbus data types:

kkkkkkkkkkkkkkkkkkkkkkhkhkkkhkkkkkkkkkkhhkhkhkkkkkkhhkkhkkkkhkkkkkkhhkkkhkkkkkkhkhkkkx

NOTE: FYl - the four standard data types in Mdbus

are:
1) Discrete Input - a single bit (read only)
2) Coil - a single bit

3) Input Register - 16 bit (read only)
4) Hol di ng Register - 16 bit

The Modbus standard does not define how the data is
interpreted. For exanple it does not say if the 16
bits froma Holding register are 16 different binary
flags, or an integer, or two ASCI| characters or
somet hing el se entirely. The bel ow requirenents
specify howto format data for some common data

types.
a. The four standard data types defined by MODBUS Protocol , MODBUS TCP/IP:
Discrete Inputs, Coils, Input Registers, and Holding Registers. (Note
that these four data types are included in the MODBUS Protocol ,
MODBUS TCP/IP standard. The remaining data types indicated in this
Section are not included in the MODBUS Protocol , MODBUS TCP/IP

standard but are defined by this Section to provide a standard for
communication between systems.)

b. Character: Character data using a single Input Register or single
Holding Register where that Modbus register is interpreted as two 8
bit SO 8859-1 characters, with the low order bits representing the
right-hand character.

c. Floating Point: Floating point data using two consecutive Input
Registers or two consecutive Holding Registers where the resulting 32
bits are interpreted as a Binary32 (Single Precision Floating point)
number as specified in IEEE 754 . Use the first Register for the
higher 16 bits, and the second Register for the lower 16 bits.

d. Integer Date: Date data using three consecutive Input Registers or

three consecutive Holding Registers where the resulting 48 bits are
interpreted as a 48-bit unsigned big-endian integer. The value is the
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number of milliseconds, not including leap seconds, from
1970-01-01T00:00:00.000 (12AM, January 1, 1970). Use the first
Register for the highest 16 bits and the third Register for the lowest
16 bits.

e. Character Date: Date data using the format specified in ISO 8601 of
"YYYY-MM-DDTHH:MM:SS.SSS", where the individual characters are
formatted as specified for character data.

1.1.15 OPC Requirements

* *% * *% *% * *% * *% *% * *% *% * *% *%

NOTE: This subpart is included only when the OPC
tailoring option is selected.

kkkkkkkkkkkkkkkhkkkkkkhhkkhkkkkkkkkkkhhkkkhkkkkkkhhkkhkkkkhkkkkkkhhkkhkkkkkkhkkkk

The UMCS must communicate using OPC D# over [the Government furnished IP

network] [an IP network as specified in | and ] [the Navy PSNet] as
shown and specified.

1.1.1.6 Niagara Framework Requirements

kkkkkkkkkkkkkkkkkkkkkkhhkkkhkkkkkkkkkkhhkhkhkkkkkkhhkkhkkkkhkkkkkkhhkkkhkkkkkkkhkkkx

NOTE: This subpart is included only when the
NI AGARA FRAMEWORK tailoring option is selected.

In addition, this subpart used services tailoring
options:

1) the reference to the Navy PSNet is included only
when the NAVY tailoring option is selected.

2) The HTTP requirenment is bracketed when the AIR
FORCE, ARMY or SERVICE GENERIC tailoring options are
selected.

kkkkkkkkkkkkkkkhkkkkkkhhkkhkkkkkkkkkkhhkkkhkkkkkkhhkkhkkkkhkkkkkkhhkkhkkkkkkhkkkk

* *% * *% *% * *% * *% *% * *% *% * *% *%

NOTE: For the Navy, keep the bracketed text "and
HTTP".

For other services keep the bracketed text "and
HTTP" if the Niagara Framework Supervisory Gateways
will be pernitted to serve web pages. Renove the
bracketed text "and HTTP" otherw se.

In general, for the Army renmpove the "and HTTP" text.

kkkkkkkkkkkkkkkkkkkkkkhhkkkhkkkkkkkkkkhkhkkhkkkkkkhhkkhkkkkhkkkkkkhhkkhkkkkkkhkkkkx

The UMCS must use the Niagara Framework  and must communicate with

Niagara Framework  field control systems using the Fox protocol [ and HTTP]
over [the Government furnished IP network] [an IP network as specified in

[ and | [the Navy PSNet] as indicated and specified.

1.1.2 Symbols, Definition and Abbreviations

Use symbols, definitions, and engineering unit abbreviations indicated in

the contract drawings for displays, submittals and reports. For symbols,

definitions and abbreviations not in the contract drawings use terms

conforming at a minimum to IEEE Stds Dictionary andthe  ASHRAE FUN SI
ASHRAE FUN IP, as applicable.
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1.1.3 System Units and Accuracy

kkkkkkkkkkkkkkkkkkkkkhhkkhkkkkkkkkkkhkkkkkkkkkkhhkkhkkkkhkkkkkkhkkkhkkkkkkhkkkk

NOTE: Accuracy of cal cul ati ons and precision and
resol ution of displays for the UMCS is specified in
terns of the accuracy of the sensors used in the
buil ding controls connected to the UMCS. Edit the
brackets to indicate a reference to UFGS 23 09 00

| NSTRUVENTATI ON AND CONTROL FOR HVAC to reference a
di fferent specification, or to include accuracy
requirements.

* *kkkkk *% *kkkkk *% *kkkkk *% *kkkkk *% *kkkkk *%

Use [metric (SI)] [English (inch-pound)] units for displays, print-outs

and calculations. Perform calculations with an accuracy of at least three
significant figures. For displays and printouts present values to at

least three significant figures.

1.1.4 Data Packages/Submittals Requirements

kkkkkkkkkkkkkkkkkkkkkhhkkhkkkkkkkkkkhkkkkkkkkkkhkhkkkhkkkhkkkkkkhkkkkhkkkkkkhkkkk

NOTE: Coordinate the review of all submittals with
the project site. The site may have a System
Integrator or other individual/office that should
review all submittals before acceptance of the
system.

The acquisition of all technical data, data bases
and conputer software itens that are identified
herein will be acconplished strictly in accordance
with the Federal Acquisition Regulation (FAR) and

t he Def ense Acqui sition Regul ati on Suppl enment
(DFARS). Those regulations as well as the Services
i mpl enent ati ons thereof should al so be consulted to
ensure that a delivery of critical itens of
technical data is not inadvertently |ost.

Speci fically, DFARS 252.227-7013 Rights in Technical
Data - Noncomercial Items as well as any requisite
software |licensing agreenents will be nmade a part of
t he CONTRACT CLAUSES or SPECI AL CONTRACT
REQUIREMENTS.

In addition, the appropriate DD Form 1423 Contract
Data Requirements List, will be filled out for each
di stinct deliverable data item and nmade a part of
the contract. Were necessary, a DD Form 1664, Data

Item Description, will be used to explain and nore
fully identify the data itens |isted on the DD Form
1423. It is to be noted that all of these clauses

and forns are required to ensure the delivery of the
data in question and that such data is obtained with
the requisite rights to use by the Government.

Include with the request for proposals a conpleted
DD Form 1423, Contract Data Requirenments List. This
formis essential to obtain delivery of all
docunentati on. Each deliverable will be clearly
speci fied, both description and quantity being
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required.

* *kkkkk *% *kkkkk *% *kkkkk *% *kkkkk *% *kkkkk *kkkk

Technical data packages consisting of computer software and technical data
(meaning technical data which relates to computer software) which are
specifically identified in this project and which may be defined/required

in other specifications must be delivered strictly in accordance with the
CONTRACT CLAUSES and in accordance with the Contract Data Requirements
List, DD Form 1423. Data delivered must be identified by reference to the
particular specification paragraph against which it is furnished. All
submittals not specified as technical data packages are considered shop
drawings under the Federal Acquisition Regulation Supplement (FARS) and
must contain no proprietary information and must be delivered with
unrestricted rights.

1.2 RELATED SECTIONS

* *kkkkk *% *kkkkk *% *kkkkk *% *kkkkk *% *kkkkk *kkkk

NOTE: If Section 25 05 11 has been renunbered and/ or
renaned use the bl ank brackets to indicate the
appropriate section, otherw se keep the reference to
Section 25 05 11.

kkkkkkkkkkkkkkkkkkkkkhhkkkkkkkkkkkkkhhkkkkkkkkkkhhkkhkkkkhkkkkkkhkkkkhkkkkkkhkkkk

Cybersecurity requirements related to this Section are specified in a

separate cybersecurity specification derived from UFGS 25 05 11. Section [
250511 CYBERSECURITY FOR FACILITY-RELATED CONTROL SYSTEMS]|
specifies cybersecurity requirements related to this Section.

13 REFERENCES

* *kkkkk *% *kkkkk *% *kkkkk *% *kkkkk *% *kkkkk *kkkk

NOTE: This paragraph is used to list the
publications cited in the text of the guide
specification. The publications are referred to in
the text by basic designation only and listed in

t hi s paragraph by organi zation, designation, date,
and title.

Use the Reference Wzard's Check Reference feature
when you add a RID (Reference I D) outside of the
Section's Reference Article to automatically place
the reference in the Reference Article. Also use
the Reference Wzard's Check Reference feature to
update the issue dates.

Ref erences not used in the text will automatically
be deleted fromthis section of the project

speci fication when you choose to reconcile
references in the publish print process.

kkkkkkkkkkkkkkkkkkkkkhhkkhkkkkkkkkkhkkkkkkkkkkhhkkhkkkkkkkkkhkkkkhkkkkkkkkkk

The publications listed below form a part of this specification to the
extent referenced. The publications are referred to within the text by
the basic designation only.

AMERICAN NATIONAL STANDARDS INSTITUTE (ANSI)

ANSI INCITS 154 (1988; R 2004) Office Machines and
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Supplies - Alphanumeric Machines -
Keyboard Arrangement

AMERICAN SOCIETY OF HEATING, REFRIGERATING AND AIR-CONDITIONING
ENGINEERS (ASHRAE)

ASHRAE 135 (2020; Errata 2021) BACnet—A Data
Communication Protocol for Building
Automation and Control Networks

ASHRAE FUN IP (2017) Fundamentals Handbook, I-P Edition
ASHRAE FUN SI (2017) Fundamentals Handbook, Sl Edition
CONSUMER ELECTRONICS ASSOCIATION (CEA)

CEA-709.1-D (2014) Control Network Protocol
Specification

CEA-709.3 (1999; R 2015) Free-Topology Twisted-Pair
Channel Specification

CEA-852-C (2014) Tunneling Device Area Network
Protocols Over Internet Protocol Channels

INSTITUTE OF ELECTRICAL AND ELECTRONICS ENGINEERS (IEEE)

IEEE 754 (2008) Floating-Point Arithmetic - IEEE
Computer Society

IEEE 802.11 (2020; AZ 2021; AX 2021) Information
Technology-Telecommunications and
Information Exchange Between Systems Local
and Metropolitan Area Networks-Specific
Requirements Part 11: Wireless LAN Medium
Access Control (MAC) and Physical Layer
(PHY) Specifications

IEEE 1815 (2015; CORR 2016) Exchanging Information
Between Networks Implementing IEC 61850
and IEEE Std 1815 [Distributed Network
Protocol (DNP3)]

IEEE C62.41 (1991; R 1995) Recommended Practice on
Surge Voltages in Low-Voltage AC Power
Circuits

IEEE Stds Dictionary (2009) IEEE Standards Dictionary: Glossary

of Terms & Definitions
INTERNATIONAL ORGANIZATION FOR STANDARDIZATION (ISO)
ISO 8601 (2004) Data Elements and Interchange
Formats - Information Interchange -
Representation of Dates and Times
ISO 8859-1 (1998) Information Technology - 8-Bit

Single-Byte Coded Graphic Character Sets -
Part 1: Latin Alphabet No. 1
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INTERNET ENGINEERING TASK FORCE (IETF)
IETF RFC 4361 (2006) Node-specific Client Identifiers
for Dynamic Host Configuration Protocol
Version Four (DHCPv4)
IETF RFC 7465 (2015) Prohibiting RC4 Cipher Suites
RFC 821 (2001) Simple Mail Transfer Protocol (SMTP)
LONMARK INTERNATIONAL (LonMark)
LonMark Interoperability Guide (2005) LonMark Application-Layer
Interoperability Guide and LonMark Layer
1-6 Interoperability Guide; Version 3.4
LonMark SNVT List (2014) LonMark SNVT Master List; Version 15

LonMark XIF Guide (2001) LonMark External Interface File
Reference Guide; Revision 4.402

MODBUS ORGANIZATION, INC (MODBUS)

MODBUS Protocol (2012) Modbus Application Protocol
Specification; Version 1.1b3

MODBUS TCP/IP (2006) Modbus Messaging on TCP/IP
Implementation Guide; Version V1.0b

NATIONAL ELECTRICAL MANUFACTURERS ASSOCIATION (NEMA)

NEMA 250 (2020) Enclosures for Electrical Equipment
(1000 Volts Maximum)

NATIONAL FIRE PROTECTION ASSOCIATION (NFPA)
NFPA 70 (2020; ERTA 20-1 2020; ERTA 20-2 2020; TIA
20-1; TIA 20-2; TIA 20-3; TIA 20-4)
National Electrical Code
NFPA 262 (2019) Standard Method of Test for Flame
Travel and Smoke of Wires and Cables for
Use in Air-Handling Spaces
OPC FOUNDATION (OPC)
OPC DA (Ver 3.0; Errata) OPC Data Access (DA)

TELECOMMUNICATIONS INDUSTRY ASSOCIATION (TIA)

TIA-568-C.1 (2009; Add 2 2011; Add 1 2012) Commercial
Building Telecommunications Cabling
Standard

TIA-606 (2017c) Administration Standard for the

Telecommunications Infrastructure

TIA-607 (2015c; Addendum 1 2017) Generic
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Telecommunications Bonding and Grounding
(Earthing) for Customer Premises

TRIDIUM, INC (TRIDIUM)
Niagara Framework (2012) NiagaraAX User's Guide

Tridium Open NIiCS (2005) Understanding the NiagaraAX
Compatibility Statement (NiCS)

U.S. FEDERAL COMMUNICATIONS COMMISSION (FCC)

FCC EMC (2002) FCC Electromagnetic Compliance
Requirements

FCC Part 15 Radio Frequency Devices (47 CFR 15)
UNDERWRITERS LABORATORIES (UL)

UL 1778 (2014; Reprint Sep 2017) UL Standard for
Safety Uninterruptible Power Systems

UL 60950 (2000; Reprint Oct 2007) Safety of
Information Technology Equipment

14 DEFINITIONS

The following list of definitions may contain terms not found elsewhere in
this Section but are included here for completeness. Some terms are
followed with a protocol reference in parenthesis indicating to which
protocol the term and definition applies. Inclusion of protocol-specific
definitions does not create a requirement to support that protocol, nor
does it relax any requirements to support specific protocols as indicated
elsewhere in this section.

1.4.1 Alarm Generation

The process of comparing a point value (the point being alarmed) with a
pre-defined alarm condition (e.g. a High Limit) and performing some action
based on the result of the comparison.

1.4.2 Alarm Handling
see Alarm Routing
1.4.3 Alarm Routing

Alarm routing is M&C software functionality that starts with a
notification that an alarm exists (typically as the output of an Alarm
Generation process) and sends a specific message to a specific alarm
recipient or device.

1.4.4 Application Generic Controller (AGC)(LonWorks)

A device that is furnished with a (limited) pre-established application

that also has the capability of being programmed. Further, the ProgramID
and XIF file of the device are fixed. The programming capability of an AGC
may be less flexible than that of a General Purpose Programmable
Controller (GPPC).
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1.4.5 Application Specific Controller (ASC)(LonWorks)

A device that is furnished with a pre-established built in application
that is configurable but not re-programmable. An ASC has a fixed
factory-installed application program (i.e Program ID) with configurable
settings.

1.4.6 BACnet (BACnet)

The term BACnet is used in two ways. First meaning the BACnet Protocol

Standard - the communication requirements as defined by ASHRAE 135
including all annexes and addenda. The second to refer to the overall

technology related to the ASHRAE 135 protocol.

1.4.7 BACnet Advanced Application Controller (B-AAC)(BACnet)

A hardware device BTL Listed as a B-AAC. A control device which contains
BIBBs in support of scheduling and alarming but otherwise has limited
resources relative to a B-BC. It may be intended for specific applications
and supports some degree of programmability.

1.4.8 BACnet Advanced Operator Workstation (B-AWS)(BACnet)

Monitoring and Control (M&C) Software BTL Listed as an Advanced Operator
Workstation and includes the ability to manage scheduling, alarming and
trending in an open manner. The B-AWS is the advanced operator's window
into a BACnet system. It is primarily used to monitor the performance of a
system and to modify parameters that affect the operation of a system.

1.4.9 BACnet Application Specific Controller (B-ASC)(BACnet)

A hardware device BTL Listed as a B-ASC. A controller with limited
resources relative to a B-AAC. It is intended for use in a specific
application and supports limited programmability.

1.4.10 BACnet Building Controller (B-BC)(BACnet)

A hardware device BTL Listed as a B-BC. A general-purpose,
field-programmable device capable of carrying out a variety of building
automation and control tasks including control and monitoring via direct
digital control (DDC) of specific systems and data storage for trend
information, time schedules, and alarm data. Like the other BTL Listed
controller types (B-AAC, B-ASC etc.) a B-BC device is required to support
the server ("B") side of the ReadProperty and WriteProperty services, but
unlike the other controller types it is also required to support the

client ("A") side of these services. Communication between controllers
requires that one of them support the client side and the other support
the server side, so a B-BC is often used when communication between
controllers is needed.

1.4.11 BACnet Internetwork (BACnet)

Two or more BACnet networks connected with BACnet routers. In a BACnet
Internetwork, there exists only one message path between devices.

1.4.12 BACnet Interoperability Building Blocks (BIBBs) (BACnet)

A BIBB is a collection of one or more BACnet services intended to define a
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higher level of interoperability. BIBBs are combined to build the BACnet
functional requirements for a device in a specification. Some BIBBs

define additional requirements (beyond requiring support for specific
services) in order to achieve a level of interoperability. For example,

the BIBB DS-V-A (Data Sharing-View-A), which would typically be used by an
M&C client, not only requires the client to support the ReadProperty

Service, but also provides a list of data types (Object / Properties)

which the client must be able to interpret and display for the user.

1.4.13 BACnet Operator Display (B-OD)(BACnet)

A hardware device BTL Listed as a B-OD. A basic operator interface with
limited capabilities relative to a B-OWS. It is not intended to perform
direct digital control. The B-OD profile could be used for wall-mounted
LCD devices, displays affixed to BACnet devices; hand-held terminals or
other very simple user interfaces.

1.4.14 BACnet Operator Workstation (B-OWS)(BACnet)

Monitoring and Control (M&C) Software BTL Listed as a B-OWS. An operator
interface with limited capabilities relative to a B-AWS. The B-OWS is

used for monitoring and basic control of a system, but differs from a

B-AWS in that it does not support configuration activities, nor does it

provide advanced troubleshooting capabilities.

1.4.15 BACnet Smart Actuator (B-SA)(BACnet)

A hardware device BTL Listed as a B-SA. A simple control output device
with limited resources; it is intended for specific applications.

1.4.16 BACnet Smart Sensor (B-SS)(BACnet)

A hardware device BTL Listed as a B-SS. A simple sensing device with very
limited resources.

1.4.17 BACnet Testing Laboratories (BTL)(BACnet)

Established by BACnet International to support compliance testing and
interoperability testing activities and consists of BTL Manager and the
BTL Working Group (BTL-WG). BTL also publishes Implementation Guidelines.

1.4.18 BACnet Testing Laboratories (BTL) Listed (BACnet)
A device that has been certified by BACnet® Testing Laboratory. Devices
may be certified to a specific device profile, in which case the
certification indicates that the device supports the required capabilities
for that profile, or may be certified as "other".

1.4.19 Binary
A two-state system or signal; for example one where an "ON" condition is
represented by a high signal level and an "OFF" condition is represented

by a low signal level. 'Digital' is sometimes used interchangeably with
'binary'.

1.4.20 Binding (LonWorks)

The act of establishing communications between CEA-709.1-D devices by
associating the output of a device to the input of another so that
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information is automatically (and regularly) sent without being requested
by the recipient.

1.4.21 Broadcast

Unlike most messages, which are intended for a specific recipient device,
a broadcast message is intended for all devices on the network.

1.4.22 Building Control Network (BCN)

The network used by the Building Control System. Typically the BCN is a
BACnet ASHRAE 135 or LonWorks CEA-709.1-D network installed by the
building control system contractor.

1.4.23 Building Control System (BCS)

One type of Field Control System. A control system for building
electrical and mechanical systems, typically HVAC (including central
plants) and lighting. A BCS generally uses Direct Digital Control (DDC)
Hardware and generally does NOT include its own local front end.

1.4.24 Building Point of Connection (BPOC)

A FPOC for a Building Control System. (This term is being phased out of
use in preference for FPOC but is still used in some specifications and
criteria. When it was used, it typically referred to a piece of control
hardware. The current FPOC definition typically refers instead to IT
hardware)

1.4.25 Channel (LonWorks)

A portion of the control network consisting of one or more segments
connected by repeaters. Channels are separated by routers. The device
guantity limitation is dependent on the topology/media and device type.
For example, a TP/FT-10 network with locally powered devices is limited to
128 devices per channel.

1.4.26 Commandable (BACnet)
A point (Object) is commandable if its Present_Value Property is writable
and it supports the optional Priority_Array Property. This functionality
is useful for Overrides.

1.4.27 Configuration Property (LonWorks)
Controller parameter used by the application which is usually set during
installation/testing and seldom changed. For example, the P and |
settings of a P-I control loop. Also see 'Standard Configuration Property
Type (SCPT)'

1.4.28 Control Logic Diagram

A graphical representation of control logic for multiple processes that
make up a system.

1.4.29 Device Object (BACnet)

Every BACnet device requires one Device Object, whose properties represent
the network visible properties of that device. Every Device Object
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requires a unique Object_Identifier number on the BACnet Internetwork.
This number is often referred to as the device instance or device ID.

1.4.30 Explicit Messaging (LonWorks)

A non-standard and often vendor (application) specific method of
communication between devices.

1.4.31 External Interface File (XIF) (LonWorks)

A file which documents a device's external interface, specifically the
number and types of LonMark objects, the number, types, directions, and
connection attributes of network variables, and the number of message tags.

1.4.32 Field Point Of Connection (FPOC)

The FPOC is part of the UMCS IP network and acts as the point of
connection between the UMCS IP Network and the field control IP network.
The FPOC is an IT device such as a switch, IP router, or firewall,

typically managed by the site IT staff. (Note that the field control IP
network may consist of a single IP device, or that integration may require
installation of a field control network IP device.)

1.4.33 Field Control Network

The network used by a field control system.
1.4.34 Field Control System (FCS)

A building control system or utility control system.
1.4.35 Fox Protocol (Niagara Framework)

The protocol used for communication between components in the Niagara
Framework. By default, Fox uses TCP port 1911

1.4.36 Functional Profile (LonWorks)

A standard description, defined by LonMark International, of a LonMark
Object used to classify and certify devices.

1.4.37 Gateway

A device that translates from one protocol to another. Devices that

change only the transport mechanism of the protocol - "translating” from
LonWorks over TP/FT-10 to LonWorks over IP for example - are not gateways
as the underlying protocol (data format) does not change. Gateways are

also called Communications Bridges or Protocol Translators.

1.4.38 General Purpose Programmable Controller (GPPC) (LonWorks)

Unlike an ASC or AGC, a GPPC is not furnished with a fixed application
program and does not have a fixed ProgramID or XIF file. A GPPC can be
(re-)programmed, usually using vendor-supplied software. When a change to
the program affects the external interface (and the XIF file) the

ProgramID will change.
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1.4.39 Internetwork (BACnet)
See BACnet Internetwork.

1.4.40 JACE (Niagara Framework)
Java Application Control Engine. See Niagara Framework Supervisory Gateway

1.4.41 LonMark Object (LonWorks)
A collection of network variables, configuration properties, and
associated behavior defined by LonMark International and described by a
Functional Profile. It defines how information is exchanged between
devices on a network (inputs from and outputs to the network).

1.4.42 LNS Plug-in (LonWorks)
Software which runs in an LNS compatible software tool, typically a
network configuration tool. Device configuration plug-ins provide a 'user
friendly' method to edit a device's configuration properties.

1.4.43 LonMark (LonWorks)

See LonMark International. Also, a certification issued by LonMark
International to CEA-709.1-D devices.

1.4.44 LonMark International (LonWorks)
Standards committee consisting of independent product developers, system
integrators and end users dedicated to determining and maintaining the
interoperability guidelines for LonWorks. Maintains guidelines for the
interoperability of CEA-709.1-D devices and issues the LonMark
Certification for CEA-709.1-D devices.
1.4.45 LonWorks (LonWorks)
The term used to refer to the overall technology related to the CEA-709.1-D
protocol (sometimes called "LonTalk"), including the protocol itself,
network management, interoperability guidelines and products.
1.4.46 LonWorks Network Services (LNS) (LonWorks)
A network management and database standard for CEA-709.1-D devices.
1.4.47 LonWorks Network Services (LNS) Database (LonWorks)

The standard database created and used by LonWorks Network Services (LNS)
compatible tools, such as LNS Network Configuration tools.

1.4.48 Modbus
A basic protocol for control network communications generally used in
utility control systems. The Modbus protocol standard is maintained by
The Modbus Organization.

1.4.49 Master-Slave/Token Passing (MS/TP)(BACnet)

Data link protocol as defined by the BACnet standard. Multiple speeds
(data rates) are permitted by the BACnet MS/TP standard.
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1.4.50 Monitoring and Control (M&C) Software

The UMCS 'front end' software which performs supervisory functions such as
alarm handling, scheduling and data logging and provides a user interface
for monitoring the system and configuring these functions.

1.4.51 Network (BACnet)

In BACnet, a portion of the control internetwork consisting of one or more
segments of the same media connected by repeaters. Networks are separated
by routers.

1.4.52 Network Variable (LonWorks)
See 'Standard Network Variable Type (SNVT)'".
1.4.53 Network Configuration Tool (LonWorks)

The software used to configure the control network and set device
configuration properties. This software creates and modifies the control
network database (LNS Database).

1.4.54 Niagara Framework

A set of hardware and software specifications for building and utility

control owned by Tridium Inc. and licensed to multiple vendors. The
Framework consists of front end (M&C) software, web based clients, field
level control hardware, and engineering tools. While the Niagara
Framework is not adopted by a recognized standards body and does not use
an open licensing model, it is sufficiently well-supported by multiple

HVAC vendors to be considered a de-facto Open Standard.

1.4.55 Niagara Framework Supervisory Gateway (Niagara Framework)

DDC Hardware component of the Niagara Framework. A typical Niagara
architecture has Niagara specific supervisory gateways at the IP level and
other (non-Niagara specific) controllers on field networks (TP/FT-10,
MS/TP, etc.) beneath the Niagara supervisory gateways. The Niagara
specific controllers function as a gateway between the Niagara framework
protocol (Fox) and the field network beneath. These supervisory gateways
may also be used as general purpose controllers and also have the
capability to provide a web-browser based user interface.

Note that different vendors refer to this component by different names.
The most common name is "JACE"; other names include "EC-BOS", "FX-40", and
"UNC".

1.4.56 Node (LonWorks)

A device that communicates using the CEA-709.1-D protocol and is connected
toa CEA-709.1-D network.

1.4.57 Node Address (LonWorks)
The logical address of a node on the network, consisting of a Domain
number, Subnet number and Node number. Note that the "Node number"

portion of the address is the number assigned to the device during
installation and is unique within a subnet. This is not the factory-set
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unigue Node ID (see Node ID).
1.4.58 Node ID (LonWorks)

A unique 48-bit identifier assigned (at the factory) to each
device. Sometimes called the Neuron ID.

1.4.59 Object (BACnet)
A BACnet Object. The concept of organizing BACnet information into

standard components with various associated Properties. Examples include
Analog Input objects and Binary Output objects.

1.4.60 Override

To change the value of a point outside of the normal sequence of operation
where this change has priority over the sequence. An override can be
accomplished in one of two ways: the point itself may be Commandable and
written to with a priority or there may be a separate point on the

controller for the express purpose of implementing the override.

Typically this override is from the Utility Monitoring and Control System
(UMCS) Monitoring and Control (M&C) Software. Note that this definition
is not standard throughout industry.

1.4.61 Point, Calculated

A value within the M&C Software that is not a network point but has been
calculated by logic within the software based on the value of network
points or other calculated points. Calculated points are sometimes called
virtual points or internal points.

1.4.62 Point, Network

A value that the M&C Software reads from or writes to a field control
network.

1.4.63 Polling

A requested transmission of data between devices, rather than an
unrequested transmission such as Change-Of-Value (COV) or Binding where
data is automatically transmitted under certain conditions.

1.4.64 Program ID (LonWorks)

An identifier (number) stored in the device (usually EEPROM) that
identifies the node manufacturer, functionality of device (application &
sequence), transceiver used, and intended device usage.

1.4.65 Property (BACnet)

A BACnet Property - a data element associated with an Object. Different
Objects have different Properties, for example an Analog Input Object has
a Present_Value Property (which provides the value of the underlying
hardware analog input), a High_Limit Property (which contains a high limit
for alarming), as well as other properties.
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1.4.66 Protocol Implementation Conformance Statement (PICS)(BACnet)

A document, created by the manufacturer of a device, which describes which
potions of the BACnet standard are implemented by a given device.

1.4.67 Repeater

A device that connects two control network segments and retransmits all
information received on one side onto the other.

1.4.68 Router (LonWorks)

A device that connects two channels and controls traffic between the
channels by retransmitting signals received from one subnet onto the other
based on the signal destination. Routers are used to subdivide a control
network and to control bandwidth usage.

1.4.69 Router (BACnet)

A device that connects two or more BACnet networks and controls traffic
between the networks by retransmitting signals received from one network
onto another based on the signal destination. Routers are used to
subdivide an internetwork and to control bandwidth usage.

1.4.70 Segment

A 'single’ section of a control network that contains no repeaters or

routers. There is generally a limit on the number of devices on a

segment, and this limit is dependent on the topology/media and device

type. For example, a TP/FT-10 segment with locally powered devices is
limited to 64 devices, and a BACnet MS/TP segment is limited to 32 devices.

1.4.71 Service (BACnet)

A BACnet Service. A defined method for sending a specific type of data
between devices. Services are always defined in a Client-Server manner,
with a Client initiating a Service request and a Server Executing the
Service. Some examples are ReadProperty (a client requests a data value
from a server), WriteProperty (a client writes a data value to a server),

and CreateObject (a client requests that a server create a new object
within the server device).

1.4.72 Service Pin (LonWorks)
A hardware push-button on a device which causes the device to broadcast a

message containing its Node ID and Program ID. This broadcast can also be
initiated via software.

1.4.73 Standard BACnet Object/Property/Service (BACnet)
BACnet Objects, Properties, or Services that are standard Objects,
Properties, or Services enumerated and defined in ASHRAE 135. Clause 23
of ASHRAE 135 defines methods to extend ASHRAE 135 to non-standard or
proprietary information. Standard BACnet Objects/Properties/Services
specifically exclude any vendor specific extensions.

1.4.74 Standard Configuration Property Type (SCPT) (LonWorks)

Pronounced 'skip-it'. A standard format type (maintained by LonMark
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International) for Configuration Properties.
1.4.75 Standard Network Variable Type (SNVT) (LonWorks)

Pronounced 'snivet'. A standard format type (maintained by LonMark
International) used to define data information transmitted and received by
the individual nodes. The term SNVT is used in two ways. Technically it

is the acronym for Standard Network Variable Type, and is sometimes used
in this manner. However, it is often used to indicate the network

variable itself (i.e. it can mean "a network variable of a standard

network variable type"). In general, the intended meaning should be clear
from the context.

1.4.76 Subnet (LonWorks)

Consists of a logical grouping of up to 127 nodes, where the logical
grouping is defined by node addressing. Each subnet is assigned a number
which is unique within the Domain. See also Node Address.

1.4.77 Supervisory Controller

A controller implementing a combination of supervisory logic (global

control strategies or optimization strategies), scheduling, alarming,

event management, trending, web services or network management. Note this
is defined by use; many supervisory controllers have the capability to

also directly control equipment.

1.4.78 Supervisory Gateway

NOTE: This subpart uses tailoring options: The
phrase ", such as a Ni agara Franework Supervisory
Gateway" is only included when the N AGARA FRAVEWORK

tailoring option is selectedT

* * *% *% * *% * *% * *

A device that is both a supervisory controller and a gateway , such as a
Niagara Framework Supervisory Gateway

1.4.79 TP/FT-10 (LonWorks)

A Free Topology Twisted Pair network (at 78 kbps) defined by CEA-709.3 .
This is the most common media type for a CEA-709.1-D control network.

1.4.80 TP/XF-1250 (LonWorks)

A high speed (1.25 Mbps) twisted pair, doubly-terminated bus network

defined by the LonMark Interoperability Guide lines. This mediais
typically used only as a backbone media to connect multiple TP/FT-10
networks.

1.4.81 UMCS Network

An IP network connecting multiple field control systems to the Monitoring
and Control Software using one or more of: LonWorks ( CEA-709.1-D and

CEA-852-C ), BACnet (  ASHRAE 135 Annex J), MODBUS Protocol , MODBUS TCP/IP or

OPC DA
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1.4.82 User-defined Configuration Property Type (UCPT) (LonWorks)

Pronounced 'u-keep-it'. A Configuration Property format type that is
defined by the device manufacturer.

1.4.83 User-defined Network Variable Type (UNVT) (LonWorks)

A network variable format defined by the device manufacturer. Note that
UNVTs create non-standard communications (other vendor's devices may not
correctly interpret it) and may close the system and therefore are not
permitted by this specification.

1.4.84 Utility Control System (UCS)

One type of field control system. Used for control of utility systems

such as an electrical substation, sanitary sewer lift station, water pump
station, etc. Building controls are excluded from a UCS, however it is
possible to have a Utility Control System and a Building Control System in
the same facility, and for those systems to share components such as the
FPOC. A UCS may include its own local front-end.

15 SUBMITTALS

* *kkkkk *% *kkkkk *% *kkkkk *kkkkkkkkkk *kkkkkkkkkk *kkkk

NOTE: Review submittal description (SD) definitions
in Section 01 33 00 SUBM TTAL PROCEDURES and edit
the following list, and correspondi ng submttal
items in the text, to reflect only the submttals
required for the project. The CGuide Specification
technical editors have classified those itens that
requi re Governnent approval, due to their conplexity
or criticality, with a "G" GCenerally, other
submttal items can be reviewed by the Contractor's
Quality Control System Only add a “G to an item
if the submttal is sufficiently inportant or
conplex in context of the project.

For Arny projects, fill in the enpty brackets
following the "G' classification, with a code of up
to three characters to indicate the approving
authority. Codes for Arny projects using the

Resi dent Managenent System (RVS) are: "AE" for
Architect-Engineer; "DO'" for District Ofice

(Engi neering Division or other organization in the
District Ofice); "AO for Area Ofice; "RO for
Resident O fice; and "PO' for Project Ofice. Codes
following the "G' typically are not used for Navy,
Air Force, and NASA projects.

The "S" classification indicates subnmittals required
as proof of conpliance for sustainability Guiding
Principles Validation or Third Party Certification
and as described in Section 01 33 00 SUBM TTAL
PROCEDURES.

Choose the first bracketed itemfor Navy, Air Force
and NASA projects, or choose the second bracketed
itemfor Army projects.

kkkkkkkkkkkkkkkkkkkkkhhkkhkkkkkkkkkhkkkkkkkkkkhhkkhkkkkkkkkkhkkkkhkkkkkkkkkk
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* *kkkkk *% *kkkkk *% *kkkkk *% *kkkkk *% *kkkkk *kkkk

NOTE: Coordinate the review of all submittals with
the project site. The site nay have a Buil ding

Aut omat i on System (BAS) Manager or ot her

i ndi vi dual /office that should review all subnmittals
bef ore acceptance of the system

* *kkkkk *% *kkkkk *% *kkkkk *% *kkkkk *% *kkkkk *kkkk

Government approval is required for submittals with a "G" or "S"

classification. Submittals not having a "G" or "S" classification are

[for Contractor Quality Control approval.][for information only. When

used, a code following the "G" classification identifies the office that

will review the submittal for the Government.] Submit the following in

accordance with Section 013300 SUBMITTAL PROCEDURES and TABLE 1: PROJECT
SEQUENCING:

* *kkkkk *% *kkkkk *% *kkkkk *% *kkkkk *% *kkkkk *kkkk

NOTE: The subnmittals included in this guide
specification are critical and require Governnent
review. Any added submittals normally should be for
i nformation only and reviewed through the Contractor
Quality Control system

* *kkkkk *% *% *% *kkkkk *% *kkkkk *kkkk

SD-02 Shop Drawings

kkkkkkkkkkkkkkkkkkkkkhhkkhkkkkkkkkkkhhkkkkkkkkkkhhkkkhkkkkkkkkkkhkkkkhkkkkkkhkkkk

NOTE: Either indicate draw ng size, or |eave both
options to allow the contractor to decide.

When sel ecting format for el ectronic draw ngs
coordinate with the project site. Be sure to
require drawings in a format that is usable by the
site mai ntenance staff. This may require including
nmul tiple format requirenents here.

I ndicate quantities for submittals.

kkkkkkkkkkkkkkkkkkkkkhhkkhkkkkkkkkkhkkkkkkkkkkhhkkkhkkkkhkkkkkkhkkkkhkkkkkkhkkkk

UMCS Contractor Design Drawings ; Cl, 1]

UMCS Contractor Design Drawings as a single complete package:
[ | hard copies and | copies on CDROM. Submit hardcopy
drawings on [ISO Al 841 by 594 mm 34 by 22 inches J[or][A3 420 by
297 mm 17 by 11 inches ] sheets, and electronic drawings in both
PDF and [AutoCAD][Microstation][Bentley BIM V8][Autodesk Revit
2013] format.

Draft As-Built Drawings ;o |

Draft As-Built Drawings as a single complete package: |
hard copies and | copies on CDROM. Submit hardcopy drawings
must on [ISO Al 841 by 594 mm 34 by 22 inches J[or][A3 420 by 297 mm
17 by 11 inches ] sheets, and electronic drawings in both PDF and
[AutoCAD][Microstation][Bentley BIM V8][Autodesk Revit 2013]
format.

Final As-Built Drawings N 1]
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Final As-Built Drawings as a single complete package: |
hard copies and | copies on CDROM. Submit hardcopy drawings
on[ISOA1 841by594 mm 34 by 22 inches J[or][A3 420 by 297 mm
by 11 inches ] sheets, and electronic drawings in both PDF and
[AutoCAD][Microstation][Bentley BIM V8][Autodesk Revit 2013]
format.

SD-03 Product Data
Product Data Sheets o CLL ]
Computer Software ; C[,[ 1]
The most recent versions of all computer software provided under
this specification delivered as a Technical Data Package. Submit

the user manuals for all software delivered for this project with
the software.

Enclosure Keys ; (, |
SD-05 Design Data
UMCS IP Network Bandwidth Usage Estimate CE |

[Four | | copies of the UMCS IP Network Bandwidth Usage
Estimate.

SD-06 Test Reports
Pre-Construction QC Checklist v CLL T
[Four] [ ] copies of the Pre-Construction QC Checkilist.
Post-Construction QC Checklist o CLL ]

[Four] | | copies of the Post-Construction QC Checklist.
[

kkkkkkkkkkkkkkkkkkkkkhhkkhkkkkkkkkkhkkkkkkkkkkhhkkkhkkkkhkkkkkkhkkkkhkkkkkkhkkkk

NOTE: If not requiring a Factory Test in PART 3
EXECUTI ON, renpve the submittal requirenents for
Factory Test Procedures and Factory Test Report

* *kkkkk *% *kkkkk *% *kkkkk *% *kkkkk *kkkkkkkkkk *kkkk

Factory Test Procedures N 1]

[Four] | | copies of the Factory Test Procedures. The
Factory Test Procedures may be submitted as a Technical Data
Package.

Factory Test Report ; C 1]

[Four] | | copies of the Factory Test Report. The Factory
Test Report may be submitted as a Technical Data Package.

] Existing Conditions Report CE |

[Four] | | copies of the Existing Conditions Report.
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Start-Up and Start-Up Testing Report CE |

[Four] | | copies of the Start-Up and Start-Up Testing
Report. The Start-Up and Testing report may be submitted as a
Technical Data Package.

PVT Phase | Procedures CE |

[Four] | | copies of the PVT Phase | Procedures. The PVT
Procedures may be submitted as a Technical Data Package.

PVT Phase | Report  ; C, [ ]

[Four] | | copies of the PVT Phase | Report. The PVT Phase
| Report may be submitted as a Technical Data Package.

PVT Phase Il Report CH 1]

[Four] | | copies of the PVT Phase Il Report. The PVT Phase
Il Report may be submitted as a Technical Data Package.

SD-10 Operation and Maintenance Data
Operation and Maintenance (O&M) Instructions CE |

[Four] | | bound O&M Instructions| and | copies of the
Instructions in PDF format on optical disc]. Index and tab bound
instructions.[ Submit instructions in PDF form as a single PDF
file, or as multiple PDF files with a PDF file table of contents
containing links to the other files.] O&M Instructions may be
submitted as a Technical Data Package.

Preventive Maintenance Work Plan CH 1]

[Four] | | copies of the Preventive Maintenance Work Plan.
The Preventive Maintenance Work Plan may be submitted as a
Technical Data Package.

Basic Training Documentation CH 1]

Training manuals for Basic Training delivered for each trainee
on the Course Attendance List with [two] | additional copies
delivered for archival at the project site. Submit [two] |
copies of the Course Attendance List with the archival copies.
The Basic Training Documentation may be submitted as a Technical
Data Package.

Advanced Training Documentation CE |

One set of training manuals delivered for each trainee on the
Course Attendance List with [two] [ | additional copies
delivered for archival at the project site. Submit [two] |
copies of the Course Attendance List with the archival copies.

The Advanced Training Documentation may be submitted as a
Technical Data Package.

Refresher Training Documentation N 1]

One set of training manuals delivered for each trainee on the
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Course Attendance List with [two] | additional copies
delivered for archival at the project site. Submit [two] |
copies of the Course Attendance List with the archival copies.
The Refresher Training Documentation may be submitted as a
Technical Data Package.

SD-11 Closeout Submittals
Closeout QC Checklist CH 1]
[Four] | | copies of the Closeout QC Checklist.

1.6 PROJECT SEQUENCING

kkkkkkkkkkkkkkkkkkkkkkhkkhkkkkkkkkkhhkkkkkkkkkkhhkkhkkkhkkkkkkhkkkhkkkkkkhkkkk

NOTE: Table | provides bracketed text in which the
nunber of days between itens may be specified. In
many cases this information will be specified

el sewhere. When project schedule is specified

el sewhere renove bracketed text and Table | will
provi de sequenci ng but not specific intervals. |If
time intervals are to be specified here keep the
bracketed text and enter the nunber of days in the
space provided.

* *kkkkk *% *kkkkk *% *kkkkk *% *kkkkk *% *kkkkk *%

TABLE I: PROJECT SEQUENCING specifies the sequencing of submittals as
specified in paragraph SUBMITTALS (denoted by an 'S' in the 'TYPE' column)
and activities as specified in PART 3 EXECUTION (denoted by an 'E' in the
"TYPE' column).

1.6.1 Sequencing for Submittals

The sequencing specified for submittals is the deadline by which the

submittal must be initially submitted to the Government. Following

submission there will be a Government review period as specified in

Section 013300 SUBMITTAL PROCEDURES. If the submittal is not accepted
by the Government, revise the submittal and resubmit it to the Government

within [14] | days of notification that the submittal has been

rejected. Upon re-submittal there will be an additional Government review

period. If the submittal is not accepted the process repeats until the

submittal is accepted by the Government.

1.6.2 Sequencing for Activities

The sequencing specified for activities indicates the earliest the
activity may begin.

1.6.3 Abbreviations

In TABLE | the abbreviation AAO is used for 'after approval of' and 'ACO'
is used for 'after completion of'.

* *kkkkk *% *kkkkk *% *kkkkk *% *kkkkk *% *kkkkk *%

NOTE:

If requiring a Factory Test in PART 3 EXECUTI ON,
keep "Acceptance of Factory Test Report"™ in the
DESCRI PTI ON colum for item1. |If NOT requiring a
factory test keep "Notice to proceed" or edit to
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i ndi cate other starting condition.

Conpl ete TABLE | by entering the appropriate number
of days in the spaces provided in the SEQUENCI NG

column.
*kkkkkkkkkkkkkkkkhkkkkhkkkkhkkkkhkkhkkhkhkhkkhkhkhhkhkkhhkhkkhkkhkkkhkhkkhkhkhkhhkhhkhkkhkkhkhkkhkikkhik
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NOTE: If this project includes work to be perforned

under Section 23 09 00 | NSTRUMENTATI ON AND CONTROL

FOR HVAC, that work will need to be coordinated

with, and in many cases will need to be conpleted

bef or e,
paragraph "Integration of Field Control

kkkkkkkkkkkkkkkkkkkkkkhkkhkkkkkkkkkhhkkkkkkkkkkhhkkhkkkhkkkkkkhkkkhkkkkkkhkkkk

work specified in this Section under
Systens”.

NOTE: This subpart uses tailoring options:

The Certificate of Networthiness Docunentation is
only required for Arny projects and is only included
when the ARMY tailoring options is selected.

* * *% * *% *kkk *% *kkkk *% *% *%

TABLE I. PROJECT SEQUENCING

ITEM TYPE DESCRIPTION SEQUENCING
(START OF ACTIVITY or
DEADLINE FOR SUBMITTAL)
1 [Acceptance of Factory Test

Report][Notice to proceed]

2 S Existing Conditions Report [ ] days after #1

3 S Design Drawings [ ] days after #1

4 S Product Data Sheets and Certificate [ ] days after #1
of Networthiness Documentation

5 S UMCS IP Network Bandwidth Usage [ ] days after #1
Estimate

6 S  Pre-construction QC Checklist [ ] days after #1

Install UMCS

Start-Up and Start-Up Testing

AAO #2 thru #6

ACO #7
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ITEM TYPE

10

11

12

13

14

15

16

17

18

19

20

21

22

23

24

25

26

TABLE I. PROJECT SEQUENCING

DESCRIPTION

Post-Construction QC Checklist

Computer Software

Start-Up and Start-Up Testing
Report

Draft As-Built Drawings

PVT Phase | Procedures

PVT Phase |
PVT Phase | Report

Preventive Maintenance Work Plan

O&M Instructions

Basic Training Documentation

Basic Training (PVT Phase Il)

PVT Phase Il Report
Final As-Built Drawings

Advanced Training Documentation

Advanced Training

Refresher Training Documentation

Refresher Training

Closeout QC Checklist

SEQUENCING
(START OF ACTIVITY or
DEADLINE FOR SUBMITTAL)

[ ] days ACO #8

[ ] days ACO #8

[ ] days ACO #8

[ ] days ACO #8

[ ] days before scheduled start
of #14 and AAO #11

AAO #13 and #12

[ ] days ACO #14

AAO #11

AAO #11

AAO #11 and days before
scheduled start of #19

AAO #16, #17 and #18

[ ] days ACO #19

[ ] days AAO #20

[ ] days before schedule start
of #23 and AAO #18

ACO #19, ] days AAO #22, and
no later than [60] days ACO #19

[ ] days before #25 and AAO #18
and #22

between [ ]Jand [ ] days ACO
#19 and AAO #24

ACO #23
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1.7 QUALITY CONTROL (QC) CHECKLISTS

The Contractor's Chief Quality Control (QC) Representative must complete

the QC Checklist in APPENDIX A, and must submit the Pre-Construction QC

Checklist , Post-Construction QC Checklist and Closeout QC Checklist
specified. The QC Representative must verify each item in the Checklist

and initial in the provided area to indicate that the requirement has been

met. The QC Representative must sign and date the Checklist prior to

submission to the Government. [

The APPENDIX A QC Checklist is available as an editable file at
http://www.whbdg.org/ffc/dod/unified-facilities-guide-specifications-ufgs/ufgs-25-10-10

as

]
1.8 OPERATION AND MAINTENANCE (O&M) INSTRUCTIONS

Provide UMCS Operation and Maintenance Instructions which include:

a. Procedures for the UMCS system start-up, operation and shut-down.

b. Final As-Built drawings.

c. Routine maintenance checklist, arranged in a columnar format: The
first column listing all installed devices, the second column stating
the maintenance activity or stating that no maintenance required, the
third column stating the frequency of the maintenance activity, and

the fourth column providing any additional comments or reference.

d. Qualified service organization list including points of contact with
phone numbers.

e. Start-Up and Start-Up Testing Report.

—h

. Performance Verification Test (PVT) Procedures and Reports.

PART 2 PRODUCTS

21 EQUIPMENT REQUIREMENTS

211 Product Certifications
For computing devices, as defined in FCC Part 15 , supplied as part of the
UMCS provide devices which are certified to comply with the requirements
of Class B computing devices.

2.1.2 Product Sourcing
For units of the same type of equipment, provide products of a single
manufacturer. For each major component of equipment provide equipment
with the manufacturer's name and the model and serial number in a
conspicuous place. For materials and equipment, provide new standard
unmodified products of a manufacturer regularly engaged in the
manufacturing of such products.

2.1.3 General Requirements

Provide components that meet the following requirements:

kkkkkkkkkkkkkkkkkkkkkhhkkhkkkkkkkkkhkkkkkkkkkkhhkkhkkkkkkkkkhkkkkhkkkkkkkkkk
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NOTE: In particularly hot or cold environnments,
i ncrease the tenperature range requirenents for
equi prent i n unconditioned space

kkkkkkkkkkkkkkkkkkkkkhhkkhkkkkkkkkkkhkkkkkkkkkkhhkkhkkkkhkkkkkkhkkkhkkkkkkhkkkk

a. Portions of the data communications equipment system installed in
unconditioned spaces must operate properly in an environment with
ambient temperatures between [0 and 49] | | degrees C [32 and 120]

[ | degrees F and ambient relative humidity between 10 percent and
90 percent noncondensing.

b. Components must accept 100 to 125 volts AC (Vac), 60 Hz, single phase,
three wire with a three-pronged, dedicated circuit outlet or be
provided with a transformer to meet the component's power requirements.

c. The equipment must meet the requirements of NFPA 70, UL 60950 , NFPA 262,
FCC EMG and FCC Part 15

2.1.4 Nameplates

Provide nameplates of laminated plastic identifying the function, network

address, if applicable, and identifier of the device. Laminated plastic

must be at least 3 mm 0.125 inch thick, white with black center core.

Nameplates must be a minimum of 25by 75 mm 1 by 3inch with minimum 6 mm
0.25inch  high engraved block lettering.

2.15 Product Data Sheets

* * *% * *% *kkk *% * *% * *

NOTE: This subpart uses tailoring options: The
sentence containing the PICS requirement is only
i ncl uded when the BACNET tailoring option is
selected.

* * *% * *% *kkk *% * *% * *

For all products (equipment) specified in PART 2 and supplied under this

contract, submit copies of all manufacturer catalog cuts and specification

sheets to indicate conformance to product requirements. For Monitoring
and Control (M&C) Software also include the PICS verifying BTL Listing as

a B-AWS.

2.2 CONTROL HARDWARE

221 Control Protocol Routers

2211 LonWorks/IP Router
Provide LonWorks/IP Routers which perform layer 3 routing of CEA-709.1-D
packets over an IP network in accordance with CEA-852-C . The router must

provide the appropriate connection to the IP network and connections to

the CEA-709.3 TP/FT-10 or TP/XF-1250 network. LonWorks/IP Routers must

support the Dynamic Host Configuration Protocol (DHCP; IETF RFC 4361 ) for
IP configuration and the use of an CEA-852-C Configuration Server (for
CEA-852-C configuration), but must not rely on these services for

configuration. LonWorks/IP Routers must be capable of manual

configuration via a console RS-232 port.
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2.2.1.2 BACnet/IP Router

kkkkkkkkkkkkkkkkkkkkkkhhkkhkkkkkkkkkkhkkkkkkkkkkhhkkkhkkkkhkkkkkkhhkkkhkkkkkkhkkkk

NOTE: Include the bracketed text "[, or other
ASHRAE 135]" as needed to allow for integration to
non- M5/ TP net wor ks.

*kkkkkkkhkhhhhhhkkkkkkkkkkhkhhhhhhhhhrrkkkkrkhkhkhhhhhhhhhhrrkrkkrkrkkkhhhhhhhix

Provide BACnet/IP Routers which perform layer 3 routing of ASHRAE 135
packets over an IP network in accordance with ASHRAE 135 Annex J and
Clause 6. The router must provide the appropriate connection to the IP

network and connections to a ASHRAE 135 MS/TP], or other ASHRAE 135]

network. Devices used as BACnet/IP Routers must be BTL Listed and must
support the Network Management-Router Configuration-B (NM-RC-B) BIBB.

2.2.13 Modbus/IP Router
Provide Modbus/IP Routers which perform layer 3 routing of MODBUS Protocol /
MODBUS TCP/IP packets over an IP network in accordance with MODBUS Protocol
/ MODBUS TCP/IP. The router must provide the appropriate connection to the
IP network and connections to a non-1P MODBUS Protocol / MODBUS TCP/IP
network. Modbus/IP Routers must support the Dynamic Host Configuration
Protocol (DHCP; IETF RFC 4361 ) for IP configuration but must not rely on

this service for configuration. Modbus/IP Routers must be capable of
disabling the capability for remote configuration of Modbus routing
information from the IP network.

2.2.2 Monitoring and Control (M&C) Controller Hardware

NOTE: This subpart uses tailoring options: "a

Ni agara Franework Supervisory Gateway" is only

i ncl uded when the NI AGARA FRAMEWORK tail oring option
i s selected.

* *kkkk *% *kkkkk *% *kkkk *% *kkkk *% *kkkk *%

Provide Monitoring and Control (M&C) Controller Hardware which is a
Niagara Framework Supervisory Gateway or a microprocessor-based direct
digital control hardware and which communicates over the UMCS IP network

using one of:

a. CEA-709.1-D in accordance with CEA-852-C and using only Standard
Network Variable Types (SNVTSs) as defined by the LonMark SNVT List.

b. ASHRAE 135 in accordance with ASHRAE 135 Annex J and using only
Standard ASHRAE 135 services.

Monitoring and Control (M&C) Controller Hardware must either meet the
requirements of the LonMark Interoperability Guide or be BTL Listed.

2.2.3 BACnet Supervisory Controller Hardware

* *kkkk *% *kkkkk *% *kkkk *% *kkkk *% *kkkk *%

NOTE: This subpart only applies to BACnet systens
and is only included when the BACNET tail oring
option is only included when the BACNET tailoring
option is selected.

* *kkkk *% *kkkkk *% *kkkk *% *kkkk *% *kkkk *%
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Provide BACnet Supervisory Controller Hardware which is direct digital
control hardware and which:

a.

b.

o

is BTL Listed

communicates using ASHRAE 135 over an IP network in accordance with
ASHRAE 135 Annex J

. has a configurable Object_Name Property
. supports the following BIBBS

(1) DS-RP-B (Data Sharing—Read Property—B) BIBB for Objects requiring
read access from the M&C Software

(2) DS-WP-B (Data Sharing—Write Property—B) BIBB for Objects requiring
write access from the M&C Software.

(3) SCHED-E-B (Scheduling-External-B)

(4) AE-N-1-B (Alarm and Event-Notification Internal-B)

(5) AE-ACK-B (Alarm and Event-ACK-B)

(6) T-VMT-I-B (Trending-Viewing and Modifying Trends-Internal-B)

(7) T-ATR-B (Trending-Automated Trend Retrieval-B)

e. has a Writable Recipient_List Property of the Notification Class Object

2.2.4

Control Protocol Gateways

kkkkkkkkkkkkkkkkkkkkkhhkkhkkkkkkkkkkhhkkkkkkkkkkhkkkhkkkkhkkkkkkhkkkhkkkkkkhkkkk

NOTE: FYl: Except for the use of Ni agara Framework
Supervi sory Gateways with N agara Framework MC

Sof tware, Gateways should be used only for the

i ntegration of |egacy building control systens
(HVAC, lighting etc) or for the integration of new
or legacy utility control systems. Gateways shoul d
not be used to permt the installation of new

bui | di ng control systems which do not use, CEA-709.1-D
or ASHRAE 135.

Indicate if additional capability may be required.
Not e that since the Legacy system shoul d not change
this requirement shouldn't be needed, and when used
will normally be intended to cover the case of
'forgotten' points (when the nmapping requirenents
fromthe | egacy system have not been fully/properly
identified). Requiring excess capacity nmay add cost.

kkkkkkkkkkkkkkkkkkkkkhhkkhkkkkkkkkkhkkkkkkkkkkhhkkhkkkkkkkkkhkkkkhkkkkkkkkkk

*

*kkkkkkkhhhhhkhhhhkkkkkkkhhkhhhhhhhhhhhrkkkxrrrhik *kkkk

NOTE: This subpart uses tailoring options. Fox
Protocol is included in the protocol list only when
the NI AGARA FRAMEWORK tailoring option is selected.

*

*kkkkkkkhhhhhkhhhhkkkkkkkrhkhhhhhhhhhhhkkkkxrrrhrx *

Provide Control Protocol Gateways which perform bi-directional protocol
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translation between two of the following protocols, or between one of the

following protocols and another protocol: CEA-709.1-D , ASHRAE 135,
MODBUS Protocol , MODBUS TCP/IP, Fox protocol, and OPC DA. Provide Control
Protocol Gateways which also meet the following requirements.

a. Gateways must have two or more separate network connections, each
appropriate for the protocol and media used. A single network
connection must not be used for both protocols.

b. Gateways must be capable of being installed, configured and programmed
through the use of instructions in the manual supplied by the
Contractor.

c. Provide and license to the Government all software required for
gateway configuration.

d. Gateways must retain their configuration after a power loss of an
indefinite time, and must automatically return to their pre-power loss
state once power is restored.

e. Gateways must provide capacity for mapping all required points as
indicated[ plus an additional [10 percent] |] between the two
protocols it uses.

-

Gateways must, in addition, meet all requirements specified (in the
following subparagraphs) for each of the two protocols it translates.

2241 Gateway for CEA-709.1

For a gateways using CEA-709.1-D provide gateways which meet the following
requirements in addition to the requirements for all gateways:

a. It must allow bi-directional mapping of data in the Gateway to
Standard Network Variable Types (SNVTSs) according to the
LonMark SNVT List

b. Gateways communicating CEA-709.1-D over an IP network must communicate
in accordance with CEA-852-C.

c. It must allow of its standard network variables (SNVTs) and support
transmitting data using the "min, max, and delta" (throttling and
heartbeat) methodology.

d. It must provide the ability to label SNVTs.

e. It must supply a LonMark external interface file (XIF) as defined in
the LonMark XIF Guide for use with LNS tools and utilities.

-

It must have a "service pin" which, when pressed, will cause the
Gateway to broadcast its 48-bit NodelD and ProgramID over the network.

g. It must provide a configurable self-documenting string.
2.2.4.2 Gateway for ASHRAE 135

For gateways using ASHRAE 135 provide gateways which meets the following
requirements in addition to the requirements for all gateways:

a. It must allow bi-directional mapping of data in the Gateway to
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Standard Objects as defined in ASHRAE 135.
b. All ASHRAE 135 Objects must have a configurable Object_Name Property.
c. It must be BTL Listed.

d. Gateways communicating ASHRAE 135 over an IP network must communicate
in accordance with ASHRAE 135 Annex J.

kkkkkkkkkkkkkkkkkkkkkhhkkhkkkkkkkkkhkkkkkkkkkkhhkkkhkkkhkkkkkkhhkkkkhkkkkkkhkkkk

NOTE: The following 2 requirements cover 2 ways in
whi ch the gateway can be used:

1) The gateway comuni cates with a BACnet buil ding
control system In this case the gateway has to be
able to read fromand wite to devices in the BACnet
bui | di ng control system

2) The gateway conmmuni cates with a BACnet front-end
(M&C Software). In this case the gateway nmust be
able to be read fromand be witten to by the M&C
Software. |In addition, the gateway must provide
schedul i ng, alarm ng and trending for the building
system.

Note that it would be possible to have a
BACnet - BACnet gateway that is used in both of these
ways at the sane tine.

kkkkkkkkkkkkkkkkkkkkkhhkkhkkkkkkkkkkhhkkkhkkkkkkhhkkhkkkhkkkkkkhhkkhkkkkkkhkkkk

e. Gateways communicating ASHRAE 135 to a field control systems must
support the DS-RP-A (Data Sharing—Read Property—A) BIBB and the
DS-WP-A (Data Sharing—Write Property—A) BIBB.

f. Gateways communicating ASHRAE 135 to the M&C Software or to a BACnet
Supervisory Controller must support the DS-RP-B (Data Sharing—Read
Property—B) BIBB for Objects requiring read access from the M&C
Software and the DS-WP-B (Data Sharing—Write Property—B) BIBB for
Objects requiring write access from the M&C Software

2243 Gateway for Modbus

NOTE: This subpart uses tailoring options.

Requi rements for the presentation of data in
accordance with the MODBUS REQUI REMENTS par agraph is
only included when the MODBUS tailoring option is
selected.

For gateways that use MODBUS Protocol / MODBUS TCP/IP provide gateways that
meet the requirements specified for all gateways and which allow

bi-directional mapping of data in the Gateway to MODBUS Protocol /
MODBUS TCP/IP registers using the four standard Modbus register types

(Discrete Input, Coil, Input Register,and Holding Register). Gateways

communicating  MODBUS Protocol / MODBUS TCP/IP to the M&C Software must
communicate via MODBUS Protocol / MODBUS TCP/IP over TCP/IP and must present
floating point values, character values, and date values using the

appropriate data type as specified in paragraph MODBUS REQUIREMENTS
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2.2.4.4 Gateway for OPC

For gateways that use

specified for all gateways and which allow bi-directional mapping of data

in the Gateway using

in accordance with OPC DA

2245 Gateway for DNP3

For gateways that use DNP3, provide gateways that meet the requirements
specified for all gateways and which allow bi-directional mapping of data

in the Gateway to DNP3 object groups and variations as defined by

Gateways communicating DNP3 over an IP network must communicate in
accordance with the LAN/WAN Networking volume of IEEE 1815 .

2.2.4.6 Niagara Framework Supervisory Gateway

* * *% * * *% * * *% * * *

NOTE: This subpart is only required for Ni agara
Framewor k systens, or for Navy Projects and is only
i ncl uded when the N AGARA FRAMEWORK or NAVY
tailoring option is selected.

*% * *% * * *% * * *

* * *% * * *% * * *% * * *

NOTE: FYl - The Ni agara Franework Supervisory
Gateway i s known by nmany names within industry, and
this specification uses the nane "N agara Franework
Supervi sory Gateway" in order to remain vendor
neutral. Probably the nbst comon term used for
this device in industry is a "Java Application
Control Engine", or JACE

kkkkkkkkkkkkkkkhkkkkkkhhkkhkkkkkkkkkkhhkkkhkkkkkkhhkkhkkkkhkkkkkkhhkkhkkkkkkhkkkk

Niagara Framework Supervisory Gateway Hardware must:

a. be direct digital control hardware.

b. have an unrestricted interoperability license and a Niagara

Compatibility Statement (NiCS) that follows the

Specification.

c. manage communications between a field control network and the Niagara
Framework Monitoring and Control Software and between itself and other
Niagara Framework Supervisory Gateways. Niagara Framework Supervisory
Gateway Hardware must use Fox protocol for communication with other
Niagara Framework Components.

d. be fully programmable using the Niagara Framework Engineering Tool and
support the following:

(1) Time synchronization, Calendar, and Scheduling using Niagara
Scheduling Objects

(2) Alarm generation and routing using the Niagara Alarm Service

(3) Trending using the Niagara History Service and Niagara Trend Log
Objects
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(4) Integration of field control networks using the Niagara Framework
Engineering Tool

(5) Configuration of integrated field control system using the Niagara
Framework Engineering Tool when supported by the field control
system

e. meet the following minimum hardware requirements:

(1) [Oneg][ Twa] 10/200 /1000 Mbps Ethernet Port S

(2) One port compatible with the field control system to be integrated

using this product. [
(3) Central Processing Unit of 600 Mhz or higher. 11
(4) Embedded operating system. ]

f. provide access to field control network data and supervisory functions
via web interface and support a minimum of 16 simultaneous users

2.3 COMPUTER HARDWARE

*kkkkkkkkkhhhhhhkkkkkkkkkhkhkhhhhhhhhhrrkkkkrkhkhkhhhhhhhhhhrrkrkkkkkkhkhhhhhhix

NOTE: Coordinate with the project site to determ ne
if the server(s) will be contractor supplied or
Government Furni shed. |f Government Furnished
renove the follow ng bracketed text.

kkkkkkkkkkkkkkkkkkkkkkkkkkkkkkhkkkkkhkkkkkhkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkk

For computer hardware furnished under this specification provide standard

products of a single manufacturer which advertises service in all 48

contiguous states, and provide only model currently in production. Except

for PCI-E cards installed into expansion slots provided in a desktop or

server computer in order to meet the requirements of this specification,

do not modify computer hardware from the manufacturer configuration.

2.3.1 Server Hardware

kkkkkkkkkkkkkkkkkkkkkhhkkhkkkkkkkkkhhkkkkkkkkkkhkkkhkkkkhkkkkkkhhkkhkkkkkkhkkkk

NOTE: Coordinate with the project site to determ ne
if the server(s) will be contractor supplied or
Gover nnent Fur ni shed.

If contractor supplied, coordinate with the Project
Site's NEC (I T group) and include the sites
'standard' server redundancy requirenents.

Not e t hat conputer technol ogy changes quickly and

t hese requirements should be edited to reflect
current products. Default requirenents (current as
of 2012) have been provided in brackets.

kkkkkkkkkkkkkkkkkkkkkkhhkkhkkkkkkkkkhhkkkhkkkkkkhhkkhkkkkhkkkkkkhkkkhkkkkkkhkkkk

Computer Server Hardware (server) [will be furnished by the Government]
[must be a desktop or server computer meeting the following minimum
requirements:]
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[2.3.1.1 Processor
[ [[Quad-core processor designed for server applications. Processor
speed must be at least 50 percent of the speed of the fastest Intel server
processor commercially available].

2.3.1.2 Random Access Memory (RAM)

[ |[300 percent of the recommended requirements of the software to be
installed on the server[and no less than 24GB].]

2313 Communications Ports
[ ][Four USB ports.]

23.14 Hard Drives

23141 Internal Hard Drives

[ [[Hard drives with SATA-3 Controller providing at least [2TB]|
usable disk space. Hard drives must use RAID (Redundant Array of
Inexpensive Disks) at levels 1 or 5 (RAID-1 or RAID-5).]

23142 External Hard Drive

[ 1[4TB][ ] disk space with a USB 3.0 interface.]

2.3.15 Optical Drive
[ |[Blueray burner drive.]
2.3.1.6 Video Output

[ |[32-bit color at a minimum resolution of 1920 by 1080 at a minimum
refresh rate of 70 Hz and a DVI or display port output.]

2.3.1.7 Network Interface
[ [[[Two] integrated 1000Base-T Ethernet with RJ45 connector.]
2.3.1.8 Monitor
[ [[Widescreen flat panel LCD monitor sized as indicated but no less
than 24 inch nominal with a minimum resolution of 1600 by 1050 pixels and
a minimum refresh rate of 70Hz.]
2.3.1.9 Keyboard
[ [[101 key wired USB keyboard having a minimum 64 character standard
ASCII character set based on ANSI INCITS 154  and an integral smart card
reader compatible with a Department of Defense Common Access Card (CAC).]

2.3.1.10 Mouse

[ [[2-button wired USB optical scroll mouse with a minimum resolution
of 400 dots per inch.]
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2.3.1.11 Power Supplies
[ |[Hot-swappable redundant power supplies.]

12.3.2 Workstation Hardware (Desktop and Laptop)

* *kkkkk *% *kkkkk *% *kkkkk *% *kkkkk *% *kkkkk *%

NOTE: Coordinate with the project site to determ ne
if the workstation(s) will be contractor supplied or
CGover nrent Furni shed, or a mx where sone

wor kstations are Gov't furnished and others are
contractor supplied:

"Repl ace Brackets" instructions
1) Government furnished only : Keep first bracketed
text and renove the [as indicated].

2) Contractor supplied only: Keep the second
bracketed text.

3) Combi nation of Government furnished and
Contractor supplied: Keep all bracketed text.

When keepi ng bracketed text (Contractor supplied or
conbi nati on of Governnent and Contactor supplied)
note that conputer technol ogy changes quickly and

t hese requirements should be edited to reflect
current products. Default requirenents (current as
of 2012) have been provided in brackets.

* *kkkkk *% *kkkkk *% *kkkkk *% *kkkkk *% *kkkkk *%

[The Government will provide the] [Provide a standard desktop computer or
a laptop meeting the following minimum requirements for the] Computer
Workstation Hardware (workstation) [as indicated].

[2.3.2.1 Processor

23.2.1.1 Desktop
Quad-core processor designed for desktop applications. Processor speed
must be at least 75 percent of the speed of the fastest Intel desktop
processor commercially available.

23212 Laptop
Quad-core processor designed for laptop applications. Processor speed
must be at least 50 percent of the speed of the fastest Intel laptop
processor commercially available.

2.3.2.2 Random Access Memory (RAM)

[ ][300 percent of the recommended requirements of the software to be
installed on the server[ and no less than 8GB].]

2.3.2.3 Communications Ports

2.3.231 Desktop

[ [[Six USB ports.]
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2.3.2.3.2 Laptop
[ [[Two USB ports, plus a PCMCIA card slot or an additional USB port,
plus an integral RS-232 serial port or an additional USB port and a USB to
RS-232 serial adapter.]

2324 Hard Drive and Controller

23.24.1 Desktop

[ I[[1.5TB] | or larger with a SATA-3 controller.]

2.3.24.2 Laptop
[ [[[250GB]] or larger solid state drive.]
2.3.25 Optical Drive

[ [[DVD-RW drive]

2.3.2.6 Video Output

2.3.2.6.1 Desktop
[ [[32-bit color with dual monitor support minimum resolutions of 1920
by 1080 at minimum refresh rates of 70 Hz and dual DVI or display port
outputs.]

2.3.2.6.2 Laptop

[ [[32-bit color with a minimum resolution of 1920 by 1080 at minimum
refresh rates of 70 Hz and VGA or HDMI output.]

2.3.2.7 Network Interface

2.3.2.7.1 Desktop
[ [[Integrated 1000Base-T Ethernet with RJ45 connector.]

2.3.2.7.2 Laptop
[ [[Integrated 1000Base-T Ethernet with RJ45 connector and an
integrated IEEE 802.11 b/g/n wireless interface. The Laptop must have a
physical switch for activation and deactivation of the wireless interface.]

2.3.2.8 Monitor

2.3.2.8.1 Desktop
[ [[Dual widescreen flat panel LCD monitors sized as indicated but no
lessthan 600 mm 24 inch  nominal with minimum resolutions of 1920 by 1080
pixels and a minimum refresh rate of 70Hz.]

2.3.2.8.2 Laptop
[ [[LCD Screen sized as indicated but no less than 325 mm 13 inch

nominal with a maximum supported resolution of no less than 1600 by 900
pixels.]
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2.3.2.9 Keyboard and Smart Card Reader

2.3.291 Desktop
[ [[101 key wired USB keyboard having a minimum 64 character standard
ASCII character set based on ANSI INCITS 154  and an integral smart card
reader compatible with a Department of Defense Common Access Card (CAC).]

2.3.2.9.2 Laptop

[ |[Standard laptop keyboard. Internal smart card reader compatible
with a Department of Defense Common Access Card (CAC).]

2.3.2.10 Mouse
2.3.2.10.1 Desktop

[ [[2-button wired USB optical scroll mouse with a minimum resolution
of 400 dots per inch.]

2.3.2.10.2 Laptop

[ [[Integrated touch-pad plus a 2-button wired USB optical scroll mouse
with a minimum resolution of 400 dots per inch.]

12.3.3 Printers

Provide local or network printers as indicated. Provide local printers

which have a USB interface. Provide network printers which have a
100Base-T or faster interface with an RJ45 connection and a firmware print
spooler compatible with the Operating System print spooler.

2.3.3.1 Alarm Printer

Provide alarm printers which use sprocket-fed fanfold paper with

adjustable sprockets for paper width up to 280 mm 11linches . Alrm
printers must have programmable control of top-of-form. [Provide floor

stands with paper racks for alarm printers.]

2.3.3.2 Laser Printer

Provide laser printers as indicated meeting the following minimum
requirements:

Resolution 600 by 600 dots per inch

Printing Time 10 pages per minute

Data Buffer Size 16 Megabytes

Media Type Paper and transparency film

Media Size ANSI A( 216 by 279 mm 8.5 by 11 inches
and other sizes as indicated
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Paper Cassette

250 sheet capacity

2.4 COMPUTER SOFTWARE

24.1 Operating System (OS)

kkkkkkkkkkkkkkkkkkkkkhhkkhkkkkkkkkkhkkkkkkkkkkhkhkkkhkkkhkkkkkkhhkkhkkkkkkhkkkk

NOTE: Coordinate with the project site to determ ne

if the OS license will be contractor supplied or
Gover nnent Fur ni shed.

*kkkkk *%

*kkkkk *% *kkkkk *kkkkkkkkkk *kkkk

* *

NOTE: This subpart uses tailoring options to
indicate the Gold Master version to use.

* *

Provide the latest version of the Army [ DISA] Gold Master Windows
Operating System. The Operating System media will be furnished by the

Government. [Provide ][The Government will provide] the Operating System
license.

2.4.2 Office Automation Software

kkkkkkkkkkkkkkkkkkkkkhhkkhkkkkkkkkkkhhkkkkkkkkkkhhkkkhkkkkhkkkkkkhkkkkhkkkkkkhkkkk

NOTE: Coordinate with the project site to determ ne
if the OFfice Autonmation Software will be contractor
supplied or Governnent Furnished.

*kkkkk *%

*kkkkk *% *kkkkk *kkkkkkkkkk *kkkk

[Provide Office Automation Software consisting of the [e-mail,]
spreadsheet and word processing portions of the project site's standard

office automation software.] [Office Automation Software will be furnished
by the Government.]

2.4.3 Virus Protection Software

kkkkkkkkkkkkkkkkkkkkkhhkkhkkkkkkkkkhhkkkkkkkkkkhkkkhkkkkhkkkkkkhhkkhkkkkkkhkkkk

NOTE: Coordinate with the project site to determ ne
if the Virus Protection Software will be contractor
suppl i ed or Governnent Furnished.

*kkkkk *%

*kkkkk *% *kkkkk *kkkkkkkkkk *kkkk

[Provide Virus Protection Software consisting of the project site's
standard virus protection software complete with a virus definition update

subscription] [Virus Protection Software will be furnished by the
Government].

24.4 Disk Imaging (Backup) Software

kkkkkkkkkkkkkkkkkkkkkkhhkkhkkkkkkkkkhhkkkhkkkkkkhhkkhkkkkhkkkkkkhkkkhkkkkkkhkkkk

NOTE: Coordinate with the project site to determ ne
if the Disk Inaging (Backup) Software will be
contractor supplied or Governnent Furnished.
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[Provide Disk imaging (backup) software capable of performing a bare-metal
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restore (imaging and restoring to a new blank hard drive such that
restoration of the image is sufficient to restore system operation to the
imaged state without the need for re-installation of software).] [Provide
Disk imaging (backup) software consisting of the project site's standard

disk imaging software.] [Disk imaging (backup) software will be furnished
by the Government.]

2.4.5 M&C Controller Hardware Configuration Software

Provide M&C Controller Hardware Configuration Software consisting of the
software required to configure, program, or configure and program each
Monitoring and Control (M&C) Controller Hardware provided for the
functions it performs.

2.4.6 CEA-852-C Configuration Server

kkkkkkkkkkkkkkkkkkkkkhhkkkhkkkkkkkkkkhhkkkhkkkkkkhhkkhkkkkhkkkkkkhhkkhkkkkkkhkhkkkx

NOTE: This subpart only applies to LonWwrks systens
and is only included when the LONWORKS tailoring
option is selected.
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Provide CEA-852-C configuration server software meeting the requirements
of CEA-852-C.

2.4.7 CEA-709.1-D Network Configuration Tool

kkkkkkkkkkkkkkkkkkkkkhhkkkhkkkkkkkkkkhhkkkhkkkkkkhhkkhkkkkhkkkkkkhhkkhkkkkkkhkhkkkx

NOTE: This subpart only applies to LonWwrks systens
and is only included when the LONWORKS tailoring
option is selected..

* * * *% * *% * * *% * * *%

* * *

Provide a network configuration tool software which:

a. Solely uses LonWorks Network Services (LNS) for all network
configuration and management of CEA-709.1-D devices.

b. Is capable of executing LNS plug-ins.

c. Is capable of performing network database reconstruction of an
CEA-709.1-D control network, such that if connected to an existing
CEA-709.1-D network it has the ability to query the network and create
an LNS database for that network.

d. Allows configuration of the network while off-line such that an
operator may set up changes to the network while disconnected from the
network, and then execute all of them once connected.

e. Includes the standard LNS Report Generator and is capable of
generating and printing the following reports:

(1) A table containing domain/subnet/node address and node identifier
for the entire network or any subset thereof, selected by the user.

(2) A table containing Standard Network Variable (SNVT) input and
output details for any CEA-709.1-D device on the network.

(3) A table containing Standard and User-Defined Configuration

SECTION 25 10 10 Page 50



Properties (SCPTs and UCPTSs) for any CEA-709.1-D device on the
network.

f. Is capable of merging two existing standard LNS databases into a
single standard LNS database.

2.4.8 BACnet Network Browser

kkkkkkkkkkkkkkkkkkkkkhhkkkhkkkkkkkkkkhhkkkhkkkkkkhhkkhkkkkhkkkkkkhhkkhkkkkkkhkhkkkx

NOTE: This subpart only applies to BACnet systens
and is only included when the BACNET tail oring
option is selected.

* *kkkkk *% *kkkkk *% *kkkkk *% *kkkkk *% *kkkkk *kkkk

Provide a BACnet Network Browser software that:

a. Can perform full discovery of a ASHRAE 135 system including but not
limited to discovery of all ASHRAE 135 devices, the ASHRAE 135 Objects
and Properties of each device, and the standard ASHRAE 135 services

supported by each device.

b. Can read any ASHRAE 135 Property of any Object in any device.
Proprietary Properties may be presented as read without further
interpretation.

c. Can write any Standard ASHRAE 135 Property of any Object in any device.

d. Supports segmentation.

e. Supports all of the following BIBBs:

(1) DM-ANM-A (Device Management-Automatic Network Management-A)
(2) DM-ADM-A (Device Management-Automatic Device Management-A)
(3) DM-DDB-A (Device Management-Dynamic Device Binding-A)

(4) DM-DOB-A (Device Management-Dynamic Object Binding-A)

(5) DS-RP-A (Data Sharing-Read Property-A)

(6) DS-RPM-A (Data Sharing-Read Property Multiple-A)

(7) DS-WP-A (Data Sharing-Write Property-A)

2.4.9 Niagara Framework Engineering Tool

* *kkkkk *% *kkkkk *% *kkkkk *% *kkkkk *% *kkkkk *kkkk

NOTE: This subpart only applies to Niagara
Framewor k systens and is only included when the
NI AGARA FRAMEWORK tailoring option is selected.

kkkkkkkkkkkkkkkkkkkkkkhhkkkhhkkkkkkkkkhhkkhkkkkkkhhkkhkkkkhkkkkkkhhkkhkkkkkkhkhkkkx

Provide Niagara Framework  engineering tool software which:

a. has unrestricted interoperability license and a Niagara Compatibility
Statement (NiCS) which follows the Tridium Open NiCS Specification.

b. is capable of performing network configuration for Niagara Framework
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Supervisory Gateways and Niagara Framework Monitoring and Control
Software.

c. is capable of programming and configuring Niagara Framework
Supervisory Gateways and Niagara Framework Monitoring and Control
Software.

d. is capable of discovery of Niagara Framework Supervisory Gateways and
all points mapped into each Niagara Framework Supervisory Gateway and
making these points accessible to Niagara Framework Monitoring and
Control Software.

2.4.10 Monitoring and Control (M&C) Software

kkkkkkkkkkkkkkkkkkkkkkhkkhkkkkkkkkkhhkkkkkkkkkkhhkkhkkkhkkkkkkhkkkhkkkkkkhkkkk

NOTE: Designer should choose the mi ni mrum nunber of
points and clients the M&C software is required to
accommodat e based on the project site's master
plan. The initial nunber of points to be
accommodat ed shoul d be chosen such that it is
sufficient to cover all current and known future
projects. The total system expansion requirenent
shoul d be based on potential/anticipated future
proj ects.

It's a good idea to obtain pricing for several
price-points between the current specified
points/clients and the future nunber of
points/clients. Depending on the vendor the cost
i ncrease for system expansion may be drastically
different.

For non- Ni agara Framework systens, points neans
"points that the M&C software can read/wite on the
network". In general, points will be SNVTs for
LonWorks and the Present Value Property of Objects
for BACnet. O her exanples of Points are other
BACnet Properties or LonWrks configuration
properties/configurati on network variables. For
Modbus, a point will generally be a Mddbus register.
For OPC, a point will be an OPC "tag".

For the Niagara Framework, point |icensing only
applies to points directly integrated to the M&C
Software without first being brought into a N agara
Framewor k Supervi sory Gateway. Discuss with the
installation whether integration will generally be
acconpl i shed via N agara Framewor k Supervisory
Gateways (this is the nornal nethod) or not before
determ ning a point |icensing requirenment Wen
integration will "always" be through a N agara
Framewor k Supervi sory Gateway change the nunber of
networ k points required below to zero or a very
smal | nunmber. Wen requiring network points
indicate in the space provided the protocol drivers
requi red and network points required to be |icensed
by each.

This UFGS requires the use of Wb based clients
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(previous versions of this UFGS did not, but nost
vendors support web-browser based clients and this
no | onger overly restricts conpetition.)

FYl: The follow ng paragraphs/pages (the M&C
software requirenents) specify functionality that is
required for the M&C Software but that nay not be
achi evabl e due to | ack of data/support at the
building level. 1In order to nmeet future needs these
requi renents should be kept. It is expected that
they are usually part of the 'standard' capabilities
of this type of software.

*kkkkkkkhkhhhhhhkkrkkkhkkkkhkhhhhhhhhhhhrkkkkkkkhhhhhhhhhhrrkrkkkkkkhkhhhhhhix

* *kkkkkkkkkk *kkkkk *% *kkkkk *% *kkkk *% *kkkk *kkkk

NOTE: This subpart uses tailoring options to

i ndicate requirenments for the M&C software in the
first paragraph. Only requirenents related to
selected tailoring options are included.

Provide monitoring and control (M&C) software which is a client-server

software package with a graphical user interface (GUI) using web-browser

based clients. Provide Niagara Framework  monitoring and control software

which communicates with Niagara Framework  field control systems using the

Fox protocol. Provide M&C Software which communicates via CEA-709.1-D , and
ASHRAE 135, and MODBUS Protocol / MODBUS TCP/IP,and OPC DA. The M&C
Software may support other field control protocols. Provide M&C Software
which is BACnet Testing Laboratories Certified ("Listed") as a B-AWS.

Provide a single software package which implements the Scheduling,
Alarming, Trending, Graphical System Display, and System Display Editor
functionality. Other specified M&C functionality may be implemented in

the same software package or in additional software packages. As

specified in PART 3 EXECUTION, the M&C Software must operate on Server
hardware, except that software for Point Calculations and Demand Limiting
may operate on M&C Controller Hardware.

2.4.10.1 M&C Software License
License the M&C Software as specified. Use of multiple copies of M&C
Server software working in coordination and sharing data between them such
that they function as, and appear to an operator as, a single M&C Server
is permitted to meet these requirements.

2.4.10.1.1 Network Points

*

NOTE: This subpart uses tailoring options:

1) The sentence referring to N agara Franmework
systens is included only when the N AGARA FRAVEWORK
tailoring option is selected.

2) The sentence referring to N AGARA FRAMEWORK M&C
Software is only included when the N AGARA FRAVEWORK
tailoring option is selected.

* *kkkkkkkkkk *kkkkk *% *kkkkk *% *kkkk *% *kkkk *kkkk

For Niagara Framework systems, a network point is a point brought directly
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into the Web Supervisor M&C Software through a protocol other than the Fox

Protocol and via a Niagara Framework Supervisory Gateway. Provide M&C
Software and licensing to support no less than than | | network

points, and to be capable of expansion to support no less than [50,000]

[ | network points. [Provide Niagara Framework  M&C Software which
includes the following drivers, each of which is licensed for a number of

network points as follows: | J

2.4.10.1.2 Web Clients

Provide M&C Software and licensing to support no less than [10] | |
simultaneous web clients with no limit on the total number of web
clients. M&C Software must be capable of expansion to support no less
than [30] | simultaneous web clients.

2.4.10.1.3 Calculations

Provide M&C Software and licensing to support no less than one calculated
point for every ten network points (see "Network Points" above).

2.4.10.1.4 Other Points

For installations using M&C Software installed on M&C Controller Hardware
(as opposed to Server hardware), provide additional licensing to support
additional network points for the communications between portions of the
M&C Software installed on different hardware. For example, if the
Calculations requirement is performed by M&C Software installed on
Controller hardware, the M&C Software must be licensed for additional
network points to cover the network points required for communication
between the Controller hardware and the Server hardware.

2.4.10.1.5 Alarming

* *kkkkk *% *kkkkk *% *kkkkk *% *kkkk *% *kkkk *kkkk

NOTE: This subpart uses tailoring options:

1) the phrase "al arm generation and" and the work
"points" is included if the LONWORKS, MODBUS or OPC
tailoring option is selected.

2) the phrase "ASHRAE 135 Al arm Event Notifications”
is included if the BACNET tailoring option is

selected.
Provide M&C Software and licensing to support alarm generation and the
handling (routing) of alarms for no less than [10, 000] [ | points and

ASHRAE 135 Alarm Event Notifications
2.4.10.1.6 Trending

Provide M&C Software and licensing to support a minimum of [8,000] |
simultaneous trends.

[2.4.10.1.7 Scheduling

NOTE: This subpart only applies to LonWrks,
Modbus, or OPC systens and is only included when the
LONWORKS, MODBUS or OPC tailoring option is selected.
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kkkkkkkkkkkkkkkhkkkkkkhhkkkhkkkkkkkkkkhkhkhhkkkkkkhhkkhkkkkhkkkkkkhhkkhkkkkkkhkhkkkx

NOTE: When LonWirks tailoring is selected, this

par agraph appears in brackets. This is due to
changes in the requirenents for LonWrks field
control systenms. Until recently LonWorks did not
support an open neans of configuring schedules in
field control systens, so all scheduling was done at
the M&C Software. The Sinple Schedul e Functiona
Profil e now provides a standard nmeans for schedul e
configuration in the field control systems, and is a
requi renent in Section 23 09 23.01 LONWORKS DI RECT
DI G TAL CONTROL FOR HVAC AND OTHER BUI LDI NG CONTROL
SYSTEMS

Keep the bracketed text for Mydbus or OPC, or to

mai ntain conpatibility with LonWrks systens which
do not enploy the Sinple Schedul er and thus require
scheduling at the M&C Software. [|f Mdbus and OPC
are not required and all LonWrks field control
systens will use the Sinple Schedul er, the bracketed
text can be renoved.

When uncertain, keep the bracketed text as nobst M&C
Sof tware can support this requirenment and keeping
the ability to performscheduling at the M&C
Software will support a wi der range of field control
systems.

* * * *% * *% * * *% * * *% * *% *%

Provide M&C Software and licensing to support a minimum of [200] |
user-definable schedules.

12.4.10.1.8 Niagara Framework Open License

* * * *% * * *% * * *% * * *% * *% *%

NOTE: This subpart only applies to Niagara
Framewor k systens and is only included when the
NI AGARA FRAMEWORK tailoring option is selected.

kkkkkkkkkkkkkkkkkkkkkkhhkkkhkkkkkkkkkkhhkhkhkkkkkkhhkkhkkkkhkkkkkkhhkkhkkkkkkhkhkkkx

Provide M&C Software with an unrestricted interoperability license and a
Niagara Compatibility Statement (NiCS) which follows the Tridium Open NIiCS
Specification.

2.4.10.2 M&C Software Update Licensing

*kkkkkkkkhhhhhhhkkkkkkkkhkhkhhhhhhhhhhrrkkkkkkkhhhhhhhhhhrrkrkkrkrkkkhkhhhhhhix

NOTE: The installation nmay procure its own software
update licensing or contract and thus need | ess than
5 years. Alternatively the installation may require
| onger than five years (although this will likely

i ncrease the costs significantly). Coordinate with
the installation to deternmine if they have any
specific requirenent; if they don't then keep the 5
year requirement.

kkkkkkkkkkkkkkkkkkkkkhhkkhkkkkkkkkkhkkkhkkkkkkhkkkkhkkkhkkkkkkhhkkkhkkkkkkhkkkk
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In addition to all other licensing requirements, provide M&C Software
licensing which includes licensing of the following software updates for a
period [of no less than 5 years] |:

a. Security and bug-fix patches issued by the M&C Software manufacturer.

b. Security patches to address any vulnerability identified in the

National Vulnerability Database at http://nvd.nist.gov with a Common
Vulnerability Scoring System (CVSS) severity rating of MEDIUM or
higher.

2.4.10.3 Supported Field Control Protocols

*kkkkkkkkkhhhhhhkkkkkkkhkhkhkhhhhhhhhhhrrkkkkhkhkhkhhhhhhhhhhrrkkkkkkkkhkhhhhhhix

NOTE: FYl: one of the integration methods for

| egacy systenms is to use a protocol driver (a
"software gateway') in the M&C software to integrate
the | egacy system and these requirenents permt the
M&C Software to support protocols other than those

specifically required in this specification.
kkkkkkkhkkkhhkkkhhkkkhkhkkhhkhkkkhhkhkkkhhkkkhhkkkhkhkkkhkhkkkhhkhkkkhkkhkhkkkkkhkhkkkkkhkhkx

* *kkkkkkkkkk *kkkkkkkkkhk *kkkkkkkhhhhhhkkkkxkx *kkkkkkkkkhk *kkkk

NOTE: WARNI NG - The BACnet tailoring option has
been sel ected with another protocol tailoring option
(LonWorks, Modbus, OP(). As described in UFC
3-470-01, many of the Mnitoring and Contr ol

Sof twar e packages which support BACnet support ONL)
BACnet, so the inclusion of other protocol tailoring
options may unnecessarily lint the nunber of
vendors able to provide the UMCS. The need for
supporting multiple protocols at the Mnitoring and
Control Software should be verified/ checked with the
project site. Note that any protocol can be
integrated to the UMCS with the use of a gateway, so
omtting a tailoring option does not prohibit the

i ntegration of systens using that protocol.

See UFC 3-470-01 for nore infornation.

* *kkkkkkkkkk *kkkkkkkkhkhk *kkkkkkkhhhhhhkkkkxkx *kkkkkkkkkhk *kkkk

* * *

NOTE: WARNI NG - The Niagara Framework tail oring
option has been selected with the LonWrks tailoring
option. As described in UFC 3-470-01, LNS-based
LonWbrks (required by the LonWrks tailoring option)
is generally not conpatible with the N agara
Framework.

See UFC 3-470-01 for nore infornmation.

* *kkkkkkkkkk *kkkkkkkkkhk *kkkkkkkhhhhhhkkkkxkx *kkkkkkkkkhk *kkkk

Provide M&C Software which supports field control protocols as follows:

*kkkkkkhhkhhhhhhkhkkkkkkkkkhhhhhhhhhhrrkkkkrkhkkhhhhhhhhhhrrkrkkkrkkkhkhhhhhhix

NOTE: Due to the use of tailoring options in the
following list of requirements not all requirements
will be included in all projects and itens may
requi re renunbering.
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*kkkkkkkkkhhhhhhkkkkkkkkkhkhkhhhhhhhhhrrkkkkrkhkhkhhhhhhhhhhrrkrkkkrkkkhkhhhhhhix

kkkkkkkkkkkkkkkkkkkkkkhhkkhkkkkkkkkkkhhkkhkkkkkkhhkkhkkkkhkkkkkkhhkkhkkkkkkhkhkkk

NOTE: The followi ng |ist paragraph is included only
when the LONWORKS tailoring option is selected.
a. The M&C Software must include a driver to LNS, or a driver to an OPC
interface to LNS, or a driver to CEA-852-C , and must be capable of
reading and writing any SNVT on the CEA-852-C network. Software with
a driver to LNS or a driver to an OPC interface to LNS must
communicate with field control systems via LNS using this driver.
Software with a driver to CEA-852-C must obtain all communication
information (such as device addresses and network variable indices)
from LNS and must automatically update this information whenever the
LNS Database changes.

* *% * *% * * *% * *% *% * *% *% * *% *%

NOTE: The followi ng |ist paragraph is included only
when the BACNET tailoring option is selected.
R R e e s s s e S S R R S R T s S e R S S S S T S e e T
b. The M&C Software must include a driver to ASHRAE 135 over IP in
accordance with ASHRAE 135 Annex J.

* *% * *% * * *% * *% *% * *% *% * *% *%

NOTE: The followi ng |ist paragraph is included only
when the MODBUS tailoring option is selected.
R R R e e s s s e S R R R S R s S e R R S S S T S e T
c. The M&C Software must include a driver to MODBUS Protocol / MODBUS TCP/IP
over TCP/IP. The M&C Software must be capable of reading and writing
the Modbus data types as defined in paragraph MODBUS REQUIREMENTS and
must, in addition, be capable of manipulating and presenting arbitrary
data formats derived from the four standard Modbus data types.

* *% * *% * * *% * *% *% * *% *% * *% *%

NOTE: The followi ng |ist paragraph is included only
when the OPC tailoring option is selected.

kkkkkkkkkkkkkkkkkkkkkkhhkkkhhkkkkkkkkkhhkkhkkkkkkhhkkhkkkkhkkkkkkhhkkhkkkkkkhkhkkk

d. The M&C Software must be an OPC DA client.

* *% * *% * * *% * *% *% * *% *% * *% *%

NOTE: The following |ist paragraph is included only
when the NI AGARA FRAMEWORK tailoring option is
selected.
e. The Software must use the Niagara Framework  and must communicate with
Niagara Framework Supervisory Gateways using the Fox protocol.

f. The M&C Software may, in addition, include drivers to other protocols.

Provide M&C Software capable of reading values from and writing values to
points via any supported field protocol, and capable of reading values

from one field protocol and writing them to another. All points obtained
from any field protocol must be available to all M&C Software

functionality.

SECTION 25 10 10 Page 57



2.4.10.4 Supported Enterprise Protocols

Provide M&C Software which supports oBIX, BACnet Web Services or OPC as an
enterprise protocol and which meets the following requirements:

a. Itis able to read values from any point or collection of points
(network point, internal point, trend log or schedule) and transmit
these values via the enterprise protocol.

b. Itis able to receive data via the enterprise protocol and use this
data to change the value of any point.

c. License the enterprise protocol interface to the project site and
document he interface such that any system capable of communicating
with that protocol can be used to read and write data from the M&C
Software.
2.4.105 Point Information

Every point, both network and internal, in the M&C Software must contain
the following fields:

2.4.105.1 Name

A configurable name used for identification of the point within the M&C
Software.

2.4.10.5.2 Description
A configurable description of no less than 80 alpha-numeric characters.
2.4.10.5.3 Value
A field containing the current point value.
2.4105.4 Units
A field containing the engineering units.
2.4.10.55 Source

A field identifying the source of the point. For network points, this is
generally the address or identification of the field device (for example,

the Domain-Subnet-Node address for LonWorks field control devices or the
DevicelD for BACnet devices).

2.4.10.6 Point Calculations

Provide M&C software capable of performing calculations and computing the
value of a calculated point based on the values of two or more network
points and calculated points. Mathematical operators must include:

addition, subtraction, multiplication, division, exponentiation (y”x,

power), square root, reciprocal, natural logarithm, sin, cos, tan, arcsin,
arccos, arctan, and parenthesis. Pi and e must be available as constants
for use in calculations.
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2.4.10.7 Browser-Based Graphical User Interface (GUI)

kkkkkkkkkkkkkkkkkkkkkkhhkkhkkkkkkkkkkhkkkkkkkkkkhhkkkhkkkkhkkkkkkhhkkkhkkkkkkhkkkk

NOTE: The contractor will require a certificate for
the M&C Wb Server (in order to use HITPS as
required here). Coordinate with the project site IT
organization (NEC) to obtain this certificate.

* *kkkkk *% *kkkkk *% *kkkkk *% *kkkkk *% *kkkkk *%

Provide M&C Software which includes a web-browser based (client-server)
graphical user interface through which all M&C Software functionality,
except for the Graphics Editor, System Display Editor, report

configuration, point calculation configuration, and enterprise protocol
configuration, is accessible.

Provide graphical user interface web server and web clients meeting the
following requirements:

a. The web server must use HTTPS based on the Transport Layer Security
(TLS) Protocol in accordance with IETF RFC 7465 using a
Government-furnished certificate.

O

. The graphical user interface must be Common Access Card (CAC) enabled:
It must support web client authentication using certificates obtained
from a Department of Defense Common Access Card (CAC) Smart Card.

c. The web client must operate on any version of Windows currently
supported by Microsoft.

d. The web client must function in the most recent three version of
Internet Explorer [and [the most recent three versions of

Firefox] 1.

e. The web client must not require a connection to any server other than
the M&C Server.

-

The web client must function in a browser with Java, Shockwave,
Silverlight, and Flash installed. The client may require a download
of mobile code from the M&C Server, but must not require the download
of additional browser plug-ins or add-ins and there must be no limit
on the number of downloads. The client must not require ActiveX.

2.4.10.8 Passwords

kkkkkkkkkkkkkkkkkkkkkhhkkkkkkkkkkkkhhkkkkkkkkkkhkhkkkhkkkhkkkkkkhhkkkhkkkkkkhkkkk

NOTE: Designer must choose if password managenent
for M&C software is performed

a) by the GCs

b) by the M&C software itself

c) if the decisionis left to the Contractor.
The password requirements here provide a sinple
basis for user authentication. More conplex
password schenes may be required by the

installation. Coordinate with the installation and
if they have nore detailed or conpl ex password
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requi renents enter themin the space provided.

O herwi se keep the bracketed defaults.
kkkkkkkkhkkkhhkkkhhkkkhkhkkhhkhkkhhkkkhhkkkhkhkkkhkhkkkhkhkkhhkhkkkhkhkhkkkkkhkhkkkkkhkhkkx

Provide M&C software with user-based access control to M&C functionality.
The M&C Software must recognize at least [100] | separate users and
have [at least 4] | levels of user permissions. User permission

levels (from most restrictive to most permissive) must include:

a. Permission Level 1: View-only access to the graphical user interface.

b. Permission Level 2: Permission Level 1 plus acknowledge alarms and set
up (configure) trends and reports.

c. Permission Level 3: Permission Level 2 plus override points and set up
(configure) alarms, schedules and demand limiting.

d. Permission Level 4: Permission Level 3 plus create and modify
Graphical System Displays using the System Display Editor.

Passwords must not be displayed and must not be logged. The system must
maintain a disk file on the server hardware logging all activity of the

system. This file must maintain, as a minimum, a record of all

operators logged onto the system, alarm acknowledgments, commands issued
and all database modifications. If the file format is not plain ASCII

text, provide a means to export or convert the file to plain ASCII text.

Provide a mechanism for archiving the log files for long term record

storage.

2.4.10.9 Graphical System Displays

Provide graphical displays consisting of building system (air handler
units, VAV boxes, chillers, cooling towers, boilers, etc.) graphic

displays. Data associated with an active display must be updated at least
once every 5 seconds.

2.4.10.9.1 Navigation Scheme

System graphic displays of building systems and points must be
hierarchical displays using a building-to-equipment point-and-click
navigation scheme which allows navigation from a garrison-wide display,
through a building-wide display to the individual units. Each display must
show the building name and number. Each display must show system wide
data such as outside air temperature and humidity in the case of an HVAC
system application.

a. For each Building or Building Sub-Area display, show the building foot
print and basic floor plan, and clearly show and distinguish between
the individual zones and the equipment serving each zone and space.
Show all space sensor and status readings, as applicable, for the
individual zones such as space temperature, humidity, occupancy
status, etc. Show the locations of individual pieces of monitored and
controlled equipment.

* *kkkkk *% *kkkkk *% *kkkkk *% *kkkkk *% *kkkkk *%

NOTE: Coordinate with the project site and sel ect
the style of representation for equipnent.

VWhen making this selection consider the effect that
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det ai |l ed graphics have on the performance of the
user interface; the nore conplex the graphic, the
longer it will take for the page to | oad.

kkkkkkkkkkkkkkkkkkkkkhhkkhkkkkkkkkkkhkkkkkkkkkkhhkkhkkkkhkkkkkkhkkkhkkkkkkhkkkk

b. For each equipment display show a [one-line diagram control
schematic][3-dimensional] representation of the individual pieces of
equipment using the symbols and M&C point data types as specified.
Use different colors and textures to indicate various components and
real time data. Use consistent color and texture meanings across all
displays.

c. Provide displays which clearly distinguish between the following point
data types and information:

(1) Real-time data.

(2) Other user-entered data.

(3) Devices in alarm (unacknowledged).

(4) Out-of-range, bad, or missing data.

(5) Points which are overridden.

2.4.10.9.2 Navigation Commands

Provide system displays which support English language operator commands
via point-and-click mouse or keyboard entry for defining and selecting
points, parameters, graphics, report generation, and all other functions
associated with operation. The operator commands must be usable from any
operator workstation with individual operator passwords as specified.

2.4.10.10 Graphic Editor

Provide a fully featured graphics editor and capable of creating custom
graphics and graphic symbols for use by the System Display Editor.

2.4.10.11 System Display Editor

Provide a system display editor which allows the user to create, modify,
and delete graphic displays. The display editor may have a separate user
interface and is not required to be accessible via the web browser
interface. Provide a display editor which includes the following

functions:

a. Create and save displays. Save an existing or modified display as a
new display (i.e. "save as")

b. Group and ungroup graphics, where graphics include both alphanumeric
and graphic symbols, and where a grouped graphic is manipulated as a
single graphic.

c. Place, locate, resize, move, remove, reposition, rotate and mirror a
graphic on a display.

d. Overlay graphics over other graphics and assign depths such that when
there are coincident graphics the one on top is visible.
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e. Modify graphic properties based on the value of network points and
create conditions governing the display of a graphics such that
different graphics are visible based on the value of network points or
calculated points

f. Integrate real-time data with the display.

g. Establish connecting lines.

h. Establish sources of latest data and location of readouts.

i. Display analog values as specified.

j- Assign conditions which automatically initiate a system display.

k. Include library of display symbols which include: Pump, Motor, Two-
and Three-way Valves, Flow Sensing Element, Point and Averaging
Temperature Sensors, Pressure Sensor, Humidity Sensor, Single and
Double Deck Air Handling Unit, Fan, Chiller, Boiler, Air Compressor,
Chilled Water Piping, Steam Piping, Hot Water Piping, Ductwork, Unit
Heater, Pressure Reducing Valve, Damper, Electric Meter, Limit Switch,
Flow Switch, High- and Low- Point and Averaging Temperature Switches,
High- and Low- Pressure Switches, Coil, Solenoid Valve, Filter,
Condensing Unit, Cooling Tower, Variable Frequency Drive (VFD), Heat
Exchanger, Current Sensing Relays, Generator, Circuit Breaker,
Transformer, Tank. Symbols must at a minimum conform to ASHRAE FUN SI
ASHRAE FUN IP where applicable.

2.4.10.12 Scheduling

*kkkkkkhhkhhhhhhkkkkkkkkhkhkhhhhhhhhhhrrkkkkkkhkhhhhhhhhhhrrkkkkkkkkhkhhhhhhix

NOTE: FYl: For BACnet systens it is expected that
there will be Scheduling Objects in the field
control systemand the M&C Software will edit
(configure) these schedul es.

For LonWrks the M&C software will be the primary
nmet hod of scheduling; building systens have 'backup'
scheduling capability in the event of a |oss of
conmuni cation with the M&C Sof t ware Server.

For N agara Framework systens it is expected that
there will be Niagara Framework Scheduling Objects
in the N agara Framework Supervisory Gateway(s) and
the MBC Software will edit (configure) these
schedules.

In general it is expected that Modbus and OPC wil |l
be used for the integration of utility control

systens which will likely have their own scheduling
capability. In this case scheduling fromthe MC
Software will be for secondary/supervisory functions.

Due to the use of tailoring options in the follow ng
list of requirenents not all requirenents will be
included in all projects and itens may require
renumbering.
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*kkkkkkkkkhhhhhhkkkkkkkkkhkhkhhhhhhhhhrrkkkkrkhkhkhhhhhhhhhhrrkrkkkrkkkhkhhhhhhix

kkkkkkkkkkkkkkkkkkkkkkhhkkhkkkkkkkkkkhhkkhkkkkkkhhkkhkkkkhkkkkkkhhkkhkkkkkkhkhkkk

NOTE: The following TWO |ist paragraph is included
only when the LONWORKS, MODBUS or OPC tailoring
option is selected.

* * * *% *% * *% * * * * * *

a. Provide M&C software capable of changing the value of any network
point according to a schedule. The M&C Software must be capable of
scheduling points to any value, including a "null" or invalid value if
one is defined for the data type of the point.

b. The specified scheduling functions must be operator accessible and
adjustable via the graphical user interface. Each schedule must be
able to change the value of multiple points. The M&C software must
reinforce all schedules by transmitting the scheduled value no less
than once every 30 minutes.

kkkkkkkkkkkkkkkkkkkkkhhkkhhkkkkkkkkkhhkhkhkkkkkkhhkkhkkkkhkkkkkhhkkhkkkkkkhkhkkk

NOTE: The followi ng |ist paragraph is included only
when the BACNET tailoring option is selected.
c. The M&C software must be capable of performing time synchronization
and configuring Schedule Objects in ASHRAE 135 field devices in
accordance with the DM-MTS-A (Device Management-Manual Time
Synchronization-A).

* * * *% * * *% * * *% * * * * * *

NOTE: The followi ng |ist paragraph is included only
when the NI AGARA FRAMEWORK tailoring option is
selected.
d. The M&C software must be capable of performing time synchronization
and configuring Niagara Framework  Schedule Objects in Niagara
Framework Supervisory Gateways.

e. The M&C Software must include a scheduling graphic display, accessible
via the graphical user interface, with the following fields and
functions:

(1) Current date and time.

(2) System identifier(s) and name(s), including location information
such as Building name(s) and number(s).

(3) System group. Systems grouped by the user to perform according to
a common schedule.

(4) Weekly schedules. For each system, a weekly schedule based on a
seven day per week schedule with independent schedules for each
day of the week including no less than 6 value changes per day.

(5) Holiday and special event schedules. Support for holiday and

special event calendar schedules independent of the daily
schedule. Special event schedules include one-time events and
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recurring events. Scheduling of one-time events include the
beginning and ending dates and times of the event. Holiday and
special event schedules must have precedence over device weekly
schedules.

2.4.10.13 Alarms

Provide M&C Software meeting the following minimum requirements for alarms:

kkkkkkkkkkkkkkkkkkkkkkhkhkkkhkkkkkkkkkkhhkhkhkkkkkkhhkkhkkkkhkkkkkkhhkkhkkkkkkhkhkkkx

NOTE: The followi ng |ist paragraph uses tailoring
options:

1) "generating alarns by conparing the value of any
poi nt from any connected systemto user-configurable
[imts" is included when the LONWORKS, MODBUS or OPC
tailoring option is selected

2) "configuring alarms in ASHRAE 135 fiel d devices
in accordance with the B-AWS BIBBs" is included when
the BACNET tailoring option is selected.

3) "configuring alarns in N agara Franmework
Supervi sory Gateways using the N agara Al arm
Service" is included when the N AGARA FRAVEVORK
tailoring option is selected.

kkkkkkkkkkkkkkkkkkkkkkhhkkhkkkkkkkkkkhhkkkhkkkkkkhhkkhkkkkhkkkkkkhhkkhkkkkkkhkhkkkx

a. The M&C software must be capable of generating alarms by comparing the
value of any point from any connected system to user-configurable
limits ,and  configuring alarms in ASHRAE 135 field devices in
accordance with the B-AWS BIBBs ,and configuring alarms in Niagara

Framework Supervisory Gateways using the Niagara Alarm Service.

kkkkkkkkkkkkkkkkkkkkkkhhkkkhkkkkkkkkkkhkhkhhkkkkkkhhkkhkkkkhkkkkkkhhkkhkkkkkkhkkkk

NOTE: The follow ng |ist paragraph uses tailoring
options:

1) "alarns generated by the M&C Software" is

i ncl uded when the LONWORKS, MODBUS or OPC tail oring
option is sel ected

2) "alarnms received as an ASHRAE 135 Al arm Event
Notifications" is included when the BACNET tail oring
option is selected.

3) "alarms received froma N agara Franework
Supervi sory Gateway" is included when the N AGARA
FRAMEWORK tailoring option is selected.

* * * *% * * *% * * *% * *% *% * *% *%

b. The M&C software must be capable of handling (routing) alarms
generated by the M&C Software ,and alarms received as an ASHRAE 135
Alarm Event Notifications , and alarms received from a Niagara

Framework Supervisory Gateway

kkkkkkkkkkkkkkkkkkkkkkhhkkhhkkkkkkkkkhhkhhkkkkkkhkhkkhkkkkhkkkkkkhhkkhkkkkkkhkhkkkx

NOTE: The following |ist paragraph is included only
when the NI AGARA FRAMEWORK tailoring option is
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selected.

c. The M&C software must support Niagara Framework  Alarm Classes.

d. The M&C software must support at least two alarm priority levels:
critical and informational. Critical alarms must remain in alarm
until acknowledged by an operator and the alarm condition no longer
exists; informational alarms must remain in alarm until the alarm
condition no longer exists or until the alarm is acknowledged.

e. The creation, modification, and handling (routing) of alarms must be
fully accessible and fully adjustable from the graphical user
interface.

—h

Alarm Data. Alarm data to be displayed and stored must include:

(1) Identification of alarm including building, system (or
sub-system), and device name.

(2) Date and time to the nearest second of occurrence.
(3) Alarm type:
(a) Unreliable: Indicates that the source device has failed due
to the sensing device or alarm parameter being out-of-range or bad
data.
(b) High Alarm.

(c) Low Alarm.

(4) Current value or status of the alarm point, including engineering
units

(5) Alarm limits, including engineering units.

(6) Alarm priority.

(7) Alarm Message: A unique message with a field of at least 60
characters. Assignment of messages to an alarm must be an

operator editable function.

(8) Acknowledgement status of the alarm including the time, date and
user of acknowledgement.

* *kkk *% *kkk *% *kkkk *% *kkkk *% *kkkk *%

NOTE: The followi ng |ist paragraph uses tailoring
options:

1) "ASHRAE 135 event notification" is included when
the BACNET tailoring option is selected.

2) "network variable of type SNVT _al arm or
SNVT _alarm 2" is included when the LONWORKS
tailoring option is selected

3) "OPC alarmt is included when the OPC tailoring
option is selected

4) "or upon generation of an alarni is included when
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the LONWORKS, MODBUS or OPC tailoring option is
selected.

g. Alarm Natification and Routing: The M&C software must be capable of
performing alarm notification and routing functions. Upon receipt of
ASHRAE 135 event notification, network variable of type SNVT_alarm or
SNVT alarm_2, OPC alarm, or upon generation of an alarm the M&C
software must immediately perform alarm notification and routing
according to an assigned routing for that alarm. The M&C software
must support at least 100 alarm routes, where an alarm route is a
unigue combination of any of the following activities:

(1) Generate a pop-up up active clients. The pop-up display must
include the Alarm Data. Alarms must be capable of being
acknowledged from the pop-up display by operators with sufficient
permissions. Pop-up must be displayed until acknowledged.

(2) Send an e-mail message via simple mail transfer protocol (SMTP;
RFC 821). The e-mail must contain a configurable message and all
alarm data. The e-mail recipient and scripted message must be
user configurable for each alarm route.

(3) Print alarms to designated alarm printers. The printed message
must be the same as the pop-up message.

h. Alarm Display and Acknowledgement. The M&C software must include an
alarm display. Alarms must be available for display at each
workstation as shown, along with all associated alarm data. Alarms
must be capable of being acknowledged from this display. Multiple
alarms must be capable of being acknowledged using a single command.
Operator acknowledgment of one alarm must not automatically be
considered as acknowledgment of any other alarm nor may it inhibit
reporting of subsequent alarms.

i. Alarm Storage and Reports: The M&C software must store each alarm and
its associated alarm data to hard disk and retain this information
after the alarm no longer exists. The stored data must be sortable,
searchable, and printable.

2.4.10.14 Trending

* *kkkkkkkkkk *kkkkk *kkkkkkkkkk *kkkkkkkkkk *kkkkkkkkkk *kkkk

NOTE: Designer should determ ne required nunber of
poi nts M&C software is capable of trending based on
the project site's naster plan.

* *kkkkkkkkkk *kkkkk *kkkkkkkkkk *kkkkkkkkkk *kkkkkkkkkk *kkkk

NOTE: The followi ng |ist paragraph uses tailoring
options:

1) "of creating, nodifying, uploading and archiving
ASHRAE 135 Trend Objects in field devices in
accordance with the B-AWS BIBBs" is included when
the BACNET tailoring option is selected.

2) "of performng real-tinme trending with a m nimum
trending rate of 100 points per second " is included
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when the LONWORKS, MODBUS or OPC tailoring option is
selected.

2) "of using the N agara history service to create,
nodi fy, upload and archive trend | og objects in

Ni agara Franework Supervisory Gateways" is included
when the NI AGARA FRAMEWORK tailoring option is
selected

* *

*%

*kkk *% *kkk *% *kkkk *% *kkkk *%

Provide M&C software capable of creating, modifying, uploading and

archiving

ASHRAE 135 Trend Objects in field devices in accordance with the

B-AWS BIBBs and of performing real-time trending with a minimum trending

rate of 100 points per second and of using the Niagara history service to
create, modify, upload and archive trend log objects in Niagara Framework
Supervisory Gateways

a. The M&C Software must include a graphical display for trend
configuration, creation and deletion accessible through the graphical
user interface. Each trend must be user-configurable for:

(1) Point to trend.

(2) Sampling interval: adjustable between 1 second and 1 hour.

(3) Start and Stop Time of Trend: Start and stop times determined by
one or more of the following methods:

(a) Start time and stop time

(b) Start time and duration

(c) Start time and number of samples

b. The M&C software must be capable of displaying and printing a
graphical representation of each trend, and of multiple trended points
on the same graph. The software must be capable of saving trend logs
to a file. If the file format is not plain ASCII text in a
Comma-Separated-Value (CSV) format, provide a means to export or
convert the file to plain ASCII text in a CSV format.

2.4.10.15

Electrical Power Demand Limiting

*kkkkkkkhkhhhhhhkkkkkkkkkkhkhhhhhhhhhrrkkkkrkhkhkhhhhhhhhhhrrkrkkrkrkkkhhhhhhhix

NOTE: The critical alarmfor actual denmand

exceedi ng the Electrical Demand Target (EDT) should
be routed such that it is received as soon as
possible.

Desi gner must decide if actual demand exceedi ng EDT
causes the EDT to be reset to a higher val ue.

The billing structure should be obtained fromthe
utility supplying electrical service in order to
coordi nate equi prment demand [imt priorities with
the project site's Energy Manager.

If real-time pricing is a part of the billing

structure it will require coordination with the
demand limting program Also, real-time pricing
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will require a connection to the Internet to obtain
the pricing information fromthe utility. This
connection may not exist and may be difficult or

i npossible to obtain due to Information Assurance
requirements.

* *kkkkk *% *kkkkk *% *kkkkk *% *kkkkk *% *kkkkk *%

Provide M&C software which includes demand limiting functionality capable
of performing electrical demand limiting such that it can change the
occupancy mode or setpoint of field control system hardware via a network
point based on a projected demand in order to maintain demand below a
configured target.] The demand target must incorporate real-time pricing
data.] The demand limiting algorithm must incorporate priority levels

such that low priority equipment is adjusted before high-priority

equipment. The demand limiting algorithm must generate a critical alarm
when it begins to impact the system and a critical alarm if the demand
target is exceeded.

2.4.10.16 Report Generation

kkkkkkkkkkkkkkkkkkkkkkhkkhkkkkkkkkkkhhkkkkkkkkkkhhkkhkkkkhkkkkkkhkkkkhkkkkkkhkkkk

NOTE: The list of standard reports should be edited
by the designer to renmpve any reports or sub-itemns
of individual reports not required by the project.

* *kkkkk *% *kkkkk *% *kkkkk *% *kkkkk *% *% *%

Provide M&C Software capable of generating, saving and printing reports.
Dynamic operation of the system must not be interrupted to generate a
report. The report must contain the time and date when the samples were
taken, and the time and date when the report was generated. The software
must be capable of saving reports to a PDF file and to a file compatible
with the provided Office Automation Software.

The software must allow for automatic and manual generation of reports.
For automatic reports an operator must be able to specify the time the
initial report is to be generated, the time interval between reports, end

of period, and the output format for the report. Manual report generation
must allow for the operator to request at any time the output of any
report.

2.4.10.17 Custom Report Generation

Provide M&C software capable of generating custom reports, including but
not limited to the following standard reports:

2.4.10.171 Electrical Power Usage Report

An electrical power Usage summary, operator selectable for substations,
meters, or transducers, individual meters and transducers, any group of
meters and transducers, and all meters for an operator selected time
period. The report must include the voltage, current, power factor,
electrical demand, electrical power consumption, reactive power (Kvar) for
each substation, facility, system or equipment as selected by the

operator. The report must be automatically printed at the end of each
summary period and include:

a. Total period consumption.

b. Demand interval peak for the period, with time of occurrence.
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c. Energy consumption (kWh) over each demand interval.

d. Time-of-use peak, semi-peak, off-peak, or baseline total kwWh
consumption.

e. Reactive power during each demand interval.

f. Power factor during each demand interval.

g. Outside air (OA) temperature and relative humidity (RH) taken at the
maximum and minimum of OA temperature of the report period with the
time and dates of occurrence. At the installation's peak demand
interval, the OA temperature and RH must also be recorded.

h. Calculated heating and cooling degree days based on a 18.3 degrees C
65 degrees F  balance point.

2.4.10.17.2 Electrical Peak Demand Prediction Report
A report based on the demand limiting program, which includes:
a. Electrical Demand Target (EDT).
b. Actual peak and predicted peak for each demand interval for that day.
c. Predicted demand for the next demand interval.

2.4.10.17.3 Energy usage Report
An energy usage summary, operator selectable, for a unit, building, area,
installation, and the entire UMCS. The report must be divided by utility,
and must be capable of reporting on at least four separate utilities. The
report must include the following information:
a. Beginning and ending dates and times.
b. Total energy usage for each utility for the current and previous day.
c. Total energy usage for each utility for the current and previous month.
d. Maximum 15-minute interval average rate of consumption for each

utility for the current and previous day and current and previous

month.

e. Outside air (OA) temperature and OA humidity for current and previous
month and current and previous day:

(1) Average temperature and humidity.

(2) Temperature and humidity at maximum and minimum OA temperature
with time and date of occurrence.

(3) Temperature and humidity at maximum and minimum humidity with
time and date of occurrence.

(4) Temperature and humidity at the installation's peak demand
interval with the time and date of occurrence
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f. Calculated degree days. Reports which include humidity must be
configurable to report either dewpoint or relative humidity.

2.4.10.17.4 Water Usage Report
A water usage summary, operator selectable, for a unit, building, area,
installation, and the entire UMCS. The report must include the following
information:
a. Beginning and ending dates and times.
b. Total energy water usage for the current and previous day.
c. Total water usage for the current and previous month.
2.4.10.17.5 Alarm Report
Outstanding alarms by building or unit, including time of occurrence.

2.4.10.17.6 M&C Software Override Report

Points overridden by the M&C Software, including time overridden, and
identification of operator overriding the point.

2.4.10.17.7 Run Time Reports
A report totalizing the accumulated run time of individual pieces of
equipment. The operator must be able to define equipment groupings and to
generate reports based on these groupings.

2.4.10.17.8 Cooling Tower Profiles
A cooling tower profile for each cooling tower as indicated, including:
a. Total daily and monthly on-time (each fan).

b. Number of on and off transitions (each fan).

c. Maximum and minimum daily condenser water temperature and the time of
occurrence for the current and previous months.

d. Total daily and monthly makeup water consumption.
2.4.10.17.9 Chiller usage Report
A report of the operation of each chiller as shown on a daily and monthly
basis, for each of at least 10 discrete loading levels. The report must
include:
a. Average power for the month at each level in kW
b. Total monthly energy use in kWh at each level
c. Total monthly energy use in kwWh for the chiller (all levels)

d. Total daily run hours at each level

e. Total Monthly run hours at each level
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2.4.10.17.10 Device Offline Report

* * *% *kkk *% *kkk *% *kkkk *% *kkkk *%

NOTE: This subpart is included when the BACNET,
LONWORKS or NI AGARA FRAMEWORK tailoring option is
sel ected and uses tailoring options:

1)"CEA-709.1-D" is included if the LONWORKS
tailoring option is selected

2) "ASHRAE 135" is included if the BACNET tailoring
option is selected.

3) "all offline N agara Framewor k Supervisory
Gateways" is included if the N AGARA FRAMEWWORK
tailoring option is selected

A report listing all offline devices in all CEA-709.1-D or ASHRAE 135
building control systems integrated to the M&C Software and all offline
Niagara Framework Supervisory Gateways

2.5 UNINTERRUPTIBLE POWER SUPPLY (UPS)

Provide uninterruptible power supplies (UPS) as self contained devices
suitable for installation and operation at the location of Server and
Workstation hardware and sized to provide a minimum of 20 minutes of
operation of