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SECTI ON 08 56 46.20 20

RADI O FREQUENCY SHI ELDED ENCLOSURES, WELDED TYPE
08/11

NOTE: This gui de specification covers the

requi renents for radio frequency shiel ded

encl osures, welded type in sizes under 50 square
nmeters 500 square feet.

Adhere to UFC 1-300-02 Unified Facilities Guide
Speci fications (UFGS) Fornmat Standard when editing
this gui de specification or preparing new project
specification sections. Edit this guide
specification for project specific requirenents by
addi ng, deleting, or revising text. For bracketed
itens, choose applicable iten(s) or insert
appropriate information.

Renmove information and requirements not required in
respective project, whether or not brackets are
present.

Conment s, suggestions and reconmended changes for
this gui de specification are wel cone and shoul d be
submtted as a Criteria Change Request (CCR).

*% *% *% *% *% *% *% *% *% *% *% *% *%%

NOTE: For larger enclosures and for High Atitude
El ectromagneti ¢ Pul se (HEMP) protected encl osures,
contact NAVFAC Engi neering Innovation and Criteria
O fice (Code EICO before beginning design. The
el ectrical designer should refer to M L-HDBK-419
Volumes | and Il for special grounding and bondi ng
requi renents for EMC encl osures and to NACSI M 5203
for TEMPEST enclosures. Al netallic electrica
condui ts which penetrate a TEMPEST shield nust be
isolated within 50 nm 2 inches of the exterior of
the shield by a nonnetallic conduit section at |east
150 mm six inches long to prevent conduction of

i nformati on fromthe shielded enclosure. Although
not addressed in this specification, it is

recogni zed that fiber optic cable has gai ned
acceptance as an effective nmethod of transmitting
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data across the boundary of shiel ded encl osures
without filtering. |If fiber optic cable is used,
describe the penetration of the shield in detail

For a di scussion of the advantages and di sadvant ages
of fiber optic systens see NAVFAC DM 12. 02

Desi gner shoul d consult these docunents and ot her
appropriate sources before applying this guide
specification to |l arge scale EM encl osures to HEMP
and to TEMPEST Projects. The potential requirenent
for thermal expansion joints inherent to |arge scale
encl osures is not addressed in this guide
specification. The extent and | ocation of the work
to be acconplished and w ring, equipnent, and
accessories necessary for a conplete installation
shoul d be indicated on the project draw ngs.

*%*
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NOTE: The followi ng information shall be shown on
t he project draw ngs:

1. Assenbly details;
2. Penetration details;

3. Location and nethod of mounting shi el ded
encl osure w thin building;

4. Location of nechanical and el ectrical equipnent
wi t hin shi el ded encl osure;

5. Interior wall finish;
6. Suspended ceiling; and

7. Raised conputer floor

PART 1

1.1

*% *% *% *% *% *% *% *% *% *% *%%

GENERAL

REFERENCES

NOTE: This paragraph is used to list the
publications cited in the text of the guide
specification. The publications are referred to in
the text by basic designation only and listed in
thi s paragraph by organi zation, designation, date,
and title.

Use the Reference Wzard's Check Reference feature
when you add a Reference ldentifier (RI D) outside of
the Section's Reference Article to automatically

pl ace the reference in the Reference Article. Also
use the Reference Wzard' s Check Reference feature
to update the issue dates.

Ref erences not used in the text will automatically
be deleted fromthis section of the project
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speci ficati on when you choose to reconcile
references in the publish print process.

kkkkkkkkkkkkkkkkkkkkkkkkkhkhhkkkkkkkkkkkkkkhkhhkhkkkkkkkkkkkkhkhhkhhkkkkkkkkkkk

The publications listed below forma part of this specification to the
extent referenced. The publications are referred to within the text by the
basi ¢ designation only.

Al R MOVEMENT AND CONTROL ASSOCI ATI ON | NTERNATI ONAL ( AMCA)

AMCA 210 (2016) Laboratory Methods of Testing Fans
for Aerodynam c Perfornance Rating

AVERI CAN | NSTI TUTE OF STEEL CONSTRUCTI ON (Al SC)
Al SC 325 (2017) Steel Construction Manual
AMERI CAN VEELDI NG SCCI ETY ( AWS)

AWS D1.1/D1. 1M (2015; Errata 1 2015; Errata 2 2016)
Structural Wl ding Code - Steel

ASTM | NTERNATI ONAL ( ASTM

ASTM A1008/ A1008M (2016) Standard Specification for Steel,
Sheet, Col d-Rol I ed, Carbon, Structural,
Hi gh-Strength Low Al | oy, High-Strength
Low Al l oy with I nproved Formability,
Sol uti on Hardened, and Bake Hardenabl e

ASTM A568/ A568M (2017a) Standard Specification for Steel,
Sheet, Carbon, Structural, and
Hi gh- Strength, Low Al loy, Hot-Rolled and
Col d-Rol | ed, CGeneral Requirements for

ASTM B194 (2008) Standard Specification for
Copper-Beryllium Al l oy Pl ate, Sheet,
Strip, and Roll ed Bar

ASTM E90 (2009) Standard Test Method for Laboratory
Measurenment of Airborne Sound Transm ssion
Loss of Building Partitions and El enents

ASTM F1066 (2004; R 2014; E 2014) Standard
Speci fication for Vinyl Conposition Floor
Tile

| NSTI TUTE OF ELECTRI CAL AND ELECTRONI CS ENGQ NEERS ( | EEE)

| EEE 299 (2006; R 2012) Standard Met hod for
Measuring the Effectiveness of
El ectromagneti c Shi el di ng Encl osures

NATI ONAL FI RE PROTECTI ON ASSOC!I ATI ON ( NFPA)
NFPA 70 (2017; ERTA 1-2 2017; TIA 17-1; TIA 17-2;
TIA 17-3; TIA 17-4; TIA 17-5;, TIA 17-6;

TIA 17-7; TIA 17-8; TIA 17-9; TIA 17-10;
TIA 17-11; TIA 17-12; TIA 17-13; TIA
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1

17-14) National Electrical Code
U. S. DEPARTMENT OF DEFENSE ( DOD)
MIL-PRF-15733 (2010; Rev J, Supp 1 2010; Notice 1 2015)
Filters and Capacitors, Radi o Frequency
Interference, General Specification for

MIL-STD-220 (2009; Rev C; Notice 1 2014) Method of
I nsertion Loss Measurenent

MIL-STD-461 (2015; Rev G Requirenents for the Control
of Electromagnetic Interference
Characteristics of Subsystens and Equi pnent

2 GENERAL REQUI REMENTS

*% *% *% *% *% *% *% *% *% *% *% *% *%%

NOTE: Insert additional details describing the
specific project for which this specification is
being used. Projects involving nilitary
conmuni cati ons equi pnent nust be designed to

i ncorporate the applicable requirenents of

M L- STD- 188- 124, "G oundi ng, Bondi ng, and Shi el di ng
for Common Long Haul / Tacti cal Conmunication
Systens." A/ An 2400 by 2400 by 2400 mm 8 by 8 by 8
feet test nodul e has proven beneficial on conplex,
extra large, or extra critical construction
projects. The nodule sinulates the Contractor's
wel di ng techni ques, penetration techniques, and
testing techniques prior to trying themout in the
actual building shield. The test nodule fabrication
and testing plan should also detail the SELDS and
NSA 65-6/1 EEE 299 test to be performed including
test dates so that an expert governnent w tness nay
be present for the tests. The results of all nodule
testing nmust be included in a final test nodule
reports. Be aware that standard manufactured
shi el ded doors are not designed for exposure to
weather.

*% *% *% *% *% *% *% *% *% *% *% *% *%%

Section 26 00 00.00 20 BASI C ELECTRI CAL MATERI ALS AND METHODS applies to
this section, with the additions and nodifications specified herein.]|
Desi gn and fabricate the enclosure[s] as free-standing structures. ][ The
encl osure[s] rmust be [nounted on rollers] [fitted with forklift channels in
the base] [fitted with lifting eyes on the roof].] Provide enclosure

conplete with [power line filters,] [tel ephone/signal line filters,] [RF
air vents,] [penetrations for conpressed air lines, water |ines, and
[ 1.1 [ ],] [coaxial-cables] [lighting fixtures,] [workbenches

wi th conveni ence outlets,] and door assenbly. Provide each itemwth
fittings and hardware necessary for a conplete and operabl e RF shiel ded
encl osure. \Where two or nore units of the same type, class, and size of
equi pnent are required, units shall be products of a single manufacturer
Conpletely isolate the enclosure electrically fromthe building in which
the enclosure is to be installed.

SECTI ON 08 56 46.20 20 Page 6



1.2.1 Mechani cal Work
NOTE: Modify or del ete these paragraphs as required
for each project. Additional itens such as raised
conputer floors nmay be specified in the sane manner.
NOTE: Insert appropriate Section nunber and title
in blank bel ow using format per UFC 1-300-02,
"Unified Facilities Guide Specifications (UFGS)
Format Standard".
Provi de conpl ete shi el ded encl osure[ s]
[ Ifand [_____ 11.
1.2.2 El ectrical Work
NOTE: Modify or del ete these paragraphs as required
for each project. Additional itens such as raised
conputer floors nmay be specified in the sanme manner.
NOTE: Insert appropriate Section nunber and title
in blank bel ow using format per UFC 1-300-02.
Conformto the requirenents of the NFPA 70, National Electrica
Provi de conpl ete shi el ded encl osure[ s]
[ Ifand [_____ 11.
1.2.3 Acoustical Ceiling System
NOTE: Modify or delete these paragraphs as required
for each project. Additional itens such as raised
conputer floors may be specified in the sane manner.
Provide as specified in Section 09 51 00 ACOUSTI CAL CEIl LI NGS
1.3 SUBMITTALS

NOTE: Review Subnmittal Description (SD) definitions
in Section 01 33 00 SUBM TTAL PROCEDURES and edit
the following list to reflect only the subnmittals
required for the project.

The Guide Specification technical editors have
designated those itens that require Government
approval, due to their conplexity or criticality,
with a "G'. GCenerally, other submittal itenms can be
reviewed by the Contractor's Quality Control

System Only add a “G’ to an item if the
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subm ttal is suf

ficiently inportant or conplex in

context of the project.

For submttals r

equi ri ng Governnent approval on Arny

projects, a code of up to three characters within
the submttal tags nmay be used following the "G'

designation to i

ndi cate the approving authority.

Codes for Arny projects using the Resident
Managenment System (RMS) are: "AE" for
Architect-Engineer; "DO' for District Ofice

(Engi neering Division or other organization in the

District Ofice)
Resi dent O fice;

; "AOQ'" for Area Ofice; "RO' for
and "PO' for Project Ofice. Codes

following the "G' typically are not used for Navy,
Air Force, and NASA projects.

The "S" following a submttal itemindicates that
the submittal is required for the Sustainability

eNot ebook to ful
requi renents in

fill federally nmandated sustai nabl e
accordance with Section 01 33 29

SUSTAI NABI LI TY REPORTI NG. Locate the "S" submttal
under the SD nunber that best describes the

submttal item

Choose the first
and NASA proj ect
itemfor Arny pr

bracketed itemfor Navy, Air Force
s, or choose the second bracketed
oj ect s.

kkkkkkkkkkkkkkkkkkkkkkkkkhkhkhhkkkkkkkkkhkk

Governent approval is req

kkkkkkkkkkkkkkkkkkkkkkhkhkhkkkkkkk

uired for submttals with a "G' designation;

submittals not having a "G' designation are [for Contractor Quality Control

approval .][for information
"G' designation identifies
the Governnment.] Submitta
Sust ai nabil ity eNot ebook,
REPORTI NG.  Submit the fol
SUBM TTAL PROCEDURES:

SD- 02 Shop Drawi ngs

only. Wen used, a designation follow ng the
the office that will review the submttal for

Is with an "S" are for inclusion in the

in conformance to Section 01 33 29 SUSTAI NABI LI TY
|l owing in accordance with Section 01 33 00

Radi o frequency shi el ded encl osure

I ncl ude penetr at

ion details. The shop drawi ngs for the shielded

encl osures shall be prepared by a shiel di ng manufacturer/
fabricator experienced in the installation of netal wel ded

[ El ectromagnetic Pul se (EMP) and] EM shi el ded encl osures and who
has supervised the installation of two such encl osures which have

operat ed sati sfact
condi tion of conti
i nformati on denons

orily. Prior to comencing work, and as a
nui ng work, forward to the Contacting O ficer
trating such experience. [Drawi ngs shall be

approved by and bear the seal of a registered, professional
structural engineer.]

SD- 03 Product Data

Tel ephone and signal line filters

Shi el ded air vents

SECTI ON 08 56 46.20 20 Page 8



Li ghting fixtures
Exhaust fans

Door assenblies

SD-06 Test Reports

kkkkkkkkkkkkkkkkkkkkkkkhhkhkkkkkkkkkkkkhkhhhhkkkkkkkkkkkkhkhkhkk

NOTE: When speci fying nonl atchi ng doors, delete
door static |oad and sag tests and cycle test for
door latches. Retain cycle test for door hinges.

*%

*% *% *% *% *% *% *% *% *% *% *%%

Door static |oad test

Door sag test

Swi ngi ng door cl osure test

EM factory tests for line filters
Attenuation testing

SELDS seamtests

For SELDS seam testing, include |ocation of the permanent test
leads.

SD-07 Certificates

Performance test plan
Qualifications of shielding enclosure testing agency
Qualifications of installation supervision personnel

Conponents of shiel ded enclosure individually and as a system
neet specified attenuation requirenents.

SD- 08 Manufacturer's Instructions

Radi o frequency shi el ded encl osure

SD- 10 Operation and Mii ntenance Data

Radi o frequency shi el ded encl osure, Data Package 2; C[, | 1]

Subnmit in accordance with Section 01 78 23 OPERATI ON AND
MAI NTENANCE DATA. Indicate all owable |l oads on top of room and on
shel ves nmounted on wal s, including permssible weights of
equi prent that can be nounted on walls. Include prescribed nethod
of wel di ng panels, cleaning of seans and contact fingers, bonding
junpers, installing netallic itens penetrating the shielding
mat eri al without decreasing the attenuation characteristics.

SD-11 C oseout Submittals

Radi o frequency shi el ded encl osure record draw ngs
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1

Subrmit a conplete set of assenbly draw ngs.
4 RELIABILITY

Reliability to maintain high shielding effectiveness for |ong term usage

wi th m ni rum mai nt enance shall be stressed throughout the design,
construction, and erection of the specified shielded enclosure. Particular
attention shall be paid to the total project so that corrosion and the
installation of electrical service, power line filters, ventilation and
connector panels do not derate the required shielding effectiveness. The
enclosures will be subject to varying noveable live floor |oads and
continuous use of the ventilation systemand ac power line filters.

.5 DELI VERY AND STORAGE

Deliver materials to the job site in undamaged condition. Store material
to ensure proper alignment, and protect material against danpness and
accunul ated noi sture before and after delivery. Store materials under
cover in a well-ventilated enclosure, and do not allow materials to be
exposed to extreme changes in tenperature and hunidity. Do not store
materials in the building until concrete and nmasonry are dry.

.6 QUALI TY ASSURANCE
.6.1 Certifications

.6.1.1 Per f ormance Test Pl an

Subnmit a perfornmance test plan for SELDS and | EEE 299 testing of the
facility. The test plan shall include tester qualifications, equipnent
listings (including calibration dates and antenna factors), and proposed
test report format. The plan shall al so address specific dates and
durations that testing will be conducted during the overall construction
period so that the expert Governnent w tness nmay be schedul ed to observe
the testing and so that repairs nay be nade to the shield and retests
conducted before the building finish materials are installed. Finally the
test plan shall indicate the proposed dates and duration of the |owest and
hi ghest frequency tests following installation of the building finish
materials [so that an expert Governnent witness may be avail able for these
final acceptance tests]. The results of EM testing shall be submitted to
the Contracting Oficer on a daily basis and test results incorporated into
an EM Shielding Test Final Report.

.6.1.2 Qualifications of the Shielding Encl osure Testing Agency

Subnmit the experience and qualifications of an independent testing agency
for review and approval. The testing agency shall have recent experience
in Shielded Encl osure Leak Detection System (SELDS) and | EEE 299shielded

encl osure testing and shall list where and when the experience was
obtained. Certify that |laboratory is equipped and staffed to performfield
tests of RF shielded enclosures and perforns the tests as a nornal service.
Certify that test equi pnent has been calibrated within the |ast 12 nonths.

.6.1.3 Door Static Load Test

The door shall be nmounted and latched to its frane, then set down in a
hori zontal position such that the door will open downward and only the
frame is rigidly and continuously supported fromthe bottom A |load of 2
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kPa 40 psf shall be applied uniformy over the entire surface of the door
for at least 10 minutes. The door will not be considered acceptable if
this |l oad causes breakage, failure, or permanent deformation which varies
the cl earance between door |eaf and stops to vary nmore than 2 mm 1/16 inch
fromthe original dinension

1.6.1. 4 Door Sag Test

The door and its frame shall be installed normally and opened 90 degrees.
Two 23 kg 50 pound weights, one on each side of the door, shall be
suspended fromthe door within 125 nm5 inches of the outer edge for at

| east 10 minutes. The door will not be considered acceptable if this test
causes breakage, failure, or permanent deformation which varies the

cl earance between the door |eaf and floor frame nore than 2 nmm 1/ 16 inch
fromits original dinension.

1.6.1.5 Swi ngi ng Door C osure Test

Door shall be operated 5000 conpl ete open-close cycles. The door will not
be acceptable if closure test causes any breakage, failure, or permanent
deformation that causes the cl earance between door and door frame to vary
more than 2 mm 1/16 inch fromthe original dinmension

PART 2  PRODUCTS
2.1  SH ELDED ENCLOSURE CHARACTERI STI CS
2.1.1 Radi o Frequency Interference Attenuation

The attenuation and shielding effectiveness requirenments apply to the

fini shed shielded encl osure[s] and encl osure's conponents when all power
line filters are installed and carrying current, ventilation systens are
operating, [the coaxial connector panels capped,] and shiel ded door[s] are
in normal operating position. The specified shielding effectiveness shal
be achi eved wi thout using conductive tapes, gaskets, or cenent naterials.
Provi de encl osure[s] having the follow ng mni mum magnetic, electric, and
pl ane wave attenuation

Magnetic - [60] [ ] dB at 14 KHz increasing linearly to [100] | ]
dB at 200 KHz

El ectric - [100] | ] dB fromone KHz to 50 MHz

Pl ane Wave - [100] [ ] dB between 50 Mz and 10 GHz

2.1.2 Sound Transmi ssion C ass (STC)

*% *% *% *% *% *% *% *% *% *% *% *% *%%

NOTE: STC 30 provides only mni num sound

transm ssion loss. For greater sound control, nore
det ai |l ed acousti cal design requirenments nust be

i ncorporated into the specification

*% *% *% *% *% *% *% *% *% *% *% *% *%%

Provi de encl osure[s] having an STC of [30] [__ ] dB mi ni mum when tested
according to ASTM E90 [not including sound transm ssion | oss of surrounding
bui I di ng construction].
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2.2  STEEL AND VEELDI NG MATERI ALS
Al SC 325.
2.2.1 Shi el di ng St ee
NOTE: Be aware that shielding steel thickness
shoul d not be based solely on the mninumthickness
required for RFI/EM attenuation. Thicker steel may
be necessary because of structural factors and heat
deformati on or burn-through from seam wel di ng.
ASTM A1008/ A1008N or ASTM A568/ A568N, mi ni mum [ 11 ] gage.
2.2.2 Wel di ng El ectrodes
AWS D1.1/D1. 1N for Metal Electrode, Inert Gas (MG welding nethod.
2.2.3 Floor
NOTE: Indicate or specify whether other flooring is

to be provided or
This is nost critica

hi gher fl oor

| oads are required.
when raised floors are
be nmade for

speci fi ed.

Al | owances nust el evat ed

door thresholds. Specify special requirenents for

| aboratory | oads or seismic loading in this
paragraph. |If concrete floors are specified, they
shoul d be thick enough to hold anchor bolts for

equi prent, supports, and interior partitions. Vinyl
tile conmposition 1 is ashestos-free and should be
specified for all projects.

*%

*% *% *% *% *% *% *% *% *% *% *%%

Provi de wel ded steel floor that is flat and free from warpi ng and buckling
to support the intended floor finish wi thout damage under design traffic

and | oads. The floor shall be capable of [1950 kg/sg n] [400 psf][
m ni mum | oadi ng [and shall not buckle or distort when lifted by a forklift].

2.2.3.1

Vi nyl

mm 12 by 12 i nches,

2.2.3.2

composition tile,

Fl oor Finish

[ Subfloor

ASTM F1066, Type |V conposition 1, 300 by 300 mm 3
1/8 inch thick.

19 mm 3/4 inch exterior grade Douglas Fir plywood.

12.2.3.3

[ Heavy Duty Fl oor

Heavy Duty Fl oor shal

be a mninmumof [100 nmmM [4 inches]

[

] of steel

reinforced concrete rated at 20 MPa 3000 psi
directly on top of the stee

conpressive strength applied

floor of the enclosure.

]12.3

DOOR ASSEMBLI ES
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NOTE: Do not accept doors that deviate fromthis
specification w thout consulting NAVFAC 15C.
Probabl e devi ations include: rmagnetic and

el ectronmagneti c doors, other non-finger stock type
doors, adhesive nounted finger stock, and requests
to approve doors tested to | ess than 10,000 open
cl ose cycl es, anong ot hers.

kkkkkkkkkkkkkkkkkkkkkkkkkhkhhkhkkkkkkkkkkkkkhhkhkkkkkkkkkkkkhkhhkhkhkhkkkkkkkkkk

The encl osure door[s] shall be nonsaggi ng and nonwar pi ng and shall afford
shi el ded effectiveness equal to the rest of the enclosure when the door is
closed. Provide [multiple rows] [at |east one row] of RF finger stock
around the shiel ded door or door frame. The fingers that forma contact
bet ween the door and door frame shall be protected from damage due to
physi cal contact and shall be conceal ed within the door and frane
assenblies. The door shall have a clear opening of [900 mm [36 inches]
[ ] wide and [2100 mm [84 inches] [__ ] high. Door assenblies shal
be factory nade. Doors shall be reinforced steel or |am nated type

Lam nated type shall have the steel faces electrically and nechanically
joined by channels or overl apping seans, both of which shall be
continuously seam wel ded al ong j oi ned surfaces.

2.3.1 [ Fi nger Stock

ASTM B194, Condition HT. The finger stock shall be secured to the door or
frame without using special tools or soldering or adhesives and shall have
a m ni num overlap of 50 nm 2 inches.

1]2.3.2 Lat chi ng Type

Provide | ever controller door with roller camaction requiring not nore than
90 N 20 pounds of operating force on the handl e for both opening and

closing. The door shall be equipped with a three-point |atching mechani sm

that provi des proper conpressive force for the RF seal. The mechani sm

shal | be operable fromboth sides of the door and shall have
permanent | y-lubricated ball bearings at points of pivot and rotation. The
door | atches and hinges shall be rated for a m ni rumof 10,000 cycles

wi t hout | oss of attenuation and wi thout adjustnents.

2.3.3 Nonl at chi ng Type

*% *% *% *% *% *% *% *% *% *% *% *% *%%

NOTE: Nonl atchi ng doors nmay be used for encl osures
havi ng many daily open-cl ose operations; however,
nonl at chi ng doors may not retain as high as
attenuati on over the long termconpared to doors
havi ng three-point |atching nechani sns.

*% *% *% *% *% *% *% *% *% *% *% *% *%%

Provi de door equi pped with three heavy-duty ball bearing hinges and a door
pul . Door shall open and close with a force not to exceed 20 N 5 pounds.

2.3. 4 Speci al Door Assenblies
2.3.4.1 Hydraul ic or Pneunatic Sealing Mechani sm
Shal | acconplish the el ectromagnetic sealing of the opening by use of

pressure to force the door panels against the frane surfaces. The contact
areas of door and frane shall be a peripheral strip not |less than 75 nm 3
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inches wi de, conpletely around the door, of tinned or highly conductive
noncorrosive surface. After the door is in sealing position, the sealing
mechani sm shall accomplish the exertion of pressure in not nore than 10
seconds. Actuation shall be possible fromboth inside and outside of

encl osure. Rel ease nmechanismshall actuate in not nmore than 5 seconds and
shal |l be provided with a manual override. The nmating and sealing of the
door to frane shall be further enhanced by two peripheral rows of beryllium
copper 6 by 25 mm 1/4 by one inch nesh gasket or beryllium copper finger
stock. Renoval and replacenment of finger stock or gasketing shall be
possible in less than 8 hours without the use of soldering or specia
tools. Wien the door is sealed, the attenuation around the edges shal

meet the requirenents of this specification. Provide a threshold of
zinc-plated steel, not less than 10 mm 3/8 inch thick, at each sw nging
door. The steel shall be the same alloy as the shielding steel

.3.4.2 Sli di ng Doors

Shall be manual |y operated fromeither inside or outside of the shielded
encl osure with a naxi mum break-away pull of [160 N] [35 pounds][__ ] in
the unseal ed condition. The door shall center inside of the steel RF
sealing franme designed for the forces involved. The door shall forman RF
seal by the operation of an air valve so that the door shielding, on both
sides, expands to a mninmummating surface 90 nm 3.5 i nches w de around the
peri phery of the door. Mating surfaces of the door's expandabl e shiel ds

and the door frame shall be a conductive material. Provide the door with
an air systemthat nmaintains a nominal sealing pressure of [240 kPa] [35
psil [___ ]. In the RF sealed position, the shielded door shall provide

the sane mninum attenuati on as the class of shielding specified wthout
derating.

a. Design: The door shall be designed for long Iife and reliability
wi t hout the use of RF gaskets, RF finger stock, or other sealing
devices other than the direct netal-to-nmetal contact as specified
above. The RF sealing device shall be fail-safe upon |oss of air
pressure and shall readily all ow manual opening of the door. For
either normal operation or fail-safe operation, the maxinumtine to
reach the open condition shall be no nore than 7 seconds. The
encl osure design shall include provision for renmoving the door for
routine mai ntenance wi thout disturbing the door alignment and RF
seal i ng properti es.

b. Control Panel: The inside and outside of the shielded encl osure shal
contain a control panel to include the necessary opening and cl osing
air valves. The outside control panel shall also have a pressure
regulator and filter. Provide for quick opening of door air supply
frominside the enclosure to all ow escape when opening-air valves fai
or nal function.

.4 LI NE FI LTERS

4.1 Power Line Filters

Shall have current and voltage ratings as [indicated] [specified].

. 4.2 Tel ephone and Signal Line Filters

MIL-PRF-15733 . Filters shall have an insertion |loss of 100 dB in the

frequency range of 14 KHz to 10 GHz nmeasured according to MIL-STD-220 , ful
| oad condition. Filters shall have a pass band of [ ] KHz to [ ]
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2.

KHz with a characteristic inpedance of [ ] ohns
.5 WAVEGUI DE- TYPE Al R VENTS
Provi de honeyconb type with cores fabricated of brass or steel. Each

wavegui de shall be electrically and nechanically bonded to adjacent

wavegui des. Air vents shall be a permanent part of the shielded enclosure
and shall have a shielding effectiveness equal to that of the total
enclosure. Static pressure drop through the vents shall not exceed 5 Pa
0.02 inch water gage at an air velocity of 3 ms 600 feet per mnute.

.6 GROUNDI NG STUD

Encl osure shall have a permanently installed, solid brass or bronze
groundi ng stud conplete with hardware and jamb nuts | ocated in the entrance
pl ate [unl ess otherw se specified or indicated]. The stud shall be 12 mMm
1/2 inch dianeter double-threaded bolt which allows a full 50 nm 2 inch
running thread inside and outside of the shielded encl osure.

.7 SERVI CE ENTRANCE PLATES ( SET- UP PANELS)

Shall be minimum3 nm 1/8 inch thick steel, sized [300 by 300 mm] [12 by 12
inches] [__ ] and shall have a 6 nm 1/4 inchextruded brass frane for
mounting to shiel ded enclosure wall panel

. 8 NAMEPLATES

Maj or conponents of equi prent shall have manufacturer's nanme, address,
catal og nunber, nodel, style, and type on a plate securely and

conspi cuously attached to each item of equipnent. Naneplates for

el ectrical apparatus shall conformto NEMA standards.

.9 LIGHTING

NOTE: In shielded encl osures where el ectronic

equi pnment is very sensitive to EM, specify a dua
lighting systemso that fluorescent |ighting can be
turned off and incandescent l|ighting turned on
during sensitive tests or operations.

*% *% *% *% *% *% *% *% *% *% *% *% *%%

Provide lighting fixtures as indicated [and as specified in Section 26 51 00
I NTERIOR LIGHTING ] Fluorescent lighting fixtures shall neet the

requi renents of MIL-STD-461 , Class C3, Goup | for both conducted and

radi ated interference.

10 EXHAUST FANS

*kkkkkkkkkkkkkkkkkkkkkkkkkhkhhkkkkkkkkkkkkkkhkhhkhkkkkkkkkkkkkhkhhkhkhkhkkkkkkkkkk

NOTE: This paragraph cites only nininum

requi renents. Design calculations are necessary to
size HVAC to suit room size and equi pment/ personne
contained within. Exhaust fan notors |ocated inside
shi el ded encl osure nust neet M L-STD 461, d ass C3,
G oup 1.

kkkkkkkkkkkkkkkkkkkkkkkkkhk kkkkkkkkkkkkkkkkkkkkkkhhhhhkkkkkkkkkkkkhkhhkk

Propell er fans shall be [direct drive] [belt drive] for [wall or w ndow
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[roof or ceiling] nounting, except that fans shall be centrifugal type with
al um num housi ng and wheel . Additionally, exhaust fans shall be

el ectromagnetically conpatible. Mtors shall be conpletely shielded from
the airstream Provide exhaust opening and gravity closing type automatic
| ouvers. Provide exhaust which can supply 15 room air changes per hour
Capacity of fans shall be certified in accordance with AMCA 210, and shal
be not greater than 110 percent of the indicated capacity at indicated
pressure drop

11 COAXI AL CABLE PENETRATI ONS

For each coaxial cable entering the shiel ded encl osures, provide RF
wavegui de threaded insert with cap and chain on shielded room side of
enclosure.

PART 3 EXECUTI ON

3.

1 SHI ELDI NG STEEL | NSTALLATI ON

Install in strict accordance with the shielding manufacturer's/fabricator's
recommendati ons. Exercise care while handling and installing shielding
steel to ensure against damage. C ean exposed surfaces of dirt, finger

mar ks, and foreign matter resulting from nmanufacturing processes, handling,
or installation. Inside the enclosure, nount itens including boxes,
conduits, fixtures, and switches directly to the structural steel nenbers.
Do not allow nounting bolts and screws to penetrate shielding steel. Locate

electrical conduits as close to RF shielding as possible. |If materials and
equi prent penetrate the shiel ded encl osure, seamweld or solder materials
and equi pnent to both surfaces or shielding steel. Were the steel sheet

is much thinner than the penetrating nenber, provide a welded collar of
intermedi ate thickness for transition to acconplish the welding.

.11 Surface Preparation

Clean and buff surfaces to ensure firmcontact with shielding steel. Renove
pai nt or other coverings on nating surfaces of special boxes such as for
fire alarm systens, buzzers, and signal lights, including areas between box
and cover, box and wall, and box and conduit. Renove insulating naterial
to maintain a | owresistance ground systemand to ensure firmmating of
met al surfaces.

1.2 Install ati on Supervi sion

Furnish the services of a qualified installation engineer or technician
regul arly enpl oyed by the shielding manufacturer/fabricator for a m nimum
of three 8 hour working days to instruct Contractor personnel in the
installation of the RFl shield. A qualified installation technician is
acceptable in lieu of a qualified installation engineer. After the
shi el ded encl osure has been conpletely installed including RF filters,
vents, and exhaust fans, furnish the services of the engineer or technician
descri bed herein to inspect the installation for conpliance with the
specifications. The inspection shall be made before any finishes or the
concrete topping coat are installed.

. 1.3 Fl oor Panel Setting

Pl ace a polyethylene dielectric filmof 0.15 mm6 nil thickness over the
structural floor of the parent enclosure before any other work is set
thereon. Provide a 3 nm 1/8 inch thick layer of hardboard over the film
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with joints | oosely butted. Over hardboard | ayer, provide an additiona
layer of similar filler material of equal thickness as the projection of
the structural nmenber fromthe bottom surface of the floor panel, |eaving
no nore than 6 nm 1/4 inch space between the hardboard and the structura
menber. Al ong panel seans and at support channels, provide a refractory
glass cloth strip to protect subfloor and dielectric filmfromwelding heat.

. 1.4 Welding

Provide the el ectromagnetic shiel ding work in accordance with performance
criteria specified. Structurally weld the shielding steel to the stee
frame in accordance with AWs D1.1/D1. 1V, and seal electrical seans RF tight
by the MG nethod, using electrodes structurally and electrically
conmpatible with the adjacent steel sheets. Plug weld or tack weld stee
sheet to framework at 300 mm 12 inches on center to support steel sheets,
then use continuous seam wel ding to seal RF seans in the enclosure. Do not
al | ow sl ag inclusions, gas pockets, voids, or inconplete fusion anywhere

al ong continuous wel ded seans. Be aware that wel ds which seem highly

sati sfactory upon visual inspection may fail the el ectronagnetic test.
Correct weld failures by grinding out such welds and replacing with new

wel ds. Performwel ding, both structural and RF sealing, by enploying a

wel der certified conpetent for MG welding in all positions in accordance
with the Standard Qualification Procedure of AWS D1.1/D1. 1N

.2 DOOR ASSEMBLI ES

Mount so that the cl earance between the door edges and frame shall not vary
more than 2 mm 1/16 inch and the innerface of the door periphery does not
vary nore than 2 mm 1/ 16 inch fromthe plane of the door stop's face.

Thr ough-bolt hinges to the door and the frane.

.3 LI NE FI LTERS

Provide filters for inconmng electrical power lines [, including neutrals,]
and for inconmng tel ephone and signal lines. Support filters independently
of the shiel ding.

.4 WAVEGUI DE- TYPE Al R VENTS

[ Provide each inlet and return air duct with the nunber and size of

wavegui de-type air vents at each | ocation where the ducts enter the
shi el ded enclosure.] [As a mninum provide each enclosure with one 300 mm
12 inch square inlet and one 300 mMmm 12 inch square return wavegui de-type
air vent.]

.5 EXHAUST FAN

Mount on [wall] [or] [ceiling] over the exhaust vent on the exterior
surface of shielded enclosure. Provide power fromelectrical source
exterior to the shiel ded encl osure.

.6 CONDUCTOR | NSTALLATI ON

Provide filtered conductors in conduit, except for coaxial cable, from
filter to shielding and penetrate the enclosure through threaded rigid
steel conduits. [Twi st conductors leading fromthe filters and conductors
i nside the shielded enclosure approximately 30 turns per nmeter 10 turns per
foot in the conduit.]

SECTI ON 08 56 46.20 20 Page 17



3.7 GROUNDING
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NOTE: If not specified in Division 16,
"Electrical," the follow ng sentence shall be added:
"Wres inside the enclosure and for a distance of at
| east 15 nmeters 50 feet outside of the enclosure
shall be enclosed in a grounded, threaded rigid
steel conduit system"

kkkkkkkkkkkkkkkkkkkkkkkkkhkhhkkkkkkkkkkkkkkhhhkhkhkkkkkkkkkkhkhhkhhkhkkkkkkkkkk

Extend the grounding stud through and [bolt] [weld] stud to the electrica
power panel with a mninmum No. 4 AWG i nsul ated stranded copper conductor to
effectively serve as a single grounding point for the conpletely assenbl ed
shi el ded encl osure, both internally and externally.

3.8 SERVI CE ENTRANCE PLATE

Install RF connectors from coaxi al cable and other RF shielded cable on
entrance plate. Soft solder connectors to the plate. |If location of plate
is not indicated, mount plate in wall panel adjacent to power line filters.

3.9 FI ELD TESTS

3.9.1 Wel d Testing

*kkkkkkkkkkkkkkkkkkkkkkkkkhkhhhhkkkkkkkkkkkkhkhhkhkkkkkkkkkkkkhkhhkhhkkkkkkkkkkik

NOTE: If the installation is critical, further
wel ding tests may be specified such as ultrasonic,
radi ographic, or magnetic particle tests.

*% *% *% *% *% *% *% *% *% *%%

Visual ly inspect welding during the wel ding operation and after the welding
is conpleted. |Inspect conpleted welds after the wel ds have been thoroughly
cl eaned by hand or power wire-brush. Inspect welds with magnifiers under
bright light for surface cracking, porosity, slag inclusion, excessive
roughness, unfilled craters, gas pockets, undercuts, overlaps, size, and
insufficient throat and concavity. Gind out defective welds and repl ace
wi th sound wel ds.

3.9.2 Seam Leak Detection Testing

*% *% *% *% *% *% *% *% *% *% *% *% *%%

NOTE: SELDS testing the welds in the floor
shielding is usually very difficult because you
cannot "sniff" on both sides (assuming the shield is
on the ground level). To circunmvent this problem
SELDS | oops nay be positioned beneath the floor
shield for SELDS testing. Dye penetrant has al so
been used to test the welds and if the dye is used
properly this test can be as critical of a test as
SELDS.

*% *% *% *% *% *% *% *% *% *% *% *% *%%

Continuously test welds during fabrication using the SELDS, conmonly known

as a "sniffer." Upon conpletion of the basic shielded enclosure, before
applying any nmetal priner or installing any accessories, test the entire
shi el ded encl osure with the SELDS. Install terminal points on the

shi el ding exterior and pernmanently attach test |eads on two sets of
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di agonal | y opposing corners during construction for use with SELDS

Conti nuously probe seanms with the test receiver set to detect abrupt
changes of shielding |level greater than 10 dB on the "shielding unit"

scale. Cearly mark points having change greater than 10 dB and repair the
weld to neet the specified requirenent. Retest each repaired point unti
there are no points on seans which fail test.

.9.3 Attenuation Testing

[ Furni sh the services of an independent testing |aboratory, approved by the
Contracting Officer, to test the shielded enclosure.] [Final acceptance
testing will be by the Governnent.] Conduct the final shielding acceptance
test after penetrations have been conpl eted, specifically including
electrical and other utility penetrations. |In addition, the Contractor may
schedul e a conplete or abbreviated test to verify that the shielding
assenbly is adequate prior to conducting final shielding acceptance test.

3.9.3.1 Test Procedure, Frequencies, and Equi pment
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NOTE: Expert Governnent w tness should be present
for all final acceptance testing. Note that |EEE
299 requires one nagnetic field test (150 KHz),
three electric field tests (200 KHz, one Mz, 18
MHz), and one pl ane wave test (400 MHz). Also, note
that | EEE 299 and NSA 65-6 differ on positioning of
source and receiver. |EEE 299 requires source
outsi de and receiver inside the shield while NSA
65-6 requires source inside and receiver outside (to
si mul ate TEMPEST conditions). For TEMPEST shi el di ng
ef fecti veness testing, continuous sweeping of seans
at one or nore plane wave frequenci es should al so be
specified, in addition to testing around all door
panels, filters, air duct penetrations and all other
penetrations of the shielding at all test
frequencies. Wen finish materials are in place
(floor topping slabs, gypsunboard wall finishes,

roof insulation and coverings, etc.) it is
recomended that linmted testing be repeated. One
pl ane wave frequency sweep, baked up by magnetic
field probing of any new | eakage areas discovered,
with repair and retest as necessary to bring the
encl osure back into proper SE performance, is
reconmended. |If enclosure is designed specifically
for attenuating microwave frequencies, specify
addi ti onal test frequencies above 1 Giz. Such
testing is expensive and should only be used when a
firmrequirement exists (e.g., NSA-65-6).

*% *% *% *% *% *% *% *% *%%

The test procedure, frequencies, and equiprment shall be as specified in

| EEE 299 [plus the additional frequencies specified in the contract].
Performthe test as soon as possible after conpletion of the shiel ded

encl osure, including installation of services, power/tel ephone/signa

lines, RF filters, and wavegui de vents. Conduct test with doors closed and
the filters under normal | oad conditions.
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3.9.3.2 Addi ti onal Test Points
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NOTE: Use this paragraph if design includes strict
tol erances, high attenuation requirenents, and many
penetrations. |If all of the welded seans are to be
tested using | EEE 299 procedure and frequencies, the
specification nust clearly state this to avoid
change orders.
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*k%

Measure additional test points beyond those specified in | EEE 299. Test
poi nts include the periphery of doors and covers, handles, |atches, power
filter penetrations, air vent filters, telephone and control line filter
penetrations, and points of penetration by pipes, tubes, and bolts.

3.9.3.3 Final In Service Testing

Upon conpl etion of acceptance checks, settings, and tests, show by
denonstration in service that equi prment and devices are in operating
condition and performng the intended function. G ve the Contracting

Oficer five working days advance notice of the dates and times for checks
and tests.

-- End of Section --
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