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NOTE: This specification covers basic intrusion
detection systens (IDS) consisting of commercial
equi prent which is linmted to a full range of
interior point protection devices, duress sensors,
volunetric (space) protection sensors, alarmsigna
data conmuni cati ons nedia, and alarmreporting and
nmoni toring systenms. System requirenments shal
conformto UFC 4-021-02NF, "Security Engi neering
El ectronic Security Systens". For higher security
I DS, CCTV, and access control systens, use Section
28 20 00.00 20 ELECTRONI C SECURI TY SYSTEM ( ESS)
COMMERCI AL. |If there are questions concerni ng
system desi gn, the Engineering Field Division (EFD)
Naval Facilities Engi neering Comrand, should be
consul ted

Edit this guide specification for project specific
requi renents by addi ng, deleting, or revising text.
For bracketed itenms, choose applicable itens(s) or
insert appropriate information

Renmove information and requirenents not required in
respective project, whether or not brackets are
present.

Commrent s and suggestions on this guide specification
are wel cone and should be directed to the technica
proponent of the specification. A listing of

Techni cal Proponents, including their organization
desi gnation and tel ephone nunber, is on the Internet.

Recommended changes to a UFGS shoul d be subnmitted as
a Criteria Change Request (CCR)
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NOTE: The followi ng information shall be shown on
t he project draw ngs:

1. Floor Plans: Location of security devices,
control units, alarmdisplay equipnent, and
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el ectrical power cabinets.

2. Site Plan: Exterior devices and routing of
conductors and conduit into building.

3. Single line type systemriser diagram Labe
zones on riser diagrans. Connection of equipnment
shoul d be indicated for typical system chosen for
cost estimating purposes.

4. Single line type electrical riser diagram

5. Mounting: Details for each device required for
conplete installation. |Include device height and
installation of wring.
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PART 1 GENERAL

1.1 REFERENCES
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NOTE: This paragraph is used to list the
publications cited in the text of the guide
specification. The publications are referred to in
the text by basic designation only and listed in
thi s paragraph by organization, designation, date,
and title.

Use the Reference Wzard' s Check Reference feature
when you add a RI D outside of the Section's
Reference Article to automatically place the
reference in the Reference Article. Al so use the
Ref erence Wzard's Check Reference feature to update
the issue dates.

Ref erences not used in the text will automatically
be deleted fromthis section of the project
speci ficati on when you choose to reconcile
references in the publish print process.
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The publications listed below forma part of this specification to the
extent referenced. The publications are referred to within the text by the
basi ¢ designation only.

ASTM | NTERNATI ONAL ( ASTM
ASTM A 123/ A 123M (2009) Standard Specification for Zinc

(Hot-Di p Gal vani zed) Coatings on Iron and
Steel Products

ASTM B 32 (2008) Standard Specification for Sol der
Met al

ASTM D 709 (2001; R 2007) Lami nated Thernosetting
Materi al s
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| NSTI TUTE OF ELECTRI CAL AND ELECTRONI CS ENG NEERS (| EEE)

| EEE 100 (2000; Archived) The Authoritative

Dictionary of |EEE Standards Terns

NATI ONAL ELECTRI CAL MANUFACTURERS ASSOCI ATI ON ( NEMA)

NEMVA | CS 2 (2000; Add/Errata 2000; Errata 2006; R

2005; Errata 2008) Standard for
Controllers, Contactors, and Overl oad
Rel ays Rated 600 V

NEMA | CS 6 (1993; R 2001; R 2006) Encl osures

NATI ONAL FI RE PROTECTI ON ASSOCI ATl ON ( NFPA)

NFPA 70 (2008; TIA 08-1) National Electrical Code

47

UL

uL

UL

uL

UL

UL

UL

UL

UL

UL

.2

U.S. NATI ONAL ARCHI VES AND RECCRDS ADM NI STRATI ON ( NARA)

CFR 15 Radi o Frequency Devi ces
UNDERWRI TERS LABORATORI ES (UL)

1076 (1995; R thru 2005) Proprietary Burglar
Alarm Units and Systens

1610 (1998; R 2001 thru 2010) Standard for
Central -Station Burglar-Alarm Units

1635 (1996; R thru 2010) Digital Alarm
Conmmuni cator System Units

1638 (2001; R thru 2008) Visual Signaling
Appl i ances - Private Mdde Energency and
Ceneral Wility Signaling

464 (2009) Standard for Audible Signal
Appl i ances

609 (1996; R 2010) Local Burglar Alarm Units
and Systens

634 (2007; R thru 2009) Connectors and
Switches for Use with Burglar-A arm Systens

639 (2007; R 2010) Standard for Intrusion
Detection Units

681 (1999; R 2001) Installation and
O assification of Burglar and Hol dup Al arm
Syst ens

796 (2006; R thru 2009) Standard for
Printed-Wring Boards

STANDARD PRODUCTS

Mat eri al and equi pnent shall be the standard products of a manufacturer
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1

regul arly engaged in the manufacture of such products. Itens of equipnent
shal | essentially duplicate equi prent that have been in satisfactory use at
| east 2 years prior to bid opening. Equipnment shall be supported by a
service organi zation that is, in the opinion of the Contracting Oficer
reasonably convenient to the site.

.3 DEFI NI TI ONS

Unl ess ot herwi se specified or indicated, electrical and electronics terns
used in these specifications, and on the drawi ngs, shall be as defined in
| EEE 100.

a. Active node: That in which sone type of signal is continuously
sent across the link, resulting in sinple |link breaks being
readi | y detected.

b. Elenent: Constituent part of a conplex signal such as AC or DC
voltage or current, AC phase, or frequency duration

c. Fail-safe: Capability to nonitor for system functions and to
report an alarmwhen a failure is detected in a critical system
functi on.

d. Installer: Ei ther the Contractor or a subcontractor with whomthe
Contractor has a firm contractual agreenent.

e. Intruder: Animate object at |east 1220 mr 48 inches in height, 34
kg 75 pounds in weight and 0.113 cubic neter 4 cubic feet in
vol unme, noving through protected zones or portals at a velocity of
30 to 3050 mm per second 0.1 to 10 feet per second.

f. Sensor zone: Ceographic position for which an intrusion nust be
identified and di splayed and may be the combination of multiple
det ecti on devi ces.

4 SYSTEM DESCRI PTI ON

[Provide new] [and or] [modify existing] basic intrusion detection system
(IDS), including associ ated equi pnent and appurtenances. Provision of |DS
shal | include [supervising installation of rigid or flexible conduit for
IDS during site preparation,] running systemw res and cables, and system
conponent installation, component testing, and system checkout. Each
system shall be conplete and ready for operation. Equipnent, materials,
installation, workmanship, inspection, and testing shall be as specified
herein. [Existing systemwas manufactured by [_ ], and new equi pnent
shal |l be conpatible with and shall operate accurately and reliably with
existing system] Include materials not furnished by the manufacturer with
I DS equi prent as specified in Section 26 20 00 | NTERI OR DI STRI BUTI ON SYSTEM

.5 SUBM TTALS

IR E R R E R RS EEEEEREEEEEEEEEREEREREEEREEEEEEREEEEEEEREEEEEEEEEEEEEEREEEEEEREEEEE SRS

NOTE: Subnmittals nust be |limted to those necessary
for adequate quality control. The inportance of an
itemin the project should be one of the primary
factors in determning if a submittal for the item
shoul d be required.

A“G following a subnmittal itemindicates that the
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submittal requires Governnent approval. Sone
submittals are already marked with a “G'. Only
delete an existing “G if the subnittal itemis not
conpl ex and can be reviewed through the Contractor’s
Quality Control system Only add a “G if the
submittal is sufficiently inportant or conplex in
context of the project.

For submittals requiring Governnent approval on Arny
projects, a code of up to three characters within
the subnmittal tags nay be used following the "G'
designation to indicate the approving authority.
Codes for Arny projects using the Resident
Managenment System (RMB) are: "AE" for
Architect-Engineer; "DO for District Ofice

(Engi neering Division or other organization in the
District OOfice); "AO" for Area Ofice; "RO' for
Resident O fice; and "PO' for Project Office. Codes
following the "G' typically are not used for Navy
proj ects.

Submittal itens not designated with a "G' are
considered as being for information only for Arny
projects and for Contractor Quality Control approval
for Navy projects.

Rk Rk kIR Rk S S O e S S S AR Rk R O R Rk Ik kS I O R SRR o

Government approval is required for submttals with a "G' designation;
submittals not having a "G' designation are [for Contractor Quality Control
approval .][for information only. When used, a designation follow ng the
"G' designation identifies the office that will review the subnittal for
the Government.] The follow ng shall be submitted in accordance with
Section 01 33 00 SUBM TTAL PROCEDURES:

[The [ ] will reviewand] [__ ] Division, Naval Facilities

Engi neering Command wi || approve submttals requiring special reviewin
this section. Draw ngs and descriptive data shall be approved prior to
procurenent, fabrication, and installation. A schedule of required
submittals shall be prepared to be integrated with the overall construction
managenent schedul e to ensure adequate review and necessary corrective work
before installation.

Include wiring diagrans and installation details of equipnent indicating
proposed | ocation, |ayout and arrangenent, control panels, accessories,

pi pi ng, ductwork, and other items that must be shown to ensure a
coordinated installation. Wring diagrans shall identify circuit termnals
and indicate the internal wiring for each item of equipnment and the

i nterconnection between each item of equipnment. Draw ngs shall indicate
adequat e cl earance for operation, maintenance, and repl acement of operating
equi prent devices. Submittals shall include the namepl ate data, size, and
capacity. Submittals shall also include applicable federal, mlitary,

i ndustry, and technical society publication references.

SD- 02 Shop Drawi ngs
I DS conponents[; C[; G [___ 11

Overall systemschematic[; C[; G [____ 11
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SD- 03 Product Data

Interior point sensors[; C][; G |
Interior volunetric (space) sensors[; Cl[; G [___ 11
Control comunicators[; C[; G [___ 11

Duress alarnms[; C[; G [
Keypad[; C[; G [_____ 1]
Conmruni cation cables[; C[; G [____ 1]

[Radi o frequency link conmmunications systenms[; C[; G [_____

Communi cations interface devices[; C[; G [___ | 11

[Central station receiver/printer[; C[; G [

[Bell] [Siren][; C[; G [_____ 1]
Batteries[; C[; G [_____ 1]
Tanper switches[; CG[; G [___ 11
Strobes[; CI[; G [____ 1]

SD- 06 Test Reports
I DS operational test plan[; C[; G [

SD-07 Certificates

I DS operational test plan[; C[; G [___ 1]

Installer's qualifications[; C[; G [___ 1]
Instructor's qualifications[; G[; G [____ 11
IDS equipnent[; C[; G [___ 1]

SD- 10 Operation and Mi ntenance Data
I DS, Data Package 5[; C][; G |

Submit in accordance with Section 01 78 23 OPERATI ON AND
MAI NTENANCE DATA.

SD- 11 Cl oseout Submttals
As-Built drawings for IDS[; Q[; G [_____ 11

Posted operating instructions for IDS[; C[; G [___ 11
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1.6 QUALI TY ASSURANCE
1.6.1 Dr awi ngs
1.6.1.1 I DS Conponents

Provi de drawings that clearly and conpletely indicate the function of each

component of the IDS. Indicate term nation points of devices and indicate
i nterconnections required for operation of the system Indicate
i nterconnection between nodul es and devices. In addition, provide a |ayout

drawi ng whi ch shows spaci ng of conponents, |ocation, and details of
nounti ng and positioning.

1.6.1.2 Overall System Schematic

The overall system schematic shall indicate the sequence of operation, the
rel ationship of integrated conponents on one di agram and show power
source, systemcontrols, inmpedance natches, plus nunber, size,
identification, and maxi mum | engths of interconnecting wires. Draw ngs
shall not be less than [420 by 297 mm [__ ] my [11 by 17 inches] [__ ]
i nches.

1.6.2 Experience and Qualifications
1.6.2.1 Installer's Qualifications

Prior to installation, submt data for approval by the [ ] Division,
Naval Facilities Engineering Conmand, of the installer's experience and
certified qualifications. Showthat the installer who will performthe
work has a minimumof [3] [__ ] years' experience successfully installing
I DS of the sane type and design as specified herein. |Include nanes,

| ocations, and points of contact of at |least five installations of the sane
type and design as specified herein where the installer has installed such
systens. Indicate the type of each systemand certify that each system has
performed satisfactorily in the manner intended for a period of not |ess
than [1] [__ ] year(s).

1.6.2.2 Instructor's Qualifications

Prior to installation, submt data of the instructor's experience and
certified qualifications. Showthat the instructor, who will train
operating and nmai ntenance personnel, has received a mni num of 24 hours of
IDS training froma technical organization such as the National Burglar and
Fire Alarm Associ ation, and has 2 years' experience installing IDS of the
type specified.

1.6.3 I DS Qperational Test Plan
Submit for approval at |east 30 days prior to comencenent of forma
operational testing. |Include detailed procedures for operational testing
of each IDS conponent and subsystem and for perfornmance of an integrated
systemtest.

1.6.4 | DS Equi prent

Submit manufacturer's certification of UL listing.
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1

6.5 Regul at ory Requi renents

In each of the publications referred to herein, consider the advisory
provisions to be mandatory, as though the word, "shall" had been
substituted for "shoul d" wherever it appears. |Interpret references in
these publications to the "authority having jurisdiction," or words of
simlar meaning, to nmean the Contracting Oficer. Equipnent, materials,
installation, and workmanship shall be in accordance with the nandatory and
advi sory provisions of NFPA 70 unless nore stringent requirements are
specified or indicated.

.6.5.1 Ref erence Standard Conpli ance

Where equi pnent or materials are specified to conformto industry and
techni cal society reference standards of the organizations such as American
Nati onal Standards Institute (ANSI), American Society for Testing and
Materials (ASTM, National Electrical Manufacturers Association (NEMA),

Underwriters Laboratories (UL), and Association of Edison Illumnating
Conpani es (AEIC), submit proof of such conpliance. The label or listing by
the specified organization will be acceptabl e evidence of conpliance

.6.5.2 | ndependent Testing Organization Certificate

In lieu of the label or listing, submt a certificate froman i ndependent
testing organization, conpetent to performtesting, and approved by the
Contracting Officer. The certificate shall state that the item has been
tested in accordance with the specified organization's test nethods and
that the itemconplies with the specified organization's reference standard
Provide only UL |isted ESS equi prent for Both exterior and interior ESS
sensors, access control, and closed-circuit television (CCTV) conponents.

.6.6 St andard Products

Provide materials and equi pnent that are products of manufacturers

regul arly engaged in the production of such products which are of equa
materi al, design and workmanshi p. Products shall have been in satisfactory
comercial or industrial use for 2 years prior to bid opening. The 2-year
period shall include applications of equipment and materials under simlar
circunstances and of simlar size. The product shall have been on sale on
the commercial market through advertisenents, manufacturers' catal ogs, or
brochures during the 2-year period. Were two or nore itens of the sane
class of equipnent are required, these itens shall be products of a single
manuf acturer; however, the conponent parts of the item need not be the
products of the same manufacturer unless stated in this section

.6.6.1 Al ternative Qualifications

Products having |l ess than a 2-year field service record will be acceptable
if acertified record of satisfactory field operation for not |ess than
6000 hours, exclusive of the manufacturers' factory or |aboratory tests, is
furni shed

.6.6.2 Mat eri al and Equi pnent Manufacturing Date

Products manufactured nore than 3 years prior to date of delivery to site
shal | not be used, unless specified otherw se.
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1.7 WARRANTY

The equi pnent itens shall be supported by service organi zati ons which are
reasonably convenient to the equipnent installation in order to render
satisfactory service to the equi pment on a regul ar and energency basis
during the warranty period of the contract

PART 2 PRODUCTS
2.1 | DS SUBSYSTEMS

Provide a conplete integrated |IDS consisting of the foll owi ng ngj or
subsyst ens:

a. Detection
b. Armdisarmnultiple function keypad
c. Communi cati ons
d. Assessnent
e. Alarmreporting
f. Power
2.2 | NTEGRATED SYSTEM FUNCTI ONAL REQUI REMENTS

Ensure that the IDSis fully integrated with the physical security and
other elenents of the overall facility security system Except for

mul tiple function keypads, other subsystens nmay be housed in a single
encl osure. Specific subsystemfunctional requirements are as follows:

a. Detection subsystem Subsystem shall consist of sensors to detect
intrusion attenpts [and provide neans to indicate a duress
condition].

b. Armdisarmnultiple function keypad: Subsystem shall consist of
electronic digital keypads to nonitor and control personne
novenent through normal access routes in and out of the facility
[and between protected areas within the facility].

c. Comuni cations subsystem Subsystem shall consist of elenents
required to ensure that pertinent data is transferred fromthe
point of origin to the point where appropriate actions can be
t aken.

d. Assessment subsystem Subsystem shall consist of electronic
devices required to visually and audibly verify the validity of
IDS alarns [at two separate |ocations].

e. Alarmreporting subsystem Subsystem shall consist of electronic
devices to control, process, integrate, and annunciate |DS data
[at [two] [ ] separate |ocations].

f. Power subsystem Subsystem shall consist of conponents required
to ensure continuous operation of the entire IDS
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[2.2.1 Intrinsically Safe
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NOTE: Do not |ocate control comunicator within a
hazardous area. |f point sensors and volunetric
sensors are required in hazardous areas, clearly
identify their location on the plans. Delete this
paragraph if no hazardous areas exist in this

proj ect .

IR R R R E R RS EEEEEREEEEEEEEEREEEREREEEREEEREEEREEREREEEREEEEEEEEEEEEEREEEEEEREEEEE SRS

Syst em conponents | ocated in areas where fire or expl osi on hazards nmay

exi st due to flammabl e gases or vapors, flanmable |iquids, conbustible
dust, or ignitable fibers or flyings shall be rated and installed according
to Chapter 5 of NFPA 70. dassification of area and correspondi ng

equi pnent ratings and installation procedures shall be as defined and
specified in Chapter 5 of NFPA 70.

12.3 | NTEGRATED SYSTEM PERFORVMANCE REQUI REMENTS

The installed and operating IDS shall be integrated into the overal
facility to detect intrusion and shall performas an entity, as specified
bel ow.

2.3.1 Det ecti on Cover age

Provi de and adjust sensors so that coverage is [overl| apping and] naxim zed
wi thout mutual interference. [IDS coverage shall include [the facility
perineter] [and] critical spaces within the facility.]

2.3.2 Det ecti on Resolution (Sensitivity)
Sensitivity shall be capable of the foll ow ng:

a. Locating intrusions at individually protected assets or at an
i ndi vi dual portal

b. Locating intrusions within volunme/areas to within the coverage on
any single volunetric sensor; and

c. Locating failures or tanpering at individual sensors.

2.3.3 Det ection Alarm and Reporting Capacity

Rk Rk Rk R R IR R R Sk O O e S O R AR Rk R Rk O kO I R IR R I b I Rk I o

NOTE: Sel ect system capacity paraneters based on
specific facility design requirenments. Include a 25
percent expansion factor to accommpdate changes in
desi gn caused by reconfiguration of equi pnent within
interior spaces or renovation

Rk Ik kR R IR R R Sk S ke S O R AR Rk R R Rk O o O O R R R IR R I S b I Rk o

The 1DS shall have the capacity to collect, conmunicate, and display a
mnimmof [8] [__ ] programmabl e sensor zone alarms [and to enabl e
control of one or nore response devices in each of the sensor zones].

[ When a sensor zone includes a conbination of multiple detection devices,
the systemshall maintain the capability to identify individual detection
devices in an alarmstate.] A single alarmshall be annunciated within
approxi mately 2 seconds after sensor transducer or other detection device
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activation.

2.3.4 Al ar ns
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NOTE: For a wireless transni ssion system delete "d.

H n
Li ne Fault.
EIR IR R R R S I I I I IR I I I I I R R S I I IR I R I I IR I R R S I R I I I I R I S I b b I I b I b I b I b I b b b b b 3 I b I b b b I

Alarm shall include, but not be [imted to, the follow ng:
a. Intrusion detection
b. Tanper

c. Fail-safe

d. Line fault

e. AC power |oss

f. Low battery in control comunicator
2.3.4.1 I ntrusion Detection

Sense and respond with visible and audi ble signals the activation of
detection sensors.

2.3.4.2 Tanper

EE R R R I R R R I I O R R R Ok S R R I R I R I O R I O

NOTE: Each tanper | oop requires a dedi cated sensor
zone in the control conmunicator. Do not use one
tanper loop for an entire building since it would be
difficult to trace the violated device or box.

I nstead, zone tanper |oops by areas to nore

conveniently |l ocate a viol ated device or box.
EE IR R I Sk S b I S I I R R R Rk I S Sk S Ik I kSR Ik S S I S R Sk I S O

Tanper protection can be physical protection, |ine supervision, encryption,
and tanper al arm ng of enclosures and conponents. All intrusion detection,
access control, assessnent systens and their associated data transm ssion
medi a nust be protected conmensurate with the classification of asset being
protected. All intrusion detection sensors and access control readers mnust
have tanper resistant enclosures and integral tanper protection swtches.
Al'l encl osures, cabinets, housings, and boxes, having hinged doors or
renovabl e covers that contain processors or connections nust have tanper
protection switches. Al tanmper alarmsignals nust be nonitored
continuously whether the systemis in the access or secure node of
operation. Tanper alarms shall be annunciated to be clearly

di stinguishable fromintrusion detection alarns. Tanper swi tches on doors
whi ch nust be opened to nake nornal mai ntenance adjustnents to the system
and to service the power supplies shall be of the push/pull-set,
automatic-reset type. Tanper switches shall have the foll ow ng features:

a. Inaccessibility until the switch is activated,;

b. Under electrical supervision at all tines, irrespective of the
protection node in which the circuit is operating;
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c. Spring-loaded and held in the closed position by the door or cover
protected; and

d. Wred to break the circuit when the door or cover is disturbed.
2.3.4.3 Fai | - Saf e

Provide a fail-safe capability in critical elenments of the IDS, including,
but not be limted to, the capability to nonitor comrunication |ink
integrity and to provide self-test. Wen dininished functiona

capabilities are detected, the systemshall provide annunciation of the
fault. Fail-safe alarnms shall be annunciated to be clearly distinguishable
fromother types of alarns.

2.3.4.4 Li ne Faul t

As a minimum fault isolation at the systens |evel shall have the sane
geographic resolution as provided for intrusion detection. Comrunication
links of the IDS shall have an active nmode for line fault detection. The
system shall be either a static systemor a dynam c system |In a static
system the "no-alarm condition shall always be represented by the sane
signal, which shall be different than the signal originally transmitted.
The dynami c system shall represent "no-alarni with a signal which
continually changes with time.

2.3.4.5 Power Loss

Provide the capability to detect when a critical conponent of the system
experiences tenporary or permanent |oss of power and to declare an alarm
The alarm shall be annunciated to clearly identify the conmponent
experienci ng power | oss.

2.3.5 El ectrical Power

El ectrical power shall be obtained by the normal commercial or base
electrical distribution system Power shall be continuously nonitored and,
if interrupted, automatic switching fromprimary to emergency backup
sources shall be acconplished w thout interruption or degradation of
critical systemfunction. Intrusion alarns shall not be generated by power
swi tching; however, an indication of power sw tching and on-line source
shal |l be provided at the alarmnonitor. Upon restoration of prine power,
the systemshall automatically switch back to the primary source. Low

vol tage condition of an on-line battery and battery charger circuit failure
shal |l be detected and reported as a fault condition.

2.3.5.1 Primary Power

Furnish [120] [__ ] volt AC service, transfornmed through a two-w nding
isolation transformer and rectified to | owvoltage DC for system
operation. Obtain primary power [fromthe |ine side of incomng facility
power] [at the location indicated]. [Provide a separate, |ockable, circuit
breaker [adjacent to the power distribution panel] [at the |ocation
indicated].] [Provide a circuit dedicated to power IDS froma panel board
at the location indicated. Label the circuit breaker in that panel board:
"Alarm System Do Not Turn O f."]
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2.3.5.2 Backup Power

Provi de backup power to the primary power by dedicated batteries in
renotely |ocated systemel enents such as individual sensors and in contro
conmuni cators. [Wen radio frequency (RF) operation is required, batteries
shall be an integral part of dispersed systemelenents.] Batteries shal
be capabl e of operation in any position and shall be protected agai nst
venting caustic chenmicals or fumes within an equi pnent cabinet. Batteries
shal |l al so be capabl e of continuous operation for up to [8] [___ ] hours
wi t hout recharge or replacenent. |f the sensors power requirenents exceed
the allowable UL rated capacity of the control comunicator battery,
provi de the nunber of separate power supplies required to power the
sensors. Provide each power supply with its own rechargeable battery and
char ger.

2.4 SYSTEM PERFORMANCE REQUI REMENTS

Provi de comercial of the shelf (COTS)system conponents to operate as
descri bed herein within the context of the integrated system perfornmance
previously described. Were inconsistencies occur between the foll ow ng
component performance requirements and integrated system | evel perfornmance
descriptions, integrated system perfornmance descriptions shall take

pr ecedence.

2.4.1 Modul arity

Provi de system conponents to facilitate modul ar subassenbly and part

repl acenent. Electronic conponents of the systemshall be of the
solid-state type, nounted on printed circuit boards conforming to UL 796.
Circuitry shall not be so densely placed as to i npede nai ntenance.

Power - di ssi pati ng conponents shall incorporate safety margi ns of not |ess
than 25 percent with respect to dissipation ratings, nmaximm voltages, and
current-carrying capacity. Light duty relays and simlar swtching devices
shall be solid-state or hernetically seal ed el ectronechani cal type.

2.4.2 Reliability

Provi de only conponents in current manufacturing production. Conmponents
shal | be manufactured to neet requirenents specified herein and shall be
free fromcharacteristics and defects which affect appearance or
serviceability or which render equi pnent unsuitable for the intended

pur pose. Provide conponents designed for continuous operation at specified
condi tions.

2.4.3 Mai nt ai nability
Conponents shall be capabl e of being maintained using comrercially
avai | abl e standard tools and equi prent. Conponents shall be arranged and
assenbled to be readily accessible to nai ntenance personnel w thout
conmprom sing the defeat resistance of the IDS

2.4.4 Envi ronmental Conditions

2.4.4.1 Interior Conditions
Equi prent installed in environmentally protected interior areas shall neet

performance requirements specified by UL for the specific equi pment or
devi ce.
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2.4.4.2 Ext eri or Conditions

Conponents nmounted in | ocations exposed to weather shall be housed in
corrosion-resistant enclosures with appropriate environnmental protection.
Conponent performance shall not degrade because of inproper housing design.
Conponents in enclosures shall neet performance requirenents when exposed
to ambient conditions specified by UL for the specific equipnment or device.

.4.4.3 Transi ent vol tage surge suppression

I ntrusion detection and comuni cation circuits shall be protected at both
ends agai nst transient voltage surges. Transient voltage surge suppressors
(TVSS) or surge protection devices (SPD) are required for the protection,
within specified limts, of AC electrical circuits and el ectronic equi pnent
fromthe effects of lightning induced voltages, external sw tching
transients and internally generated switching transients. Individua
suppressors shall be installed where shown on the draw ngs.

EE IR R R I R R I I R R R I I O R R R R Ok S R R R R R I R I I O R O

NOTE: Line Items a thru e should be part of
bui | di ng construction UFGS specifications.
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a. Min service and distribution equi pnment suppressors: The AC
voltage SPD s shall be a high speed, high current device designed
to protect electrical systens and el ectronic equi pnent from
transi ent over-voltage. The SPD shall provide continuous bi-polar
bi -directional, non-interrupting protection and be capabl e of
instant reset with no degradation in protection. Gas tubes are not
acceptable. The SPD shall utilize SAD or MOV technol ogy. It shal
start to suppress at a mininumof 115% of the peak vol tage of the
si ne wave. At nmaxi mum surge current dissipation, the device shal
not exceed the naxi mum vol tage protection | evel. The SPD shall be
installed in parallel with the service nmain di sconnect,

di stribution or branch panel main lugs as shown on draw ngs.
Connect SPD to over current protection sized as shown with an AIC
rating equal to panel rating. The suppressor shall have status
indicator lights, dry contacts with renote alarm capabilities and
an audi bl e al arm Suppressors shall be assenbled as nodul ar units
to pernmit quick, easy replacenent of failed conponents.

(1) Electrical Service

(a) Voltage shall be as indicated on draw ngs.

(b) Frequency -- 50/60 Hz
(O Phases -- 3 phase
(d) Wring configuration -- as indicated

(2) IEEE 62.41 Categories unless otherw se indicated on draw ngs:
Service entrance sizes

<600A B3/ C1
1. 2KA c3
Di stribution or sub-panels B2

(3) Electrical Perfornance

Response tine < 5 nanoseconds
MCOV 115% mi ni mum

Shortwave test- surge current

(6kv, 1.2/50usec; 3ka 8/20usec) 5000 surges
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M ni mum surge current:

(a) Service Entrance 410, 000 Anps/ Phase
(b) Distribution and Sub-panel s 210, 000 Anps/ Phase

(4) Suppression system protected nodes shall be L-N, L-G NG for
We Systens and L-L, L-G for ungrounded Delta Systens.

(5) Power on indicators and failure detection: A lighted panel on
the cover shall provide indication that the suppressor is properly
activated and shall also indicate node failure. If the suppressor
fails, an isolated contact shall close. In addition, an audible
alarm shall be provided with manual reset.

(6) Failure node - SPD s shall be designed to fail shorted. Any
fuses in series with the SPD s shall not open during a surge event.

Di sconnect: Main service suppressors shall be provided with an

i ntegral fused disconnect switch or dedicated circuit breaker as
shown or required by UL. Breakers and suppressors shall have an
AlC fault withstand rating equal or greater than the AIC rating of
the equi pnent to which it is connected. The length of wiring from
the tap at the service conductors to the suppressor being
protected, however, shall not exceed the maxi mum |l ength permtted
by manufacturer, to maintain the maxi mum voltage protection

| evel . Suppressors may be installed within swtchgear or pane
boards where UL | abel or listing is not affected, suppressors are
conpletely and easily accessible, indicator lights are visible and
audi bl e al arm can be easily heard.

Encl osures: Enclosures for main service suppressors shall be as
fol |l ows;

(1) Mnimm 14 gauge painted steel or suitable enclosure to neet
the NEMA sel ected requirenents as |isted.

OQperation Status Indicator: Audible Renpte Signaling and Visua
Syst ens

(1) Visual System

(a) Protection: Suppressor Wrking - Geen LED s
(b) Warning/Fault: Suppressor Failure - Red LED s
(c) LED s shall be field replaceable

(d) Oher visual indicators where approved.

(2) Renote Signaling

(a) Relay with Auxiliary for C contacts: Two sets @2 anpere

120 volts each. 1 Set NNO and 1 set NNC. to operate upon failure
of suppression nodule, blown fuse or tripped circuit breaker in
suppressor modul e or in disconnect switch for alarmconnection to
renote | ocation.

(3) Audible

(a) The audible alarmshall activate upon a fault condition
wi thin the suppressor. An alarmsilence/reset switch and
push-to-test switch shall be provided.

Bondi ng and Groundi ng Conductors and Materials for Main Service
Suppr essors:
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(1) Size: Conductors utilized for surge suppressor connections
to service conductors shall be a mninum of #6 AW stranded
i nsul ated copper unl ess otherw se specified.

(2) Bus: Gound bus or strip naterial where used shall be
copper, a mninmumof %inch thickness and two i nches wi de unl ess
otherwi se specified. Bus materials shall be secured to surfaces
with appropriate insulators and nmechani cal fasteners. Bus
connections shall be bolted and reinforced as necessary to provide
a permanent and secure connection

(3) Connections Conpliance: Connectors, splices, and other
fitting used to interconnect grounding conductors, bonding to
equi prent or ground bars, shall conply with requirenents of the
National Electric Code and be accepted by Underwriters'
Laboratories for the purpose.

(4) Connectors: Connectors and fitting for groundi ng and bondi ng
conductors shall be of the conpression type in above grade
| ocations. Connections bel ow grade shall be exotherm cally wel ded.

(5) Dissinilar Materials: Bonding connections between
electrically dissinmlar nmetals shall be nmade using exothermc
wel ds or using bi-nmetal connectors designed to prevent gal vanic
corrosion.

Conmuni cation Lines: The follow ng standard for separately
nmount ed t el ephone and signal |ine suppressors shall apply. Al
protectors shall be securely nounted at protected equi pnent

| ocation. Al suppressors shall provide comon (L-G node
protection on all lines.. Suppressors shall be tested in
accordance with | EEE C62. 36-1994 as a nminimum Protective
interfacing with the tel ephone wire pairs shall be listed to UL
497A.

Data Line Protection: Solid state, silicon aval anche di ode or
nmetal oxide varistor circuitry for protection fromover voltages
on long cable runs enpl oyi ng standard RS-232, RS422, or RS485.
Appropriate connectors shall be utilized to interface a renote
station with a host CPU

Signal Line Protection: Solid state, silicon aval anche di ode and
nmet al oxide varistor hybrid circuitry for protection from over
voltages on 2 or 4 wire signal lines such as bal anced pair

tel ephone, netallic pair tel ephone, buried and overhead field
cable, renote radi o equi pnent, and control systens. Unit shal
have an LED diagnostic lanp that lights if unit needs
replacenent. Unit shall be |isted UL497B

Modul ar, Twi sted Pair Protection: Solid state, silicon aval anche
di ode or netal oxide varistor circuitry for protection from over
voltages on twisted pair data or audio lines. Protectors shal
clip nmount on 66 punch down bl ocks furnished with groundi ng bar or
studs and shall be totally enclosed. Units shall be securely
mounted at terminal |ocations where shown and shall be grounded to
the main building ground with a m ni mum No. 12 stranded copper
green insul ated ground conductor kept as short as possible.

Ground termnals shall be screwinsertion lug type. No crinp,
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fork or ring type pernmitted. Unit shall have a multi-function
di agnostic LED that shows continuity, ground present, unit
function and |ine status.

j. Coaxial Cable Protectors: Solid state, silicon aval anche di ode,
nmet al oxi de varistor and/or gas tube circuitry for
non-interrupting over voltage protection of coaxial cable. Unit
shal |l be provided with one fermal e i nput connector and one fenale
out put connector. Securely nount adjacent to protection equipnment
and ground to equi pnent or local building ground if an equi pnent
ground is not avail abl e.

2.4.5 El ectromagnetic Interference (EM)

| DS conponents enpl oyi ng el ectromagnetic radi ati on shall be designed and
constructed to provide nmaxi mum practical invulnerability to electronic
count er measur es.

2.4.6 El ect romagneti ¢ Radi ati on (EMR)
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NOTE: National Post Tel ephone and Tel egraph are
normal Iy the approving authority for EMR conponents
over seas.
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Provide only IDS components which are [FCC [__ ] licensed and approved.
Provi de system conmponents which are el ectromagnetically conpati bl e.

2.4.7 I nterchangeability
Li ke conponents shall be physically and functionally interchangeabl e as
complete itens, without nodification of either the original items or of
ot her components with which the itens are used.

2.4.8 Saf ety

I DS conponents shall conformto application rules and requirements of
NFPA 70 and applicable Underwiters Laboratories publications.

2.4.9 Human Engi neeri ng

Aur al considerations shall include |location of annunciators, tone pitch,
quality, and intensity. The nunber of different audible signals shall not
exceed four. Conmponent design shall provide for ease of accessibility for
mai nt enance.

2.4.9.1 Visual Annunciators
Annunci ators shall be either liquid crystal displays (LCDs) or I|ight

emtting diodes (LEDs). Annunciators shall be so connected in the circuit
that failure of the annunciator, socket, or protective circuitry shall not

result in an inproper or indeterm nate signal. LCDs and LEDs shall be
conpatible with standby power supplies. LEDs shall be brightly Iit and
visible froma distance of 9150 nr 30 feet in an area illum nated at 807 |x

75 footcandl es. LEDs shall be used in outdoor applications or in the
presence of sunlight.
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2.4.9.2 Controls

Provide to ensure ease of operation of specified characteristics. Were
applicable, clockw se rotation of controls shall result in an increasing
function. Controls, switches, visual signals, and indicating devices,

i nput and output connectors, termnals, and test points shall be clearly
mar ked or | abel ed on hardware to permt quick identification, intended use,
and | ocation. Term nal markings and | abels shall be of a permanent and

| egi ble type and |l ocated to be visible when the associated systemwring is
in place. ldentification markings shall be associated with each adjustnent
device or itemrequiring periodic maintenance. Safety warning or cautions
shal |l be narked in conspicuous red letters. Control and indicator
identifications that are exposed outside enclosures shall be pernmanent,
machi ne-engraved letters, and painted to contrast with the background
color. Controls not required for operation of the system shall be

i naccessible to the system operator.

2.4.10 Test Points

Test points, controls, and other adjustnments inside enclosures shall be
readily visible and accessible with ninimum di sassenbly of equi pnent. Test
poi nts and ot her maintenance controls shall not be readily accessible to
oper at or personnel .

2.4.11 Conponent Encl osures

Annunci at or housi ngs, power supply encl osures, sensor control and ternina
cabi nets, control communicators, wiring gutters, and other conponent

housi ngs, collectively referred to as enclosures, shall be fornmed and
assenbl ed to be sturdy and rigid.

2.4.11.1 Met al Thi ckness

Thi cknesses of nmetal in cast and sheet netal enclosures of all types shal
not be less than those in Tables 8.1, 8.2, and 8.3 of UL 1610 for alarm
conponents, and NEVA ICS 2 and NEVMA | CS 6 for other encl osures.

2.4.11.2 Doors and Covers

Doors and covers shall be flanged. Were doors are nounted on hinges with
exposed pins, hinges shall be of the tight-pin type, or ends of hinge pins
shal |l be tack wel ded to prevent ready renoval. Provide doors having a
latch edge length of less than 610 mr 24 inches with a single lock. Were
the latch edge of a hinged door is 610 mr 24 inches or nore in |ength,
provide the door with a three-point |atching device with |ock; or
alternatively with two | ocks, one |ocated near each end. Covers of
junction boxes provided to facilitate initial installation of the system
shall be held in place by tack wel ding, brazing, or one-way screws.

2.4.11.3 Ventil ation

Ventil ation openings in enclosures and cabinets shall conformto the
requi rements of UL 1610.

2.4.11. 4 Mount i ng
Unl ess ot herwi se indicated, sheet netal enclosures shall be designed for

wal | nmounting with top hole slotted. Mounting holes shall be in positions
whi ch remai n accessi bl e when naj or operating conponents are in place and
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the door is open, but shall be inaccessible when the door is closed.
.4.11.5 Encl osure Locks

Locks and key-1ock-operated switches required to be installed on conponent
encl osures shall be UL listed, round-key type with three dual, one
mushroom and three plain pin tunblers, or shall have a pick resistance
equal to a lock having a conbination of five cylinder pin and five-point
three-position side bar in the same |ock. Keys shall be stanped "U. S.
GOVT. DO NOT DUP." Key-|ock-operated switches shall be keyed differently
and shall be two-position, with the key retractable fromeither position.
Furni sh two keys for each switch. Mintenance |ocks shall be of the
one-way key-pull type arranged so that the key can be w thdrawn only when
the lock is in the | ocked position. Locks on components for maintenance
access shall be keyed alike; furnish only two keys for such |ocks. Deliver
keys, tagged with netal tags, acconpanied by a manufacturer's certificate
whi ch records the nunber of each key nade.

.4.12 Det ecti on Sensors

Sensors shall detect penetration of the facility perinmeter and protected
zones by unaut hori zed personnel or intruders, and shall conformto UL 634
or UL 639, as applicable. Unless otherw se specified, required sensor
power shall be plus 12 volts DC

2.4.12. 1 Interior Point Sensors
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NOTE: |If a high level of security is required such
as DCI D, specify bal anced nmagnetic switches (BMS)

in Section 28 20 00.00 20 ELECTRONI C SECURI TY SYSTEM
(ESS), COWMVERCI AL
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a. Door and w ndow open detection

(1) Magnetic Switches: Magnetic switches shall be [surface
mounted] [recessed] [__ ]. Magnetic switches shall have a
magnetic field with a high probability of alarmif an externa
magnet is introduced in defeat attenpts. Provide each nmagnetic
switch with an overcurrent protective device, rated to limt
current to 80 percent of switch capacity. The nmagnetic switch
housi ng shall be protected from unauthorized access by

encapsul ating reed switches in a pol yurethane potting conpound.
The magnetic switch shall have a tanper resistant enclosure and
integral tanper switch. Mgnetic switch shall be rated for a
mnimmlifetine of one nmillion operations. House magnetic switch
conmponents in enclosures nade of nonferrous naterials.

[(2) Surface nmounted magnetic switches: House conmponents used in
out door applications in weatherproof enclosures. The swtch
mechani sm shall have a mnimumgap of [10] [19] my [3/8] [3/4] inch
and a maxi mum gap of [31.75] [63.5] mr [1 1/4] [2 1/2] inches

wi t hout internal adjustnent. The housing for surface nounted
magnetic switches, if made of cast aluminum shall be secured by

stainl ess steel screws. The magnetic switch shall have a tanper

resi stant enclosure and integral tanmper switch. Conductors running

fromthe door to alarmcircuits shall be junpered within a

fl exible arnored cord constructed from corrosion-resistant netal.
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Each end of the arnored cord shall terminate in a junction box or
ot her enclosure. Arnored cord ends shall be mechanically secured
to junction boxes by clanps or bushings. Conductors within the
arnored cord shall be provided with lug terminals at each end.
Junpered conductors and the arnored cord shall experience no
mechani cal strain as the door is renoved fromfully open to
closed. The switch circuit shall initiate an alarmif a short
circuit is applied to the door cord.]

[(3) Recessed nagnetic switches: The recessed magnetic sw tches
shall have a gap up to 12.7 mm (9.5 mmin steel) (1/2 inch (3/8
inch in steel). Field adjustnments in the fixed space between
magnet and swi tch housing shall not be possible. [Ball bearing
door trips shall be nmounted within vault door headers such that
when the | ocking nmechanismis secured, the door bolt engages an
actuator, nmechanically closing the switch. The door bolt | ocking
mechani sm shall be conpl etely engaged before the ball bearing door
trip is activated. The nagnetic switch shall have a tanper

resi stant enclosure and integral tanper switch. Provide circuit
junpers fromthe door.]]

d ass breakage detection

(1) dass breakage sensors: Sensors shall detect w ndow breakage
by responding to sonic or vibration frequencies that acconmpany
breaki ng glass. Sensors shall selectively filter input to detect
only frequency of breaking glass and to mninize false alarns from
sources such as jangling keys, ringing phones, and sl anm ng

doors. d ass breakage sensors shall initiate alarmwhen the gl ass
they protect is cracked or broken. Sensors shall provide positive
detection of breakage of plate, safety, |aminated, and tenpered

gl ass. Sensor shall have a sensitivity adjustnent controlling the
out put voltage fromthe detecting el ement which triggers a
solid-state latching device. Provide the sensor with an LED for
adjusting the sensitivity. [Sensor shall be contained in a
fire-resistant ABS plastic housing and shall be nounted in contact
with the window. Supply the sensor with a two-sided pol yurethane
tape with acrylic adhesive. Provide the sensor with an exterior

| abel to protect the tape fromdirect sunlight.] [Sensor shall be
contained in a fire-resistant ABS plastic housing and shall be
ceiling or wall nounted, as indicated. Sensor shall provide
coverage of large glass areas up to 10 675 nmr 35 feet w de

Sensor housi ng shall be tanper resistant and designed for screw
mounting.] Sensor shall not initiate alarmin response to seismc
vi brations or other anbient stimuli. The sensor shall have a
tanper resistant enclosure and integral tanper swtch

(2) Dual technol ogy gl assbreak sensor: Sensor shall detect w ndow
br eakage by responding to acoustic frequenci es that acconpany
breaki ng gl ass. The sensor shall be conbined with a passive
infrared notion detector (PIR) for the purpose of eliminating
occupant-generated false alarns. It will extend coverage to
occupi ed areas, allowi ng the sensors to be arnmed while people are
present. The sensor shall have a tanper resistant encl osure and
integral tanper swtch.

(3) Recessed gl assbreak sensor: A recessed gl assbreak sensor is

to be used when appearance is a consideration. Recessed nodels can
be nounted directly to the wall or ceiling or can be installed on
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a single gang box. The sensor shall enploy pattern recognition
technol ogy that listens for the actual pattern of breaking gl ass.
The sensor shall be able to detect the difference from breaking
gl ass and nornmal room sounds by |istening across the gl assbreak
frequency spectrum The sensor shall provide a 25 feet 7.6 neters
360 degree coverage of the area to be protected. The sensor shal
have a tanper resistant enclosure and integral tanper switch

(4) Screening: Construct security screens froma maxi mum of 26
AWG i nsul ated hard-drawn copper. Connect screens to an alarm
circuitry by neans of flexible arnored cords. Security screen
circuitry shall provide end-of-line resistors in series or

equi val ent methods ensuring alarmactivation if short-circuiting
of the screen is attenpted. [If screen corners are not installed
as a breakwire sensor (wire traps), provide tanper swtches.

Provi de tanper switches in franes as required with not |ess than
one switch on each side if dinensions are 610 nr 2 feet square or
| ess, and two switches if dinensions exceed 610 nm 2 feet square.
Tanper switches shall be corrosion resistant, spring operated, and
shall initiate an alarmwith a nmovenent of 50 mr 2 inches or |ess
and before access to the switch is possible. Electrica
characteristics of the switch shall match al arm system

requi renents.] The sensor shall have a tanper resistant enclosure
and integral tanper switch.

hj ect protection

(1) Capacitance proximty sensor: Capacitance proxinty sensor
shal | detect changes in the established capacitance to ground of a
protected object. Wien the protected object is touched and a + 20
pf - (variable) change in the capacitance is detected an al arm
shall be generated. Circuits nmeasure the ratio between the
charging current and the resultant rate of change of voltage with
tinme. Sensor shall protect objects up to a [50,000] [__ ]

pi cof arad capacitive | oad. The system shall provide neans of

i ndicating an alarmcondition at the protected objects during
installation and calibration. Provide the indicator with a

di sabling device within a tanperproof enclosure. The nunber of
objects protected by a single capacitance detector shall not
exceed the unit's maxi num capacitance at the desired sensitivity.
Protected objects shall be insulated from ground by insulating
pads which shall have a dielectric constant such as gl ass or
thernmopl astic nmaterials. [If screen grids or radiators are

enpl oyed as antennas, insulate fromground. Wres used for grids
shall be larger than No. 14 AW5 30 percent copper-clad stee
covered with a mninumof 0.397 nr 1/32 inch vinyl coating.

Space grid elenents at 150 mr 6 i nches nmaxi num and construct in a
symretrical nanner.] Provide sensor with sensitivity controls

i naccessi ble to operating personnel. Sensor shall be insensitive
to human body novenents in excess of 915 mmr 36 inches fromthe
antenna circuit. Sensor sensitivity to alarm producing stinuli
shal|l be readily adjustable fromcontact to 915 nm 36 inches with
a heavily gloved hand. Sensor shall not initiate nuisance al arns
in response to nornal anbient conditions. [Provide sensors with
tanmper switches. Interconnecting |lines and tanper sw tches shal
remai n under constant supervision, even when the systemis set for
aut hori zed access.] Sensor shall not reset upon restoration of
SECURE node if the antennas were altered during authorized entry
to disable detection capability.
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(2)Vibration vault sensor: Sensor shall sense short duration

| arge anplitude signals |ike those produced in attacks from
expl osi ons, hamering or chiseling. It shall also detect |ong
duration, small anplitude signals |like those prduced in attacks
fromtorches, thermc lances, drills, grinders or cutting discs.
The sensor enclosure base shall be constructed of die-cast
aluminumw th a stanped 22 guage steel cover.The sensor shall have
a tanper resistant enclosure and integral tamper switch.

d. Floor, wall, and ceiling protection

(1) Vibration sensors: Sensors shall sense and selectively
anplify signals generated by forced penetration of a protective
structure. Sensors shall initiate alarms upon detecting drilling,
cutting, or blasting through walls, or other nethods of forced
entry through a structure. Munt vibration sensors directly
contacting the surface to be protected. Sensors shall be designed
to give peak response to structurally conveyed vibrations
associated with forcible attack on the protected surface. Provide
at | east one sensor on each nonolithic slab or wall section, even
t hough spacing closer than that required for mdrange sensitivity
may result. House sensors in protective nountings and fasten to
the surface with conceal ed nounting screws or an epoxy. [Provide
sensors with tanper switches.] Renoval of a sensor fromthe
surface shall initiate an alarm An adjustable alarm

di scrimnator shall function to prevent incidental vibrations
which may occur fromtriggering the alarmcircuit. Adjust the
discrimnator on the job to the precise needs of the application
Connect sensors to an el ectronic control unit by nmeans of wiring
or fiber optics cable run in [rigid steel conduit] [EMI]. Sensor
sensitivity shall be individually adjustable unless sensor is
designed to accommopdate vi bration ranges of the specific surface
type on which it will be nounted. Sensitivity adjustnents shal
not be accessi ble w thout renoving the cover on the sensor

Sensor shall not be responsive to airborne sound.

Rk Ik Sk kR IR R R I kO e S O R R Rk Rk kO R AR Ik I kS I S I b R R R o

NOTE: Uility inlet openings are protected in a
vari ety of nethods, the correct one being dependent
on two variables: the nature of the intrusion
threat (e.g., physical penetration, electrical

el ectro-optical) and the characteristics of the
utility inlet opening (e.g., discharge water froma
nucl ear plant, office air duct, electric conduit).
Subsequent to such anal ysis, al nbst any of the

i ntrusion detection sensors described herein could
provi de the necessary protection. Nornmally a

breakwire trap sensor is used for this application
EE IR I Sk S S I S S S S R R Rk S I S Sk S kR R S I Ik S S I R Rk I I O S

(2) Protection of utility inlet openings: Provide protection by
a sensor of the [breakwire] [wire trap] type consisting of up to
26 AWG hard-drawn copper wire with a tensile strength of 17.8 N 4
pounds maxi numinterlaced throughout the opening such that no
openi ng between wires shall be larger than 100 mm 4 i nches on
center. Termi nate sensor so that attenpts to cut the wire or

ot herwi se enl arge openi ngs between wires shall cause an alarm
Sensor term nation shall be [conceal ed] [tanper protected].
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2.4.12.2

Interior Volunetric (Space) Sensors
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NOTE: Include a schedul e of sensors on the plans
when the size of areas and pattern coverage is
different fromone sensor to another

Rk Rk kR IR R R I kO ke S O R AR Rk R R R Rk O ok O I R R I O I b R R o

a.

Passive infrared (PIR) sensors: Sensors shall detect intruder
presence by nonitoring the level of infrared energy enitted by
objects within a protected zone. Sensor shall initiate an alarm
upon observing increased or fluctuating infrared energy caused by
the presence and notion of an intruder whose tenperature is as
little as 1.6 degrees C 3 degrees F different fromthe background
tenperature. Sensor shall be passive in nature; no transmtted
energy shall be required for detection. Sensor shall be sensitive
to infrared energy enitted at wavel engths corresponding to the
human body and ot her objects at anbient tenperatures. Detection
pattern for wall-munted sensors shall be 15 mby 15 m 50 ft by 50
ft, unless otherw se indicated[, and] [shall be housed in a

t anper-al arned encl osure]. Detection pattern for ceiling-nounted
sensors shall be 6.28 rad 360 degrees, unless otherw se

i ndi cated[, and] have a tanper resistant enclosure and integra
tanmper switch.. Sensor shall provide sone neans of indicating an
alarmcondition during installation and calibration. A neans of

di sabling the indication shall be provided within the sensor

encl osure. Sensor shall alarmif an intruder noves within the
area of protection nore than 1525 nmm 5 feet at a velocity of 30 nm
per second 0.1 foot per second, and one step per second, assuni ng
150 mr 6 inches per step. Detection sensitivity shall be
irrespective of the direction of notion. Sensor shall also alarm
at velocities faster than 30 mm per second 0.1 foot per second, up
to 3050 nm per second 10 feet per second. Sensor optinum
detection range shall be [a m ninumof 10675 mr 35 feet] [as

i ndi cated]. Sensor shall not alarmin response to general area
thermal variations. Sensor shall have RFlI and white |ight

i Mmunity.

Dual technol ogy sensors: Provide sensor conbining passive
infrared and microwave sensors desi gned and nanufactured
specifically to be nounted in a single enclosure.

(1) Passive infrared (PIR) sensor section: Sensor shall detect

i ntruder presence by monitoring the level of infrared energy
emtted by objects within a protected zone. Sensor shall initiate
an al arm upon observing increased or fluctuating infrared energy
caused by the presence and notion of an intruder whose tenperature
is as little as 1.6 degrees C 3 degrees F different fromthe
background tenperature. Sensor shall be passive in nature; no
transmitting energy shall be required for detection. Sensor shal
be sensitive to infrared energy enmtted at wavel engt hs
correspondi ng to the human body or other objects at ambi ent
tenperatures. Sensor detection pattern shall be 15 mby 15 nm 50
ft by 50 ft, unless otherw se indicated. Sensor shall come with
clip-on mirror inserts that allow the choice of deferent coverage
patterns: [full] [90°], [45° left], [45° right] [center curtain]
[ ].Sensor shall have RFI and white light imunity. The sensor
shal | have a tanper resistant enclosure and integral tanper switch
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(2) Mcrowave sensor section: Sensor shall detect intruder
presence by transmitting el ectromagnetic energy into a protected
zone, receiving direct and refl ected energy, and nonitoring
frequency shift between transmtted and received signals. |If nore
than one device is used in an area, devices shall operate on
different frequencies. Provide for selective filtering by sensor
to mnimze nuisance alarnms due to noving netal objects such as
fan bl ades and venetian blinds, interference fromradar, or other
sources of electronic interference. Transceivers shall consist of
a conbined transmit/receive antenna and an adj ustabl e-gain
preanplifier in a single housing. Provide transceivers with
sensitivity adjustments. Transceiver controls shall permt

adj ustnent of transm ssion range and al arm si gnal threshold.
Sensitivity controls shall be inaccessible to operating

personnel. Sensitivity requirenents shall be net with sensitivity
controls set approxinately at mdrange. The sensor shall have a
tanper resistant enclosure and integral tanper swtch

(3) Additional dual technol ogy sensor requirenents: The

encl osure contai ning two sensor sections shall be tamper al arned.
Both m crowave and PIR sections shall activate sinmultaneously to
generate an alarm Only an intrusion characterized by volunetric
noti on and radi ant body heat shall be detected. Sensor shal
provi de sone neans of indicating an alarmcondition during
installation and calibration. A neans of disabling the indicator
shall be provided within the sensor enclosure. Sensor shall alarm
if an intruder noves within the area of protection nore than 1525
mr 5 feet at a velocity of 30 mm per second 0.1 foot per second,
and one step per second, assuming 150 nmr 6 inches per step
Detection sensitivity shall be irrespective of the direction of
motion. Sensor shall also alarmat velocities faster than 30 nm
per second 0.1 foot per second, up to 3050 mm per second 10 feet
per second. Sensor shall not alarmin response to general area
thermal variations. Munt sensors [near the ceiling on

vi bration-free surfaces] [as indicated]. Electronic circuitry
shall be solid state and nounted on printed circuit boards.

Sensor elements shall contain circuitry for transnmtter drive

si gnal processing, tanper circuitry, and power supplies.
Circuitry shall provide an alarmrelay with Form C contacts
capabl e of carrying 2 anperes at 100 volts DC nini mum The sensor
shal | have a tanper resistant enclosure and integral tanper switch

Audi 0 sensors: Sensors shall consist of mcrophones which detect
audio information and transnmt signals to an audio anplifier in a
central control unit. Miltiple units nay be connected to a
central control unit. Audio sensors shall be designed to be
especially sensitive to generic audio intrusion signature of

[ breaki ng glass] [splintering wood] [fracturing of cenment bl ock]
[normal voice conversation]. Sensors shall have sensitivity

adj ustments whi ch shall be inaccessible to operating personnel
Sensitivity adjustnent shall permt operating ranges up to a

maxi mumof [465] [ ] square neters [5000] | ] square feet.
Sensors shall have a detection sensitivity of [unidirectiona
design] [omidirectional design]. [Audio assessnent capability
shall be provided.] Sensors shall be capable of installation in a
conceal ed configuration and shall be inherently self-protecting.

Phot oel ectric sensors: Sensors shall detect intruder presence by
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2.4.12.3
UL 639.
a.

b

establishing a series of infrared beans and detecting beam

di sruptions. Transmitters shall be dual beamtype and shall be
designed to enit [no perceptible] light. The beam nmay be
reflected by one or nore mirrors before being received and
anplified. Disruption of the beam by an opaque body shal

initiate an alarm The transmtted beam shall be uniquely

nodul ated to prohibit an intruder from shining another |ight
source into the receiver to escape detection. Provide sone neans
of local alarmindication on the sensor for use at the protected
zone during installation and calibration. Provide with an

i ndi cator disabling device within the sensor enclosure. Sensor
shal | consist of nobdulating transnitter, focusing lenses, mrrors,
denodul ating receiver, power supply, and interconnecting |ines.
House el ements in tanper-al arned encl osure. The receiver unit
shall provide an alarmrelay with contacts capable of carrying 2
anperes at 120 volts AC minimum The protective beam shall be
focused in a straight Iine. The installed beamdistance from
transmitter to receiver shall not exceed 80 percent of the

manuf acturer's maxi mumrecomended rating. Mrrors nay be used to
extend the beamor to establish a network of beans. Each mrror
used shall derate the maxi mum system range by no nore than 50
percent. Mrrors and photoel ectric sources used in outdoor
applications shall have self-heating capability to elininate
condensation and shall be housed in weatherproof enclosures. The
system shall utilize automatic gain control or be provided with
sensitivity adjustments to allow for various beam | engths.
Controls shall be inaccessible to operating personnel. Wth
controls set at approximately m drange, the systemshall initiate
an al arm whenever the beamis interrupted. Test the system by
wal ki ng through the beam Systens that use nultiple beans to
establish a fence shall be tested by attenpting to crawl under and
junp through and over the beanms. Systens shall provide cutoffs of
at least [90] [___ ] percent to handle a high percentage of |ight
cutoff prior to initiating an alarm Sensor shall have RFI

i Mmunity.

Duress Al ar s

Hardwi re duress alarnms: |Install at points within the protected
area as indicated. Alarnms shall be capable of being secretly
activated by the foot or hand of an average adult in both standing
and seated positions. Alarms shall not be visible or audible from
the sensor. The alarm signal shall |ock-in upon activation unti
manual ly reset with a key or sinilar device and shall be readily
identifiable by the IDS. Sensors shall be easy to operate and
designed to ninimze the possibility of accidental activation
Hardwi re duress alarns shall be rated for a mininumlifetinme of

50, 000 operations. Securely nount sensors in rugged,
corrosion-resi stant housing. Duress alarns shall be [annunci ated
to be clearly distinguishable fromother intrusion detection
alarns at the control comunicator] [silent at the reporting

| ocation and clearly distinguishable fromintrusion detection
alarnms at the central nonitoring station].

Radi o frequency duress alarnms: Duress alarnms shall consist of a

conpact and |ightweight transmtter enclosed in a case that can be
easily worn at the waist on a belt. Transnmitter shall have a
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uni que identification code. Transmitter shall be capabl e of
transmitting 2 watts of RF power. Transnmitter shall transnmit up
to [500] [__ ] times on the power provided by interna

batteries. A snall, flexible PVC encased antenna shall be nounted
12.7 nmr 1/2 inch away fromthe transnitter to ensure reliable
propagati on of the alarmsignal and rotation of 6.28 rad 360
degrees w thout damage to the sensor. Provide transmitter in a
corrosion-resistant case. Transmitter shall be available in both
VHF and UHF radi o bands. Transmitter shall be FM nodul ated to
ensure reception and decoding of the alarmsignal. The signa
transmitted shall readily interface with the I DS comruni cati ons
subsystem as specified in paragraph entitled "Radi o Frequency

Li nk." Activation of the sensor shall be by hand-operated switch
protected from accidental activation, yet easily activated by hand
when worn at the waist on a belt. [Sensor activation shall be
automati ¢ when nounted on a belt and when the wearer is in a

hori zontal position for an adjustable tinme interval of |onger than
[1] [5] [25] [ ] minutes. Adjustnent of tinme interva
activation shall not be accessible to operations personnel.]

c. Keypad activated duress alarms: Duress alarms shall consist of
progranmabl e keypad activated push buttons [and] [or] a keypad
activated Duress code, a user code progranmed as a Duress code.
Dedi cat ed keys on the keypad shall be individually enabled via
programmng to initiate an alarmsignal. Each progranmed key shal
al so have the capability to initiate an auxiliary output for
addi ti onal al arm signal i ng.

2.4.13 Conmmuni cati ons

Comuni cations shall |ink together the subsystens of the IDS. |1DS

communi cations links shall be via hardwire (cable)[, or radio frequency].
Conmuni cations |inks shall be supervised. Comobn communications interface
devi ces shall be provided throughout the IDS. Sensor to Prem se Contro
Unit (PCU) interface shall be by dry relay contact nornally open or
normal Iy cl osed, except as specified otherwise. PCUto central alarm
reporting Digital Receiver shall be digital, asynchronousor nultiplexed
data. The system shall be capabl e of conmmunication using the | BM
Synchronous Data Link Control format, and at |east two other standard
industry formats. The system shall be capabl e of supporting Network
conmuni cation with digital dialer backup, existing Ethernet or token ring
data networks, satellite communication, fiber optic networks, |ocal area
net wor ks, w de area networks, cellular communication, and retail data
networ ks. The PCU shall be capabl e of asynchronous network comunication
with a retry time between 3 and 15 seconds for a total of one (1) ninute.

| f comunication is unsuccessful the PCU shall be capable of attenpting
backup commruni cation through any of the avail abl e conmunicati on nethods to
the sane receiver or a backup receiver. Network conmunicati on between the
PCU and the receiver shall be in a proprietary communi cation format. The
PCU shal | be capabl e of supporting Dynam c Host Communi cati on Protoco
(DHCP) Internet Protocol (1P) addressing. Underwiters Laboratories (UL)
shall |ist network comunication by the PCU for G ade AA Hi gh-Line
Security. The PCU shall be capable of two-way network comruni cation using
standard Ethernet 10BaseT in a LAN, WAN, or Internet configuration. The
PCU shal | be capabl e of conmunication by nmeans of a 128 Bit AES R j ndae
Encryption process certified by NIST (National Institute of Standards and
Technol ogy) to a Digital receiver with a built-in Encryption Al arm Router.
The PCU shall be capable of neeting DCID 6/9 and UL 2050 standards. The PCU
shal | be capabl e of havi ng comuni cation set to Network operation. Wen a
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trap is set in Renote Link, the software shall be capable of sending a
panel trap nmessage with the panel account nunber to the Digital receiver.
The digital receiver shall store the trap and monitor the PCU for the next
nessage. Wen the PCU sends its next nmessage, the receiver shall then send
a nessage to the PCU to contact Renpte Link at the I P address contained in
the original trap nmessage. The trap nessage shall be stored in the digita
receiver for up to four hours. |If the trap nessage is not sent to the PCU
within the four-hour wi ndow, the PCU trap nessage shall be discarded and a
new trap nmessage nmust be sent from Rempte Link

.4.13.1 Sensor to PCU Link Supervision

Provide hardwire direct current |ine supervision for sensor to PCU |inks
which are within the IDS protected area. Circuit shall be supervised by
noni toring changes in the current that flows through the detection circuit
and a terminating resistor of at least [1.0] [__] kohm Supervision
circuitry shall initiate an alarmin response to opening, closing,
shorting, or grounding of the conductors by enploying Cass C, Standard
Line Security. Class Ccircuit supervisor units shall provide an alarm
response in the annunciator in not nore than one second as a result of the
foll owi ng changes in normal transmission line current:

a. Five percent or nore in normal |ine signal when it consists of
direct current fromO0.5 mllianperes through 30 m|lianperes.

b. Ten percent or nore in normal line signal when it consists of
direct current from 10 m croanperes to 0.5 m|lianperes.

c. Five percent or nore of any elenent or elenents of a conplex
signal upon which security integrity of the systemis dependent.
This tolerance will be applied for frequencies up to 100 Hz.
d. Fifteen percent or nore of any elenent or elenments of a conplex
signal upon which security integrity of the systemis dependent.
This tolerance will be applicable for frequenci es above 100 Hz.
.4.13.2 Control Communi cator Hardwi re Link
The control communi cator to central alarmreporting processor
communi cations link shall operate over a maximumof [2] [4] [___ ]
standard voi ce grade tel ephone | eased or proprietary lines. Digita
conmmuni cator shall conformto UL 1635. The link shall be capabl e of
operating half duplex over a Type 3002 data transm ssion pair and shall be
capabl e of nodul ar expansion. Tel ephone lines will be provided by the
CGovernment. Coordi nate and check out system operation. Genera
characteristics and tel ephone Iine service shall be as foll ows:
a. Connections: Two- or four-wre
b. Inpedance at 1000 Hz: 600 ohns
c. Transmitting level: 0 to 12 dBm
d. Transmitting |level adjustnent: 3 dB increnents
e. Type: Data

f. Direction: Two-way alternate (half duplex)
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g. Maximumspeed: [1.2] [5.12] [10.24] [ ] kil obaud

h. Maxi mum | oss at 1000 Hz: 33 dB

2.4.13.3 Radi o Frequency Link

EE R R R I I R R R I I O R R R O R R R I R R I O R I O

NOTE: Radio frequency links nmay not be all owed on
some CGovernment facilities. Recomnmended usage for
RF links is as backup to hardwire links or at a
renote | ocation | acking tel ephone Iines. OPNAV

I nstruction 2400. 20E requires that funds shall not
be obligated for procurenent of radio equi pnent
until frequency allocation authority has been
obt ai ned. As soon as possible, but no later than
schemati c design, the designer shall contact the
area radi o frequency coordi nator (usually the base
radio officer) to deternine the availability of
radi o frequencies and to ensure that the using
activity subnmits a DD Form 1494, Application for
Frequency Al location, for a Stage 1 ("Conceptua
Devel oprent ™) al location (see DD Form 1494
Preparation GQuide). Stage 1 allocation authority
(i.e., approval) nust be obtained prior to
advertisenment of the contract.

The 138 to 150.8 MHz band is the preferred range
since specific frequencies in this range are
reserved for DOD use. Frequencies in the 162 to 174
MHz and 450 to 470 MHz bands are shared with other
users on a first-cone, first-serve basis. To avoid
potential contract delays, the frequency assi gnnent
shoul d be included in the specification when

possi ble. For additional information, contact the
base radi o officer or the Naval El ectronagnetic
Spectrum Center at (202) 433-0689. OPNAVI NST

2400. 20E i s issued by OPNAV Code N60 (previous Code
0OP941), tel ephone (703) 695-7284.

Rk Rk kR IR R R I kO e O O R AR R R R Rk kO I R R I O S R Rk o

The system shall be a full duplex, supervised RF polling specifically
designed for alarm data comunications with conponents manufactured by one
manuf acturer. The system shall operate in the very high frequency (VHF),
[134 to 154] | to ] MHz band. The system shall interface
directly with the IDS hardwire data Iink fromcontrol conmunicator to the
central alarmreporting location. The systemshall also translate (reduce)
the data rate for RF transm ssion, nodul ate and denodul ate the data signal,
and transnmit and receive IDS data. Provide a factory-tested conplete RF

i nk which both automatically and upon operator comrand transmits a signa
with a unique identification fromthe central alarmnmonitoring |ocation to
control communicator |ocations. Message receipt at control communicator

| ocation shall be ignored by other control communicators except the
addressee. The communicator with the correct address shall decode the
interrogation signal and respond to interrogation with status of reporting
sensors. |f the addressee fails to respond, reinterrogate. Failure to
respond a second time shall cause a line supervision alarm Renote units
in the RF systemshall be individually polled in turn. Polling response
time and transm ssion data rate, data error rate, and equipnment reliability
shal |l ensure that overall IDS alarm annunciation tine reliability is not
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degraded. Provide RF transmtters, receivers, or transceivers in
sufficient quantities to neet specified requirements. RF |link

transm ssions shall be on one or nore of the frequencies within the
specified band as required to neet the specified requirenents and shal
neither interfere with other IDS conponents nor facility electronic
conponents. Provide transmitters which are in accordance with applicable
requi rements of 47 CFR 15. Message types and content shall be identical to
those transmitted by other portions of the IDS data comuni cati ons
subsystem IDS alarms sent by RF link shall not fail to be transmitted by
RF link due to events occurring in "off air" periods. The RF |link shal
provi de nessage transmi ssion priority in the follow ng order

a. Intrusion alarns
b. Tanper al arns
c. Access denial alarns

d. Oher alarns on a first-in, first-out basis including |oss of
communi cation signal, fail-safe, |ow battery, and power | oss.

Provide [omidirectional, coaxial, half-wave dipole] [ ] antennas for
alarmtransmtters and transceivers with a driving point inpedance to nmatch
transm ssion output. Antennas and antenna nounts shall be corrosion

resi stant and designed to withstand wind velocities of [161] [_ ] knih
[100] [___ ] mph and physi cal danage caused by vandalism Antennas shal
not be mounted to any portion of the facility fence or roofing system

Ant ennas shall be furnished fromthe same manufacturer as the rest of the
RF Iink. Provide coaxial cable in lengths as required. Cable shall use
PL-type fittings or connectors, properly protected agai nst noisture.

Cabl es shall match the output inpedance of the transmitters.

2.4.14 Prem se Control Unit (PCU)
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NOTE: Locate in secure, indoor, dry location. To
determi ne the nunber of zones required for a
specific project, consider the following as a

m ni mum one zone for entry/exit doors, one zone
for wi ndow switches and doors that are not
entry/exit type, one zone for notion sensors, one
zone for glass break sensors, one or nore zones for
tanper, and one zone for duress alarm (if used).

I ncrease the nunber of zones as the size of the

bui | di ng/ area i ncreases.
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PCU shal | include a command processor installed in an attack and tanper
resi stant enclosure. The PCU shall be packaged and include a power
transforner, battery(s), network connection cable, keypad(s), keypad
connection cabl e(s) and addti onal conponents as required. Al system

el ectroni c conmponents shall be solid-state type, nounted on printed circuit
boards. Light duty relays and simlar sw tching devices shall be
solid-state type or el ectronechanical. The PCU shall have an over current
notification LED that |ights when devices connected to the Keypad Bus or
communi cati on Bus(es) draw nore current than the PCUis rated for. Wen the
over current LED lights, the comunications Bus(es) and Keypad bus are to
shut down. The PCU shall provide at a mninmnumbut not limted to, the

foll owi ng capabilities;
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The PCU areas and zones shall be programmbl e, and the system
shall store, log, display, and transmt specific custom
designations for system areas, zones, and user nanes.

The PCU, user interfaces, zone input devices, relay output

devi ces, and the signal receiving equi pnment shall be engi neered,
manuf act ured, assenbl ed, and nust be distributed froma | ocation
within the United States of Anerica.

The system shall support user interaction by way of a keypad, web
browser, system software, key switch, or radio frequency wrel ess
control, using integrated or auxiliary devices provided by the
syst em manuf act ur er

The PCU shall support zone input connections, system keypads,
system zone expansi on nodul es, and wirel ess zone input nodul es,
and nust support zone input connections by way of at |east two
conpetitive products. The systemshall offer a seanless
integrated conpatibility with hard-wire and/ or wirel ess zone
expansi on equi pnent for at least [200] [__ ] wireless zones and/
or a maxi mumof [574] [___ ] hardwi red zones.

The PCU shall be capable of offering at least [5] [__] zone
expansi on buses, each of which can support the connection of up to
[15,000] [___ ] feet of four-wire cable. Zone expansion and
keypad data buses that exceed [2,500] [___ ] feet of cable nust
include splitter/repeater nodul es to boost data voltage and

mai ntain data integrity.

The PCU shall provide a sean ess capability to provide a mni num
of [500] [__] addressable relays, which can be | ocated at any
connection | ocation upon a zone expansi on bus.

PCU rel ay outputs shall have the capability of being triggered as
aresult of a coomand fromthe user interface, changes in system
status, changes in zone status, or by a progranmabl e schedul e.

PCU rel ay output states shall be progranmmable for nonentary,
mai nt ai ned, pul sed, or nust follow the state of an associ ated zone
i nput .

The PCU shall be conpletely programable either locally froma
keypad or renotely through a standard dial -up, and network
connections by way of a LAN, WAN, and/or by way of the Internet.
Renmpte configuration or control is not prenissable for
installation that nust conformto DCID 6/9 requirenents.

The PCU shall be conpletely programabl e renotely using renote
annunci ators, and/ or using upload/ downl oad software that
communi cat es using SDLC 300 baud, 2400 baud, or |P Addressed data
network. On-site progranm ng froma personal conputer shall also
be pernmitted. Renpte configuration or control is not prem ssable
for installation that nust conformto DCID 6/9 requirenents.

The PCU shall be equipped with an anti-reversing circuit breaker
to prevent damage due to accidental reversal of battery | eads.
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2.4.14.1 I nput / Qut put Capacity

a. The PCU shall be capable of monitoring a maxi nrum of 574 indivi dua
zones and controlling a maxi num of 502 out put rel ays.

b. The PCU shall have, as an integral part of the assenbly, 2 SPDT
FormC relays rated at 1 Anp at 30 VDC and four open collector 12
VDC out puts rated at 50mA each. It shall also have the capacity
of a maxi num of 125 output expander nodul es with 500 sw tched
ground, open collector outputs, 50mA maxi rum and 502 auxiliary
relays (FormCrated at 1.0 Amp at 30 VDQ)

c. The PCU shall also provide 100 progranmabl e out put schedul es, and
include an integral bell alarmcircuit providing at least 1.5 Anps
of steady, pulsed, or tenporal bell output. CQutput type shall be
progranmabl e by zone type. Relays and voltage outputs shall be
capabl e of being independently programmed to turn on and/or off at
sel ected tinmes each day.

2.4.14.2 User/ Aut hori zati on Level Capacity

The system shall be capable of operation by [10,000] [ ] uni que Persona
I dentification Nunber (PIN) codes with each code having one [1] [__] of
ninety-nine [99] [__] customuser profiles. This allows for limtation of
certain functions to authorized users. The operation of all keypads shal
be limted to authorized users.

2.4.14.3 Keypad

a. The PCU shall support a maxi mum of sixteen [16] [__] keypads with
al phanuneric display. Each keypad shall be capable of arm ng and
di sarm ng any system area based on a pass code or Proximity key
aut hori zation. The keypad al phanuneric display shall provide
conpl ete pronpt nessages during all stages of operation and system
programm ng and di splay all relevant operating and test data.

b. Comunication between the PCU and all keypads and zone expanders
shall be nultipl exed over a non-shielded multi-conductor cable, as
recomended by the manufacturer. This cable shall also provide
the power to all keypads, zone expanders, output expanders, and
ot her power consuning detection devices.

c. |If at any tinme a keypad does not detect polling, the al phanuneric
di splay shall indicate "SYSTEM TROUBLE'. |If at any tine two
devices are programed for the sane address, the al phanuneric
keypad shall display "4 WRE BUS TROUBLE'. If at any tine a

keypad detects polling but not for its particular address, the

al phanuneric display shall indicate "NON POLLED ADDR'. The system
shall display all systemtroubles at sel ected keypads with

di stinct al phanuneric nessages.

d. The keypad shall include self-test diagnostics enabling the
installer to test all keypad functions: display test, key test,
zone test, LED test, relay test, tone test, and address test.

e. The keypad shall provide an easy-to-read English text display.

The text shall exactly match the text seen in all software
reports, keypad displays, and central station reports.
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2.4.14. 4

2.4.15

The keypad user interface shall be a sinple-to-use, nmenu-driven
hel p systemthat is conpletely user friendly.

The PCU shall support sub-control keypads with four [4] [__]
built-in zones and capabl e of functioning in the follow ng nodes:

(1) Monitors all four [4] [__] keypad zones independently with a
maxi mum of [125] [__] keypads attached to the PCU

(2) PCU assigns one [1] [__] zone to each keypad and nonitors al
keypad zones as a single zone with a maxi numof [500] [__] keypads
attached to the PCU

(3) Stand-al one nmode all owi ng keypad to operate as a
sel f-contai ned security system i ndependent of the PCU

Zone Configuration

A minimumof [4] [__] Cass B ungrounded zones shall be avail able
at each keypad or zone expander on the system The system shal
have the capacity for a maxi num of sixteen [16] [__] keypads and a
maxi mum of [125] [__ ] four (4) zone expanders or [500] [__ ]
singl e zone expanders. It shall also have the capacity of a

maxi mum of [125] [__ ] supervised relay output expanders. Al
Class B zones shall be 2-wire, 22 AWG mini num supervi sed by an
end-of -l1ine (EOL) device and shall be able to detect open and
short conditions in excess of 500ns duration

Each zone shall function in any of the followi ng configurations:
Ni ght, Day, Exit, Fire, Supervisory, Emergency, Panic, Auxiliary
1, Auxiliary 2, Fire Verification, Cross Zone, Priority, and Key
Swi tch Arm ng.

The digital SLCs and the annunci ator/ keypad bus shall be able to
operate at a maximumw ring di stance of [2500] [__ ] feet fromthe
control panel on unshielded, non-tw sted cable. This distance may
be extended to a total of [15,000] | ] feet when bus repeater
nmodul es are installed.

The PCU shall have the capability to incorporate up to [200] [__ ]
zone expander points.

[Bell] [Siren]

Rk Rk Rk R R IR R R Sk O O e S O R AR Rk R Rk O kO I R IR R I b I Rk I o

NOTE: Choose one of the follow ng options.

EE R I R R S I R I R R I R R R R R R R R S R R I R R R S R R R R R O

[ a.

[ b.

Bell: Provide UL listed 255 nmr 10 inch bell rated for 6 to 12
volts DC and having a sound output of [84], [__] dB mininum Bel
shall conformto UL 464 and UL 609, as applicable. Provide bel
in steel enclosed, weather-resistant box having tanper sw tches on
front cover and on back of box.]

Siren: Provide 30 watt, 8 ohm speaker and siren driver rated for
6 to 12 volts DC and having two distinct sound outputs. Siren
shal | produce a sound | evel output of [103 to 106], [___ ] dB at
3050 mm 10 feet. Siren shall conformto UL 464 and UL 609, as
applicable. Provide siren in netal enclosed, weather-resistant
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box having tanper switches on front cover and on back of box.]

c. Chine: Provide for keypad audi bl e indication of a device
activation. Audible chime shall sound when sel ect devices activate
in order to alert personnel of access into an area during nornal
access tines. The audible chine may be activated when a nmagnetic
switch is activated at a nain entrance |l eading into a un-secured
area during working hours.

2.4.16 St r obes

Provide for visual indication of alarmactivation. Strobe shall flash
simultaneously with [siren] [bell] and shall be 75 candela minimmwth
flash rate of 60 per mnute. Strobe shall be designed to operate on 12
volts DC and shall conformto UL 1638.

2.4.17 Central Station Receiver/Printer

Provide a m croprocessor based digital alarmreceiver confornming to UL 1610
to receive and display information transnitted by alarmcontro

panel s/ comruni cat ors over the standard tel ephone network. Receiver shal

be capabl e of handling Adento | ow or high speed, Sescoa, Radionics, and
BFSK formats with either three- or four-digit subscriber identification and
four plus two formats on the sane |line card. [Receiver shall also
interface to derived channel tel ephone conpany networks.] Receiver shal
have built-in battery backup and shall be able to nmonitor a ninimum of 999
accounts. Tel ephone connection shall be RI31X jack. AC input shall have
built-in MOV surge protection

2.4.17. 1 Printer

Printer shall conformto UL 1610 and shall provide a hard copy record of
incomng information including tine, date, account nunber, and code
nunber. Printer shall have built-in battery backup and built-in MOV surge
protection on AC input. Cock shall be 24-hour real tine. Calendar shal
be 100 year with | eap years built in.

2.4.17.2 Operation

When the receiver receives a transm ssion over standard tel ephone network
lines froma renote comunicator, the receiver shall immediately answer the
incomng call and acknow edge the call by returning a tone signa
(handshake) to the communicator. Upon receipt of the handshake, the
communi cator shall transmit one or two rounds of coded pul ses which are the
account and code nunmbers. \When a valid statenment of data is received from
the communi cator, the receiver's internal audible signal shall sound to
alert the nonitoring person that a valid round of data is on line. The
receiver shall also alert the printer and shall display on the receiver's
front panel the account nunber and code nunber of the communicator. Wen
the receiver has received the comunicator's data, the receiver shall send
a signal to the communi cator causing the comuni cator to hang up (kiss
off). The receiver shall then automatically shut itself down within 10
seconds.

EE R R R S I R I R I R I R S R R R R O S R R I R R R R R S R R R O

NOTE: Standal one El ectroni c Door Access shall be an
integral function of the PCU Access assignment

shall be configured at the PCU via the PCU keypad or
direct PC workstation conmunicati ons.

EE R R R S I R I R I R I O I R R R R I O S R R I R I I R S R R S R R R O

SECTION 28 16 00.00 20 Page 36



2.4.18 St andal one El ectroni c Door Access

The PCU shall be capable of integrating area access control capability
where specified into the same PCUw th the ability to have up to [ 10, 000]
[ ] user credentials. User access is limted to customprofiles and/or
schedul es. Anti-passback shall be available. Networked version shal
support a Two-Man Rule feature. The system shall support up to sixteen
[16] [___] access doors, connected to the systemusing a

manuf act urer -approved interface nodul e. Access Control equi pnment shal
conmuni cate to the system by way of the PCU keypad bus.

2.5 FI ELD FABRI CATED NAMEPLATES

ASTM D 709. Provide |am nated plastic namepl ates for each equi prent

encl osure, relay, switch, and device; as specified or as indicated on the
drawi ngs. Each naneplate inscription shall identify the function and, when
applicable, the position. Naneplates shall be nelam ne plastic,3 mm (0. 125
inch) 0.125 inch thick, white with [black] [__ ] center core. Surface
shall be matte finish. Corners shall be square. Accurately align
lettering and engrave into the core. M ninmum size of nanepl ates shall be
25 by 65 mm (one by 2.5 inches) one by 2.5 inches. Lettering shall be a

m ni mum of 6.35 mm (0.25 inch) 0.25 inch high normal bl ock style.

2.5.1 Manuf acturer's Namepl ate

Each item of equi pnent shall have a nanepl ate bearing the manufacturer's
nanme, address, nodel nunber, and serial nunber securely affixed in a
conspi cuous place; the nameplate of the distributing agent will not be
accept abl e.

2.6 FACTORY APPLI ED FI NI SH

El ectrical equi pment shall have factory-applied painting systems which
shall, as a mnimm neet the requirenments of NEMA 250 corrosion-resistance
test.

PART 3 EXECUTI ON

3.1 EQUI PMENT | NSTALLATI ON

UL 609, UL 639, UL 681 UL 1076 and UL 1610, and the appropriate
installation manual for each equi prment type. Conponents within the system
shal |l be configured with appropriate "service points" to pinpoint system
trouble in I ess than 20 mi nutes.

3.1.1 Cabl e/ Wre Runs

NFPA 70; Section 26 20 00 | NTERI OR DI STRI BUTI ON SYSTEM and as specified
her ei n.

3.1.2 Sol deri ng
ASTM B 32. For soldering electrical connections, use conposition Sn60, for

general purposes; use conposition Sn62 or Sn63, for special purposes. Flux
shall conformto ASTM B 32.
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3.

1.3 Gal vani zi ng

Ferrous netal shall be hot-dip gal vani zed in accordance with
ASTM A 123/ A 123N. Screws, bolts, nuts, and other fastenings and supports
shal | be corrosion resistant.

.1.4 Tanper Switches

Tamper switches shall be an integral part of all intrusion sensor devices.
An initiation of an alarmsignal will occur when the door or cover is noved
as little as 6.35 mm 1/4 inch fromthe normally cl osed position. Tanper

swi tches shall al so be Located wi thin encl osures, cabinets, housings,

boxes, raceways, and fittings to prevent direct line of sight to any

i nternal conmponents and to prevent tanpering with switch or circuitry.
Conceal tanper switch nounting hardware so that the | ocation of the switch
within the encl osure cannot be determned fromthe exterior.

.1.5 Fungus Tr eat nent

Conpl etely treat system components for fungus resistance. Treating
materi al s containing nercury-bearing fungicide shall not be used. Treating
materials shall not increase the flammbility of the material or surface
bei ng treated nor cause skin irritation or other personnel injury during
fabrication, transportation, operation, or maintenance of the equipnent, or
during use of the finished itens when used for the purpose intended.

.1.6 Condui t

Install in accordance with NFPA 70 and Section 26 20 00 | NTERI OR
DI STRI BUTI ON SYSTEM

1.7 Under ground Cable Installation

Under ground conductors connecting protected structures and objects to the
central alarmupdating and display unit shall be run direct burial or in
conduit as specified in Section 33 71 02.00 20 UNDERGROUND ELECTRI CAL

DI STRI BUTI ON. Coaxi al cable shall not be spliced. |If permtted, cables
connecting protected structures and objects to the security control console
shal | be sized such that initially only approximately 60 percent of the
circuit pairs will be used. Cable pairs not used shall be reserved for
future use of additional detection circuits.

.2 FI ELD QUALI TY CONTRCL

2.1 I DS Operational Test Plan

Test shall ensure that the requisite degree of intrusion detection is
provided. Initially, test each sensor and subsystem conponent

individually. [Test glass breakage sensors by using test units supplied by
the manuf acturer which simulate gl ass breakage.] Wen the function of each
component within a particul ar subsystem such as each sensor within a
particular zone, is verified, certify that subsystemof the entire IDS has
satisfactorily nmet the specifications. Test each subsystemsinilarly unti
each detection zone has been certified. Wen subsystemcertification is
conplete, test the entire integrated systemto ensure that subsystem

el ements are compati ble and function as a conplete system The integrated
systemtest shall be acconplished in |linear fashion, end-to-end, and shal
verify that each sinulated intrusion perfornmed within each detection zone
produces an appropriate alarmor signal, and that alarmis correctly
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annunci ated at the keypad [and central station receiver]. Provi de for

approva

, hot later than 30 days prior to formal inspection and test, a

detail ed operational test plan of how each conponent, subsystem and entire

IDS will

be tested. Wen tests are conplete and corrections nmade, subnmit a

signed and dated certificate with a request for formal inspection and tests.

3.2.2 System Accept ance Test

3.2.2.1

Posted Operating Instructions

System Accept ance testing shall be perforned as foll ows;

a.

The NAVFAC and NAVFAC Engi neer will conduct final acceptance
testing of the system

Prior to the final acceptance test, security contractor shal
conduct a conplete test of the entire IDS system and provi de the
NAVFAC and NAVFAC Engineer with a witten report.

Fol I owi ng conpletion of the initial testing and correction of any
not ed deficiencies, conduct a five-day burn-in test, intent of
the burn-in test shall be to prove the IDS by placing it in near
real operating conditions. During this period the IDS shall be
fully functional and progranmed such that all points, interfaces,
controls, reports, nessages, pronpts, etc. can be exercised and
val i dated. Record and correct any system anomaly, deficiency, or
failure noted during this period. Scheduling of the fina
acceptance test shall be based on a review of the results of this
burn-in test.

Deliver a report describing the results of the functional tests,
burn-in tests, diagnostics, calibrations, corrections, and repairs
including witten certification to the NAVFAC and NAVFAC Engi neer
that the installed conplete IDS has been calibrated, tested, and
is fully functional as specified herein.

Prior to the final acceptance test, conplete all clean-up and
patch work requirenents. Security equi pnent closets and simlar
areas shall be free of accurul ation of waste nmaterials or rubbish
caused by operations under the Contract At conpletion of the Wrk
remove all waste materials, rubbish, contractor tools,
construction equi pnent, machinery and all surplus materials.

Upon written notification fromthe Contractor that the IDS is
completely installed, integrated and operational, and the burn-in
testing conpl eted, the NAVFAC and NAVFAC Engi neer will conduct a
final acceptance test of the entire systemat a nutually
acceptable tine.

During the final acceptance test, no adjustnments, repairs or
nodi fications to the system shall be conducted w thout the
per m ssion of the NAVFAC.

During the course of the final acceptance test by the NAVFAC and
NAVFAC Engi neer, the Contractor shall be responsible for
denmonstrating that, w thout exception, the conpleted and
integrated I DS conplies with the contract requirenents. Physica
and functional requirenents of the project shall be denonstrated
and shown. This denonstration will begin by conparing as-built

SECTION 28 16 00.00 20 Page 39



3.

drawi ngs conditions of the IDS to requirenents outlined in this
Section, itemby item Follow ng the Section conpliance review,
I DS and SCCd equi pnent will be eval uat ed.

i. The functionality of the various interfaces between systens will

be tested.
j. The installation of all field devices will be inspected. This
field inspection will weigh heavily on the general neatness and

quality of installation, conplete functionality of each device,
and conpliance with nounting, back box and conduit requirenments.

k. Al equipnent shall be on and fully operational during any and al
testing procedures. Provide personnel, equiprment, and supplies
necessary to performall site testing. Provide a m ni mum of two
Contractor enployees famliar with the IDS for the fina
acceptance test. One contractor enployee shall be responsible for
noni toring and verifying alarns while the other will be required
to denmonstrate the function of each device. Supply at |east two
radi os or portable tel ephones for use during the test.

I.  The NAVFAC and NAVFAC Engi neer retain the right to suspend,
term nate or reschedule testing at any tinme when the IDS is found
to be inconplete or fails to performas specified. In the event
that it beconmes necessary to suspend, terminate or reschedul e the
test, all of the NAVFAC and NAVFAC Engi neers fees and expenses
related to the test shall be deducted fromthe Contractor's
retainage. In the event it becones necessary to suspend, terninate
or reschedule the test, the Contractor shall work diligently to
conplete and/or repair all outstanding items as required by the
Contract Documents. The Contractor shall supply the
NAVFAC and NAVFAC Engi neer with a detailed punch list conpletion
schedul e outlining task-by-task conpletion dates and a tentative
date for a subsequent retest. During the final acceptance test, no
adjustnents, repairs or nodifications to the systemshall be
conducted wi t hout the pernission of the NAVFAC Engi neer and NAVFAC.

3 ADJUSTMENT/ ALI GNMVENT/ SYNCHRONI ZATI ON/ CLEANI NG

Subsequent to installation, clean each system conponent of dust, dirt,
grease, or oil incurred during installation or accrued subsequent to
installation fromother project activities. Prepare for systemactivation
by follow ng manufacturer's recommended procedures for adjustnent,

al i gnment, or synchronization. Prepare each component in accordance with
appropriate provisions of the conmponent's installation, operations, and
mai nt enance nmanual s.

.4 FI ELD APPI ED PAI NTI NG

Pai nt el ectrical equipment as required to match finish of adjacent surfaces
or to neet the indicated or specified safety criteria. Painting shall be
as specified in Section 09 90 00 PAI NTS AND COATI NGS

.5 NAMEPLATE MOUNTI NG

Provi de nunber, |ocation, and |letter designation of naneplates as
i ndi cated. Fasten nameplates to the device with a m ni mum of two
sheet-nmetal screws or two rivets.

SECTION 28 16 00.00 20 Page 40



End of Section --
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