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  3. 22   PORTALS,  CLOSED,  OR TRANSFERRED TO GOVERNMENT

- -  End of  Sect i on Tabl e of  Cont ent s - -
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* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *
USACE /  NAVFAC /  AFCEC UFGS 26 37 13 ( Febr uar y 2024)

- - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - -
Pr epar i ng Act i v i t y:   USACE New

MI CROGRI D CONTROL SYSTEM

Ref er ences ar e i n agr eement  wi t h UMRL dat ed Apr i l  2024
* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *

SECTI ON 26 37 13

MI CROGRI D CONTROL SYSTEM
02/ 24

PART 1   GENERAL

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *
NOTE:  Thi s gui de speci f i cat i on cover s t he 
r equi r ement s of  a Mi cr ogr i d Cont r ol  Syst em ( MCS)  i n 
accor dance wi t h UFC 3- 550- 04 I nst al l at i on Mi cr ogr i d 
Desi gn and I EEE 2030. 7.  The MCS may consi st  of  a 
cent r al  cont r ol l er  or  di st r i but ed cont r ol  l ogi c 
execut ed among mul t i pl e di scr et e devi ces.

Thi s speci f i cat i on cover s onl y t he mi cr ogr i d cont r ol  
syst em,  and does not  i ncl ude speci f i cat i on f or  
connect ed Di st r i but ed Ener gy Resour ces,  cont r ol l ed 
l oads and devi ces,  or  ext er nal  communi cat i on 
syst ems.  Coor di nat i on of  t he r equi r ement s sel ect ed 
or  edi t ed wi t hi n t hi s gui de speci f i cat i on i s 
r equi r ed wi t h connect ed,  cont r ol l ed,  or  i nt egr at ed 
component s and equi pment  def i ned el sewher e wi t hi n 
t he UFGS.  Ref er  t o t he f ur t her  desi gner  not es 
r egar di ng t hese sect i ons i n t he REFERENCES por t i on 
of  t hi s gui de speci f i cat i on.

Comment s,  suggest i ons and r ecommended changes f or  
t hi s gui de speci f i cat i on ar e wel come and shoul d be 
submi t t ed as a Cr i t er i a Change Request  ( CCR) .   CCRs 
f or  t hi s speci f i cat i on can be submi t t ed t hr ough t he 
Whol e Bui l di ng Desi gn Gui de page f or  t hi s sect i on:  
ht t p: / / www. wbdg. or g/ f f c/ dod/ uni f i ed- f aci l i t i es- gui de- speci f i cat i ons- uf gs/ uf gs- 26- 37- 13

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *
NOTE:  Thi s gui de speci f i cat i on makes use of  t he 
SpecsI nt act  t ai l or i ng opt i ons f or  ser vi ce- speci f i c  
r equi r ement s f or  t he Ai r  For ce,  Ar my,  and Navy as 
wel l  as a ' Ser vi ce Gener i c '  t ai l or i ng opt i on f or  use 
on ot her  pr oj ect s.  I n or der  f or  t hi s speci f i cat i on 
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t o be pr oper l y t ai l or ed one ( and onl y one)  of  t he 
ser vi ces t ai l or i ng opt i ons ( Ai r  For ce,  Ar my,  Navy,  
Ser vi ce Gener i c)  must  be sel ect ed.  

Adher e t o UFC 1- 300- 02 Uni f i ed Faci l i t i es Gui de 
Speci f i cat i ons ( UFGS)  For mat  St andar d when edi t i ng 
t hi s gui de speci f i cat i on or  pr epar i ng new pr oj ect  
speci f i cat i on sect i ons.   Edi t  t hi s gui de 
speci f i cat i on f or  pr oj ect  speci f i c  r equi r ement s by 
addi ng,  del et i ng,  or  r evi s i ng t ext .   For  br acket ed 
i t ems,  choose appl i cabl e i t em( s)  or  i nser t  
appr opr i at e i nf or mat i on.

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *

1. 1   SUMMARY

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *
NOTE:  Ensur e t he MCS def i ned by t hi s speci f i cat i on 
compl i es wi t h UFC 3- 550- 04.  Cr i t i cal  desi gn el ement s 
t hat  must  be pr ovi ded by t he Desi gner  of  Recor d t o 
i nf or m and suppl ement  t hi s speci f i cat i on i ncl ude but  
ar e not  l i mi t ed t o:  
*  Load Anal ysi s;  usi ng hi ghest  r esol ut i on dat a 
avai l abl e
*  I n- r ush and st ar t up l oad anal ysi s
*  Gr i d model i ng
*  Shor t  Ci r cui t  and Ar c Fl ash St udy f or  new and 
modi f i ed component s
*  Gr oundi ng syst em anal ysi s ( wi t h consi der at i on 
gi ven t o gr ound pat h i n al l  modes of  oper at i on)
*  Pr ot ect i on anal ysi s,  i ncl udi ng ver i f i cat i on of  
i s l and mode shor t  c i r cui t  cur r ent  i n r el at i on t o 
mi ni mum cur r ent  r equi r ed t o act i vat e pr ot ect i ve 
devi ces.
*  Li st  of  devi ces and devi ce I Ds
*  Communi cat i on pat hways and condui t s;  of t en 
mi cr ogr i d cont r ol l er s  r equi r e communi cat i on wi t h 
physi cal l y di st ant  equi pment .  

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *

The Mi cr ogr i d Cont r ol  Syst em def i ned her ei n moni t or s and cont r ol s t he 
oper at i on of  t he mi cr ogr i d equi pment .  Thi s speci f i cat i on r ef er s onl y t o 
t hat  cont r ol  syst em and does not  i ncl ude speci f i cat i on of  t he connect ed 
equi pment  whi ch compr i ses t he mi cr ogr i d such as Di st r i but ed Ener gy 
Resour ces ( DERs) ,  cont r ol l ed l oads,  di st r i but i on or  ut i l i zat i on c i r cui t s,  
l ow,  medi um,  or  hi gh- vol t age pr ot ect i ve devi ces,  or  ot her  s i mi l ar  
component s speci f i ed el sewher e.  

1. 1. 1   Syst em Requi r ement s

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *
NOTE:  Sel ect  t he appr opr i at e t ext  i n t he t ype 
speci f i c  communi cat i on syst em r equi r ement s t o 
i ndi cat e whet her  or  not  t he I P net wor k wi l l  be 
Gover nment  f ur ni shed.   I f  t he I P net wor k i s * not *  
Gover nment  f ur ni shed be sur e t o i ncl ude compl et e 
r equi r ement s f or  t he I P net wor k i n t he cont r act  

SECTI ON 26 37 13  Page 11



package.   Thi s speci f i cat i on does not  pr ovi de 
suf f i c i ent  r equi r ement s f or  t he pr ocur ement  of  an I P 
net wor k.

Use " [ an I P net wor k as speci f i ed i n [ _____]  and ] "  
onl y i f  t he cont r act or  i s expect ed t o i nst al l  an I P 
net wor k.   I n t hi s case pr ovi de t he i nf or mat i on on 
t he speci f i cat i on f or  t he I P net wor k i n t he 
" [ _____] "  pr ovi ded.

For  Ar my,  coor di nat e wi t h t he i nst al l at i on ( DPW and 
NEC)  but  t he def aul t  sel ect i on wi l l  be " [ t he 
Gover nment  f ur ni shed I P net wor k] "  

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *

Pr ovi de an el ect r i cal  Mi cr ogr i d Cont r ol  Syst em ( MCS)  as speci f i ed and 
i ndi cat ed,  and i n accor dance wi t h t he f ol l owi ng char act er i st i cs:

1. 1. 1. 1   Gener al  MCS Requi r ement s

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *
NOTE:   Sel ect  t he appr opr i at e br acket ed opt i ons i n 
or der  t o def i ne t he l ar ger  f unct i ons of  t he MCS i n 
r el at i on t o t he mi cr ogr i d.  The sel ect ed opt i ons 
shoul d be coor di nat ed wi t h t he desi gn dr awi ngs 
accompanyi ng t hi s speci f i cat i on.

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *

a.   Scope of  Cont r ol :  The MCS cont r ol s t he mi cr ogr i d syst em.  The 
mi cr ogr i d  i s  def i ned as [ a bounded el ect r i cal  syst em wi t h a s i ngl e 
poi nt  of  i nt er connect i on] [ a bounded el ect r i cal  syst em wi t h mul t i pl e 
poi nt s of  i nt er connect i on]  wi t h an ext er nal  gr i d.  The syst em i ncl udes 
DERs,  di st r i but i on devi ces,  di spat chabl e and non- di spat chabl e l oads,  
cont r ol s,  and communi cat i on syst ems.

b.   Faul t  Management :  MCS super vi sor y moni t or i ng and cont r ol  f unct i ons 
i ncl ude but  ar e not  l i mi t ed t o aut omat ed f aul t  det ect i on,  mi cr ogr i d 
i sol at i on f r om t he ext er nal  el ect r i cal  gr i d,  and i nt er nal  syst em 
r econf i gur at i on capabi l i t i es t o mai nt ai n cr i t i cal  l oad suppl y.

c.   Component  St andar ds:  Pr ovi de component s and t echnol ogy whi ch ar e 
commer ci al ,  war r ant i ed,  and i nt ended f or  per manent  i nst al l at i on.  
Mat er i al s and equi pment  must  be st andar d unmodi f i ed pr oduct s of  a 
manuf act ur er  r egul ar l y engaged i n t he manuf act ur i ng of  such pr oduct s.  
Uni t s of  t he same t ype of  equi pment  must  be pr oduct s of  a s i ngl e 
manuf act ur er .  I t ems of  t he same t ype and pur pose must  be i dent i cal  and 
suppl i ed by t he same manuf act ur er ,  unl ess r epl aced by a new ver si on 
appr oved by t he Gover nment .

d.   I s l and Mode Oper at i on:  Ensur e t he Mi cr ogr i d Cont r ol  syst em oper at es 
t he mi cr ogr i d i n i s l and mode,  par al l el i ng ei t her  one or  mor e t han one 
di spar at e sour ce of  gener at i on,  wi t h at  l east  one gr i d- f or mi ng DER 
[ wi t h] [ wi t hout ]  dr oop cont r ol .

e.   Bl ack St ar t  Capabi l i t y :  Equi p t he MCS t o manage t he mi cr ogr i d bl ack 
st ar t  pr ocedur e.  I ni t i at e t he st ar t up of  [ one] [ mor e t han one]  
f i r m- gener at i on gr i d- f or mi ng DER asset ( s)  af t er  an unpl anned ext er nal  
gr i d out age.
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f .   Load Management :  I ncor por at e f unct i onal i t y wi t hi n t he MCS t o di spat ch 
DER and di r ect  l oad sheddi ng,  ensur i ng t he i s l anded syst em gener at i on 
meet s t he cr i t i cal  l oad wi t hi n t he syst em boundar y.

g.   Oper at i onal  Modes:  Equi p t he MCS wi t h f unct i onal i t y t o di r ect  
t r ansi t i ons bet ween oper at i onal  modes,  i ncl udi ng but  not  l i mi t ed t o 
bl ack st ar t  i n i s l and mode,  aut omat i c t r ansi t i on f r om gr i d- connect ed 
t o i s l anded mode,  r esynchr oni zat i on and r econnect i on t o gr i d- connect ed 
mode f r om i s l anded mode,  and syst em bal anci ng.  Manage ener gy t o 
opt i mi ze bot h r eal  and r eact i ve power  gener at i on and consumpt i on f or  
mi cr ogr i d- connect ed l oad r esi l i ence,  [ oper at i onal  ef f i c i ency,  
] [ economi c benef i t s,  ] [ opt i mal  ext er nal  gr i d r esi l i ence,  
] [ decar boni zat i on]  pur poses[ ,  and] [  suppor t  of  t he gr i d,  
] [ par t i c i pat i on i n t he ener gy mar ket ,  ] [ and ut i l i t y  syst em demand 
r esponse]  t hr ough DER and l oad di spat ch.

h.   Cr i t i cal  Load Upt i me:  For  cr i t i cal  l oads suppl i ed by t he mi cr ogr i d,  
equi p t he MCS wi t h f unct i onal i t y t o suppor t  a mi ni mum upt i me of  
[ 99. 9%] [ 99. 99%] [ 99. 999%] [ 99. 9999%]  as def i ned and r equi r ed by [ UFC 
3- 520- 02] [ Of f i ce of  t he Under  Secr et ar y of  Def ense Memo " Met r i cs and 
St andar ds f or  Ener gy Resi l i ence at  Mi l i t ar y I nst al l at i ons" ] .

i .   Syst em I nt er f ace:  Ensur e t he MCS i s ar r anged and i nt er connect ed such 
t hat  i t  ser ves as t he s i ngl e poi nt  of  i nt er f ace wi t h al l  mi cr ogr i d 
DERs,  DER Management  Syst em ( DERMS) ,  or  UMCS.  I f  necessar y,  al l ow t he 
mi cr ogr i d cont r ol  syst em t o per f or m UMCS f unct i ons r equi r ed t o 
di spat ch mi cr ogr i d r esour ces.

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *
NOTE:   Onl y al l ow f or  r emot e br eaker  oper at i on wher e 
t he f aci l i t y  has bot h qual i f i ed per sonnel  r egul ar l y 
st af f ed and wr i t t en st andar d oper at i ng pr ocedur e f or  
r emot e oper at i on.  Conf i r m wi t h Gover nment  bef or e 
i ncl udi ng.

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *

j .   Moni t or i ng and Cont r ol :  Equi p t he MCS wi t h super vi sor y moni t or i ng and 
cont r ol  f unct i ons,  i ncl udi ng but  not  l i mi t ed t o:  [ Poi nt  of  Common 
Coupl i ng ( PCC)  moni t or i ng and cont r ol , ] [  f r equency cont r ol , ] [  l oad 
sheddi ng,  ] [ ant i - i s l andi ng,  ] [ l ow-  or  hi gh-  vol t age or  f r equency 
r i de- t hr ough, ] [  vol t age ( r eact i ve power )  cont r ol , ] [  r emot e br eaker  
cont r ol  and moni t or i ng i n accor dance wi t h f aci l i t y  SOP,  
] [ synchr oni zat i on,  ] and power  qual i t y moni t or i ng.

k.   Gr i d I nt er f ace:  Coor di nat e t he mi cr ogr i d and mi cr ogr i d syst em 
cont r ol l er  t o pr esent  t o t he l ar ger  gr i d as [ a s i ngl e ent i t y] [ ____]  
wi t h [ a s i ngl e poi nt ] [ mul t i pl e poi nt s]  of  el ect r i cal  i nt er connect i on 
and a s i ngl e cont r ol  and communi cat i on i nt er f ace bet ween t he mi cr ogr i d 
and ext er nal  gr i d.  Ensur e al l  MCS cont r ol  and r epor t i ng f unct i ons 
appear  as a s i ngl e ent i t y t o al l  ext er nal  devi ces.  Execut e f unct i ons 
def i ned her ei n f r om t hat  s i ngl e poi nt  of  i nt er connect i on.

l .   Human Machi ne I nt er f ace:  Syst em i ncl udes human- machi ne i nt er f ace wi t h 
gr aphi cal  i nt er f ace i nt o t he MCS. [ I ncor por at e a pr i mar y i nt er f ace 
posi t i on wher e al l  descr i bed mi cr ogr i d cont r ol  and HMI  f unct i ons ar e 
accessi bl e. ]  The HMI  must  al l ow f or  gr aphi cal  navi gat i on bet ween 
syst ems,  gr aphi cal  r epr esent at i ons of  syst ems and i nt er connect i on,  
access t o r eal - t i me dat a f or  syst ems,  abi l i t y  t o over r i de poi nt s i n a 
syst em,  and access t o al l  super vi sor y moni t or i ng and cont r ol  f unct i ons.
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m.   Cont r ol  Wor kst at i on:  [ The Gover nment  wi l l  pr ovi de t he]  [ Pr ovi de a 
st andar d deskt op comput er  or  a l apt op meet i ng t he f ol l owi ng mi ni mum 
r equi r ement s f or  t he]  Comput er  Wor kst at i on Har dwar e ( wor kst at i on)  i n 
accor dance wi t h t hi s speci f i cat i on.

n.   Sof t war e Li censes:  Pr ovi de al l  necessar y sof t war e document at i on,  
conf i gur at i on i nf or mat i on,  conf i gur at i on t ool s,  pr ogr ams,  dr i ver s,  and 
ot her  sof t war e.  Ensur e t hey ar e l i censed t o and r emai n wi t h t he 
Gover nment  so t hat  t he Gover nment  or  t hei r  agent s can r epai r ,  r epl ace,  
upgr ade,  and expand t he syst em wi t hout  subsequent  or  f ut ur e dependence 
on t he Cont r act or .  Sof t war e l i censes must  [ not  r equi r e per i odi c f ees 
and be val i d i n per pet ui t y] [ be val i d f or  a per i od of  not  l ess t han 
[ t hr ee ( 3) ] [ f i ve ( 5) ] [ _____]  year s] .

o.   Document at i on:  Suppl y suf f i c i ent  document at i on and dat a,  i ncl udi ng 
r i ght s t o document at i on and dat a,  enabl i ng t he Gover nment  or  t hei r  
agent s t o execut e wor k t o r epai r ,  r epl ace,  upgr ade,  expand,  and 
cyber - secur e t he syst em wi t hout  subsequent  or  f ut ur e dependence on t he 
Cont r act or .

1. 1. 1. 2   Symbol s,  Def i ni t i ons,  and Abbr evi at i ons

Use symbol s,  def i ni t i ons,  and engi neer i ng uni t  abbr evi at i ons i ndi cat ed i n 
t he cont r act  dr awi ngs f or  di spl ays,  submi t t al s and r epor t s.   For  symbol s,  
def i ni t i ons and abbr evi at i ons not  i n t he cont r act  dr awi ngs use t er ms 
conf or mi ng at  a mi ni mum t o I EEE St andar ds Di ct i onar y as appl i cabl e.

1. 1. 1. 3   Syst em Uni t s and Accur acy

Use [ met r i c ( SI ) ] [ Engl i sh ( i nch- pound) ]  uni t s f or  di spl ays,  pr i nt - out s and 
cal cul at i ons.   Ensur e cal cul at i ons have an accur acy of  at  l east  t hr ee 
si gni f i cant  f i gur es and pr esent  val ues on di spl ays and pr i nt out s t o at  
l east  t hr ee si gni f i cant  f i gur es.

1. 2   RELATED SECTI ONS

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *
NOTE:   A number  of  t hese r ef er enced sect i ons wi l l  
r equi r e updat i ng t o coor di nat e wi t h t he cont ent s of  
t he mi cr ogr i d cont r ol l er  as speci f i ed.  Ensur e each 
sect i on al so i ncl udes a r ef er ence t o t hi s sect i on 
wher e t he ot her  equi pment  wi l l  i nt er f ace wi t h t he 
mi cr ogr i d cont r ol  syst em.

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *

UFGS 25 05 11 CYBERSECURI TY FOR FACI LI TY- RELATED CONTROL SYSTEMS

1. 2. 1   Cyber secur i t y Requi r ement s

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *
NOTE:  I f  Sect i on 25 05 11 has been r enumber ed and/ or  
r enamed use t he bl ank br acket s t o i ndi cat e t he 
appr opr i at e sect i on,  ot her wi se keep t he r ef er ence t o 
Sect i on 25 05 11.

Desi gner s r ef er  t o UFC 4- 010- 06 f or  cyber secur i t y 
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desi gn and coor di nat i on r equi r ement s wi t h 
Gover nment .  Pot ent i al  i nt er connect i ons t o ot her  
cont r ol  syst ems or  i nf r ast r uct ur e owned and oper at ed 
by act i v i t i es out si de of  t he DoD ar e coor di nat ed and 
appr oved by t he Gover nment  pr i or  t o pr ocur ement  and 
i nst al l at i on by t he cont r act or .  

Do not  edi t  t hese r equi r ement s ( beyond sel ect i on of  
br acket ed t ext ) .  These def aul t  r equi r ement s shoul d 
onl y be used i n l i eu of  t echnol ogy- speci f i c  
r equi r ement s i n t he pr ecedi ng par agr aphs.  I f  t hese 
def aul t  r equi r ement s ar e i nappr opr i at e,  ensur e t hat  
t he pr ecedi ng par agr aphs pr ovi de appr opr i at e 
t echnol ogy- speci f i c  r equi r ement s.

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *

Cyber secur i t y r equi r ement s r el at ed t o t hi s Sect i on ar e speci f i ed i n [
25 05 11 CYBERSECURI TY FOR FACI LI TY- RELATED CONTROL SYSTEMS] [ a separ at e 
cyber secur i t y speci f i cat i on der i ved f r om UFGS 25 05 11] [ _____] .

For  NAVY Pr oj ect s i ncl ude 25 08 11. 00 20 RI SK MANAGEMENT FRAMEWORK FOR 
FACI LI TY- RELATED CONTROL SYSTEMS i n addi t i on t o r equi r ement s f ound i n 
25 05 11 CYBERSECURI TY FOR FACI LI TY- RELATED CONTROL SYSTEMS.  SECTI ON 
25 08 11. 00 20 cover s t he Navy r equi r ement s t o suppor t  t he Ri sk Management  
Fr amewor k ( RMF)  Aut hor i t y t o Oper at e ( ATO)  Pr ocess f or  Faci l i t y- Rel at ed 
Cont r ol  Syst ems.

1. 2. 2   Di st r i but ed Ener gy Resour ces

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *
NOTE:  Coor di nat e t he oper at i onal  modes of  t he 
mi cr ogr i d wi t h r el evant  ai r  qual i t y st andar ds i n 
r el at i on t o car bon emi t t i ng gener at i on asset s.  Wher e 
t he mi cr ogr i d wi l l  al l ow par al l el  or  gr i d- suppor t i ng 
oper at i on of  t hese asset s,  ensur e t he gener at or ' s 
speci f i cat i on,  t ypi cal l y 26 32 15 ENGI NE- GENERATOR 
SET STATI ONARY 15- 2500 KW,  WI TH AUXI LI ARI ES i s 
coor di nat ed wi t h t he appl i cabl e r equi r ement s.

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *
NOTE:   Wher e ESS ut i l i ze l i t hi um- i on bat t er y 
t echnol ogy,  addi t i onal  f i r e pr ot ect i on and al ar m 
r equi r ement s must  be pr ovi ded per  UFC 3- 600- 01.  
Ref er  al so t o UFGS f or  t he speci f i ed equi pment ,  
whet her  pr ovi ded under  t hi s pr oj ect  or  exi st i ng.

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *

[ a.   Eval uat e r eci pr ocat i ng genset s i n t he mi cr ogr i d f or  t hei r  oper at i onal  
mode as [ par al l el  t o t he ut i l i t y  gr i d] [ ,  and 
] [ pr i me/ cont i nuous] [ st andby/ emer gency] .  Wher e car bon- emi t t i ng genset s 
oper at e i n par al l el  t o t he ut i l i t y ,  ensur e compl i ance wi t h [ EPA Ti er  
1] [ EPA Ti er  2] [ EPA Ti er  3] [ EPA Ti er  4]  emi ssi on gui del i nes.  Det er mi ne 
i f  t he ut i l i t y  cont r act  [ per mi t s] [ per mi t s moment ar i l y ] [ pr ohi bi t s]  
par al l el  oper at i on.  [ Ref er  t o Sect i on 26 05 73 POWER SYSTEM STUDI ES. ] ]

[ b.   Ensur e t ur bi ne genset s,  when ser vi ng as pr i me power  sour ces,  adher e t o 
EPA t i er  emi ssi on gui del i nes i f  oper at i ng i n par al l el  wi t h t he ut i l i t y  
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gr i d.  Conf i r m t he ut i l i t y  cont r act  or  i nt er connect i on agr eement  
[ per mi t s] [ per mi t s moment ar i l y ] [ pr ohi bi t s]  par al l el  oper at i on.  ]

[ c.   Ensur e t he mi cr ogr i d cont r ol  syst em i nt er f aces wi t h,  pr ovi di ng cont r ol  
and communi cat i on as out l i ned t hr oughout  t hi s speci f i cat i on f or  
[ exi st i ng sol ar  phot ovol t ai c ar r ays] [ sol ar  phot ovol t ai c ar r ays 
pr ovi ded under  t hi s cont r act ]  usi ng compat i bl e [ st r i ng ] [ cent r al  
] [ mi cr o- ] i nver t er  t echnol ogy.  I f  necessar y,  ensur e i nver t er s can 
cont r ol  r eal  and r eact i ve power  and compl y wi t h gr i d i nt er connect i on 
st andar ds,  i ncl udi ng I EEE 1547[  and UL 1741] . [   Ref er  t o [ 48 14 00 
SOLAR PHOTOVOLTAI C SYSTEMS] [ ______] . ] ]

[ d.   I nt egr at e Ener gy st or age syst ems ( ESS)  i nt o t he mi cr ogr i d cont r ol  
syst em f or  pur poses such as l oad l evel i ng,  peak shavi ng,  and backup 
power .  Ensur e t he ESS can cont r ol  bot h char ge and di schar ge,  wi t h r eal  
and r eact i ve power  capabi l i t i es.  Speci f y t he st or age capaci t y based on 
t he mi cr ogr i d' s oper at i onal  obj ect i ves and ROI  consi der at i ons.  [ Ref er  
t o Sect i on [ _____] ] . ]

[ e.   I ncor por at e wi nd gener at i on syst ems i nt o t he mi cr ogr i d cont r ol  syst em.  
Choose el ect r i cal  connect i on t echnol ogy t ypes f r om [ Type 3 ( Doubl y Fed 
I nduct i on Gener at or ) ] [ Type 4 ( Ful l  Conver t er ) ] .  Ensur e t he wi nd 
gener at i on syst em cont r ol s r eal  and r eact i ve power  and adher es t o gr i d 
i nt er connect i on st andar ds.  [ Ref er  t o 48 15 00 WI ND GENERATOR SYSTEM] ]

1. 3   REFERENCES

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *
NOTE:  Thi s par agr aph i s used t o l i s t  t he 
publ i cat i ons c i t ed i n t he t ext  of  t he gui de 
speci f i cat i on.  The publ i cat i ons ar e r ef er r ed t o i n 
t he t ext  by basi c desi gnat i on onl y and l i s t ed i n 
t hi s par agr aph by or gani zat i on,  desi gnat i on,  dat e,  
and t i t l e.  

Use t he Ref er ence Wi zar d' s Check Ref er ence f eat ur e 
when you add a RI D ( Ref er ence I D)  out si de of  t he 
Sect i on' s Ref er ence Ar t i c l e t o aut omat i cal l y pl ace 
t he r ef er ence i n t he Ref er ence Ar t i c l e.  Al so use t he 
Ref er ence Wi zar d' s Check Ref er ence f eat ur e t o updat e 
t he i ssue dat es.  

Ref er ences not  used i n t he t ext  wi l l  aut omat i cal l y 
be del et ed f r om t hi s sect i on of  t he pr oj ect  
speci f i cat i on when you choose t o r econci l e 
r ef er ences i n t he publ i sh pr i nt  pr ocess.
 

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *
I NSTI TUTE OF ELECTRI CAL AND ELECTRONI CS ENGI NEERS ( I EEE)

I EEE 1547 ( 2018)  I nt er connect i on and 
I nt er oper abi l i t y  of  Di st r i but ed Ener gy 
Resour ces wi t h Associ at ed El ect r i c Power  
Syst ems I nt er f aces

I EEE 1613 ( 2023)  Envi r onment al  and Test i ng 
Requi r ement s f or  Devi ces wi t h 
Communi cat i ons Funct i ons used wi t h 
El ect r i c Power  Appar at us
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I EEE 2030. 7 ( 2017)  The Speci f i cat i on of  Mi cr ogr i d 
Cont r ol l er s

I EEE 2030. 8 ( 2008)  The Test i ng of  Mi cr ogr i d Cont r ol l er s

I EEE C37. 90. 1 ( 2013)  St andar d f or  Sur ge Wi t hst and 
Capabi l i t y  ( SWC)  Test s f or  Rel ays and 
Rel ay Syst ems Associ at ed wi t h El ect r i c 
Power  Appar at us

I EEE C37. 90. 2 ( 2004;  R 2010)  Wi t hst and Capabi l i t y  of  
Rel ay Syst ems t o Radi at ed El ect r omagnet i c 
I nt er f er ence f r om Tr anscei ver s

I EEE C62. 41. 1 ( 2002;  R 2008)  Gui de on t he Sur ges 
Envi r onment  i n Low- Vol t age ( 1000 V and 
Less)  AC Power  Ci r cui t s

I EEE C62. 41. 2 ( 2002)  Recommended Pr act i ce on 
Char act er i zat i on of  Sur ges i n Low- Vol t age 
( 1000 V and Less)  AC Power  Ci r cui t s

I EEE St ds Di ct i onar y ( 2009)  I EEE St andar ds Di ct i onar y:  Gl ossar y 
of  Ter ms & Def i ni t i ons

I NTERNATI ONAL ELECTROTECHNI CAL COMMI SSI ON ( I EC)

I EC 60068- 2- 1 ( 2007)  Envi r onment al  t est i ng -  Par t  2- 1:  
Test s -  Test  A:  Col d

I EC 60068- 2- 2 ( 2007)  Envi r onment al  t est i ng -  Par t  2- 2:  
Test s -  Test  B:  Dr y heat

I EC 60068- 2- 30 ( 2005;  ED 3. 0)  Envi r onment al  Test i ng -  
Par t  2- 30:  Test s -  Test  Db:  Damp Heat ,  
Cycl i c ( 12 H + 12 H Cycl e)

I EC 60068- 2- 78 ( 2012)  Envi r onment al  t est i ng -  Par t  2- 78:  
Test s -  Test  Cab:  Damp heat ,  st eady st at e

I EC 60255- 1 ( 2022)  Measur i ng r el ays and pr ot ect i on 
equi pment  -  Par t  1:  Common Requi r ement s

I EC 60255- 21- 1 ( 1988)  El ect r i cal  r el ays -  Par t  21:  
Vi br at i on,  shock,  bump and sei smi c t est s 
on measur i ng r el ays and pr ot ect i on 
equi pment  -  Sect i on One:  Vi br at i on t est s

I EC 60255- 21- 2 ( 1988)  El ect r i cal  r el ays -  Par t  21:  
Vi br at i on,  shock,  bump and sei smi c t est s 
on measur i ng r el ays and pr ot ect i on 
equi pment  -  Sect i on Two:  Shock and bump 
t est s

I EC 60255- 21- 3 ( 1993;  ED 1. 0)  El ect r i cal  Rel ays -  Par t  
21:  Vi br at i on,  Shock,  Bump And Sei smi c 
Test s On Measur i ng Rel ays And Pr ot ect i on 
Equi pment  -  Sect i on 3:  Sei smi c Test s
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I EC 60255- 26 ( 2023)  Measur i ng r el ays and pr ot ect i on 
equi pment  – Par t  26:  El ect r omagnet i c 
compat i bi l i t y  r equi r ement s

I EC 61000- 4- 4 ( 2012)  El ect r omagnet i c compat i bi l i t y  ( EMC)  
-  Par t  4- 4:  Test i ng and measur ement  
t echni ques -  El ect r i cal  f ast  
t r ansi ent / bur st  i mmuni t y t est

I EC 61000- 4- 8 ( 2009)  El ect r omagnet i c compat i bi l i t y  ( EMC)  
– Par t  4- 8:  Test i ng and measur ement  
t echni ques – Power  f r equency magnet i c 
f i el d i mmuni t y t est

I EC 61131- 3 ( 2013)  Pr ogr ammabl e Cont r ol l er s -  Par t  3:   
Pr ogr ammi ng Languages

I EC 61850 ( 2021)  Communi cat i on net wor ks and syst ems 
f or  power  ut i l i t y  aut omat i on

I NTERNATI ONAL SOCI ETY OF AUTOMATI ON ( I SA)

I SA 5. 2 ( 1976;  R1992)  Bi nar y Logi c Di agr ams f or  
Pr ocess Oper at i ons

I SA 18. 2 ( 2016)  Management  of  Al ar m Syst ems f or  t he 
Pr ocess I ndust r i es

I SA 101. 01 ( 2015)  Human Machi ne I nt er f aces f or  
Pr ocess Aut omat i on Syst ems

NATI ONAL ELECTRI CAL MANUFACTURERS ASSOCI ATI ON ( NEMA)

NEMA 250 ( 2020)  Encl osur es f or  El ect r i cal  Equi pment  
( 1000 Vol t s Maxi mum)

NATI ONAL FI RE PROTECTI ON ASSOCI ATI ON ( NFPA)

NFPA 70 ( 2023;  ERTA 7 2023;  TI A 23- 15)  Nat i onal  
El ect r i cal  Code

NFPA 262 ( 2023)  St andar d Met hod of  Test  f or  Fl ame 
Tr avel  and Smoke of  Wi r es and Cabl es f or  
Use i n Ai r - Handl i ng Spaces

U. S.  DEPARTMENT OF DEFENSE ( DOD)

MI L- STD- 3071 ( 2023)  Tact i cal  Mi cr ogr i d Communi cat i ons 
and Cont r ol

U. S.  FEDERAL COMMUNI CATI ONS COMMI SSI ON ( FCC)

FCC EMC ( 2002)  FCC El ect r omagnet i c Compl i ance 
Requi r ement s

FCC Par t  15 Radi o Fr equency Devi ces ( 47 CFR 15)
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UNDERWRI TERS LABORATORI ES ( UL)

UL 1741 ( 2010;  Repr i nt  Jan 2015)  UL St andar d f or  
Saf et y I nver t er s,  Conver t er s,  Cont r ol l er s 
and I nt er connect i on Syst em Equi pment  f or  
Use Wi t h Di st r i but ed Ener gy Resour ces

UL 60950 ( 2000;  Repr i nt  Oct  2007)  Saf et y of  
I nf or mat i on Technol ogy Equi pment

1. 4   ACRONYMS

Acr onym Ter m

ARC Communi cat i on Ar chi t ect ur e

ATS Aut omat i c Tr ansf er  Swi t ch

DER Di st r i but ed Ener gy Resour ce

DERMS DER Management  Syst em

DFD Dat a Fl ow Di agr am

DMS Di st r i but i on Management  Syst em

FAT Fact or y Accept ance Test

HI L Har dwar e i n t he Loop

HMI Human Machi ne I nt er f ace

I BR I nver t er - Based Resour ce

I EC I nt er nat i onal  El ect r ot echni cal  
Commi ssi on

I EEE I nst i t ut e of  El ect r i cal  and 
El ect r oni cs Engi neer s

I SE I nt er connect i on Syst em Equi pment

I T I nf or mat i on Technol ogy

LAN Local  Ar ea Net wor k

MCS Mi cr ogr i d Cont r ol  Syst em

MEMS Mi cr o- El ect r o- Mechani cal  Syst ems

NEC Nat i onal  El ect r i c Code ( NFPA 70)

NEMA Nat i onal  El ect r i c Manuf act ur er s 
Associ at i on

NFPA Nat i onal  Fi r e Pr ot ect i on Associ at i on
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Acr onym Ter m

OT Oper at i onal  Technol ogy

PCC Poi nt  of  Common Coupl i ng

POI Poi nt  of  I nt er f ace

PV Phot ovol t ai c

RPM Revol ut i ons Per  Mi nut e

ROI Ret ur n on I nvest ment

SAT Si t e Accept ance Test

SCADA Super vi sor y Cont r ol  and Dat a 
Acqui si t i on

SER Sequent i al  Event s Recor der

SOE Sequence of  Event s

SOP St andar d Oper at i ng Pr ocedur e

UL Under wr i t er s Labor at or y

UPS Uni nt er r upt i bl e Power  Suppl

1. 5   DEFI NI TI ONS

1. 5. 1   I EEE St ds Di ct i onar y

For  t er ms not  expl i c i t l y  def i ned i n t hi s sect i on,  r ef er  t o t he 
I EEE St ds Di ct i onar y.

1. 5. 2   ASTM E772

For  t er ms r el at ed t o sol ar  ener gy,  r ef er  t o ASTM E772 f or  def i ni t i ons and 
st andar d t er mi nol ogy.

1. 5. 3   Ant i - I s l andi ng

A saf et y mechani sm t hat  det ect s when a mi cr ogr i d has been separ at ed f r om 
t he mai n gr i d and ensur es t hat  t he mi cr ogr i d does not  cont i nue t o f eed 
power  back i nt o t he di sconnect ed gr i d.

1. 5. 4   Aut omat i c Tr ansf er  Swi t ch ( ATS)

A swi t ch t hat  aut omat i cal l y t r ansf er s a power  suppl y f r om i t s pr i mar y 
sour ce t o a backup sour ce when i t  senses a f ai l ur e or  out age i n t he 
pr i mar y sour ce.
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1. 5. 5   Base Load Power  DER

A DER t hat  pr ovi des a const ant  out put  t o meet  mi ni mum l oad r equi r ement s.

1. 5. 6   Bl ack St ar t

The pr ocess of  r est or i ng a di sabl ed or  shut  down mi cr ogr i d t o oper at i on 
wi t hout  r el y i ng on t he ext er nal  el ect r i c power  t r ansmi ssi on net wor k.

1. 5. 7   Di st r i but ed Ener gy Resour ce Management  Syst em ( DERMS)

A cont r ol  syst em t hat  al l ows f or  t he cent r al i zed cont r ol  of  DERs wi t hi n 
t he mi cr ogr i d,  of t en i nt egr at ed i nt o t he mi cr ogr i d cont r ol  syst em.

1. 5. 8   Fi r m El ect r i cal  Out put  DER

A DER capabl e of  pr ovi di ng a guar ant eed l evel  of  out put  under  speci f i ed 
condi t i ons.

1. 5. 9   Gr i d Fol l owi ng

A mode of  oper at i on wher e t he DER adj ust s i t s out put  based on gr i d 
condi t i ons but  cannot  i ndependent l y mai nt ai n gr i d vol t age and f r equency.

1. 5. 10   Gr i d For mi ng

A mode of  oper at i on wher e t he DER can i ndependent l y cont r ol  vol t age and 
f r equency wi t hi n a mi cr ogr i d,  ef f ect i vel y f or mi ng a gr i d.

1. 5. 11   Gr i d For mi ng DER

A DER capabl e of  oper at i ng i n a gr i d- f or mi ng mode,  i ndependent l y 
cont r ol l i ng vol t age and f r equency wi t hi n a mi cr ogr i d.

1. 5. 12   Human- Machi ne I nt er f ace ( HMI )

The user  i nt er f ace t hat  connect s an oper at or  t o t he cont r ol l er  i n an 
i ndust r i al  syst em,  of t en a par t  of  t he mi cr ogr i d cont r ol  syst em.

1. 5. 13   I nver t er - Based DER

A DER t hat  uses an i nver t er  t o conver t  i t s  out put  t o al t er nat i ng cur r ent  
( AC)  f or  gr i d i nt er connect i on.

1. 5. 14   I s l andi ng

Condi t i on i n whi ch a mi cr ogr i d oper at es i ndependent l y and el ect r i cal l y 
i sol at ed f r om t he ext er nal  gr i d.

1. 5. 15   Load Fol l owi ng DER

A DER t hat  adj ust s i t s out put  i n r eal - t i me t o mat ch f l uct uat i ons i n l oad 
demand.

1. 5. 16   Mi cr ogr i d

A l ocal i zed ener gy syst em consi st i ng of  DERs and l oads capabl e of  
oper at i ng i n par al l el  wi t h,  or  i ndependent l y f r om,  t he mai n power  gr i d.
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1. 5. 17   Poi nt  of  Common Coupl i ng ( PCC)

The demar cat i on poi nt  bet ween t he owned el ect r i cal  syst em of  t he mi cr ogr i d 
and t he ut i l i t y  di st r i but i on syst em.

1. 5. 18   Power  Qual i t y Cor r ect i ng DER

A DER t hat  pr ovi des anci l l ar y ser vi ces t o i mpr ove power  qual i t y,  such as 
vol t age and f r equency r egul at i on.

1. 6   ADMI NI STRATI VE REQUI REMENTS

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *
NOTE:   The subpar t s bel ow ar e speci f i c  t o each 
i nst al l at i on l ocat i on and pr oj ect .  As t he desi gner ,  
pr ovi de addi t i onal  i nf or mat i on r equi r ed t o 
under st and t he cont ext  of  t he pr oj ect  bei ng 
speci f i ed.  

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *

The cont r act or  i s r esponsi bl e f or  t he compl et e i nst al l at i on,  t est i ng,  and 
commi ssi oni ng of  t he Mi cr ogr i d Cont r ol  Syst em ( MCS)  i n accor dance wi t h t he 
pr oj ect ' s Di v i s i on 01 Speci f i cat i on.  The cont r act or  must  al so coor di nat e 
wi t h ot her  t r ades and di sci pl i nes t o ensur e seaml ess i nt egr at i on of  t he 
MCS wi t h ot her  syst ems,  i ncl udi ng but  not  l i mi t ed t o DERs,  UMCS,  and 
exi st i ng ut i l i t y  i nf r ast r uct ur e.

1. 6. 1   Pr e- I nst al l at i on Meet i ng
 

I n accor dance wi t h UFC 1- 300- 02,  a pr e- i nst al l at i on meet i ng i s r equi r ed be 
hel d t o di scuss pl ans,  pr ocedur es,  r esponsi bi l i t i es,  and t he i mpact  on 
exi st i ng f aci l i t i es.  The meet i ng must  i ncl ude,  but  i s not  l i mi t ed t o,  t he 
f ol l owi ng:  

1. 6. 1. 1   Coor di nat i on wi t h Ot her  Tr ades

[ Di scussi on of  coor di nat i on r equi r ement s wi t h ot her  t r ades t o ensur e 
seaml ess i nt egr at i on of  t he MCS i nt o t he l ar ger  pr oj ect  i nf r ast r uct ur e. ]

1. 6. 1. 2   Phasi ng Pl an

Pr epar e and submi t  a Phasi ng Pl an t hat  i ncl udes l i s t i ng f or  dur at i on and 
est i mat ed st ar t  dat e f or  any and al l  out ages of   exi st i ng asset s i mpact ed 
by t he i nst al l at i on of  t he MCS.  I ncl ude out ages or  s i mul at ed out ages 
r el at ed t o t est i ng as speci f i ed i n Par t  3. .

I ncl ude i n t he submi t t ed equi pment  phasi ng pl an an I nt egr at i on Pl an f or  
MCS wi t h exi st i ng or  pl anned asset s,  a det ai l ed Phasi ng Pl an out l i ni ng 
out ages and coor di nat i on,  and Ri sk Mi t i gat i on St r at egi es.

1. 6. 1. 3   Rel at ed Pr oj ect  Coor di nat i on

[ Di scussi on of  i nt er f ace wi t h concur r ent ,  pr i or ,  or  subsequent  pr oj ect s 
whi ch may i nt er f ace wi t h t he mi cr ogr i d or  mi cr ogr i d cont r ol  syst em. ]

1. 7   SUBMI TTALS
* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *

NOTE:   Revi ew Submi t t al  Descr i pt i on ( SD)  def i ni t i ons 
i n Sect i on 01 33 00 SUBMI TTAL PROCEDURES and edi t  
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t he f ol l owi ng l i s t ,  and cor r espondi ng submi t t al  
i t ems i n t he t ext ,  t o r ef l ect  onl y t he submi t t al s 
r equi r ed f or  t he pr oj ect .   The Gui de Speci f i cat i on 
t echni cal  edi t or s have cl assi f i ed t hose i t ems t hat  
r equi r e Gover nment  appr oval ,  due t o t hei r  compl exi t y 
or  cr i t i cal i t y,  wi t h a " G. "   Gener al l y,  ot her  
submi t t al  i t ems can be r evi ewed by t he Cont r act or ' s 
Qual i t y Cont r ol  Syst em.   Onl y add a " G"  t o an i t em 
i f  t he submi t t al  i s  suf f i c i ent l y i mpor t ant  or  
compl ex i n cont ext  of  t he pr oj ect .

 
 For  Ar my pr oj ect s,  f i l l  i n t he empt y br acket s 
f ol l owi ng t he " G"  c l assi f i cat i on wi t h a code of  up 
t o t hr ee char act er s t o i ndi cat e t he appr ovi ng 
aut hor i t y.    Codes f or  Ar my pr oj ect s usi ng t he 
Resi dent  Management  Syst em ( RMS)  ar e:   " AE"  f or  
Ar chi t ect - Engi neer ;  " DO"  f or  Di st r i ct  Of f i ce 
( Engi neer i ng Di v i s i on or  ot her  or gani zat i on i n t he 
Di st r i ct  Of f i ce) ;  " AO"  f or  Ar ea Of f i ce;  " RO"  f or  
Resi dent  Of f i ce;  and " PO"  f or  Pr oj ect  Of f i ce.   Codes 
f ol l owi ng t he " G"  t ypi cal l y ar e not  used f or  Navy 
and Ai r  For ce pr oj ect s.

 
The " S"  c l assi f i cat i on i ndi cat es submi t t al s r equi r ed 
as pr oof  of  compl i ance f or  sust ai nabi l i t y  Gui di ng 
Pr i nci pl es Val i dat i on or  Thi r d Par t y Cer t i f i cat i on 
and as descr i bed i n Sect i on 01 33 00 SUBMI TTAL 
PROCEDURES.

Choose t he f i r st  br acket ed i t em f or  Navy and Ai r  
For ce pr oj ect s,  or  choose t he second br acket ed i t em 
f or  Ar my pr oj ect s.

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *

Gover nment  appr oval  i s  r equi r ed f or  submi t t al s wi t h a " G"  or  " S"  
c l assi f i cat i on.   Submi t t al s not  havi ng a " G"  or  " S"  c l assi f i cat i on ar e 
[ f or  Cont r act or  Qual i t y Cont r ol  appr oval . ] [ f or  i nf or mat i on onl y.   When 
used,  a code f ol l owi ng t he " G"  c l assi f i cat i on i dent i f i es t he of f i ce t hat  
wi l l  r evi ew t he submi t t al  f or  t he Gover nment . ]   Submi t  t he f ol l owi ng i n 
accor dance wi t h Sect i on 01 33 00 SUBMI TTAL PROCEDURES:

SD- 01 Pr econst r uct i on Submi t t al s

Ut i l i t y  I nt er connect i on Agr eement ;  G[ ,  [ _____]  ]

Phasi ng Pl an;  G[ ,  [ _____]  ]

SD- 02 Shop Dr awi ngs

Cont r act or  Desi gn Dr awi ngs;  G[ ,  [ _____]  ]

Dr af t  As- Bui l t  Dr awi ngs;  G[ ,  [ _____]  ]

Mi cr ogr i d Cont r ol  Syst em HMI  Gr aphi cal  Mockup;  G[ ,  [ _____]  ]

SD- 03 Pr oduct  Dat a

Pr oduct  Dat a Sheet s;  G[ ,  [ _____]  ]
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Comput er  Har dwar e Speci f i cat i ons;  G[ ,  [ _____]  ]

Comput er  Sof t war e Speci f i cat i ons;  G[ ,  [ _____]  ]

SD- 04 Sampl es

Encl osur e Keys;  G[ ,  [ _____]  ]

SD- 05 Desi gn Dat a

Power  Syst em St udi es;  G[ ,  [ _____]  ]

Mi cr ogr i d Syst em Ar chi t ect ur e Di agr am;  G[ ,  [ _____]  ]

SD- 06 Test  Repor t s

Compr ehensi ve Execut i on Pl an;  G[ ,  [ _____]  ]

Si t e Assessment  Sur vey;  G[ ,  [ _____]  ]

Fact or y Test  Pr ocedur es;  G[ ,  [ _____]  ]

Fact or y Test  Repor t ;  G[ ,  [ _____]  ]

PVT Test i ng Pr ocedur es;  G[ ,  [ _____]  ]

PVT Phase I  Test i ng Repor t ;  G[ ,  [ _____]  ]

PVT Phase I I  Test i ng Repor t ;  G[ ,  [ _____]  ]

PVT Phase I I I  Test i ng Repor t ;  G[ ,  [ _____]  ]

St ar t up Test i ng Pl an;  G[ ,  [ _____]  ]

St ar t up Test i ng Repor t ;  G[ ,  [ _____]  ]

Fact or y Accept ance Test  Repor t s;  G[ ,  [ _____]  ]

Pr e- const r uct i on QC checkl i st ;  G[ ,  [ _____]  ]

Post - const r uct i on QC checkl i st ;  G[ ,  [ _____]  ]

SD- 07 Cer t i f i cat es

Regul at or y Compl i ance Document at i on;  G[ ,  [ _____]  ]

I SO 9001 Compl i ance Cer t i f i cat e;  G[ ,  [ _____]  ]

I nst al l er  Qual i f i cat i ons;  G[ ,  [ _____]  ]

Ut i l i t y  I nt er connect  Cont r act

SD- 10 Oper at i on and Mai nt enance Dat a

Emer gency Response Pl an;  G[ ,  [ _____]  ]

Tr ai ni ng Document at i on;  G[ ,  [ _____]  ]

Oper at i on And Mai nt enance I nst r uct i ons;  G[ ,  [ _____]  ]
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SD- 11 Cl oseout  Submi t t al s

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *
NOTE:   The Encl osur e Keys ar e needed by t he pr oj ect  
s i t e DPW.

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *

Encl osur e Keys;  G[ ,  [ _____] ]

Cl oseout  QC Checkl i st ;  G[ ,  [ _____]  ]

Mi cr ogr i d Syst em Model ;  G[ ,  [ _____]  ]

1. 8   DATA PACKAGE AND SUBMI TTALS REQUI REMENTS

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *
NOTE:  Coor di nat e t he r evi ew of  al l  submi t t al s wi t h 
t he pr oj ect  s i t e.   The si t e may have a Syst em 
I nt egr at or  or  ot her  i ndi v i dual / of f i ce t hat  shoul d 
r evi ew al l  submi t t al s bef or e accept ance of  t he 
syst em.

The acqui s i t i on of  al l  t echni cal  dat a,  dat a bases 
and comput er  sof t war e i t ems t hat  ar e i dent i f i ed 
her ei n wi l l  be accompl i shed st r i ct l y i n accor dance 
wi t h t he Feder al  Acqui s i t i on Regul at i on ( FAR)  and 
t he Def ense Acqui s i t i on Regul at i on Suppl ement  
( DFARS) .   Those r egul at i ons as wel l  as t he Ser vi ces 
i mpl ement at i ons t her eof  shoul d al so be consul t ed t o 
ensur e t hat  a del i ver y of  cr i t i cal  i t ems of  
t echni cal  dat a i s not  i nadver t ent l y l ost .    
Speci f i cal l y,  DFARS 252. 227- 7013 Ri ght s i n Techni cal  
Dat a -  Noncommer ci al  I t ems as wel l  as any r equi s i t e 
sof t war e l i censi ng agr eement s wi l l  be made a par t  of  
t he CONTRACT CLAUSES or  SPECI AL CONTRACT 
REQUI REMENTS.

I n addi t i on,  t he appr opr i at e DD For m 1423 Cont r act  
Dat a Requi r ement s Li st ,  wi l l  be f i l l ed out  f or  each 
di st i nct  del i ver abl e dat a i t em and made a par t  of  
t he cont r act .   Wher e necessar y,  a DD For m 1664,  Dat a 
I t em Descr i pt i on,  wi l l  be used t o expl ai n and mor e 
f ul l y i dent i f y t he dat a i t ems l i s t ed on t he DD For m 
1423.   I t  i s  t o be not ed t hat  al l  of  t hese cl auses 
and f or ms ar e r equi r ed t o ensur e t he del i ver y of  t he 
dat a i n quest i on and t hat  such dat a i s obt ai ned wi t h 
t he r equi s i t e r i ght s t o use by t he Gover nment .

I ncl ude wi t h t he r equest  f or  pr oposal s a compl et ed 
DD For m 1423,  Cont r act  Dat a Requi r ement s Li st .   Thi s 
f or m i s essent i al  t o obt ai n del i ver y of  al l  
document at i on.   Each del i ver abl e wi l l  be c l ear l y 
speci f i ed,  bot h descr i pt i on and quant i t y bei ng 
r equi r ed.
 

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *
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Techni cal  dat a packages consi st i ng of  comput er  sof t war e and t echni cal  dat a 
( meani ng t echni cal  dat a whi ch r el at es t o comput er  sof t war e)  whi ch ar e 
speci f i cal l y i dent i f i ed i n t hi s pr oj ect  and whi ch may be def i ned/ r equi r ed 
i n ot her  speci f i cat i ons must  be del i ver ed st r i ct l y i n accor dance wi t h t he 
CONTRACT CLAUSES and i n accor dance wi t h t he Cont r act  Dat a Requi r ement s 
Li st ,  DD For m 1423.   Dat a del i ver ed must  be i dent i f i ed by r ef er ence t o t he 
par t i cul ar  speci f i cat i on par agr aph agai nst  whi ch i t  i s  f ur ni shed.   Al l  
submi t t al s not  speci f i ed as t echni cal  dat a packages ar e consi der ed shop 
dr awi ngs under  t he Feder al  Acqui s i t i on Regul at i on Suppl ement  ( FARS)  and 
must  cont ai n no pr opr i et ar y i nf or mat i on and must  be del i ver ed wi t h 
unr est r i ct ed r i ght s.

1. 9   PROJECT SEQUENCI NG

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *
NOTE: Tabl e I  pr ovi des br acket ed t ext  i n whi ch t he 
number  of  days bet ween i t ems may be speci f i ed.  I n 
many cases t hi s i nf or mat i on wi l l  be speci f i ed 
el sewher e.  When pr oj ect  schedul e i s speci f i ed 
el sewher e r emove br acket ed t ext  and Tabl e I  wi l l  
pr ovi de sequenci ng but  not  speci f i c  i nt er val s.  I f  
t i me i nt er val s ar e t o be speci f i ed her e keep t he 
br acket ed t ext  and ent er  t he number  of  days i n t he 
space pr ovi ded.

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *

Tabl e I  out l i nes t he sequenci ng of  submi t t al s as det ai l ed i n t he 
SUBMI TTALS par agr aph ( i ndi cat ed by an ' S'  i n t he ' TYPE'  col umn)  and 
act i v i t i es as descr i bed i n PART 3 EXECUTI ON ( mar ked by an ' E'  i n t he 
' TYPE'  col umn) .

1. 9. 1   Sequenci ng f or  Submi t t al s
The sequenci ng f or  submi t t al s i ndi cat es t he f i nal  dat e by whi ch t he 
submi t t al  must  be pr ovi ded.  Af t er  submi ssi on,  t he Gover nment  wi l l  r evi ew 
as out l i ned i n 01 33 00 SUBMI TTAL PROCEDURES.  I f  t he Gover nment  doesn' t  
accept  t he submi t t al ,  r evi se t he submi t t al  and r esubmi t  wi t hi n [ 14] [ _____]  
days of  r ecei v i ng t he r ej ect i on not i f i cat i on.  Each r e- submi ssi on wi l l  
under go an addi t i onal  Gover nment  r evi ew,  and t hi s pr ocess wi l l  cont i nue 
unt i l  t he Gover nment  accept s t he submi t t al .

1. 9. 2   Sequenci ng f or  Act i v i t i es

The sequenci ng speci f i ed f or  act i v i t i es i ndi cat es t he ear l i est  act i v i t y 
may begi n.

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *
NOTE:   Tabl e I  pr ovi des br acket ed t ext  i n whi ch t he 
number  of  days bet ween i t ems may be speci f i ed.   I n 
many cases t hi s i nf or mat i on wi l l  be speci f i ed 
el sewher e.   When pr oj ect  schedul e i s speci f i ed 
el sewher e r emove br acket ed t ext  and Tabl e I  wi l l  
pr ovi de sequenci ng but  not  speci f i c  i nt er val s.   I f  
t i me i nt er val s ar e t o be speci f i ed her e keep t he 
br acket ed t ext  and ent er  t he number  of  days i n t he 
space pr ovi ded.

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *
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NOTE:  I f  r equi r i ng a Fact or y Test  i n PART 3 
EXECUTI ON,  keep " Accept ance of  Fact or y Test  Repor t "  
i n t he Descr i pt i on col umn f or  i t em 1.  I f  NOT 
r equi r i ng f act or y t est  keep " Not i ce t o pr oceed"  or  
edi t  t o i ndi cat e ot her  st ar t i ng condi t i on.  Use Tabl e 
I  t o speci f y t he sequenci ng of  submi t t al s and 
act i v i t i es.  I f  t he t he pr oj ect  schedul e has been 
speci f i edel sewher e,  r emove t he br acket ed t ext ,  and 
Tabl e I  wi l l  onl y i ndi cat e sequenci ng wi t hout  
speci f i c  i nt er val s.  I f  t i me i nt er val s ar e speci f i ed 
her e,  r et ai n t he br acket ed t ext  and i nput  t he number  
of  days i n t he pr ovi ded space.

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *

TABLE I  -  PROJECT SEQUENCI NG

I TEM TYPE DESCRI PTI ON SEQUENCI NG ( START OF ACTI VI TY 
or  DEADLI NE FOR SUBMI TTAL)

Commer ci al  cont r act s and Pos i n pl ace [ _____]

Resour ce pl an [ _____]

Pr oj ect  schedul e [ _____]

Mont hl y pr ogr ess r epor t s [ _____]

Ki ck- of f  meet i ngs [ _____]

I nt er nal / Ext er nal  audi t  r evi ew meet i ngs [ _____]

Det ai l ed f unct i onal  desi gn speci f i cat i on [ _____]

Schemat i c Si ngl e Li ne Di agr am [ _____]

Equi pment  l ayout  dr awi ngs [ _____]

St udi es compl et ed and val i dat ed [ _____]

Fact or y Accept ance Pl an [ _____]

1 [ Accept ance of  Fact or y Test  
Repor t ] [ Not i ce t o pr oceed] [ _____]

[ _____]

2 S Exi st i ng Condi t i ons Repor t  ( s i t e 
assessment  sur vey)

[ _____]  days af t er  #1

3 S Cont r act or  Desi gn Dr awi ngs [ _____]  days af t er  #1

4 S Pr oduct  Dat a Sheet s and Cer t i f i cat e of  
Net wor t hi ness Document at i on

[ _____]  days af t er  #1

5 S MCS I P Net wor k Bandwi dt h Usage Est i mat e [ _____]  days af t er  #1

6 S Pr e- const r uct i on QC Checkl i st [ _____]  days af t er  #1

I sol at i on,  commi ssi oni ng,  t est i ng,  and 
r est or at i on pl ans f or  syst em

[ _____]

Si t e r eadi ness checkl i st [ _____]

7 E I nst al l  MCS AAO #2 t hr u #6

8 E St ar t - Up Pr ocedur es and St ar t - Up Test i ng ACO #7
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I TEM TYPE DESCRI PTI ON SEQUENCI NG ( START OF ACTI VI TY 
or  DEADLI NE FOR SUBMI TTAL)

9 S Post - Const r uct i on QC Checkl i st [ _____]  days ACO #8

10 S Comput er  Sof t war e [ _____]  days ACO #8

11 S St ar t - Up and St ar t - Up Test i ng Repor t [ _____]  days ACO #8

12 S Dr af t  As- Bui l t  Dr awi ngs [ _____]  days ACO #8

13 S PVT Phase I  Pr ocedur es [ _____]  days bef or e schedul ed 
st ar t  of  #14 and AAO #11

14 E PVT Phase I  AAO #13 and #12 [ _____]

15 S PVT Phase I  Repor t [ _____]  days 

16 S Pr event i ve Mai nt enance Wor k Pl an AAO #11

17 S O&M I nst r uct i ons AAO #11

18 S Basi c Tr ai ni ng Document at i on AAO #11 and [ _____]  days 
bef or e schedul ed st ar t  of  #19

19 E Basi c Tr ai ni ng ( PVT Phase I I )  AAO #16,  #17 and #18

20 S PVT Phase I I  Repor t [ _____]  days ACO #19

21 S Fi nal  As- Bui l t  Dr awi ngs [ _____]  days AAO #20

22 S Advanced Tr ai ni ng Document at i on [ _____]  days bef or e schedul e 
st ar t  of  #23 and AAO #18

23 E Advanced Tr ai ni ng ACO #19 [ _____]  days AAO #22,  and no 
l at er  t han [ 60]  days ACO #19

24 S Ref r esher  Tr ai ni ng Document at i on [ _____]  days bef or e #25 and 
AAO #18and #22

25 E Ref r esher  Tr ai ni ng bet ween [ _____]  and [ _____]  days 
ACO#19 and AAO #24

26 S Cl oseout  QC Checkl i st  ACO #23
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I TEM TYPE DESCRI PTI ON SEQUENCI NG ( START OF ACTI VI TY 
or  DEADLI NE FOR SUBMI TTAL)

Cont r act  c l osur e meet i ng [ _____]

I n TABLE I  t he abbr evi at i on AAO i s used f or  ' af t er  appr oval  of '  and ' ACO'  
i s used f or  ' af t er  compl et i on of ' .

1. 10   STANDARD MATERI ALS AND PRODUCTS

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *
NOTE:  I f  t he mi cr ogr i d cont r ol  syst em of f er s r emot e 
cont r ol  or  access,  even i f  separ at e f r om an ener gy 
management  cont r ol  syst em,  choose t hi s opt i on.  
I mpl ement  a Ri sk Management  Fr amewor k ( RMF)  f or  
cyber secur i t y.  Ref er  t o Sect i on 25 05 11 
CYBERSECURI TY FOR FACI LI TY- RELATED CONTROL SYSTEMS 
and UFC 4- 010- 06 Cyber secur i t y of  Faci l i t y- Rel at ed 
Cont r ol  Syst ems f or  gui dance on i nt egr at i ng 
cyber secur i t y i nt o t he cont r ol  syst em and f or  
i nsi ght s on t he RMF pr ocess f or  cont r ol  syst ems.  
Ensur e equi pment  cer t i f i cat i on al i gns wi t h t he 
Gover nment ' s cyber secur i t y st andar ds and 
i nt er pr et at i ons.

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *

[ Pr ovi de cer t i f i cat i on t hat  cont r ol  syst ems ar e desi gned and t est ed i n 
accor dance wi t h DoD I nst r uct i on 8500. 01,  DoD I nst r uct i on 8510. 01,  and as 
r equi r ed by i ndi v i dual  Ser vi ce I mpl ement at i on Pol i cy. ]

1. 11   QUALI TY ASSURANCE AND QUALI TY CONTROL

Ever y manuf act ur er  of  t he mi cr ogr i d cont r ol  syst em and i t s component s must  
i mpl ement  a document ed qual i t y assur ance pr ogr am ( QAS) ,  whi ch i ncl udes an 
i nspect i on t est  pl an ( I TP) .  Al l  suppl i er s,  i ncl udi ng sub- suppl i er s,  must  
pr ovi de QAS and I TP document at i on f or  al l  del i ver abl es.  The QAS must  
encompass est abl i shed pr ocess cont r ol  document s,  ei t her  as f or mal  
pr ocedur es or  wor k i nst r uct i ons.  Suppl i er s must  ensur e t he avai l abi l i t y  of  
al l  r el evant  pr ocedur es and wor k i nst r uct i ons at  ever y wor k l ocat i on.
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Suppl i er ' s adher ence t o t hei r  QMS and i t s ef f ect i veness wi l l  be eval uat ed 
by:

a.   Ongoi ng out put  qual i t y ver i f i cat i ons

b.   I nt er nal  and Ext er nal  " Hol d" ,  " Wi t ness"  " Obser vat i on"  and " Revi ew"  
poi nt s

c.   I nspect i on r epor t s of  i ncomi ng par t s,  modul ar  assembl i es and f i nal  
pr oduct

d.   Company i nvol vement  i n t he ' non- conf or mance'  pr ocess

e.   Per i odi c i ndependent  qual i t y audi t s

f .   Per f or mi ng qual i t y i nspect i ons and t est s by t hi r d par t i es

1. 11. 1   I nspect i on Repor t s

Submi t  i nspect i on r epor t s cr eat ed f ol l owi ng t he I TP pr ocedur es.  Pr ovi de 
I TP document at i on t o t he desi gnat ed aut hor i t y bef or e [ pl anned i nspect i on 
meet i ngs] [ s i t e del i ver y] .

1. 11. 2   Tr aceabi l i t y  and Mar ki ngs

Wi t hi n t he Pr oduct  Dat a Sheet s submi t t al s,  r epor t  t he count r y of  or i gi n 
f or  al l  mat er i al s and equi pment  i n t he submi t t ed t r aceabi l i t y  
document at i on.  Al l  t est  r epor t s and cer t i f i cat es must  c l ear l y i ndi cat e t he 
or i gi n of  al l  sof t war e and t he manuf act ur i ng l ocat i on of  r el evant  goods or  
mat er i al s.  Ensur e ever y i t em,  component ,  sof t war e,  and sub- component  i s 
t r aceabl e t o i t s or i gi n f or  bot h sof t war e devel opment  and manuf act ur i ng.  

Submi t  t hi s t r aceabi l i t y  document at i on wi t hi n t he appl i cabl e Pr oduct  Dat a 
Sheet s submi t t al s.  Mar k al l  goods and mat er i al s and t r ace t hei r  associ at ed 
cer t i f i cat i ons t hr oughout  al l  pr ocesses,  f r om engi neer i ng t o const r uct i on.  
Ensur e t r aceabi l i t y  of  al l  sub- component s t hr ough t hei r  mar ki ngs t o t hei r  
or i gi n and document  t hi s t r aceabi l i t y .

1. 11. 3   Pr oof  of  Per f or mance

Pr ovi de evi dence of  adher ence t o cust omer  expect at i ons,  per f or mance 
speci f i cat i ons,  QAS r equi r ement s,  I EEE 2030. 8 st andar ds,  and ot her  t est i ng 
pr er equi s i t es wi t hi n I TP,  i ncl usi ve of  [ FAT] [ SAT] [ bot h FAT and SAT] .

1. 11. 4   Document ed I SO 9001 Compl i ance

Submi t  document at i on ver i f y i ng I SO 9001 Compl i ance Cer t i f i cat e f or  al l  
ent i t i es i n t he suppl y chai n,  i ncl udi ng engi neer i ng desi gn f i r ms,  
commi ssi oni ng t eams,  and manuf act ur i ng t eams.

1. 11. 5   Qual i f i cat i ons

Engi neer i ng and manuf act ur i ng compani es par t i c i pat i ng i n t hi s mi cr ogr i d 
must  submi t  I nst al l er  Qual i f i cat i ons i ncl udi ng evi dence of  havi ng 
pr evi ousl y compl et ed [ t hr ee] [ f i ve] [ ___]  pr oj ect s of  s i mi l ar  s i ze and 
compl exi t y of  mi cr ogr i d pr oj ect s.
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1. 11. 6   Document at i on

Mai nt ai n and make accessi bl e f or  r evi ew by t he desi gnat ed aut hor i t y al l  
QAS and I TP document at i on,  i ncl udi ng changes and r evi s i ons.  I ncl udi ng but  
not  l i mi t ed t o,  desi gn document s,  t est  r epor t s,  and qual i t y r ecor ds.

1. 12   REGULATORY REQUI REMENTS

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *
NOTE:  Cl ear l y def i ne and al l ocat e t he scope of  wor k 
f or  r egul at or y compl i ance t o t he cont r act or  and 
const r uct i on management  t eam i n t he cont r act  
document s.  Recogni ze t hat  t hi s wi l l  ent ai l  ef f or t ,  
cost ,  and t i me.

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *

Compl y wi t h al l  ut i l i t y ,  l ocal ,  st at e,  and f eder al  r egul at or y r equi r ement s 
r el at ed t o t hi s mi cr ogr i d.  Submi t  Regul at or y Compl i ance Document at i on 
demonst r at i ng compl i ance wi t h al l  ut i l i t y  i nt er connect  cont r act  
st i pul at i ons.  Ensur e t hat  no i nst al l at i on or  t est i ng done bef or e t he f i nal  
SAT i nval i dat es any war r ant i es.  Submi t  a t abl e l i s t i ng al l  r egul at or y 
r equi r ement s and conf i r mat i ons of  compl i ance.  Updat e t hi s l i s t  
[ annual l y] [ bi - annual l y] [ as r equi r ed]  and make i t  avai l abl e f or  r evi ew when 
asked.

Wher e t he mi cr ogr i d coupl es t o an ext er nal  el ect r i cal  gr i d,  equi p t he 
mi cr ogr i d cont r ol  syst em wi t h f unct i onal i t y r equi r ed t o meet  t he cont r ol  
and communi cat i on r equi r ement s of  t hat  ext er nal  gr i d.  Secur e cer t i f i cat i on 
f r om t he connect ed ext er nal  gr i d pr ovi der  or  oper at or  dur i ng t he 
i nt er connect  appl i cat i on  pr ocess.

1. 12. 1   [ Ut i l i t y  I nt er connect  Cont r act ]

[ Submi t  compl et ed and appr oved evi dence of  meet i ng al l  Ut i l i t y  
I nt er connect  Cont r act  r equi r ement s.  I ncl udi ng but  not  l i mi t ed t o 
[ t echni cal  speci f i cat i ons] [ saf et y pr ot ocol s] [ met er i ng and t el emet r y] [ power  
qual i t y st andar ds] [ l i abi l i t y  and i ndemni f i cat i on c l auses] . ]

1. 13   DELI VERY,  STORAGE,  AND HANDLI NG

1. 13. 1   Gener al  Requi r ement s

Del i ver  al l  equi pment  and mat er i al s i n t he manuf act ur er ' s or i gi nal ,  
unopened,  undamaged cont ai ner s wi t h i dent i f i cat i on l abel s i nt act .  St or e 
al l  mat er i al s i n a secur e,  c l ean,  dr y space i n accor dance wi t h t he 
manuf act ur er ' s i nst r uct i ons.

1. 13. 2   Handl i ng

Handl e al l  mat er i al s and equi pment  i n a manner  t o pr event  damage,  
adul t er at i on,  and soi l i ng,  and i n accor dance wi t h t he manuf act ur er ' s 
r ecommendat i ons.

1. 13. 3   St or age

St or e al l  mat er i al s and equi pment  of f  t he gr ound and cover ed t o pr ot ect  
t hem f r om weat her ,  humi di t y,  and t emper at ur e ext r emes.
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1. 14   SAFETY REQUI REMENTS

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *
NOTE:  As mi cr ogr i ds of t en i nt egr at e gener at i on on 
t he l oad si de of  f aci l i t y  t r ansf or mer s and oper at e 
i ndependent l y f r om t he ext er nal  gr i d,  speci al  desi gn 
consi der at i on must  be gi ven t o i s l anded oper at i onal  
st at es r equi r i ng dedi cat ed gr oundi ng and pr ot ect i on 
conf i gur at i ons.  Pr i or  t o i nt egr at i ng mi cr ogr i ds i nt o 
exi st i ng i nst al l at i on syst ems,  eval uat e i f :

Exi st i ng i nst al l at i on di st r i but i on equi pment  and 
swi t chgear  ar e i nt egr at ed.

Dedi cat ed or  modi f i ed gr oundi ng dur i ng cer t ai n 
condi t i ons of  oper at i on ar e r equi r ed.

Any i s l anded oper at i onal  st at es r equi r e dedi cat ed 
gr oundi ng or  updat ed pr ot ect i ons at  any l ocat i on.

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *

1. 14. 1   Gr oundi ng and Bondi ng

The mi cr ogr i d i ncl udes [ f i xed] [ var i abl e]  gr oundi ng syst em t opol ogy t o 
accommodat e var i ous oper at i onal  st at es.  I t  i s  desi gned t o i ncl ude [ a 
s i ngl e poi nt ] [ mul t i pl e poi nt s]  of  syst em bondi ng wi t hi n t he mi cr ogr i d 
boundar y.  Wi t hi n t hi s boundar y,  t he gr ounded conduct or s ( neut r al s)  ar e 
[ swi t ched] [  and ] [ unswi t ched] .  The swi t chi ng mechani sms,  whi ch ar e 
[ manual l y oper at ed] [ aut omat i cal l y cont r ol l ed] ,  ar e capabl e of  i sol at i ng 
t he gr ounded conduct or  [ at  t he poi nt  of  common coupl i ng] [ wi t hi n t he 
mi cr ogr i d boundar y] .  [ The MCS must  i ncl ude [ moni t or i ng] [  and ] [ cont r ol ]  of  
t hese swi t chi ng mechani sms and cease oper at i on i f  gr ounded conduct or s 
become un- bonded t o t he gr oundi ng el ect r ode syst em. ]

1. 14. 2   Ant i - I s l andi ng Pr ot ect i on

I ncor por at e ant i - i s l andi ng pr ot ect i on mechani sms i n t he mi cr ogr i d cont r ol  
syst em ( MCS)  t o saf eguar d bot h mi cr ogr i d component s and per sonnel .  Ensur e 
t he MCS det ect s and di sconnect s t he mi cr ogr i d f r om t he mai n gr i d dur i ng a 
gr i d out age,  pr event i ng uni nt ent i onal  i s l andi ng.

Equi p t he MCS wi t h mul t i pl e met hods t o det ect  i s l andi ng condi t i ons.  These 
met hods i ncl ude,  but  ar e not  l i mi t ed t o:  [ Act i ve Fr equency Dr i f t :  Moni t or  
t he syst em f r equency and compar i ng i t  agai nst  pr edef i ned t hr eshol ds. ]  
[ Vol t age Unbal ance Det ect i on:  Moni t or  vol t age l evel s t o i dent i f y 
i mbal ances i ndi cat i ng an i s l andi ng condi t i on. ]  [ Rat e of  Change of  
Fr equency ( ROCOF) :  Tr ack t he r at e of  syst em f r equency changes over  t i me. ]

I ni t i at e a di sconnect  sequence wi t hi n [ 10] [ 20]  mi l l i seconds upon det ect i ng 
an i s l andi ng condi t i on t o ensur e syst em saf et y and pr event  equi pment  
damage.  Do not  r econnect  t o t he mai n gr i d af t er  an i s l andi ng event  unt i l  
ver i f y i ng gr i d st abi l i t y .  Set  a r econnect i on del ay of  at  l east  
[ 5] [ 10] [ _____]  mi nut es.

Coor di nat e ant i - i s l andi ng pr ot ect i on wi t h ot her  mi cr ogr i d pr ot ect i on 
mechani sms,  such as over / under  vol t age,  over / under  f r equency,  and phase 
i mbal ance pr ot ect i ons.
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1. 15   PROJECT AND SI TE CONDI TI ONS

1. 15. 1   Envi r onment al  Condi t i ons

I nst al l  t he MCS [ i ndoor s] [ out door s i n a NEMA Type [ 3R] [ 4] [ 4X]  encl osur e] .  
Ensur e each syst em component  oper at es ef f ect i vel y i n i t s desi gnat ed 
envi r onment .  For  MCS dat a communi cat i ons equi pment  i n uncondi t i oned 
spaces,  ensur e oper at i on wi t hi n ambi ent  t emper at ur es of  [ 0 and 49]  [ _____]  
degr ees C [ 32 and 120] [ _____]  degr ees F and ambi ent  r el at i ve humi di t y 
bet ween 10 per cent  and 90 per cent  noncondensi ng.  Compl y wi t h NFPA 70,  
UL 60950,  NFPA 262,  FCC EMC,  and FCC Par t  15 st andar ds.

Equi pment  l ocat ed out door s,  not  pr ovi ded wi t h c l i mat e- cont r ol l ed 
encl osur e,  must  be capabl e of  oper at i ng i n t he ambi ent  t emper at ur e r ange.  
El ect r i cal  equi pment  must   conf or m t o Sect i on 26 20 00 I NTERI OR 
DI STRI BUTI ON SYSTEM I NTERI OR DI STRI BUTI ON SYSTEM.  Equi pment  and wi r i ng 
must  be i n accor dance wi t h NFPA 70,  wi t h pr oper  consi der at i on gi ven t o 
envi r onment al  condi t i ons such as moi st ur e,  di r t ,  cor r osi ve agent s,  and 
hazar dous ar ea cl assi f i cat i on

1. 15. 2   Ut i l i t y  I nt er connect i on Requi r ement s

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *
NOTE:  Use t hi s sect i on wher e t he mi cr ogr i d wi l l  
i nt er connect  and pr ovi de power  t o an ext er nal  
el ect r i cal  Di st r i but i on Syst em Oper at or  ( DSO) .

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *

a.   Ensur e t he mi cr ogr i d cont r ol  syst em adher es t o r el evant  gr i d codes 
and/ or  t he i nt er connect i on agr eement  wi t h t he di st r i but i on syst em 
oper at or  ( DSO) .

b.   Adher e t o t he cr i t er i a set  by t he i nt er connect i on agr eement ,  whi ch 
est abl i shes t he f ol l owi ng:

( 1)  The condi t i ons under  whi ch a connect i on i s al l owed and t he 
r equi r ement s i mposed on t he mi cr ogr i d cont r ol  syst em.

( 2)  The f i nanci al  ar r angement s r egar di ng ener gy and power  demand 
i mpor t s f r om and expor t s t o t he di st r i but i on gr i d,  and t he 
compensat i on f or  anci l l ar y ser vi ces pr ovi ded by t he mi cr ogr i d.

( 3)  The i nf or mat i on r equi r ed by t he di st r i but i on management  syst em 
( DMS)  and/ or  t he DERMS ( DERMS)  f or  moni t or i ng and cont r ol  of  t he 
mi cr ogr i d. [

( 4)  Pr ovi de MCS f unct i onal i t y t o pr ovi de gr i d suppor t  at  t he poi nt  of  
i nt er connect i on ( POI )  as r equi r ed by t he DSO. ] [

( 5)  Pr ovi de MCS f unct i onal i t y t o coor di nat e wi t h t he DMS and/ or  DERMS 
dur i ng st eady st at e oper at i on and dur i ng connect i on,  
di sconnect i on,  and r econnect i on pr ocesses. ]

( 6)  Al l owabl e par al l el  oper at i on of  DERs.

( 7)  Al l owabl e power  and r eact i ve power  [ power  f act or ]  l i mi t at i ons.

c.   Pr ovi de r equi r ed st udi es f or  Ut i l i t y  i nt er connect i on suppor t .  
I ncl udi ng,  but  not  l i mi t ed t o:
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( 1)  Pr i or  t o Const r uct i on

( a)  Neut r al  Gr ound Bondi ng,  aka ' Ef f ect i ve Gr oundi ng & Gr oundi ng 
Bank St udy,  t hi s t o show t her e wi l l  be no neut r al  i nver si on under  
al l  oper at i onal  modes and t r ansi t i ons.

( b)  Tr ansi ent  St abi l i t y  showi ng t r ansi t i on of  PV f r om gr i d 
connect ed t o i s l and oper at i on,  showi ng t he cur t ai l ment  and par t i al  
shut down of  t he PV dur i ng i s l anded oper at i on.

( c)  Equi pment  s i z i ng t o ensur e cor r ect  s i z i ng of  t r ansf or mer s,  
conduct or s,  genset s,  c i r cui t  br eaker s

( 2)  Pr i or  t o const r uct i on:

( a)  Tr ansi ent  st abi l i t y  model -  showi ng l ar ge mi cr ogr i d di st ur bance 
& DER t r ansi ent  r esponse dur i ng t r ansi t i ons i s l and/ gr i d and PV 
par al l el i ng

( b)  Under vol t age/ over vol t age r i de- t hr ough

( c)  Under f r equency/ over - f r equency r i de- t hr ough

( d)  Vol t age st abi l i t y  gr i d connect ed showi ng Q. / PF di spat ch dur i ng 
gr i d connect i on

( e)  Power  di spat ch dur i ng gr i d connect i on

( f )  Faul t  st udy and Pr ot ect i ve Devi ce Coor di nat i on

( g)  Cl ear  expl anat i on of  gr i d connect ed di spat ch,  r econnect i on 
sequence t o gr i d,  aka ' modes of  oper at i on'

( 3)  Pr i or  t o ener gi zat i on:

( a)  Val i dat i on of  t r ansi ent  model s af t er  genset / t r ansf or mer / I BR 
f act or y t est s.

( b)  HI L Test i ng wi t h PCC,  DER,  and MC cont r ol  and pr ot ect i on 
har dwar e.

( c) Fact or y Accept ance Test  Repor t s demonst r at i ng compl i ance wi t h 
I EEE 2030. 7,  I EEE 2030. 8,  and I EEE 1547,  and I nt er connect ed 
Ut i l i t yr equi r ement s.

( d) Open Phase Anal ysi s

1. 15. 3   Ut i l i t y  Pr i vat i zat i on Owner shi p Requi r ement s

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *
NOTE:  I f  t he ut i l i t y  assumes owner shi p of  t he f i nal  
const r uct ed mi cr ogr i d,  ei t her  di r ect l y or  t hr ough 
t hi r d- par t y pr i vat i zat i on,  r equi r e t he cont r act or  t o 
adher e t o t he f ol l owi ng r equi r ement s.

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *
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1. 15. 3. 1   Owner shi p

Upon i ni t i al  t ur n- over ,  t he mi cr ogr i d and mi cr ogr i d cont r ol  syst em i s 
ant i c i pat ed t o be [ owned] [ l eased] [ oper at ed]  by [ t he Gover nment ] [ a pr i vat e 
ent i t y] [ a publ i c- pr i vat e par t ner shi p] .  Det er mi ne al l  owner shi p r i ght s,  
i ncl udi ng i nt el l ect ual  pr oper t y associ at ed wi t h t he mi cr ogr i d cont r ol  
syst em,  t o be [ r et ai ned by t he Gover nment ] [ t r ansf er r ed t o t he pr i vat e 
ent i t y] [ shar ed bet ween t he Gover nment  and t he pr i vat e ent i t y] .

1. 15. 3. 2   Coor di nat i on

Coor di nat e ut i l i t y  pr i vat i zat i on ef f or t s wi t h [ t he l ocal  ut i l i t y ] [  and 
] [ t he Gover nment ] .  Ensur e al i gnment  f or  [ i nt er connect i on] [  and ] [ met er i ng]  
accor di ng t o [ l ocal ] [ st at e] [ f eder al ]  r egul at i ons.

1. 15. 4   Exi st i ng Condi t i ons

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *
NOTE:  For  pr oj ect s wher e t he speci f i ed mi cr ogr i d 
cont r ol  speci f i cat i on wi l l  connect  t o exi st i ng 
equi pment ,  t hi s sect i on i s i nt ended t o be compl et ed 
by t he pr oj ect  desi gner  of  r ecor d,  who i s r equi r ed 
t o pr ovi de det ai l ed i nf or mat i on on t he exi st i ng 
condi t i ons r el evant  t o t he mi cr ogr i d.  The desi gner  
must  r ef er  t o UFC 3- 550- 04 f or  t echni cal  
r equi r ement s,  UFC 1- 300- 01 f or  gener al  f or mat t i ng,  
UFC 1- 300- 02 f or  or gani zat i onal  st r uct ur e,  and I EEE 
2030. 7 f or  mi cr ogr i d cont r ol  syst ems.

Ensur e t hat  al l  exi st i ng condi t i ons ar e t hor oughl y 
assessed and document ed.  Thi s i nf or mat i on i s cr uci al  
f or  t he cont r act or  t o under st and t he scope and 
r equi r ement s of  t he pr oj ect .

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *

1. 15. 4. 1   Ext er nal  Ut i l i t y  Di st r i but i on Syst em

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *
NOTE:  Pr ovi de det ai l s on t he exi st i ng ext er nal  
ut i l i t y  di st r i but i on syst em,  i ncl udi ng vol t age 
l evel s,  f aul t  cur r ent  r at i ngs,  and any ot her  
per t i nent  i nf or mat i on.  Ref er  t o UFC 3- 550- 04 f or  
gui dance on t echni cal  aspect s.

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *

[ _____]

1. 15. 4. 2   Poi nt  of  I nt er connect i on Equi pment

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *
NOTE:  Descr i be t he exi st i ng poi nt  of  i nt er connect i on 
( POI )  equi pment ,  i ncl udi ng t ype,  r at i ngs,  and 
condi t i on.  Thi s i nf or mat i on i s cr i t i cal  f or  ensur i ng 
compat i bi l i t y  wi t h t he new mi cr ogr i d.

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *

[ _____]
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1. 15. 4. 3   [ Descr i pt i on of  Exi st i ng Equi pment ]

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *
NOTE:  Li st  and descr i be al l  exi st i ng equi pment  t hat  
wi l l  i nt er act  wi t h or  be af f ect ed by t he new 
mi cr ogr i d.  I ncl ude i nf or mat i on such as make,  model ,  
and condi t i on.

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *

[ _____]

1. 15. 4. 4   [ Descr i pt i on of  Exi st i ng El ect r i cal  I nt er connect i on Means]

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *
NOTE:  Descr i be t he exi st i ng el ect r i cal  
i nt er connect i on means,  i ncl udi ng wi r i ng,  swi t chgear ,  
and pr ot ect i on devi ces.  Thr ough desi gn phase 
model i ng:  

-  Val i dat e shor t  c i r cui t  r at i ng of  POI  and 
downst r eam equi pment  i s suf f i c i ent  f or  f aul t  cur r ent  
avai l abl e under  al l  par al l el  sour ce scenar i os.  
Ensur e t hat  t he shor t - c i r cui t  r at i ngs at  t he POI  and 
downst r eam ar e val i dat ed f or  al l  par al l el  sour ce 
scenar i os as per  UFC 3- 550- 04

-  Conf i r m t hat  t he f aul t  cur r ent  avai l abl e dur i ng 
i s l and mode oper at i on i s suf f i c i ent  t o act i vat e t he 
pr ot ect i on mechani sms at  t he POI  and downst r eam,  i n 
accor dance wi t h I EEE 2030. 7.

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *

[ _____]

1. 16   OPERATI ON AND MAI NTENANCE ( O&M)  I NSTRUCTI ONS

Pr ovi de MCS Oper at i on and Mai nt enance I nst r uct i ons whi ch i ncl ude:

a.   Pr ocedur es f or  t he MCS syst em st ar t - up,  oper at i on and shut - down.

b.   Fi nal  As- Bui l t  Dr awi ngs.  

c.   Rout i ne mai nt enance checkl i st ,  ar r anged i n a col umnar  f or mat :   The 
f i r st  col umn l i s t i ng al l  i nst al l ed devi ces,  t he second col umn st at i ng 
t he mai nt enance act i v i t y or  st at i ng t hat  no mai nt enance r equi r ed,  t he 
t hi r d col umn st at i ng t he f r equency of  t he mai nt enance act i v i t y,  and 
t he f our t h col umn pr ovi di ng any addi t i onal  comment s or  r ef er ence.

d.   Qual i f i ed ser vi ce or gani zat i on l i s t  i ncl udi ng poi nt s of  cont act  wi t h 
phone number s.

e.   St ar t - Up and St ar t - Up Test i ng Repor t .

f .   Per f or mance Ver i f i cat i on Test  ( PVT Phases I ,  I I ,  & I I I )  Pr ocedur es and 
Repor t s.
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PART 2   PRODUCTS

2. 1   SYSTEM DESCRI PTI ON AND OPERATI ONAL REQUI REMENTS

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *
NOTE:  The speci f i c  mi cr ogr i d t opol ogy shoul d be 
based on ei t her  a di st r i but ed or  cent r al - pl ant  
ar chi t ect ur e as out l i ned i n UFC 3- 550- 04.  Consi der  
t he t r ade- of f s bet ween l ever agi ng exi st i ng capi t al  
asset  i nvest ment s and t he communi cat i ons i nt ensi t y 
of  t he chosen ar chi t ect ur e.

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *

2. 1. 1   Mi cr ogr i d Syst em Ar chi t ect ur e

The mi cr ogr i d and associ at ed MCS i s desi gned as a [ Di st r i but ed Gener at i on 
Ar chi t ect ur e wi t h geogr aphi cal l y di spar at e DERs net wor ked at  a s i ngl e 
poi nt  of  i nt er connect i on wi t h t he ext er nal  di st r i but i on 
syst em] [ Di st r i but ed Gener at i on Ar chi t ect ur e wi t h geogr aphi cal l y di spar at e 
DERs net wor ked at  mul t i pl e poi nt s of  i nt er connect i on t o t he ext er nal  
di st r i but i on syst em] [ Cent r al - Pl ant  Type Ar chi t ect ur e wi t h co- l ocat ed DERs 
net wor ked t oget her  and connect ed t o t he di st r i but i on syst em at  a s i ngl e 
poi nt  of  common coupl i ng] .

Submi t  a det ai l ed schemat i c Mi cr ogr i d Syst em Ar chi t ect ur e Di agr am t hat  
di spl ays t he l ayout  and i nt er connect i ons of  al l  MCS component s,  DERs,  and 
ot her  i nt er f aci ng syst ems t o be connect ed t o or  cont r ol l ed by t he MCS.  
Account  f or  t he i nt er connect i on of  communi cat i on net wor ks bel ongi ng t o t he 
Gover nment  and t hi r d par t i es.  I f  ext er nal  gr i d oper at or s r equi r e 
i nt er connect i on,  [ use r edundant  devi ces i sol at ed f r om t he MCS 
communi cat i on net wor k] [ i ncl ude devi ces wi t hi n t he MCS]  t o suppl y t he 
necessar y dat a.  Communi cat i on bet ween t he MCS and t hi r d- par t y 
communi cat i ons syst ems i s [ pr ohi bi t ed] [ per mi t t ed] .

For  each component  and equi pment  i ndi cat ed on t he Syst em Ar chi t ect ur e 
Di agr am,  pr ovi de t echni cal  Pr oduct  Dat a Sheet s f or  al l  har dwar e component s 
of  t he Mi cr ogr i d Cont r ol  Syst em,  i ncl udi ng but  not  l i mi t ed t o cont r ol l er s,  
Human- Machi ne I nt er f ace ( HMI )  devi ces,  and communi cat i on equi pment .

2. 1. 2   Mi cr ogr i d Equi pment

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *
NOTE:  As not ed i n UFC 3- 550- 04,  t he f ol l owi ng 
consi der at i ons r epr esent  best  pr act i ce and shoul d be 
i ncl uded as pr oj ect  scope al l ows,  and el abor at ed 
f ur t her  wi t hi n t hi s speci f i cat i on sect i on:
*  Redundant  net wor ked sour ces of  gener at i on
*  Ener gy St or age
*  Bi - di r ect i onal  sof t ,  Bl i nkl ess t r ansi t i on;  Fr om 
gr i d t o i s l and,  and r e- synchr oni zed t r ansi t i on f r om 
i s l and t o gr i d
*  Gr i d connect ed suppor t ,  wi t h capabi l i t y  f or  demand 
r esponse,  and anci l l ar y ser vi ces such as f r equency 
suppor t  vol t age management ,  and bl ack st ar t .  
*  Redundant  ( mi n.  2)  gr i d- f or mi ng asset s capabl e of  
suppor t i ng l i f e saf et y and cr i t i cal  l oads r equi r i ng 
st ar t up t i me measur ed i n seconds
*  Redundant  ( mi n.  2)  HMI  v i sual i zat i on f r ont - ends
*  Redundant  ( mi n.  2)  i ndependent  bl ack st ar t  sour ces

SECTI ON 26 37 13  Page 37



*  Load sheddi ng capabi l i t y
 

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *
NOTE:  Read cl osel y and edi t  t he f ol l owi ng par agr aph 
and sect i on descr i bi ng t he mi cr ogr i d syst em 
i nt er connect i on and oper at i on.  Wher e t he mi cr ogr i d 
syst em i s ar r anged such t hat  t her e ar e mul t i pl e 
poi nt s of  i nt er connect i on,  a r i ng conf i gur at i on f or  
t he mi cr ogr i d syst em,  or  ot her  syst em t opol ogy 
di f f er i ng f r om t hat  descr i bed,  t he f ol l owi ng 
par agr aph shoul d be r epl aced wi t h a syst em 
descr i pt i on mat chi ng t he desi gn dr awi ngs.  

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *

2. 1. 2. 1   [ Ut i l i t y  Ser vi ce;  Poi nt  of  Common Coupl i ng ( Poi nt  of  
I nt er connect i on) ]

The mi cr ogr i d i s desi gned t o i nt er f ace wi t h t he ut i l i t y  gr i d at  t he 
desi gnat ed PCC.  The PCC i s desi gned as equi pped wi t h [ bi - di r ect i onal  
met er i ng,  ] [ f aul t  det ect i on r el ays,  ] [  and aut omat i c r ecl oser s]  t o 
f aci l i t at e gr i d i nt er act i on and ensur e saf et y.  [ The MCS [ must ] [ does not ]  
cont r ol  t he aut omat i c r ecl oser s di r ect l y. ] [  Recl oser s ar e cont r ol l ed by 
t he pr ot ect i on syst em.  Request s f or  open/ cl ose ar e made by t he MCS,  and 
execut ed by t he pr ot ect i on syst em. ]

2. 1. 2. 2   Power  Gener at i ng Asset s

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *
NOTE:  Ref er  t o UFC 3- 550- 04 f or  addi t i onal  gui dance 
on sel ect i ng and conf i gur i ng power  gener at i ng 
asset s.  Ensur e compl i ance wi t h ant i - i s l andi ng and 
ot her  saf et y r equi r ement s.  

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *

Asset  Type & I D Fi r m Power  Asset Gr i d- Connect ed 
Oper at i on

I sl and Oper at i on Namepl at e 
Gener at i on

[ Di esel  Gener at or  
DG- 1]

[ Yes] [ No] [ D] [ S] [ / E] [ D] [ S] [ / F[ ( ___) ] ] [ _____]

[ Sol ar  PV SPV- 1] [ Yes] [ No] [ D] [ S] [ / E] [ D] [ S] [ / F[ ( ___) ] ] [ _____]

[ Wi nd WG- 1] [ Yes] [ No] [ D] [ S] [ / E] [ D] [ S] [ / F[ ( ___) ] ] [ _____]

[ BESS BESS- 1] [ Yes] [ No] [ D] [ S] [ / E] [ D] [ S] [ / F[ ( ___) ] ] [ _____]

[ _____] [ Yes] [ No] [ D] [ S] [ / E] [ D] [ S] [ / F[ ( ___) ] ] [ _____]
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Asset  Type & I D Fi r m Power  Asset Gr i d- Connect ed 
Oper at i on

I sl and Oper at i on Namepl at e 
Gener at i on

[ _____] [ Yes] [ No] [ D] [ S] [ / E] [ D] [ S] [ / F[ ( ___) ] ] [ _____]

POWER GENERATI NG ASSET TABLE LEGEND:

Gr i d- Connect ed Oper at i on:
D -  Di sabl ed;  Wi l l  not  gener at e power  whi l e i n gr i d- connect ed mode
S -  Suppor t i ng;  Gr i d- f ol l owi ng Power  pr ovi ded i n par al l el  t o 
ext er nal  di st r i but i on net wor k,  onl y when t ot al  mi cr ogr i d 
gener at i on i s l ess t han mi cr ogr i d connect ed l oad.  No power  expor t .
P -  Power  Fact or  Cor r ect i on
E -  Expor t i ng;  Per mi t t ed t o Expor t  power  t o t he ext er nal  
di st r i but i on net wor k

I s l and Oper at i on:
D -  Di sabl ed;  Asset  wi l l  not  oper at e i n i s l and mode
F( 1)  -  Gr i d- f or mi ng;  opt i onal  pr ef er ence i ndi cat i on f or  pr i mar y,  
al t er nat e gr i d- f or mi ng
S -  Suppor t i ng;  Gr i d- f ol l owi ng power  pr ovi ded i n par al l el  t o 
gr i d- f or mi ng asset ( s)

2. 1. 2. 3   Cont r ol l ed Swi t ches,  Br eaker s,  and Devi ces

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *
NOTE:  Ref er  t o UFC 3- 550- 04 f or  addi t i onal  gui dance 
on t he sel ect i on and conf i gur at i on of  cont r ol l ed 
swi t ches,  br eaker s,  and devi ces.  Ensur e t hat  al l  
devi ces ar e compat i bl e wi t h t he MCS and meet  t he 
r equi r ement s f or  dat a acqui s i t i on,  cont r ol ,  and 
saf et y.

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *

Asset  Type & I D Asset  Locat i on Funct i onal  
Requi r ement s

Suppor t ed 
Condi t i on( s)

Connect ed Load 
( W)

[ Recl oser  UTI L- 1] [ _____] [ O] [ M] [ D] [ E] [ S] [ D] [ N] [ _____]

[ Br eaker  HVAC- 1] [ _____] [ O] [ M] [ D] [ E] [ S] [ D] [ N] [ _____]

[ BESS BESS- 1] [ _____] [ O] [ M] [ D] [ E] [ S] [ D] [ N] [ _____]

LEGEND:

Funct i onal  Requi r ement s:
O -  Oper abl e Open and cl ose vi a s i gnal  f r om MCS

   M -  Met er ed dat a pr ovi ded t o mi cr ogr i d cont r ol  syst em
   D -  Di spat chabl e Load;  ei t her  abl e t o i ncr ease or  decr ease as 

out l i ned f ur t her  el sewher e

Suppor t ed Condi t i ons 
E -  Essent i al  l oad;  suppor t ed under  al l  modes of  oper at i on
S -  Suppor t ed Load;  ser ved by mi cr ogr i d,  t hough may be shed based 
on pr ogr ammi ng
D -  Di scr et i onar y Load;  Abl e t o be ser ved by mi cr ogr i d.  Wi t hi n 
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mi cr ogr i d boundar y
N -  Not  l ocat ed wi t hi n t he mi cr ogr i d boundar y

2. 1. 3   Funct i onal  Requi r ement s and Desi gn Par amet er s

The mi cr ogr i d cont r ol  syst em i s t o enabl e t he bounded mi cr ogr i d t o meet  
t he f ol l owi ng mi ni mum r equi r ement s.  Unl ess st at ed ot her wi se,  t he MCS must  
f ul f i l l  t hese r equi r ement s.  For  equi pment  r equi r i ng cont r ol  and connect ed 
t o t he MCS,  coor di nat e wi t h t he connect i on and communi cat i on st andar ds 
det ai l ed i n t hi s speci f i cat i on.

2. 1. 3. 1   Aut onomy

Ensur e t he MCS pr ovi des essent i al  i s l andi ng and i nt er connect i on f unct i ons,  
i ndependent  of  ext er nal  power  sour ces and communi cat i on net wor ks.  Whi l e 
economi c di spat ch,  demand f or ecast i ng,  and ot her  opt i mi zat i on model s can 
ut i l i ze ext er nal  net wor ks or  ser vi ces,  t he mi cr ogr i d syst em cont r ol l er  
must  have f al l back l ogi c t o command gener at i on t hat  sat i sf i es t he 
desi gnat ed cr i t i cal  l oad.

2. 1. 3. 2   Suppor t ed Load Pr of i l e

The mi cr ogr i d i s desi gned t o be capabl e of  ser vi ng a peak cr i t i cal  l oad of  
[ _____]  [ kW] [ MW]  dur i ng bot h nor mal  and peak mi ssi on act i v i t y.  I ncor por at e 
[ one] [ mul t i pl e]  gr i d- f or mi ng DDER asset ( s)  i n t he syst em t o sust ai n t hi s 
l oad dur i ng i s l anded oper at i ons,  as det ai l ed i n t hi s speci f i cat i on.  Di r ect  
each gr i d- f or mi ng DER asset  wi t h var i abl e st ar t up i nst r uct i ons.

2. 1. 3. 3   Of f - gr i d ( I s l and)  Syst em Endur ance

The mi cr ogr i d syst em i s desi gned t o mai nt ai n of f - gr i d endur ance f or  a 
dur at i on of  [ 24 hour s] [ 48 hour s] [ 3 days] [ 7 days] [ _____]  wi t hout  t he need 
f or  commer ci al  power  r est or at i on[  or  DER r ef uel i ng] .  I nt egr at e component s 
such as [ bat t er y st or age] [ f uel  cel l s] [ di esel  gener at or s]  t o achi eve t hi s 
endur ance r equi r ement .

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *
NOTE:  Speci al  consi der at i on must  be gi ven t o t he 
pot ent i al  r educt i on i n f aul t  cur r ent  f r om t he DERs 
i n compar i son t o t he ext er nal  gr i d.  The avai l abl e 
cur r ent  may be i nsuf f i c i ent  t o appr opr i at el y c l ear  a 
f aul t  wher e mi ni mal  DERs ar e onl i ne.  A desi gn 
coor di nat i on st udy i s r equi r ed t o ensur e pr oper  
oper at i on,  and a const r uct i on- phase st udy wi l l  be 
r equi r ed t o conf i r m t he desi gn assumpt i ons usi ng 
dat a f r om sel ect ed equi pment .  The desi gn must  
i ncl ude updat ed coor di nat i on set t i ngs ( possi bl y f or  
exi st i ng t o r emai n pr ot ect i on devi ces)  at  t he syst em 
and devi ce l evel  t o i sol at e or  c l ear  f aul t s,  
pr event i ng damage t o equi pment  or  l oads.  Ref er  t o 
UFC 3- 550- 04 f or  addi t i onal  i nf or mat i on and 
r equi r ement s.

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *
2. 1. 3. 4   Ener gy Sur et y and Redundancy

Desi gner  opt i on -  def i ne t he l evel  of  r edundancy r equi r ed by mi ssi on.  I n 
t er ms of  l oad and r edundant  gr i d- f or mi ng or  gener at i ng asset s t o suppor t  
t he cr i t i cal  l oad.  
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2. 1. 3. 5   Load Sheddi ng Requi r ement s

[ An aut omat ed l oad sheddi ng st r at egy must  be i mpl ement ed t o mai nt ai n t he 
i nt egr i t y of  bot h cr i t i cal  and non- cr i t i cal  l oads wi t hi n t he mi cr ogr i d 
boundar y.  The aut omat ed l oad sheddi ng must  occur  dur i ng speci f i ed 
anomal i es obser ved [ ext er nal  t o ] [  or  ] [ wi t hi n]  t he mi cr ogr i d syst em.  Load 
sheddi ng must  be execut ed under  condi t i ons such as [ under - f r equency,  
] [ over - f r equency,  ] [ under - vol t age,  ] [ over - vol t age,  ] [ i mbal ance condi t i ons,  
] [ DER f ai l ur e,  ] [ pr ot ect i on syst em act i vat i on,  ] [ manual  st ar t up,  ] [ ___] .

Loads ar e cat egor i zed i nt o pr i or i t y l evel s [  as i ndi cat ed on t he 
[ cont r act ] [ desi gn]  document s] ,  whi ch ar e def i ned as [ Level  1:  Li f e- Saf et y 
Syst ems,  ] [ Level  2:  Mi ssi on- Cr i t i cal  Syst ems,  ] [  and Level  3:  Non- Cr i t i cal  
Syst ems] .  Sheddi ng st r at egi es must  be execut ed i n descendi ng or der  based 
on t hese l evel s,  begi nni ng wi t h t he l east  cr i t i cal .  Post  l oad sheddi ng,  
t he MCS must  aut omat i cal l y r est or e t he shed l oads i n ascendi ng or der  of  
pr i or i t y l evel s,  once gr i d st abi l i t y  i s  r e- est abl i shed.  The r est or at i on 
must  be compl et ed wi t hi n [ 1] [ 5] [ 10]  mi nut es.  I f  suf f i c i ent  gener at i on 
capaci t y exi st s i n i s l and mode,  ei t her  t hr ough di spat chabl e f i r m 
gener at i on asset s or  non- di spat chabl e gener at i on asset s,  t he MCS must  
aut omat i cal l y r est or e shed l oads based on avai l abl e capaci t y.

The MCS must  empl oy [ det er mi ni st i c] [ adapt i ve] [ r ul e- based] [ machi ne 
l ear ni ng- based]  al gor i t hms t o make sheddi ng deci s i ons.  These al gor i t hms 
must  be capabl e of  act i ng wi t hi n [ 100 ms] [ 200 ms] [ 500 ms]  f r om t he 
det ect i on of  t he speci f i ed anomal y.

Pr ovi de manual  over r i de f unct i on,  accessi bl e t hr ough t he Human- Machi ne 
I nt er f ace ( HMI ) ,  al l owi ng f or  t he [ enabl i ng] [ di sabl i ng]  of  l oad sheddi ng 
and al t er at i on of  pr i or i t y l evel s dur i ng emer genci es.

Upon i ni t i at i on and r est or at i on of  l oad sheddi ng,  desi gnat ed per sonnel  
must  be not i f i ed t hr ough [ emai l ] [ SMS] [ HMI  al er t s] . ] [ The mi cr ogr i d 
r esour ces ar e suf f i c i ent  f or  oper at i on of  al l  connect ed l oads.  Aut omat ed 
l oad sheddi ng i s not  r equi r ed f or  mi cr ogr i d oper at i on. ]

2. 1. 3. 6   Rest or at i on and Resynchr oni zat i on

The MCS must  r est or e power  t o cr i t i cal  l oads wi t hi n [ 5] [ 10] [ 15] [ 20]  
mi nut es f ol l owi ng an unpl anned out age.  Thi s i ncl udes t he sequence of  
[ i s l andi ng] [ gr i d- f or mi ng]  at  al l  poi nt s of  i nt er connect i on,  
[ synchr oni z i ng] [ par al l el i ng]  gener at i on asset s,  and [ power i ng] [ r est or i ng]  
desi gnat ed cr i t i cal  l oads.  The r est or at i on t i me i s t o be measur ed f r om t he 
moment  of  [ anomal y det ect i on] [ i s l andi ng i ni t i at i on]  t o t he [ r est or at i on of  
t he l ast  cr i t i cal  l oad] [ f i r st  cr i t i cal  l oad] .

Upon det ect i ng t he r et ur n of  ut i l i t y  power  at  t he pr i mar y s i de of  t he PCC,  
t he syst em must  i ni t i at e a [ pr edef i ned] [ conf i gur abl e]  wai t i ng per i od of  
[ 15 mi nut es] [ 30 mi nut es] [ t wo hour s] [ f our  hour s] [ _____] .  Af t er  conf i r mi ng 
t he st abi l i t y  of  t he ext er nal  gr i d,  t he MCS begi ns execut i on of  a sof t  
t r ansi t i on,  c l osi ng t he [ poi nt ] [ poi nt s]  of  common coupl i ng back t o t he 
gr i d.  Tot al  t r ansi t i on dur at i on must  be no l onger  t han [ 1] [ 5] [ 10] [ 15]  
seconds.  The t r ansi t i on must  empl oy phase- l ocki ng and f r equency mat chi ng 
t echni ques t o synchr oni ze t he mi cr ogr i d' s [ phase] [ f r equency]  wi t h t he 
ut i l i t y ' s [ phase] [ f r equency] .  Synchr oni zat i on and connect i on of  t he sof t  
t r ansi t i on i s managed by t he [ t he MCS] [ t he pr ot ect i on syst em speci f i ed i n 
Sect i on 26 05 73 POWER SYSTEM STUDI ES] .
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Pr ovi de a manual  over r i de f unct i on,  avai l abl e t hr ough t he Human- Machi ne 
I nt er f ace ( HMI )  t o [ enabl e] [ di sabl e]  sof t  t r ansi t i ons and t o al t er  
r est or at i on t i me set t i ngs.  Not i f i cat i ons must  be sent  t o desi gnat ed 
per sonnel  t hr ough [ emai l ] [ SMS] [ HMI  al er t s] [ al l  of  t he above]  when 
t r ansi t i ons ar e i ni t i at ed and when nor mal  oper at i ons ar e r est or ed.

2. 1. 3. 7   Power  Syst em St udi es

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *
NOTE:  The cont r act  document s must  i ncl ude sect i on 26 
05 73 Power  Syst em St udi es,  r ef er enced f r om wi t hi n 
t hi s par agr aph.  The addi t i onal  r equi r ement s of  t hose 
st udi es per t ai ni ng t o t he mi cr ogr i d i nst al l at i on ar e 
i ncl uded her e,  but  may be t r ansf er r ed t o sect i on 26 
05 73 at  t he desi gner ' s di scr et i on.

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *

Pr ovi de mi cr ogr i d syst em model  cr eat ed usi ng sof t war e and met hods i n 
accor dance wi t h [ UFC 3- 550- 04] [ 26 05 73 POWER SYSTEM STUDI ES] .  St udi es ar e 
i nt ended t o val i dat e per f or mance met r i cs of  t he pr ovi ded equi pment .  I n 
addi t i on t o t he st udi es out l i ned by 26 05 73 POWER SYSTEM STUDI ES,  pr ovi de 
st udy and r epor t s f or  mi cr ogr i d cont r ol  syst em i n r el at i on t o vol t age 
r egul at i on,  f r equency st abi l i t y ,  and f aul t  r esponse anal yses.
 
I ncor por at e i nt o t he model  al l  DERs,  l oad pr of i l es,  and gr i d i nt er act i on 
poi nt s,  such t hat  t he model  i s capabl e of  s i mul at i ng 
[ st eady- st at e] [ t r ansi ent ] [ bot h st eady- st at e and t r ansi ent ]  condi t i ons.  
I ncor por at e i nt o t he model  [ det ai l ed component  model s] [ s i mpl i f i ed
aggr egat e model s] [ bot h det ai l ed and si mpl i f i ed model s]  f or  DERs and l oads.

Submi t  Power  Syst em St udi es i ncl udi ng model ed anal yses r epor t s such as 
[ Shor t  Ci r cui t  St udy,  ] [ Coor di nat i on St udy,  ] [ Ar c Fl ash St udy,  ] [ Gr oundi ng 
St udy,  ] [ Load Fl ow St udy,  ] [ Har moni c Anal ysi s,  ] [ Vol t age Dr op 
Cal cul at i ons,  ] [ Tr ansi ent  St abi l i t y  St udy,  ] [ and Rel i abi l i t y  Anal ysi s] .  
Val i dat e and pr ovi de document at i on of  t he model  accur acy and per f or mance 
t hr ough [ f i el d measur ement s] [ hi st or i cal  dat a] [ bot h f i el d measur ement s and 
hi st or i cal  dat a] ,  and di scr epanci es must  be addr essed i n subsequent  
updat es.

Upon subst ant i al  compl et i on t he mi cr ogr i d syst em model ,  i ncl udi ng al l  
l i br ar y f i l es i n t hei r  nat i ve f or mat ,  unl ocked and edi t abl e,  must  be 
submi t t ed t o t he Gover nment  f or  f ut ur e syst em anal ysi s and upgr ades.

2. 1. 3. 8   Expandabi l i t y

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *
NOTE:  Engi neer  of  r ecor d i s t o gi ve car ef ul  
consi der at i on t o t he mi ssi on and pr oj ect  scope goal s 
wi t h r el at i on t o phasi ng and f ut ur e expansi on.  The 
mi cr ogr i d syst em i s l i kel y t o be expanded and 
modi f i ed over  t i me.  Consul t  wi t h t he Gover nment  
st akehol der s t o det er mi ne t he t ol er ance f or  out ages 
and cost  i mpact s as t hose expansi ons and 
r epl acement s occur .  I n accor dance wi t h UFC 3- 550- 04,  
a modul ar  appr oach wi l l  al l ow expansi on and 
r epl acement / upgr ade wi t h mi ni mal  i mpact  t o t he 
oper at i ons compar ed t o a syst em whi ch i s i nst al l ed 
at  i t s  maxi mum si ze and wi t hout  modul ar i t y.

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *
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The Mi cr ogr i d Cont r ol  Syst em ( MCS)  must  be pr ovi ded wi t h a modul ar  
ar chi t ect ur e t o f aci l i t at e f ut ur e expandabi l i t y  and scal abi l i t y .  Thi s 
i ncl udes t he abi l i t y  t o i nt egr at e addi t i onal  DER,  l oads,  and cont r ol  
al gor i t hms wi t hout  r equi r i ng a compl et e syst em over haul .

Pr ovi de MCS har dwar e component s,  i ncl udi ng cont r ol l er s,  sensor s,  and 
Human- Machi ne I nt er f ace ( HMI )  devi ces,  such t hat  t he syst em i s r eadi l y 
scal abl e by addi t i on of  suppl ement al  component s.  Pr ovi de t he compl et e MCS 
syst em t o accommodat e addi t i onal  har dwar e t hr ough modul ar  expansi on uni t s 
or  t hr ough sof t war e updat es.  Sof t war e updat ed must  be vi a [ aut omat i c] [  or  
] [ manual ]  i nst al l at i on [ onl y ] t o i mpr ove syst em per f or mance,  secur i t y,  and 
t o add new f eat ur es.  Al l  syst ems capabl e of  upgr ade must  i ncl ude a 
r ol l back f eat ur e,  capabl e of  r ever t i ng t o pr evi ous sof t war e ver si ons [ i n 
case of  updat e f ai l ur es] .  Pr ovi de a manual  over r i de f unct i on avai l abl e 
t hr ough t he Human- Machi ne I nt er f ace ( HMI )  t o [ enabl e] [ di sabl e]  syst em 
expandabi l i t y  f eat ur es dur i ng speci f i c  scenar i os.

[ Pr ovi de an MCS capabl e of  i nt egr at i ng new DERs,  i ncl udi ng but  not  l i mi t ed 
t o [ sol ar  PV] [ wi nd t ur bi nes] [ f uel  cel l s] [ bat t er y st or age] [ di esel  
gener at or s] ,  i n a pl ug- and- pl ay manner .  The syst em must  aut omat i cal l y 
r ecogni ze and conf i gur e new DERs based on pr e- def i ned or  user - conf i gur ed 
t empl at es. ]

[ The syst em must  al l ow f or  t he addi t i on of  new l oads,  bot h cr i t i cal  and 
non- cr i t i cal ,  wi t hout  r equi r i ng s i gni f i cant  r econf i gur at i on of  t he 
exi st i ng l oad management  al gor i t hms.  New l oads must  be cat egor i zed i nt o 
exi st i ng pr i or i t y l evel s or  new l evel s as def i ned by t he user . ]

[ The MCS must  suppor t  t he i nt egr at i on of  new cont r ol  al gor i t hms or  updat es 
t o exi st i ng al gor i t hms.  Thi s i ncl udes 
[ det er mi ni st i c] [ adapt i ve] [ r ul e- based] [ machi ne l ear ni ng- based]  al gor i t hms 
f or  l oad sheddi ng,  DER opt i mi zat i on,  and ot her  cont r ol  f unct i ons. ]

[ Pr ovi de an MCS syst em compat i bl e wi t h st andar d communi cat i on pr ot ocol s 
such as [ Modbus] [ DNP3] [ I EC 61850] [ OPC UA]  t o ensur e seaml ess i nt egr at i on 
wi t h new equi pment  and syst ems.  Any updat es or  changes t o communi cat i on 
pr ot ocol s must  be execut ed wi t hout  di sr upt i ng ongoi ng oper at i ons. ]

2. 1. 3. 9   Real - t i me Dat a Expor t

The Mi cr ogr i d Cont r ol  Syst em ( MCS)  must  be capabl e of  f eedi ng r eal - t i me 
dat a t o desi gnat ed engi neer i ng anal ysi s t ool s cent r al i zed wi t hi n t he SCADA 
syst em.  The dat a r equi r ed t o be avai l abl e i ncl udes,  but  i s not  l i mi t ed t o,  
syst em st at us,  DER per f or mance met r i cs,  l oad pr of i l es,  and f aul t  event s.  
Desi gn t he MCS t o suppor t  st andar d dat a exchange pr ot ocol s such as [ OPC 
UA] [ Modbus] [ DNP3]  f or  seaml ess i nt egr at i on wi t h t he anal ysi s t ool s.

2. 1. 3. 10   Bi - Di r ect i onal  ' Bl i nkl ess'  Tr ansi t i ons

Pr ovi de MCS capabi l i t y  t o execut e bi - di r ect i onal  " bl i nkl ess"  t r ansi t i ons 
bet ween gr i d- connect ed and i s l anded oper at i onal  modes.  Tr ansi t i ons ar e t o 
be compl et ed wi t hi n a t i me wi ndow not  exceedi ng [ 50 ms] [ 100 ms] [ 200 ms] ,  
t her eby ensur i ng zer o i nt er r upt i on t o cr i t i cal  and sensi t i ve l oads.

The MCS must  empl oy advanced cont r ol  al gor i t hms t o manage t he r api d 
di sconnect i on and r econnect i on pr ocesses.  These al gor i t hms must  ut i l i ze 
r eal - t i me measur ement s of  vol t age,  f r equency,  and phase angl e t o achi eve 
seaml ess t r ansi t i ons.  I ncor por at e [ phase- l ocki ng t echni ques] [ f r equency 
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mat chi ng t echni ques] [ bot h phase- l ocki ng and f r equency mat chi ng t echni ques]  
t o synchr oni ze t he mi cr ogr i d' s el ect r i cal  par amet er s wi t h t hose of  t he 
ut i l i t y  gr i d or  t he i s l anded DERs.

Dur i ng t he t r ansi t i on,  t he MCS must  manage t he r amp r at es of  DER t o avoi d 
sudden changes i n out put  t hat  coul d dest abi l i ze t he syst em.  The r amp r at es 
ar e t o be conf i gur abl e and must  not  exceed [ 2%] [ 5%] [ 10%]  of  t he r at ed 
power  per  second.

Pr ovi de a manual  over r i de f unct i on t o be accessi bl e t hr ough t he 
Human- Machi ne I nt er f ace ( HMI )  t o [ enabl e] [ di sabl e]  t he aut omat ed 
t r ansi t i on pr ocess.  Thi s f unct i on must  be passwor d- pr ot ect ed and 
accessi bl e onl y t o aut hor i zed per sonnel .

Upon successf ul  compl et i on of  each t r ansi t i on,  t he MCS must  l og t he event ,  
capt ur i ng key par amet er s such as t r ansi t i on t i me,  DERs i nvol ved,  and any 
devi at i ons f r om set  poi nt s.  Not i f i cat i ons ar e t o be sent  t o desi gnat ed 
per sonnel  t hr ough [ emai l ] [ SMS] [ HMI  al er t s] .

2. 1. 3. 11   Demand Response and Anci l l ar y Ser vi ces

Pr ovi de MCS f unct i onal i t y t o be capabl e of  execut i ng demand r esponse 
act i ons,  [ bot h] [  aut omat ed] [  and ] [ manual , ]  t o modul at e el ect r i cal  l oad 
wi t hi n t he mi cr ogr i d boundar y i n r esponse t o ext er nal  gr i d s i gnal s or  
i nt er nal  set poi nt s.  The MCS i s t o be capabl e of  r ecei v i ng demand r esponse 
commands vi a [ OpenADR 2. 0b] [ I EC 61850 GOOSE messages] .

Pr ovi de MCS capabi l i t i es i ncl udi ng:

[ a.   Load cur t ai l ment :  I mpl ement i ng pr e- conf i gur ed l oad sheddi ng schemes t o 
r educe el ect r i cal  consumpt i on upon r ecei v i ng a demand r esponse si gnal . ]

[ b.   Load shi f t i ng:  Tempor al l y r eal l ocat i ng non- cr i t i cal  l oads t o of f - peak 
hour s. ]

[ c.   Fr equency Regul at i on:  Cont i nuousl y adj ust  DER out put  t o mai nt ai n 
syst em f r equency wi t hi n [ 0. 1] [ 0. 2]  Hz of  t he nomi nal  f r equency. ]

[ d.   Vol t age Suppor t :  Cont r ol  r eact i ve power  out put  of  DERs t o mai nt ai n bus 
vol t age wi t hi n [ 1%] [ 2%]  of  nomi nal  vol t age l evel s. ]

2. 1. 3. 12   I s l and- mode Bl ack St ar t  Capabi l i t y

The Mi cr ogr i d has been desi gned wi t h t he capabi l i t y  f or  [ oper at or  
i ni t i at ed] [  and]  [ MCS aut omat i c i ni t i at i on]  of  a bl ack st ar t  i n 
i s l and- mode oper at i on t o r est or e power  t o cr i t i cal  and essent i al  l oads i n 
t he absence of  ext er nal  gr i d power .  The MCS i s t o coor di nat e t he bl ack 
st ar t  pr ocess wi t h desi gnat ed DDERs capabl e of  sel f - st ar t i ng wi t hout  
ext er nal  el ect r i cal  suppl y.  These DERs i ncl ude [ bat t er y ener gy st or age 
syst ems] [ f uel  cel l s] [ di esel  gener at or s] [ gas t ur bi nes] .

Pr ovi de MCS capabl e of  empl oyi ng advanced cont r ol  al gor i t hms t o manage 
vol t age and f r equency dur i ng t he bl ack st ar t  pr ocess.  These al gor i t hms 
must  be capabl e of  st abi l i z i ng t he mi cr ogr i d wi t hi n [ 30 seconds] [ 1 
mi nut e] [ 2 mi nut es]  f r om t he i ni t i at i on of  t he bl ack st ar t .  Vol t age and 
f r equency must  be mai nt ai ned wi t hi n [ ±1%] [ ±3%] [ ±5%]  of  nomi nal  val ues 
dur i ng t he ent i r e bl ack st ar t  pr ocess.

Pr ovi de a manual  over r i de f unct i on t o be accessi bl e t hr ough t he 
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Human- Machi ne I nt er f ace ( HMI )  t o [ enabl e] [ di sabl e]  t he aut omat ed bl ack 
st ar t  pr ocess.  Thi s f unct i on must  be passwor d- pr ot ect ed and accessi bl e 
onl y t o aut hor i zed per sonnel .

The MCS must  be t est ed t o val i dat e i t s bl ack st ar t  capabi l i t y  under  
var i ous l oad and DER condi t i ons.  Sel ect  t he t est i ng t o be i n accor dance 
wi t h t hi s speci f i cat i on and [ I EEE 1547] [ I EEE 2030. 8] [ bot h I EEE 1547 and 
I EEE 2030. 8]  st andar ds.

2. 1. 3. 13   Cont r ol  Syst em Resi l i ence and Redundancy 

I nt egr at e r esi l i ency and r edundancy t o wi t hi n t he MCS cont r ol  al gor i t hms 
and component s t o ensur e uni nt er r upt ed oper at i on under  var i ous f ai l ur e 
scenar i os.  The syst em must  be desi gned f or  maxi mum r el i abi l i t y ,  saf et y and 
i nt egr i t y whi l e mai nt ai ni ng an avai l abi l i t y  of  [ 99. 9%] [ 99. 99%] [ 99. 999%]  or  
bet t er .  Not i f i cat i ons must  be sent  t o desi gnat ed per sonnel  t hr ough 
[ emai l ] [ SMS] [ HMI  al er t s]  upon t he act i vat i on of  any r edundancy or  f ai l over  
mechani sms.

Pr ovi de t he MCS such t hat  f aul t  t ol er ance i s i mpl ement ed at  mul t i pl e 
l evel s,  i ncl udi ng but  not  l i mi t ed t o,  har dwar e,  sof t war e,  and net wor k 
communi cat i on.  Har dwar e component s such as cont r ol l er s,  dat a acqui s i t i on 
syst ems,  and communi cat i on devi ces ar e t o be conf i gur ed i n a r edundant  
set up.  Pr ovi de ar chi t ect ur e suppor t i ng hot - swappabl e component s and 
capabl e of  aut omat i c f ai l over  wi t hi n [ 100 ms] [ 200 ms] [ 500 ms] .

[ Redundant  communi cat i on pat hs ar e t o be est abl i shed usi ng [ r i ng 
t opol ogy] [ st ar  t opol ogy] [ mesh t opol ogy] .  I n case of  a communi cat i on l i nk 
f ai l ur e,  t he syst em i s t o r er out e dat a t hr ough an al t er nat e pat h wi t hi n 
[ 10 ms] [ 20 ms] [ 50 ms] .  ] [ Dat a i nt egr i t y must  be mai nt ai ned t hr ough t he use 
of  [ checksums] [ hash f unct i ons] [ bot h checksums and hash f unct i ons] .  Mi r r or  
r eal - t i me dat a i n [ dual ] [ t r i pl e]  r edundant  dat abases t o pr event  dat a 
l oss. ] i nt egr i t y must  be mai nt ai ned t hr ough t he use of  [ checksums] [ hash 
f unct i ons] [ bot h checksums and hash f unct i ons] .  Real - t i me dat a i s t o be 
mi r r or ed i n [ dual ] [ t r i pl e]  r edundant  dat abases t o pr event  dat a l oss.

2. 1. 3. 14   Oper at i onal  Mode Pr i or i t i zat i on

Pr ovi de wi t hi n t he MCS,  t he abi l i t y  t o pr i or i t i ze bet ween ef f i c i ent  and 
r esi l i ent  oper at i onal  modes.  The pr i or i t i zat i on i s t o consi der  t he 
i nst al l at i on l ocat i on,  mi ssi on r equi r ement s,  and ot her  ext er nal  f act or s.  
Pr i or i t i ze oper at i onal  modes based on a hi er ar chy t hat  al i gns wi t h mi ssi on 
obj ect i ves and oper at i onal  const r ai nt s.  Thi s pr i or i t i zat i on i s t o be 
conf i gur abl e and adapt abl e t o r eal - t i me condi t i ons.

2. 1. 3. 15   Communi cat i on wi t h Pr ot ect i on Syst em

Pr ovi de capabi l i t y  wi t hi n MCS t o mai nt ai n r eal - t i me communi cat i on wi t h t he 
pr ot ect i on syst em.  I t  must  be capabl e of  sendi ng and r ecei v i ng s i gnal s 
r el at ed t o f aul t  det ect i on,  i sol at i on,  and syst em r est or at i on.  Est abl i sh 
seaml ess and secur e communi cat i on bet ween t he MCS and t he pr ot ect i on 
syst em.  Thi s communi cat i on i s t o be i n r eal - t i me and adher e t o 
i ndust r y- st andar d pr ot ocol s such as I EC 61850,  DNP3,  or  Modbus.  The chosen 
pr ot ocol  must  suppor t  [ uni di r ect i onal ] [ bi di r ect i onal ]  dat a f l ow and be 
capabl e of  t r ansmi t t i ng bot h anal og and di gi t al  s i gnal s.

Upon det ect i on of  a f aul t  condi t i on by t he pr ot ect i on syst em,  i mmedi at e 
not i f i cat i on must  be sent  t o t he MCS.  Subsequent l y,  t he MCS must  execut e 
pr e- conf i gur ed act i ons such as l oad sheddi ng,  DER r econf i gur at i on,  or  mode 
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t r ansi t i on.  Al l  event s det ect ed by t he pr ot ect i on syst em t hat  r esul t  i n a 
change of  st at e or  act i on by t he MCS must  be l ogged.

[ I n t he event  of  a communi cat i on f ai l ur e bet ween t he MCS and t he 
pr ot ect i on syst em,   aut omat i cal l y act i vat e a backup communi cat i on channel .  
Thi s backup channel  must  be t est ed per i odi cal l y t o ensur e i t s 
f unct i onal i t y. ]

2. 1. 4   Mi cr ogr i d Cont r ol  Syst em Mul t i - Level  Ar chi t ect ur e

Thi s sect i on out l i nes t he mul t i - l evel  l ogi c ar chi t ect ur e of  t he Mi cr ogr i d 
Cont r ol  Syst em ( MCS) ,  det ai l i ng t he var i ous cont r ol  l evel s,  i nt er f ace 
component s,  and ext er nal  communi cat i on connect i ons.  The MCS i s st r uct ur ed 
i nt o pr i mar y,  secondar y,  and t er t i ar y cont r ol  l evel s,  each wi t h di st i nct  
f unct i onal i t i es and r esponsi bi l i t i es.  The i nt er act i on of  t hese l ogi c 
f unct i ons wi t h t he mi cr ogr i d f or ms t he basi s of  t he MCS st at e cont r ol  and 
sequences of  oper at i on and cont r ol .

2. 1. 4. 1   MCS Pr i mar y Cont r ol  ( Hi gh- Speed Communi cat i ons)

2. 1. 4. 1. 1   Power  Fl ow Management

Responsi bl e f or  r eal - t i me cont r ol  of  power  f l ows wi t hi n t he mi cr ogr i d,  
ensur i ng st abi l i t y  and r el i abi l i t y .

2. 1. 4. 1. 2   Faul t  Det ect i on & I sol at i on

Det ect s and i sol at es f aul t s wi t hi n t he mi cr ogr i d t o pr event  cascadi ng 
f ai l ur es.

2. 1. 4. 1. 3   Oper at i onal  Saf et y

Ensur es t he saf e oper at i on of  al l  mi cr ogr i d component s,  i ncl udi ng 
adher ence t o saf et y pr ot ocol s and st andar ds.

2. 1. 4. 1. 4   Ut i l i t y  Request s

Handl es r equest s f r om t he ut i l i t y  f or  l oad sheddi ng,  cur t ai l ment ,  or  ot her  
gr i d- suppor t i ve act i ons r equi r i ng i mmedi at e r esponse.

2. 1. 4. 1. 5   St at e Tr ansi t i on Management

Manages t he t r ansi t i ons bet ween di f f er ent  oper at i onal  st at es of  t he 
mi cr ogr i d.

2. 1. 4. 1. 6   Emer gency Response

Coor di nat es act i ons dur i ng emer gency si t uat i ons,  such as nat ur al  di sast er s 
or  equi pment  f ai l ur es.

2. 1. 4. 2   Low- Speed Communi cat i ons and Cont r ol  -  Secondar y Cont r ol

2. 1. 4. 2. 1   Load Sheddi ng

Manages t he di sconnect i on of  non- essent i al  l oads dur i ng peak demand,  
dur i ng f aul t s,  or  f or  i s l and- mode endur ance i n accor dance wi t h sequences 
of  cont r ol .
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2. 1. 4. 2. 2   Economi c Di spat ch

Near  r eal - t i me opt i mi zat i on t hr ough t he di spat ch of  gener at i on r esour ces 
t o meet  demand at  t he l owest  cost .

2. 1. 4. 2. 3   React i ve Cont r ol

Manages t he r eact i ve power  i n t he syst em t o mai nt ai n vol t age l evel s wi t hi n 
speci f i ed l i mi t s.

2. 1. 4. 2. 4   Load Shapi ng

Cont r ol s l oad pat t er ns t o opt i mi ze ener gy usage and cost s.

2. 1. 4. 2. 5   Vol t age Cont r ol

Mai nt ai ns t he vol t age l evel s wi t hi n t he mi cr ogr i d at  opt i mal  l evel s by 
di r ect i ng di spat chabl e gener at i on,  r eact i ve power  capabl e DERs,  and 
sheddi ng of  l oads.

2. 1. 4. 3   Low- Speed Communi cat i ons and Cont r ol  -  Ter t i ar y Cont r ol  
( opt i mi zat i on)

2. 1. 4. 3. 1   Ener gy Opt i mi zat i on

Opt i mi zes t he ener gy r esour ces t o r educe cost s and emi ssi ons,  opt i mi ze 
r enewabl e ener gy ut i l i zat i on,  and ensur e syst em r esi l i ence,  t hr ough 
opt i mi zi ng st or age char gi ng/ di schar gi ng schedul es,  demand r esponse,  and 
pr edi ct i ve opt i mi zat i on based on economi c or  weat her  f or ecast s.

2. 1. 4. 3. 2   Gr i d I nt er act i on

Manages t he i nt er act i ons bet ween t he mi cr ogr i d and t he mai n gr i d.

2. 1. 4. 3. 3   Demand Response

Coor di nat es wi t h ext er nal  syst ems f or  demand r esponse event s.

2. 1. 4. 3. 4   Fuel  Management

Opt i mi zes f uel  usage among di spat chabl e gener at i on r esour ces.

2. 1. 4. 3. 5   Cur t ai l ment  Request s

Handl es r equest s f or  r enewabl e ener gy cur t ai l ment .

2. 1. 4. 3. 6   HMI  & Vi sual i zat i on

Pr ovi des human- machi ne i nt er f ace capabi l i t i es f or  moni t or i ng and cont r ol .  
Pr ovi des access t o r eal - t i me and hi st or i cal  dat a.

2. 1. 4. 3. 7   Real - t i me Anal yt i cs

Per f or ms r eal - t i me anal ysi s of  mi cr ogr i d per f or mance met r i cs.

2. 1. 4. 3. 8   Renewabl e Ener gy For ecast i ng

Pr edi ct s t he avai l abi l i t y  of  r enewabl e ener gy r esour ces.
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2. 1. 4. 4   MCS Physi cal  I nt er f ace Level

2. 1. 4. 4. 1   DER Fi r ewal l

Pr ovi des cyber secur i t y measur es t o pr ot ect  t he MCS and i nt er connect ed 
syst ems.

2. 1. 4. 4. 2   Dat a Concent r at or s

Aggr egat es dat a f r om mul t i pl e sour ces such as r emot e DERs f or  anal ysi s and 
cont r ol .

2. 1. 4. 4. 3   Pr ot ocol  Conver t er

Conver t s communi cat i on pr ot ocol s t o ensur e i nt er oper abi l i t y  among 
di f f er ent  devi ces and syst ems.

2. 1. 4. 5   MCS Connect i on t o Ext er nal  Communi cat i ons Syst ems

2. 1. 4. 5. 1   UMCS

Ut i l i t y  Management  Cont r ol  Syst em pr i mar i l y f or  HVAC syst em cont r ol ,  
ener gy management ,  and demand r esponse coor di nat i on.

2. 1. 4. 5. 2   SCADA

Super vi sor y Cont r ol  and Dat a Acqui s i t i on syst em f or  r eal - t i me moni t or i ng 
and cont r ol .

2. 1. 4. 5. 3   Ext er nal  Gr i d Oper at or

Coor di nat es wi t h t he l ar ger  gr i d f or  i mpor t / expor t  of  power  and ot her  gr i d 
ser vi ces.

2. 1. 4. 5. 4   Di st r i but ed Ener gy Resour ce Management  Syst em ( DERMS)

Manages t he di st r i but ed ener gy r esour ces wi t hi n t he mi cr ogr i d.

2. 1. 4. 6   Pr ot ect i on & Met er i ng I nt er f aced wi t h MCS

2. 1. 4. 6. 1   Remot e I / O

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *
NOTE:   Sel ect  t he desi gn opt i on wher e r emot e 
moni t or i ng i s per mi t t ed.  Segr egat i on of  cont r ol  and 
r emot e moni t or i ng pr event s at t acks pat hs t o t he 
mi cr ogr i d cont r ol  l oop f r om r emot e moni t or i ng 
st at i ons i f  cont r ol  i s  not  mandat or y.

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *

Remot e i nput / out put  modul es f or  dat a acqui s i t i on and cont r ol .  [ For  r emot e 
moni t or i ng pur poses an out - of - bounds moni t or i ng must  be i nst al l ed  
physi cal l y i sol at ed f r om t he cont r ol  l oop met er i ng. ]  

2. 1. 4. 6. 2   Met er s,  PQM

Power  Qual i t y Met er s f or  moni t or i ng vol t age,  cur r ent ,  and ot her  el ect r i cal  
par amet er s.
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2. 1. 4. 6. 3   Pr ot ect i ve Rel ays

Devi ces t hat  det ect  f aul t s and t r i gger  c i r cui t  br eaker s.

2. 1. 4. 7   Mi cr ogr i d Asset s Cont r ol l ed by MCS

2. 1. 4. 7. 1   Ext er nal  Gr i d PCC

Poi nt  of  Common Coupl i ng wi t h t he ext er nal  gr i d.  

2. 1. 4. 7. 2   Gr i d- For mi ng DER( s)

DERs capabl e of  f or mi ng a gr i d.  Typi cal l y,  f i r m- gener at i on asset s.

2. 1. 4. 7. 3   Gr i d- Fol l owi ng DER( s)

Di st r i but ed Ener gy Resour ces t hat  f ol l ow t he gr i d.  Typi cal l y,  
i nver t er - based asset s.

2. 1. 4. 7. 4   ESS

Ener gy St or age Syst ems f or  st or i ng excess ener gy.

2. 1. 4. 7. 5   Di spat chabl e Load( s)

Loads t hat  can be cont r ol l ed or  shed as needed.

2. 1. 4. 7. 6   Cont r ol l abl e Load( s)

Loads t hat  can be modul at ed or  shi f t ed f or  demand r esponse or  ot her  gr i d 
ser vi ces.

Oper at i onal  St at es and St at e Sequences of  Cont r ol   ( Cont r ol  Al gor i t hms)
Pr ovi de MCS capabl e of  managi ng t he f ol l owi ng oper at i onal  st at es at  a 
mi ni mum.  For  each st at e,  i n or der  t o execut e t he l i s t ed sequences of  
cont r ol ,  t he MCS i s r esponsi bl e f or  c l osed l oop cont r ol  of  t he [ gener at i ng 
asset s,  ] [ DERs,  ] [ br eaker s and swi t ches,  ] [ r ecl oser s,  ] [ gener at i on and 
l oad di spat ch,  ] [ and sendi ng and r ecei v i ng cont r ol  s i gnal s and dat a f or  
ext er nal  syst ems] .

2. 1. 4. 8   St at e I :  Nor mal  Oper at i on ( Gr i d- Ti e Mode,  St andby)

I n t hi s st at e,  t he MCS must  mai nt ai n gr i d- connect ed oper at i ons whi l e on 
st andby f or  cont i ngency scenar i os.  Ensur e t he syst em i s pr epar ed f or  
i mmedi at e t r ansi t i on t o ot her  oper at i onal  st at es as pr ogr ammed or  di r ect ed.

2. 1. 4. 8. 1   MCS Pr i mar y Cont r ol  ( hi gh- speed)

a.  Power  Fl ow Management :  Cont i nuousl y moni t or  and cont r ol  power  f l ows t o 
mai nt ai n gr i d st abi l i t y .

b.  Can i ni t i at e sof t  t r ansi t i on t o I s l and Mode ( SOO- 101) .
  c.  Can i ni t i at e Peak Shavi ng ( SOO- 101) .

d.  Faul t  Det ect i on & I sol at i on:  Cont i nuousl y moni t or  f or  el ect r i cal  f aul t s 
and be pr epar ed t o i sol at e f aul t ed sect i ons.

e.  Can i ni t i at e Faul t  I sol at i on ( SOO- 002) .
f .  Oper at i onal  Saf et y:  Ensur e al l  saf et y pr ot ocol s ar e act i ve and 

oper at i onal .
g.  Can i ni t i at e Emer gency Shut down ( SOO- 003) .
h.  Ut i l i t y  Request s:  St andby t o r ecei ve and act  upon ut i l i t y  r equest s f or  
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gr i d ser vi ces.
i .  Can t r i gger  Demand Response ( SOO- 004) .
j .  Can i ni t i at e Gr i d Suppor t  Ser vi ces ( SOO- 102) .
k.  St at e Tr ansi t i on Management :  Mai nt ai n r eadi ness f or  st at e t r ansi t i ons 

based on syst em condi t i ons or  ext er nal  commands.
l .  Responsi bl e f or  execut i ng al l  st at e t r ansi t i ons ( SOO- 001) .
m.  Responsi bl e f or  i ni t i at i ng Bl ackout  Response ( SOO- 006)
n.  Al l owabl e St at e Tr ansi t i on Sequence:  Gr i d- Ti e t o I s l and For mi ng 

( SOO- 1x2)
o.  Al l owabl e St at e Tr ansi t i on Sequence:  Gr i d- Ti e t o Test i ng ( SOO- 1x6)
p.  Al l owabl e St at e Tr ansi t i on Sequence:  Gr i d- Ti e t o Bl ackout  ( SOO- 1x3)
q.  Emer gency Response:  St andby f or  emer gency r esponse act i vat i on,  

i ncl udi ng nat ur al  di sast er s or  equi pment  f ai l ur es.
r .  Can i ni t i at e Emer gency Response Pr ot ocol  ( SOO- 005) .
s.  Can i ni t i at e Communi cat i ons Fai l ur e Response ( SOO- 007)

2. 1. 4. 8. 2   MCS Secondar y Cont r ol  ( l ow- speed)

a.  Load Sheddi ng:  Moni t or  l oad l evel s and be pr epar ed f or  non- essent i al  
l oad sheddi ng.

b.  Can i ni t i at e Gr i d- t i ed Load Sheddi ng Pr ot ocol  ( SOO- 103) .
c.  Can i ni t i at e Peak Shavi ng ( SOO- 104) .
d.  Economi c Di spat ch:  Mai nt ai n an opt i mi zed di spat ch schedul e f or  

gener at i on r esour ces.
e.  React i ve Cont r ol :  Moni t or  r eact i ve power  l evel s and cont r ol  VAR 

compensat i on devi ces.
f .  Load Shapi ng:  Moni t or  and cont r ol  l oad pat t er ns f or  opt i mal  ener gy 

usage.
g.  Vol t age Cont r ol :  Moni t or  and mai nt ai n vol t age l evel s wi t hi n speci f i ed 

l i mi t s.
h.  Can i ni t i at e Vol t age Regul at i on ( SOO- 105) .

2. 1. 4. 8. 3   MCS Ter t i ar y Cont r ol  ( l ong- t er m opt i mi zat i on)

a.  Ener gy Opt i mi zat i on:  St andby t o opt i mi ze ener gy r esour ces based on 
pr edi ct i ve al gor i t hms.

b.  Can t r i gger  Ener gy Opt i mi zat i on Pr ot ocol  ( SOO- 106) .
c.  Gr i d I nt er act i on:  Moni t or  t he st at us of  t he mai n gr i d and be pr epar ed 

f or  t r ansi t i ons.
d.  Can i ni t i at e Gr i d Suppor t  Ser vi ces ( SOO- 102) .
e.  Demand Response:  St andby f or  demand r esponse event s f r om t he ut i l i t y  or  

ot her  ext er nal  syst ems.
f .  Can i ni t i at e Demand Response ( SOO- 108) .
g.  Fuel  Management :  Moni t or  f uel  l evel s f or  di spat chabl e gener at or s.
h.  Cur t ai l ment  Request s:  St andby t o r ecei ve and act  upon r enewabl e ener gy 

cur t ai l ment  r equest s.
i .  Can i ni t i at e Renewabl e Cur t ai l ment  ( SOO- 109) .
j .  HMI  & Vi sual i zat i on:  Ensur e r eal - t i me and hi st or i cal  dat a ar e avai l abl e 

f or  moni t or i ng.
k.  Per f or m r eal - t i me anal yt i cs f or  syst em per f or mance.
l .  Pr ovi de Renewabl e Ener gy For ecast i ng:  St andby wi t h updat ed r enewabl e 

ener gy f or ecast s.

2. 1. 4. 8. 4   MCS Physi cal  I nt er f ace Level

a.  DER Fi r ewal l :  Ensur e cyber secur i t y measur es ar e act i ve.
b.  Dat a Concent r at or s:  Aggr egat e dat a f r om DERs f or  syst em anal ysi s.
c.  Pr ot ocol  Conver t er :  Ensur e al l  communi cat i on pr ot ocol s ar e oper at i onal  

f or  devi ce i nt er oper abi l i t y .
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2. 1. 4. 8. 5   MCS Connect i on t o Ext er nal  Communi cat i ons Syst ems

a.  UMCS:  St andby f or  HVAC cont r ol  and ener gy management  commands.
b.  Can t r i gger  HVAC Opt i mi zat i on ( SOO- 110) .
c.  SCADA:  Ensur e r eal - t i me dat a i s bei ng sent  t o and r ecei ved f r om t he 

SCADA syst em.
d.  Ext er nal  Gr i d Oper at or :  St andby f or  commands or  dat a exchange wi t h t he 

ext er nal  gr i d oper at or .
e.  DERMS:  Ensur e DERs ar e bei ng managed accor di ng t o set  par amet er s.

2. 1. 4. 8. 6   Pr ot ect i on & Met er i ng I nt er f aced wi t h MCS

a.  Remot e I / O:  Ensur e dat a acqui s i t i on and cont r ol  s i gnal s ar e oper at i onal .
b.  Met er s,  PQM:  Cont i nuousl y moni t or  power  qual i t y par amet er s.
c.  Pr ot ect i ve Rel ays:  Moni t or  st at us f or  connect ed pr ot ect i ve r el ays;  

ensur e t hey r emai n oper at i onal  and r eady t o act  upon f aul t  
condi t i ons.    

d.  Can i ni t i at e Faul t  I sol at i on ( SOO- 003) .

2. 1. 4. 8. 7   Mi cr ogr i d Asset s Cont r ol l ed by MCS

a.  Ext er nal  Gr i d PCC:  Moni t or  t he poi nt  of  common coupl i ng wi t h t he 
ext er nal  gr i d f or  any anomal i es.

b.  Gr i d- For mi ng DER( s) :  Ensur e gr i d- f or mi ng DERs ar e oper at i onal  and 
synchr oni zed.

c.  Gr i d- Fol l owi ng DER( s) :  Ensur e gr i d- f ol l owi ng DERs ar e oper at i onal  and 
synchr oni zed.

d.  ESS:  Moni t or  t he st at e of  char ge and heal t h of  ener gy st or age syst ems.
e.  Can i ni t i at e Ener gy St or age Di spat ch ( SOO- 006) .
f .  Di spat chabl e Load( s) :  Ensur e di spat chabl e l oads ar e cont r ol l abl e and 

moni t or  t hei r  st at us.
g.  Cont r ol l abl e Load( s) :  Moni t or  and cont r ol  cont r ol l abl e l oads f or  demand 

r esponse or  ot her  gr i d ser vi ces.
h.  Can be par t  of  Demand Response ( SOO- 004) .

2. 1. 4. 9   St at e 2:  I sol at i on f r om Ext er nal  Ut i l i t y  ( I s l andi ng;  Tr ansi ent  
St at e)

Upon det ect i on of  an ext er nal  ut i l i t y  f ai l ur e or  ot her  t r i gger i ng event s,  
t he MCS must  i ni t i at e t he t r ansi t i on t o i s l andi ng mode.  Br eaker s or  
r ecl oser s at  t he poi nt ( s)  of  common coupl i ng ( PCCs)  must  be opened,  and 
syst em boundar i es est abl i shed.

2. 1. 4. 9. 1   MCS Pr i mar y Cont r ol  ( hi gh- speed)

a.  Power  Fl ow Management :  Responsi bl e f or  r eal - t i me cont r ol  of  power  f l ows 
wi t hi n t he i s l anded mi cr ogr i d,  ensur i ng st abi l i t y  and r el i abi l i t y .  
Tempor ar i l y  suspends non- ur gent  cont r ol  act i ons;  f ocuses on 
st abi l i z i ng power  f l ows dur i ng t he t r ansi t i on.

b.  I ni t i at es Bl ack St ar t  Pr ot ocol  ( SOO- 201)  
c.  Faul t  Det ect i on & I sol at i on:  Det ect s and i sol at es f aul t s wi t hi n t he 

i s l anded mi cr ogr i d t o pr event  cascadi ng f ai l ur es.
d.  Oper at i onal  Saf et y:  Val i dat es saf et y pr ot ocol s speci f i c  t o t he 

t r ansi t i on t o i s l and mode.
e.  Ut i l i t y  Request s:  Suspends handl i ng of  new ut i l i t y  r equest s;  mai nt ai ns 

ongoi ng act i ons.
f .  St at e Tr ansi t i on Management :  Act i vel y manages t he t r ansi t i on t o i s l and 

mode.
g.  Compl et es ongoi ng st at e t r ansi t i ons ( SOO- 001) .
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h.  Al l owabl e St at e Tr ansi t i on Sequence:  I s l andi ng t o MG For mat i on 
( SOO- 2x3) .

i .  Emer gency Response:  Cont i nues t o moni t or  f or  emer gency si t uat i ons t hat  
may ar i se dur i ng t he t r ansi t i on.  Coor di nat es act i ons dur i ng emer gency 
si t uat i ons speci f i c  t o t he i s l anded st at e.

2. 1. 4. 9. 2   MCS Secondar y Cont r ol  ( l ow- speed)

a.  Load Sheddi ng:  Pr epar es f or  pot ent i al  l oad sheddi ng;  suspends 
non- ur gent  sheddi ng act i ons.  [ Manages t he di sconnect i on of  
non- essent i al  l oads f or  i s l and- mode endur ance. ]

b.  I ni t i at es I s l and Load Sheddi ng ( SOO- 202)  t o mai nt ai n st abi l i t y  of  
mi r ogr i d syst em 

c.  Economi c Di spat ch:  Tempor ar i l y  suspends opt i mi zat i on
d.  React i ve Cont r ol :  Manages t he r eact i ve power  i n t he i s l anded syst em t o 

mai nt ai n vol t age l evel s.
e.  Load Shapi ng:  Suspends l oad shapi ng act i v i t i es.
f .  Vol t age Cont r ol :  Pr epar es f or  vol t age cont r ol  i n i s l and mode;  suspends 

non- ur gent  act i ons.  Mai nt ai ns t he vol t age l evel s wi t hi n t he i s l anded 
mi cr ogr i d by di r ect i ng di spat chabl e gener at i on and r eact i ve power  
capabl e DERs.

I ni t i at es Gener at i on Synchr oni zat i on ( SOO- 203) .

2. 1. 4. 9. 3   MCS Ter t i ar y Cont r ol  ( l ong- t er m opt i mi zat i on)

a.  Ener gy Opt i mi zat i on:  Suspends l ong- t er m opt i mi zat i on act i v i t i es.
b.  Gr i d I nt er act i on:  Pr epar es f or  di sconnect i on f r om t he mai n gr i d.
c.  Demand Response:  Suspends new demand r esponse event s;  mai nt ai ns ongoi ng 

event s.
d.  Fuel  Management :  Pauses economi c f uel  opt i mi zat i on act i ons.
e.  Cur t ai l ment  Request s:  Suspends new cur t ai l ment  r equest s;  mai nt ai ns 

ongoi ng cur t ai l ment s.

2. 1. 4. 9. 4   MCS Physi cal  I nt er f ace Level

a.  DER Fi r ewal l :  Mai nt ai ns cur r ent  cyber secur i t y measur es;  pr epar es f or  
i s l and- speci f i c  measur es.

b.  Dat a Concent r at or s:  No f unct i onal  change.
c.  Pr ot ocol  Conver t er :  No f unct i onal  change.  

2. 1. 4. 9. 5   MCS Connect i on t o Ext er nal  Communi cat i ons Syst ems

a.  UMCS:  Suspends new HVAC cont r ol  act i ons;  mai nt ai ns ongoi ng act i ons.  
b.  SCADA:  Pr epar es f or  i s l and- mode oper at i on;  mai nt ai ns essent i al  

r eal - t i me dat a exchange.

2. 1. 4. 9. 6   Pr ot ect i on & Met er i ng I nt er f aced wi t h MCS

a.  Remot e I / O:  Mai nt ai ns essent i al  dat a acqui s i t i on;  suspends non- ur gent  
cont r ol  s i gnal s.

b.  Met er s,  PQM:  Focuses on essent i al  power  qual i t y par amet er s;  suspends 
det ai l ed moni t or i ng.

c.  Pr ot ect i ve Rel ays:  Mai nt ai ns cur r ent  oper at i onal  st at us;  pr epar es f or  
i s l and- speci f i c  set t i ngs.

2. 1. 4. 9. 7   Mi cr ogr i d Asset s Cont r ol l ed by MCS

a.  Ext er nal  Gr i d PCC:  Moni t or s f or  saf e di sconnect i on;  pr epar es f or  i s l and 
mode.  Moni t or s f or  r econnect i on r eadi ness.
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b.  Gr i d- For mi ng DER( s) :  Pr epar es f or  gr i d- f or mi ng oper at i ons;  pr ovi des 
synchr oni zat i on coor di nat i on f or  connect ed DERs.  .

c.  Gr i d- Fol l owi ng DER( s) :  Suspends new act i ons;  mai nt ai ns cur r ent  
oper at i onal  st at us f or  sof t  t r ansi t i on.  [ Di r ect s gr i d- f ol l owi ng DERs 
of f l i ne f or  bl ack st ar t ]

d.  ESS:  Pr epar es f or  i s l and- mode di spat ch;  mai nt ai ns cur r ent  st at e of  
char ge.

e.  Di spat chabl e Load( s) :  Pr epar es f or  pot ent i al  sheddi ng or  cont r ol ;  
mai nt ai ns cur r ent  st at us based on l oad f or mi ng l ogi c.

f .  Cont r ol l abl e Load( s) :  Suspends new cont r ol  act i ons;  mai nt ai ns cur r ent  
oper at i onal  st at us based on l oad sheddi ng l ogi c.

2. 1. 4. 10   St at e 3:  Mi cr ogr i d For mat i on ( Sof t  Tr ansi t i on or  Bl ack St ar t )

I n t he event  of  unpl anned gr i d f ai l ur e wi t h no ener gi zed gener at i on 
r esour ces,  t he MCS must  i ni t i at e a bl ack st ar t .  I ni t i al i ze t he syst em 
pr ocess t o synchr oni ze al l  r esour ces uni f or ml y t o a def i ned r ef er ence 
f r equency.

2. 1. 4. 10. 1   MCS Pr i mar y Cont r ol  ( hi gh- speed)

a.  Power  Fl ow Management :  Fi nal i zes t r ansi t i on t o i s l and mode;  ensur es 
st abl e power  f l ows.

b.  I ni t i at es Sof t  Tr ansi t i on Compl et i on ( SOO- 301)  
or  Bl ack St ar t  Compl et i on ( SOO- 302)  as appl i cabl e.

c.  Faul t  Det ect i on & I sol at i on:  Resumes f ul l  f aul t  det ect i on and i sol at i on 
capabi l i t i es.

d.  Oper at i onal  Saf et y:  Val i dat es and enf or ces i s l and- mode saf et y pr ot ocol s.
e.  Ut i l i t y  Request s:  Resumes handl i ng of  ut i l i t y  r equest s i n i s l and mode.  

I f  I s l and mode ent er ed at  ut i l i t y  r equest ,  moni t or s f or  change i n 
st at e of  r equest .

f .  St at e Tr ansi t i on Management :  Conf i r ms successf ul  t r ansi t i on t o i s l and 
mode.

g.  Can i ni t i at e St at e Tr ansi t i on t o I s l and Mode ( SOO- 001) .
h.  Al l owabl e St at e Tr ansi t i on Sequence:  MG For mat i on t o I s l and Mode 

( SOO- 3x4)
i .  Al l owabl e St at e Tr ansi t i on Sequence:  MG For mat i on t o Gr i d- Connect  

( SOO- 3x5)  ( t ypi cal l y f ol l owi ng bl ack st ar t  wher e ext er nal  gr i d sour ce 
i s avai l abl e. )

j .  Emer gency Response:  

2. 1. 4. 10. 2   MCS Secondar y Cont r ol  ( l ow- speed)

a.  Load Sheddi ng:  Resumes nor mal  l oad sheddi ng pr ot ocol s speci f i c  t o 
i s l and mode.

b.  I ni t i at es I s l and Load Conf i r mat i on ( SOO- 303) .
c.  Economi c Di spat ch:  Resumes economi c di spat ch opt i mi zed f or  i s l and mode.
d.  React i ve Cont r ol :  Resumes f ul l  r eact i ve power  cont r ol .
e.  Load Shapi ng:  Resumes l oad shapi ng act i v i t i es opt i mi zed f or  i s l and mode.
f .  Vol t age Cont r ol :  Resumes f ul l  vol t age cont r ol  capabi l i t i es.
g.  I ni t i at es I s l and Vol t age St abi l i zat i on ( SOO- 304) .

2. 1. 4. 10. 3   MCS Ter t i ar y Cont r ol  ( l ong- t er m opt i mi zat i on)

a.  Ener gy Opt i mi zat i on:  Resumes l ong- t er m opt i mi zat i on act i v i t i es speci f i c  
t o i s l and mode.

b.  Gr i d I nt er act i on:  Moni t or s f or  pot ent i al  r econnect i on t o t he mai n gr i d.
c.  Demand Response:  Resumes demand r esponse act i v i t i es opt i mi zed f or  

i s l and mode.
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d.  Fuel  Management :  Resumes f uel  opt i mi zat i on act i v i t i es.
e.  Cur t ai l ment  Request s:  Resumes handl i ng of  cur t ai l ment  r equest s i n 

i s l and mode.

2. 1. 4. 10. 4   MCS Physi cal  I nt er f ace Level

a.  ER Fi r ewal l :  Act i vat es i s l and- speci f i c  cyber secur i t y measur es.
b.  Dat a Concent r at or s:  Resumes f ul l  dat a aggr egat i on capabi l i t i es.
c.  Pr ot ocol  Conver t er :  Act i vat es i s l and- speci f i c  communi cat i on pr ot ocol s.

2. 1. 4. 10. 5   MCS Connect i on t o Ext er nal  Communi cat i ons Syst ems

a.  UMCS:  Resumes f ul l  HVAC cont r ol  and ener gy management  act i v i t i es.
b.  SCADA:  Resumes f ul l  r eal - t i me dat a exchange capabi l i t i es.

2. 1. 4. 10. 6   Pr ot ect i on & Met er i ng I nt er f aced wi t h MCS

a.  Remot e I / O:  Resumes f ul l  dat a acqui s i t i on and cont r ol  capabi l i t i es.
b.  Met er s,  PQM:  Resumes f ul l  moni t or i ng of  power  qual i t y par amet er s.
c.  Pr ot ect i ve Rel ays:  Act i vat es i s l and- speci f i c  set t i ngs and r esumes f ul l  

oper at i onal  st at us.

2. 1. 4. 10. 7   Mi cr ogr i d Asset s Cont r ol l ed by MCS

a.  Ext er nal  Gr i d PCC:  Conf i r ms successf ul  di sconnect i on and moni t or s f or  
r econnect i on cr i t er i a.

b.  Gr i d- For mi ng DER( s) :  Conf i r ms successf ul  t r ansi t i on t o gr i d- f or mi ng 
oper at i ons.

c.  Gr i d- Fol l owi ng DER( s) :  Resumes nor mal  oper at i ons i n i s l and mode.
d.  ESS:  Conf i r ms st at e of  char ge and r esumes nor mal  di spat ch act i v i t i es.
e.  Di spat chabl e Load( s) :  Resumes f ul l  cont r ol l abi l i t y .
f .  Cont r ol l abl e Load( s) :  Resumes nor mal  cont r ol  act i v i t i es opt i mi zed f or  

i s l and mode.

2. 1. 4. 11   St at e 4:  I s l anded Oper at i on ( Opt i mi zed Oper at i on f or  Resi l i ence 
and Endur ance)

Once f ul l  l oad i s ser ved,  t he MCS must  opt i mi ze oper at i on by managi ng l oad 
f act or s of  par al l el ed gener at i on,  par al l el i ng i nver t er - based gener at i on 
devi ces,  and sheddi ng di scr et i onar y l oads t o i ncr ease syst em endur ance.

2. 1. 4. 11. 1   MCS Pr i mar y Cont r ol  ( hi gh- speed)

a.  Power  Fl ow Management :  Mai nt ai ns st abl e power  f l ows wi t hi n t he i s l anded 
mi cr ogr i d.

b.  I ni t i at es Load Bal anci ng ( SOO- 401) .
c.  Faul t  Det ect i on & I sol at i on:  Cont i nuousl y moni t or s f or  el ect r i cal  

f aul t s and i sol at es f aul t ed sect i ons.
d.  I ni t i at es I s l and Faul t  I sol at i on ( SOO- 402) .
e.  Oper at i onal  Saf et y:  Enf or ces i s l and- mode saf et y pr ot ocol s.
f .  Ut i l i t y  Request s:  Not  appl i cabl e i n i s l and mode.
g.  St at e Tr ansi t i on Management :  Moni t or s condi t i ons f or  pot ent i al  

r econnect i on t o t he mai n gr i d.
h.  I ni t i at es Reconnect i on Pr e- check ( SOO- 403) .
i .  Al l owabl e St at e Tr ansi t i on Sequence:  I s l and Mode t o Gr i d Connect  

( SOO- 4x5)
j .  Emer gency Response:  Mai nt ai ns r eadi ness f or  emer gency scenar i os 

speci f i c  t o i s l and mode.
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2. 1. 4. 11. 2   MCS Secondar y Cont r ol  ( l ow- speed)

a.  Load Sheddi ng:  Manages l oad sheddi ng speci f i c  t o i s l and mode.
b.  I ni t i at es I s l and Load Sheddi ng ( SOO- 404) .
c.  Economi c Di spat ch:  Opt i mi zes di spat ch of  gener at i on r esour ces wi t hi n 

t he i s l and.
d.  React i ve Cont r ol :  Manages r eact i ve power  t o mai nt ai n vol t age l evel s.
e.  Load Shapi ng:  Cont r ol s l oad pat t er ns t o opt i mi ze ener gy usage i n i s l and 

mode.
f .  Vol t age Cont r ol :  Mai nt ai ns vol t age l evel s wi t hi n speci f i ed l i mi t s.
g.  I ni t i at es I s l and Vol t age Regul at i on ( SOO- 405) .

2. 1. 4. 11. 3   MCS Ter t i ar y Cont r ol  ( l ong- t er m opt i mi zat i on)

a.  Ener gy Opt i mi zat i on:  Opt i mi zes ener gy r esour ces based on i s l and- mode 
const r ai nt s.

b.  I ni t i at es I s l and Ener gy Opt i mi zat i on ( SOO- 406) .
c.  Gr i d I nt er act i on:  Not  appl i cabl e i n i s l and mode.
d.  Demand Response:  Manages demand r esponse event s wi t hi n t he i s l and.
e.  I ni t i at es I s l and Demand Response ( SOO- 407) .
f .  Fuel  Management :  Opt i mi zes f uel  usage among di spat chabl e gener at i on 

r esour ces.
g.  I ni t i at es I s l and Fuel  Management  ( SOO- 408) .
h.  Cur t ai l ment  Request s:  Manages r enewabl e ener gy cur t ai l ment  wi t hi n t he 

i s l and.
i .  I ni t i at es I s l and Renewabl e Cur t ai l ment  ( SOO- 409) .

2. 1. 4. 11. 4   2. 1. 6. 11. 4 MCS Physi cal  I nt er f ace Level

a.  DER Fi r ewal l :  Mai nt ai ns i s l and- speci f i c  cyber secur i t y measur es.
b.  Dat a Concent r at or s:  Aggr egat es dat a f or  i s l and- mode anal ysi s and 

cont r ol .
c.  Pr ot ocol  Conver t er :  Mai nt ai ns i s l and- speci f i c  communi cat i on pr ot ocol s.

2. 1. 4. 11. 5   MCS Connect i on t o Ext er nal  Communi cat i ons Syst ems

a.  UMCS:  Manages HVAC and ener gy i n i s l and mode.
b.  SCADA:  Ensur es r eal - t i me dat a exchange wi t hi n t he i s l and.

2. 1. 4. 11. 6   Pr ot ect i on & Met er i ng I nt er f aced wi t h MCS

a.  Remot e I / O:  Mai nt ai ns dat a acqui s i t i on and cont r ol  s i gnal s.
b.  Met er s,  PQM:  Cont i nuousl y moni t or s power  qual i t y par amet er s i n i s l and 

mode.
c.  Pr ot ect i ve Rel ays:  Oper at es wi t h i s l and- speci f i c  set t i ngs.

2. 1. 4. 11. 7   Mi cr ogr i d Asset s Cont r ol l ed by MCS

a.  Ext er nal  Gr i d PCC:  Moni t or s f or  r econnect i on cr i t er i a t o t he mai n gr i d.
b.  Gr i d- For mi ng DER( s) :  Oper at es t o mai nt ai n gr i d st abi l i t y .
c.  Gr i d- Fol l owi ng DER( s) :  Fol l ows t he gr i d- f or mi ng DERs.
d.  ESS:  Manages st at e of  char ge and di spat ch act i v i t i es.
e.  Di spat chabl e Load( s) :  Manages cont r ol l abi l i t y  based on i s l and- mode 

r equi r ement s.
f .  Cont r ol l abl e Load( s) :  Manages cont r ol  act i v i t i es speci f i c  t o i s l and 

mode.
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2. 1. 4. 12   St at e 5:  Re- Synchr oni zat i on Back t o Ext er nal  Ut i l i t y  ( Sof t  
Tr ansi t i on Onl y;  Tr ansi ent  St at e)

Upon det ect i ng t he r et ur n of  st abl e ut i l i t y  power ,  t he MCS must  wai t  f or  a 
pr edef i ned per i od t o conf i r m ut i l i t y  st abi l i t y  bef or e i ni t i at i ng a sof t  
t r ansi t i on back t o commer ci al  power .

2. 1. 4. 12. 1   MCS Pr i mar y Cont r ol  ( hi gh- speed)

a.  Power  Fl ow Management :  Pr epar es t he syst em f or  r econnect i on by al i gni ng 
vol t age,  f r equency,  and phase.

b.  I ni t i at es Reconnect i on Pr e- check ( SOO- 501) .
c.  Faul t  Det ect i on & I sol at i on:  Ensur es no f aul t s exi st  t hat  woul d pr event  

r econnect i on.
d.  I ni t i at es Reconnect i on Saf et y Check ( SOO- 502) .
e.  Oper at i onal  Saf et y:  Val i dat es t hat  al l  saf et y pr ot ocol s f or  

r econnect i on ar e met .
f .  I ni t i at es Saf et y Conf i r mat i on ( SOO- 503) .
g.  Ut i l i t y  Request s:  Awai t s c l ear ance f r om t he ut i l i t y  f or  r econnect i on.
h.  St at e Tr ansi t i on Management :  Execut es t he r econnect i on sequence.
i .  I ni t i at es Reconnect i on Sequence ( SOO- 504) .
j .  Al l owabl e St at e Tr ansi t i on Sequence:  Re- sync t o Gr i d- Ti e Mode ( SOO- 5x1)
k.  Al l owabl e St at e Tr ansi t i on Sequence:  Re- sync t o I s l and Mode ( SOO- 5x4)  

( upon r esync f ai l ur e)
l .  Emer gency Response:  St ands by f or  any emer gency scenar i os dur i ng 

r econnect i on.

2. 1. 4. 12. 2   MCS Secondar y Cont r ol  ( l ow- speed)

a.  Load Sheddi ng:  Pr epar es f or  pot ent i al  l oad adj ust ment s upon 
r econnect i on.

b.  Economi c Di spat ch:  Pl ans f or  di spat ch adj ust ment s t hat  occur  
post - r econnect i on.

c.  React i ve Cont r ol :  Pr epar es r eact i ve power  compensat i on f or  r econnect i on.
d.  Load Shapi ng:  Pl ans f or  l oad adj ust ment s upon r econnect i on.
e.  Vol t age Cont r ol :  Al i gns vol t age l evel s f or  r econnect i on.

2. 1. 4. 12. 3   MCS Ter t i ar y Cont r ol  ( l ong- t er m opt i mi zat i on)

a.  Ener gy Opt i mi zat i on:  Pl ans f or  ener gy r esour ce adj ust ment s 
post - r econnect i on.

b.  Gr i d I nt er act i on:  Pr epar es f or  i nt er act i ons wi t h t he mai n gr i d 
post - r econnect i on.

c.  Demand Response:  Pr epar es f or  pot ent i al  demand r esponse event s 
post - r econnect i on.

d.  Fuel  Management :  Pl ans f or  f uel  usage adj ust ment s post - r econnect i on.

2. 1. 4. 12. 4   MCS Physi cal  I nt er f ace Level

a.  DER Fi r ewal l :  Val i dat es cyber secur i t y pr ot ocol s f or  r econnect i on.
b.  Dat a Concent r at or s:  Aggr egat es dat a f or  r econnect i on anal ysi s and 

cont r ol .
c.  Pr ot ocol  Conver t er :  Val i dat es communi cat i on pr ot ocol s f or  r econnect i on.

2. 1. 4. 12. 5   MCS Connect i on t o Ext er nal  Communi cat i ons Syst ems

a.  UMCS:  Pr epar es f or  HVAC and ener gy management  post - r econnect i on.
b.  SCADA:  Val i dat es r eal - t i me dat a exchange capabi l i t i es f or  

post - r econnect i on.
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2. 1. 4. 12. 6   Pr ot ect i on & Met er i ng I nt er f aced wi t h MCS

a.  Remot e I / O:  Val i dat es dat a acqui s i t i on and cont r ol  s i gnal s f or  
r econnect i on.

b.  Met er s,  PQM:  Val i dat es power  qual i t y par amet er s f or  r econnect i on.
c.  Pr ot ect i ve Rel ays:  Val i dat es set t i ngs f or  r econnect i on.

2. 1. 4. 12. 7   Mi cr ogr i d Asset s Cont r ol l ed by MCS

a.  Ext er nal  Gr i d PCC:  Val i dat es cr i t er i a f or  r econnect i on t o t he mai n gr i d.
b.  Gr i d- For mi ng DER( s) :  Pr epar es f or  t r ansi t i on t o gr i d- f ol l owi ng mode.
c.  Gr i d- Fol l owi ng DER( s) :  Pr epar es f or  synchr oni zat i on wi t h t he mai n gr i d.
d.  ESS:  Pr epar es f or  st at e of  char ge and di spat ch act i v i t i es 

post - r econnect i on.
e.  Di spat chabl e Load( s) :  Pr epar es f or  cont r ol l abi l i t y  adj ust ment s 

post - r econnect i on.
f .  Cont r ol l abl e Load( s) :  Pr epar es f or  cont r ol  act i v i t i es post - r econnect i on.

2. 1. 4. 13   St at e 6:  Test i ng and Di agnost i c St at e

Thi s mode suppor t s r egul ar l y schedul ed l oaded t est i ng,  devi ce t est i ng,  and 
t r oubl eshoot i ng.  The MCS must  be capabl e of  t r ansi t i oni ng t o t hi s st at e 
f or  di agnost i c and t est i ng pur poses.  I ndi v i dual  component s may be t aken 
out  of  ser vi ce f or  t est i ng as oper at i ons and saf et y pr ocedur es al l ow.  
Pr ot ect i ve f unct i ons must  never  be per mi t t ed t o be t aken out  of  ser vi ce 
whi l e t he devi ces r emai n ener gi zed wi t hout  a l ocal  f ai l saf e cont r ol l er .  At  
a mi ni mum,  t est i ng st at e must  pr ovi de f or  t est i ng of  mi cr ogr i d cont r ol  
syst em component s and f unct i ons wi t hout  i nt er r upt i on t o r egul ar  oper at i ons.

[ Loaded Test i ng:  _____]
[ Devi ce Test i ng:  _____]
[ I sol at i on Test i ng:  _____]

2. 1. 5   Mi cr ogr i d Cont r ol  Syst em Sequences of  Cont r ol

Thi s sect i on out l i nes t he Sequences of  Cont r ol  ( SOCs)  t hat  gover n t he 
behavi or  of  t he Mi cr ogr i d Cont r ol  Syst em ( MCS)  under  var i ous condi t i ons 
and oper at i onal  st at es.  The sequences of  cont r ol  def i ned ar e i ncl uded t o 
communi cat e desi gn i nt ent  f or  f unct i onal i t y and oper at i on and do not  
expl i c i t l y  cover  each i nt er act i on of  gr i d component s,  f eat ur es of  t he 
necessar y communi cat i on,  t i mi ng r equi r ed,  or  t he means of  execut i ng t he 
f unct i ons descr i bed.  

The SOCs ar e cat egor i zed based on t hei r  f unct i on and t he oper at i onal  st at e 
f r om whi ch t hey ar e t ypi cal l y i ni t i at ed:

a.  Sequences begi nni ng wi t h ' 0'  ( e. g. ,  SOC- 001,  SOC- 002,  et c. ) :  These ar e 
gener al  sequences t hat  t ypi cal l y may be execut ed f r om any oper at i onal  
st at e.

b.  Sequences wi t h a l eadi ng numer al  ' 1- 6'  ( e. g. ,  SOC- 102,  SOC- 203,  et c. ) :  
These sequences ar e t ypi cal l y i ni t i at ed f r om t he oper at i onal  st at e 
r epr esent ed by t he l eadi ng numer al .  For  exampl e,  SOC- 102 woul d 
gener al l y be i ni t i at ed f r om oper at i onal  st at e ' 1' ,  Nor mal  Gr i d- Ti e 
Oper at i on.

c.  Sequences wi t h an ' x '  i n t he second posi t i on ( e. g. ,  SOC- 1x2,  SOC- 2x1,  
et c. )  ar e st at e t r ansi t i on sequences,  gui di ng t he syst em f r om one 
oper at i onal  st at e t o anot her  i n a cont r ol l ed manner .
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2. 1. 5. 1   SOC- 001:  St at e Tr ansi t i on

A macr o sequence of  oper at i on;  t he Mi cr ogr i d Cont r ol  Syst em ( MCS)  
t r ansi t i ons bet ween var i ous oper at i onal  st at es such as gr i d- connect ed,  
i s l anded,  and t est i ng modes as out l i ned above.  The t r ansi t i on l ogi c i s 
based on r eal - t i me dat a and pr e- def i ned condi t i ons.  The MCS must  be 
capabl e of  execut e t he st at e t r ansi t i ons based on [ manual  oper at or  
i nput ] [ aut omat ed l ogi c] [ pr e- set  schedul es] .

2. 1. 5. 2   SOC- 002:  Faul t  I sol at i on

I n t hi s sequence,  t he Mi cr ogr i d Cont r ol  Syst em ( MCS)  t r ansi t i ons bet ween 
var i ous oper at i onal  st at es such as gr i d- connect ed,  i s l anded,  and emer gency 
modes.  The t r ansi t i on l ogi c i s based on r eal - t i me dat a and pr e- def i ned 
condi t i ons.  The MCS must  execut e t hi s sequence based on [ manual  oper at or  
i nput ] [ aut omat ed l ogi c] [ pr e- set  schedul es] .

2. 1. 5. 3   SOC- 003:  Emer gency Shut down

I n ext r eme condi t i ons r equi r i ng i mmedi at e shut down,  t he MCS must  execut e a 
cont r ol l ed shut down sequence t o pr ot ect  bot h har dwar e and per sonnel .  Thi s 
i ncl udes [ di sconnect i ng non- essent i al  l oads] [ shut t i ng down gener at i on 
uni t s] [ act i vat i ng emer gency r esponse pr ot ocol s] .

2. 1. 5. 4   SOC- 004:  Demand Response

The MCS must  adj ust  gener at i on and l oad pr of i l es i n r eal - t i me t o meet  
demand- si de management  obj ect i ves.  Thi s coul d be t r i gger ed by [ ut i l i t y  
s i gnal s] [ peak pr i c i ng per i ods] [ manual  oper at or  i nput ] .

2. 1. 5. 5   SOC- 005:  ( Ext er nal )  Emer gency Response
 

I n t he event  of  an emer gency such as a nat ur al  di sast er ,  t he MCS must  
swi t ch t o a pr e- def i ned emer gency r esponse mode.  Thi s i nvol ves 
[ pr i or i t i z i ng cr i t i cal  l oads,  ] [ pr i or i t i z i ng i s l and mode endur ance,  
] [ i sol at i ng f aul t ed or  i mpact ed syst em component s,  ] [ ut i l i z i ng gener at i on 
sour ces t o meet  mi ssi on r equi r ement s,  ] [ _____] .

2. 1. 5. 6   SOC- 006:  Bl ackout  Response

I n t hi s sequence of  oper at i on,  t he mi cr ogr i d has been subj ect ed t o a 
pl anned or  unpl anned ut i l i t y  out age and l oss of  ut i l i t y  power .  
[ I mmedi at el y af t er  t he l oss of  ut i l i t y , ] [ The MCS must  wai t  f or  a del ay of  
[ _____]  seconds f or  t he r et ur n of  a st abl e ut i l i t y  sour ce,  af t er  whi ch]  
t he MCS must  [ aut omat i cal l y]  begi n t he Bl ack- St ar t  Mi cr ogr i d For mat i on 
Sequence of  Oper at i on.  

2. 1. 5. 7   SOC- 007:  Communi cat i ons Fai l ur e Response

Upon l oss of  communi cat i on wi t h t he cent r al  cont r ol ,  t he MCS must  swi t ch 
t o a f ai l - saf e mode,  mai nt ai ni ng essent i al  ser vi ces usi ng l ocal  cont r ol  
l ogi c.  Thi s coul d i nvol ve [ manual  cont r ol ] [ pr e- l oaded al gor i t hms] [ l ocal  
sensor  dat a] .

2. 1. 5. 8   SOC- 100:  Nor mal  Gr i d- t i e Mode St abl e Oper at i on

The mi cr ogr i d i s oper at i ng i n a st abl e,  gr i d- connect ed mode.  The MCS must  
manage t he gener at i on asset s and l oads t o mai nt ai n opt i mal  power  qual i t y 
and syst em ef f i c i ency.  Thi s i nvol ves [ r eal - t i me moni t or i ng] [ l oad 
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f or ecast i ng] [ r eact i ve power  compensat i on] .

2. 1. 5. 9   SOC- 101:  Sof t  t r ansi t i on t o I s l and Mode
[ The mi cr ogr i d syst em cont r ol l er  must  not  per f or m a seaml ess,  l oaded 
t r ansi t i on f r om gr i d- connect ed t o i s l and mode. ] [ The mi cr ogr i d syst em 
cont r ol l er  wi l l  per f or m a seaml ess t r ansi t i on of  [ onl y essent i al ] [ al l  
connect ed]  l oads f r om gr i d- connect ed t o i s l and mode.  Pr i or  t o openi ng t he 
[ swi t ch( es) ] [ r ecl oser ( s) ] [ br eaker ( s) ]  at  t he poi nt  of  common coupl i ng t o 
t r ansi t i on i nt o i s l and mode,  al l  non- essent i al  l oads exceedi ng t he 
gener at i on and st ep capaci t y of  t he mi cr ogr i d f i r m power  gener at i on asset s 
must  be shed. ]

May be i ni t i at ed by t he moni t or i ng l osi ng f ai t h i n t he connect ed ext er nal  
gr i d;  par amet er s out si de I EEE 1547. 8 r equi r ement s f or  ant i - i s l andi ng,  
mi ni mum vol t age r i de- t hr ough,  under  and over - vol t age t r i p t i me.

2. 1. 5. 10   SOC- 102:  Gr i d Suppor t  Ser vi ces

Dur i ng t hi s Sequence of  Oper at i on ( SOC) ,  t he Mi cr ogr i d Cont r ol  Syst em 
( MCS)  act i vel y engages i n suppor t i ng t he st abi l i t y  and r el i abi l i t y  of  t he 
connect ed ut i l i t y  gr i d.  The MCS must  [ cont i nuousl y moni t or ] [ per i odi cal l y 
scan]  gr i d par amet er s such as f r equency,  vol t age,  and phase angl e.  Based 
on r eal - t i me anal yt i cs and pr e- def i ned set poi nt s,  t he MCS must  
[ aut omat i cal l y adj ust ] [ r equest  oper at or  conf i r mat i on t o adj ust ]  t he out put  
of  gr i d- f or mi ng DERs t o pr ovi de anci l l ar y ser vi ces.  These ser vi ces i ncl ude 
[ f r equency r egul at i on,  ] [ vol t age suppor t ,  ] [  r eact i ve power  compensat i on,  
] [ and demand r esponse] .  [ The MCS may al so engage i n [ demand 
r esponse] [ ener gy ar bi t r age] [ f r equency r egul at i on]  [ as di r ect ed by an 
ext er nal  DERMS] [ based on r eal - t i me gr i d condi t i ons] . ]

[ a.  Fr equency Regul at i on:  The MCS must  [ aut omat i cal l y] [ manual l y]  adj ust  
t he out put  of  gr i d- f or mi ng DERs t o mai nt ai n gr i d f r equency wi t hi n 
speci f i ed l i mi t s. ]

[ b.  Vol t age Suppor t :  Ut i l i z i ng advanced cont r ol  al gor i t hms,  t he MCS must  
[ dynami cal l y adj ust ] [ mai nt ai n]  t he r eact i ve power  out put  of  DERs t o 
suppor t  gr i d vol t age l evel s. ]

[ c.  React i ve Power  Compensat i on:  The MCS must  [ aut omat i cal l y 
compensat e] [ pr ovi de opt i ons t o human oper at or  f or  compensat i ng]  r eact i ve 
power  i mbal ances i n t he gr i d by cont r ol l i ng t he VAR out put  of  DERs. ]

[ d.  Demand Response:  Upon r ecei v i ng s i gnal s or  set poi nt s f r om t he ut i l i t y  
or  an aut hor i zed ent i t y,  t he MCS must  execut e pr e- def i ned l oad sheddi ng or  
l oad shi f t i ng st r at egi es. ]

2. 1. 5. 11   SOC- 103:  Gr i d- t i ed Load Sheddi ng 

When t he mai n gr i d i s under  st r ess,  t he MCS must  execut e a l oad- sheddi ng 
sequence t o al l evi at e t he st r ai n by [ pr i or i t i z i ng essent i al  l oads,  
] [ di sconnect i ng non- essent i al  l oads,  ] [ modul at i ng gr i d- par al l el  
gener at i on,  ] [ _____] .

2. 1. 5. 12   SOC- 104:  Peak Shavi ng

Dur i ng peak demand per i ods,  t he MCS must  opt i mi ze t he gener at i on and l oad 
pr of i l e t o mi ni mi ze peak demand char ges by means of  [ ut i l i z i ng ener gy 
st or age] [ demand- si de management ] [ l oad shi f t i ng] .
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2. 1. 5. 13   SOC- 105:  Vol t age Regul at i on

The MCS i s r equr i ed t o cont i nuousl y moni t or  t he vol t age l evel s wi t hi n t he 
mi cr ogr i d and exer t  cont r ol  and di r ect i on f or  component s wi t hi n t he 
mi cr ogr i d boundar y,  ensur i ng t he ut i l i zat i on vol t age r emai ns wi t hi n t he 
accept abl e r ange def i ned by I EEE 1547.  

2. 1. 5. 14   SOC- 106:  Ener gy Opt i mi zat i on 

I n t hi s sequence,  t he MCS must  opt i mi ze t he ener gy f l ow wi t hi n t he 
mi cr ogr i d t o achi eve maxi mum ef f i c i ency and r el i abi l i t y  based on [ s i gnal s 
f r om DERMS ext er nal  t o t he MCS,  ] [ r eal - t i me pr i c i ng dat a,  ] [ hi st or i cal  and 
pr oj ect ed l oad pr of i l es,  ] [ r enewabl e or  di spat chabl e gener at i on 
avai l abi l i t y ] .

2. 1. 5. 15   SOC- 108:  Demand Response

Upon r ecei v i ng a ut i l i t y  l oad shed r equest ,  t he MCS must  pr i or i t i ze l oads 
based on pr edef i ned cr i t er i a and execut e a sheddi ng sequence t o r educe 
t ot al  syst em l oad.

As di r ect ed by t he syst em [ ' s par t i c i pat i on i n Vol unt ar y Pr ot ect i on 
Pr ogr am] [ oper at or ]  [ aut omat ed l ogi c] ,  t he MCS begi ns t he pr ocess t o 
t r ansi t i on f r om gr i d- t i ed mode t o i s l and mode.  Wher e t he i s l anded 
mi cr ogr i d i s i nsuf f i c i ent  t o suppor t  al l  connect ed and power ed l oads wi t h 
di spat chabl e gener at i on r esour ces and f i r med r enewabl e gener at i on,  t he 
excess l oads ar e di sconnect ed f r om t he di st r i but i on syst em by t he MCS.  
Af t er  st abi l i zat i on and par al l el i ng of  a Gr i d- f or mi ng asset ,  t he MCS 
di r ect s t he br eaker ( s)  or  r ecl oser ( s)  at  t he poi nt  of  common coupl i ng t o 
open f or mi ng t he boundar i es of  t he mi cr ogr i d.  Upon t r ansi t i on,  t he 
mi cr ogr i d cont r ol  syst em ent er s i s l and mode oper at i on and exer t s cont r ol  
over  al l  devi ces,  ener gy r esour ces,  and l oads.

2. 1. 5. 16   SOC- 109:  Renewabl e Cur t ai l ment

Upon r ecei pt  of  a r enewabl e cur t ai l ment  r equest  f r om t he ut i l i t y ,  t he MCS 
must  adj ust  t he out put  of  r enewabl e gener at i on sour ces t o meet  t he 
r equest ed cur t ai l ment  l evel s.

2. 1. 5. 17   SOC- 110:  HVAC Opt i mi zat i on

2. 1. 5. 18   SOC- 111:  Di r ect ed Gr i d Di sconnect

As di r ect ed by t he syst em [ ' s par t i c i pat i on i n Vol unt ar y Pr ot ect i on 
Pr ogr am] [ oper at or ]  [ aut omat ed l ogi c] ,  t he MCS begi ns t he pr ocess t o 
t r ansi t i on f r om gr i d- t i ed mode t o i s l and mode.  Wher e t he i s l anded 
mi cr ogr i d i s i nsuf f i c i ent  t o suppor t  al l  connect ed and power ed l oads wi t h 
di spat chabl e gener at i on r esour ces and f i r med r enewabl e gener at i on,  t he 
excess l oads ar e di sconnect ed f r om t he di st r i but i on syst em by t he MCS.  
Af t er  st abi l i zat i on and par al l el i ng of  a Gr i d- f or mi ng asset ,  t he MCS 
di r ect s t he br eaker ( s)  or  r ecl oser ( s)  at  t he poi nt  of  common coupl i ng t o 
open f or mi ng t he boundar i es of  t he mi cr ogr i d.  Upon t r ansi t i on,  t he 
mi cr ogr i d cont r ol  syst em ent er s i s l and mode oper at i on and exer t s cont r ol  
over  al l  devi ces,  ener gy r esour ces,  and l oads.  

2. 1. 5. 19   SOC- 201:  Bl ack St ar t
 

Typi cal l y i ni t i at ed f ol l owi ng a pl anned or  unpl anned out age of  t he 
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ext er nal  gr i d,  t he MCS or chest r at es a bl ack st ar t  pr ocedur e t o ener gi ze 
t he mi cr ogr i d.  Lever agi ng bl ack st ar t - capabl e DER( s) ,  t he MCS ensur es t hat  
t he i ni t i al  vol t age and f r equency ar e wi t hi n accept abl e l i mi t s bef or e 
per mi t t i ng addi t i onal  r esour ces onl i ne.  The MCS al so val i dat es t hat  t he 
r enewabl e sour ces,  i f  any,  adher e t o I EEE 1547 Cl ause 8 r equi r ement s f or  
ant i - i s l andi ng and r i de- t hr ough capabi l i t i es.

2. 1. 5. 20   SOC- 202:  I s l and Load Sheddi ng

Oper at i ng i n I s l and- f or mi ng st at e,  and upon det ect i ng an i mbal ance bet ween 
gener at i on and l oad,  t he syst em i mmedi at el y [ engages i n l oad sheddi ng 
pr ot ocol s] [  and di r ect s di spat chabl e gener at i on st ar t up or  r amp- up] .  
Pr i or i t y i s gi ven t o mai nt ai ni ng power  t o cr i t i cal  i nf r ast r uct ur e,  as per  
pr e- def i ned l oad hi er ar chi es.

2. 1. 5. 21   SOC- 203:  Gener at i on Synchr oni zat i on

The MCS execut es phase al i gnment  al gor i t hms t o synchr oni ze al l  act i ve 
gener at or s.  Thi s ensur es cohesi ve oper at i on and mi ni mi zes phase 
i mbal ances.  I f  r enewabl e ener gy sour ces ar e par t  of  t he gener at i on mi x,  
t hei r  var i abl e out put  i s st abi l i zed t o al i gn wi t h ot her  gener at or s.  
Oper at i ons ar e r et ur ned t o t he or i gi nat i ng st at e upon compl et i on of  t hi s 
SOC.

2. 1. 5. 22   SOC- 301:  Sof t  Tr ansi t i on Compl et i on

Tr ansi t i oni ng i nt o t he ' Mi cr ogr i d For mat i on'  st at e f r om a Gr i d- Ti e st at e,  
t he MCS adj ust s t he mi cr ogr i d' s phase,  f r equency,  and vol t age t o st abi l i ze 
t he i s l anded mi cr ogr i d.  Thi s sof t  t r ansi t i on ai ms t o mi ni mi ze any 
di sr upt i ons t o connect ed l oads dur i ng t he i s l andi ng pr ocess.

2. 1. 5. 23   SOC- 302:  Bl ack St ar t  Compl et i on

Once a successf ul  bl ack st ar t  i s  achi eved,  t he MCS val i dat es t he st abi l i t y  
and r eadi ness of  al l  connect ed r esour ces.  I t  t hen t r ansi t i ons t he syst em 
t o an ' I s l anded Oper at i on'  st at e,  ensur i ng t hat  t he mi cr ogr i d i s f ul l y  
capabl e of  suppor t i ng t he desi gnat ed cr i t i cal  l oad.

2. 1. 5. 24   SOC- 400:  I s l and Mode St abl e Oper at i on

I n t hi s st at e t he [ Di esel  gener at or ( s) ] [ _____]  oper at es [ i n par al l el ]  t o 
pr ovi de t he gr i d- f or mi ng vol t age and f r equency.  Dur i ng nor mal  I s l and Mode 
[ excess gener at i on must  be di ver t ed t o t he ESS] [ excess gener at i on must  be 
cur t ai l ed.  The MCS must  pr ovi de di r ect i on t o cur t ai l  pr oduct i on t o t he 
connect ed DERs] [ ,  and t he MCS wi l l  di r ect  br eaker s and swi t ches suppor t i ng 
non- essent i al  l oads t o open based upon avai l abl e gener at i on and l oad 
management ] .  The MCS must  di r ect  non- essent i al  l oads be shed wher e t he 
demand l oad exceeds t he f i r m gener at i on capaci t y.

 
2. 1. 5. 25   SOC- 401:  Load Bal anci ng

Oper at i ng i n I s l and mode,  t he MCS Ut i l i zes r eal - t i me dat a t o dynami cal l y 
di r ect  or  connect / di sconnect  l oads and pr ovi de di r ect i on t o var i ous 
di spat chabl e DERs and ener gy st or age syst ems or  connect / di sconnect  t hem 
based on t hei r  cur r ent  capaci t y and ef f i c i ency.  Thi s sequence i s occur r i ng 
and r epeat i ng.
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2. 1. 5. 26   SOC- 402:  I s l and Faul t  I sol at i on

Shoul d a f aul t  occur  wi t hi n t he i s l anded mi cr ogr i d,  aut omat ed f aul t  
det ect i on sequence must  i ni t i at e aut omat i cal l y.  The MCS must  i sol at e t he 
f aul t y sect i ons and r er out e power  t o mai nt ai n mi cr ogr i d st abi l i t y ,  
i nt ended on pr event i ng cascadi ng f ai l ur es and mai nt ai ni ng suppor t  of  
cr i t i cal  l oads.

2. 1. 5. 27   SOC- 403:  Reconnect i on Pr e- check

Bef or e i ni t i at i ng t he r econnect i on t o t he mai n gr i d,  a ser i es of  checks 
ar e conduct ed on bot h t he mi cr ogr i d and ut i l i t y  sour ce.  These i ncl ude 
ut i l i t y  st abi l i t y  anal ysi s f or  a speci f i ed dur at i on,  mi cr ogr i d- t o- ut i l i t y  
phase mat chi ng,  vol t age mat chi ng,  and f r equency sync.  Onl y af t er  
successf ul  compl et i on and eval uat i on wi t hi n accept abl e par amet er s,   t he 
MCS i s t o pr oceed wi t h t he r econnect i on sequence.

2. 1. 5. 28   SOC- 404:  I s l and Load Sheddi ng

To pr event  over l oadi ng of  DERs,  t he MCS i s r equr i ed t o engage aut omat ed 
l oad- sheddi ng al gor i t hms.  Non- cr i t i cal  l oads must  be di sconnect ed based on 
pr i or i t y l evel s,  ensur i ng t hat  essent i al  ser vi ces r emai n uni nt er r upt ed.

2. 1. 5. 29   SOC- 405:  I s l and Vol t age Regul at i on

Vol t age l evel s ar e cont i nuousl y moni t or ed.  I f  any devi at i on f r om t he 
speci f i ed l i mi t s i s det ect ed,  t he MCS must  [ act i vat e capaci t or  banks,  
] [ di r ect  on- l oad t ap changer s,  ] [ command ESS t o char ge or  di schar ge as 
r eact i ve power  sour ce or  s i nk,  ] [ di r ect  di spat chabl e or  sheddabl e l oads,  
] [ and ] [ cont r ol  r eact i ve power  f r om i nver t er s]  t o mai nt ai n st abl e vol t age 
l evel s.

2. 1. 5. 30   SOC- 406:  I s l and Ener gy Opt i mi zat i on

Begi nni ng i n I s l and Mode,  t he MCS i mmedi at el y assesses t he cur r ent  power  
f l ow,  i ncl udi ng gener at i on asset s,  st or age st at us,  and l oad pr of i l es.  I t  
t hen pr i or i t i zes r enewabl e ener gy sour ces,  di r ect i ng t hem t o oper at e at  
t hei r  maxi mum ef f i c i ency l evel s.  Concur r ent l y,  t he MCS adj ust s t he char ge 
or  di schar ge r at es of  Ener gy St or age Syst ems ( ESS)  t o ei t her  st or e excess 
ener gy or  r el ease st or ed ener gy t o meet  demand.  I f  r enewabl es and ESS ar e 
i nsuf f i c i ent ,  t he MCS must  pr ovi de di r ect i on t o r amp up di spat chabl e 
gener at i on asset s,  [ gas t ur bi nes] [  and] [  di esel  gener at or s] [ ___] [ ]  t o meet  
demand.  The MCS al so [ engages i n r eal - t i me l oad f or ecast i ng t o ant i c i pat e 
f ut ur e ener gy needs] [ r ecei ves s i gnal s f r om ext er nal  DERMS based on 
r eal - t i me l oad pr oj ect i on] ,  adj ust i ng gener at i on and st or age oper at i ons 
accor di ngl y.  Thr oughout  t hi s sequence,  t he MCS cont i nuousl y moni t or s t he 
st at e of  char ge of  t he ESS and t he f uel  l evel s of  di spat chabl e gener at or s 
t o ensur e l ong- t er m endur ance t o meet  mi ssi on r equi r ement s.

2. 1. 5. 31   SOC- 407:  I s l and Demand Response,  Di spat chabl e Gener at i on & 
Consumpt i on

The MCS,  r ef er enci ng t he def i ned and pr ogr ammed cat egor i zat i on of  l oads 
i nt o [ cr i t i cal ,  ] [ essent i al ,  ] [ and non- essent i al ] ,  and pr epar es t o shed 
l oads i n i nver se pr i or i t y i f  necessar y.  Si mul t aneousl y,  t he MCS sends 
si gnal s t o di spat chabl e l oads and gener at i on asset s,  i nst r uct i ng t hem t o 
ei t her  r amp up or  down based on cur r ent  needs.  [ Al t er nat i vel y,  i t  may 
i nst r uct  di spat chabl e gener at or s t o i ncr ease out put . ]
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2. 1. 5. 32   SOC- 408:  I s l and Fuel  Management

Fuel  l evel s and consumpt i on r at es f or  non- r enewabl e DERs ar e c l osel y 
moni t or ed.  Shoul d f uel  l evel s appr oach cr i t i cal  l i mi t s,  t he MCS must  
t r i gger  al er t s and may swi t ch t o al t er nat i ve sour ces t o mai nt ai n power  
suppl y.

2. 1. 5. 33   SOC- 409:  I s l and Renewabl e Cur t ai l ment

When suppl y f r om r enewabl e sour ces exceeds demand,  t he MCS must  cur t ai l  
t he excess gener at i on.  Thi s i s cr uci al  f or  mai nt ai ni ng mi cr ogr i d st abi l i t y  
and pr event i ng pot ent i al  damage t o i nf r ast r uct ur e.

2. 1. 5. 34   SOC- 501:  Reconnect i on Pr e- check

Bef or e i ni t i at i ng t he r econnect i on t o t he mai n gr i d,  a ser i es of  checks 
ar e conduct ed on bot h t he mi cr ogr i d and ut i l i t y  sour ce.  These i ncl ude 
ut i l i t y  st abi l i t y  anal ysi s f or  a speci f i ed dur at i on,  mi cr ogr i d- t o- ut i l i t y  
phase mat chi ng,  vol t age mat chi ng,  and f r equency sync.  Onl y af t er  
successf ul  compl et i on and eval uat i on wi t hi n accept abl e par amet er s,   t he 
MCS i s t o pr oceed wi t h t he r econnect i on sequence.

2. 1. 5. 35   SOC- 502:  Reconnect i on Saf et y Check

Pr i or  t o c l osi ng t he poi nt  of  common coupl i ng c i r cui t ,  t he MCS di r ect s a 
ser i es of  f i nal  checks [ and si mul at i ons]  [ and di r ect s pr ot ect i on syst em 
updat es,  shi f t i ng f r om i s l and mode t o gr i d- t i e mode pr ot ect i on set t i ngs] .

2. 1. 5. 36   SOC- 503:  Saf et y Conf i r mat i on

I n t hi s sequence,  t he MCS sends a saf et y conf i r mat i on s i gnal  t o bot h l ocal  
oper at or s and t he ut i l i t y  gr i d cont r ol  cent er .  Thi s ser ves as t he f i nal  
go/ no- go deci s i on poi nt  f or  r econnect i on.  The MCS wai t s f or  an 
acknowl edgment  s i gnal  f r om t he ut i l i t y  gr i d cont r ol  cent er ,  conf i r mi ng 
t hat  i t  i s  saf e t o pr oceed wi t h t he r econnect i on.  I f  t he acknowl edgment  i s 
not  r ecei ved wi t hi n a pr edef i ned t i me,  t he MCS abor t s t he r econnect i on and 
r ever t s t o i s l and mode,  ensur i ng t he saf et y and i nt egr i t y of  t he mi cr ogr i d.

2. 1. 5. 37   SOC- 504:  Reconnect i on Sequence

Wi t h al l  saf et y checks compl et e and conf i r mat i ons r ecei ved,  t he MCS 
i ni t i at es t he f i nal  r econnect i on sequence.  I t  f i r st  synchr oni zes t he 
mi cr ogr i d' s vol t age,  f r equency,  and phase angl e wi t h t hose of  t he ext er nal  
gr i d.  Once synchr oni zed,  t he MCS cl oses t he PCC br eaker s,  ef f ect i vel y 
t r ansi t i oni ng t he mi cr ogr i d f r om i s l and mode t o gr i d- t i ed oper at i on.  The 
MCS t hen gr adual l y r amps down or  shut s of f  i nt er nal  gener at i on asset s as 
i t  begi ns t o dr aw power  f r om t he ext er nal  gr i d.  Fi nal l y,  t he MCS per f or ms 
a post - connect i on assessment  t o ensur e t hat  al l  syst ems ar e st abl e and 
oper at i ng as expect ed,  compl et i ng t he t r ansi t i on back t o gr i d- t i ed mode.

2. 1. 6   Cont r ol  Power

Power  mi cr opr ocessor - based devi ces i nt egr al  t o mi cr ogr i d cont r ol  f r om DC 
sour ces conf or mi ng t o [ 24V] [ 48V] [ 125V]  st andar d vol t age l evel s.  Devi ces 
r equi r i ng DC power  encompass [ cont r ol l er s, ] [  comput er s, ] [  swi t ches] [ ,  
r out er s, ] [  gr i d- connect ed i nver t er s f or  bat t er y st or age, ] [  gener at or  set  
cont r ol l er s, ] [  i nver t er  cont r ol l er s, ] [  f i r ewal l s, ] [  gat eways, ] [  pr ot ect i on 
devi ces,  met er s, ] [  and moni t or s] .
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I n scenar i os wher e AC power  i s l ost ,  uni nt er r upt ed oper at i on of  
communi cat i on,  cont r ol ,  and moni t or i ng f unct i ons i s mandat or y.  For  AC 
out ages exceedi ng [ _____] [ 10 mi nut es] [ 30 mi nut es] ,  equi pment  must  [ ent er  a 
l ow- power  st at e] [  or  ] [ di sconnect  f r om t he DC bus]  t o conser ve bat t er y 
l i f e f or  pot ent i al  bl ack st ar t  condi t i ons.

Moni t or i ng and al ar mi ng of  DC backup bat t er i es and associ at ed char gi ng 
ci r cui t s must  be cont i nuous on t he MCS.  Mi ni mum moni t or ed par amet er s must  
i ncl ude [ DC vol t age] [  and ] [ char ger  onl i ne st at us] .

For  enhanced DC bus r el i abi l i t y  dur i ng pr ol onged AC out ages,  c i r cui t s and 
r el ays must  be conf i gur ed t o [ sel ect  AC power  f r om a si ngl e sour ce] [ sel ect  
AC power  f r om mul t i pl e sour ces] .  I n hi gh- r el i abi l i t y  l ocat i ons,  
[ s i ngl e] [ r edundant ]  DC power  sour ces must  be pr ovi ded t o cr i t i cal  
el ect r oni cs t hr ough [ s i ngl e di ode ar r angement s] [ mul t i pl e di ode 
ar r angement s] .  Dur i ng bat t er y ser vi c i ng or  r epl acement ,  cr i t i cal  
el ect r oni cs must  [ r emai n connect ed t o t he DC bus] [ be di sconnect ed f r om t he 
DC bus]  t hr ough [ bat t er y bypass ci r cui t s] [ char ger s capabl e of  pr ovi di ng DC 
vol t age wi t hout  a bat t er y] .

Engi ne st ar t i ng bat t er i es f or  gener at or  set s may ser ve as 
[ pr i mar y] [ backup]  DC sour ces.  El ect r oni cs must  wi t hst and a 
[ 3- second] [ 5- second]  vol t age di p of  [ 50%] [ 40%]  dur i ng engi ne st ar t s.

Use of  AC Uni nt er r upt i bl e Power  Suppl i es ( UPS)  i s 
[ per mi t t ed] [ di scour aged] [ not  per mi t t ed] .

2. 1. 7   Pr ot ect i on and Cont r ol  I nt egr at i on

Dat a per t ai ni ng t o al ar ms,  t ar get s,  heal t h st at us,  met er i ng,  and 
I EEE 2030. 8compl i ance on t he AC power  syst em must  be t r ansmi t t ed f r om 
pr ot ect i ve r el ays t o t he MCS.  Upon det ect i on of  a f aul t ed,  open,  or  
er r oneous ci r cui t  condi t i on by t he r el ays,  cont r ol  syst ems gover ni ng 
di spat ch,  vol t age,  f r equency,  power ,  and r eact i ve power  must  cease 
oper at i on i n a cont r ol l ed manner .

Mandat or y dat a col l ect i on i n accor dance wi t h I EEE 2030. 8 dat a t abl e C. 1 
must  encompass pr ot ect i ve r el ays at  t he poi nt  of  ut i l i t y  coupl i ng and al l  
DER,  i ncl udi ng [ gener at or  set s, ] [  i nver t er s, ] [  phot ovol t ai c syst ems, ] [  and 
Bat t er y Ener gy St or age Syst ems ( BESS) . ]

Al l  r equi r ed dat a f r om pr ot ect i ve r el ays must  be di spl ayed on t he MC HMI ,  
i ncl udi ng:
a.  Al ar ms and Tar get s r equi r ed f r om r el ays i ncl ude but  ar e not  l i mi t ed 

t o:  Tr i p,  Lockout  86,  ESTOP,  c i r cui t  br eaker  bel l  al ar m,  br eaker  
st at us,  l ocal / r emot e,  per mi ssi ve t o c l ose/ synchr oni ze.

b.  Heal t h st at us r equi r ed f r om r el ays i ncl ude but  ar e not  l i mi t ed t o:  
pr ot ect i on enabl e/ of f l i ne st at us,  t r i p st at us,  communi cat i on 
st at us.

c.  Met er i ng r equi r ed f r om r el ays i ncl ude but  ar e not  l i mi t ed t o:  3 
phase power ,  3 phase r eact i ve power ,  f r equency on bot h s i des of  
al l  DER and PCC br eaker s,  phase- phase vol t ages on bot h s i des of  
al l  DER and PCC br eaker s,  cur r ent ,  power  f act or .

d.  I EEE 2030. 8 dat a r equi r ed f r om r el ays t o be st or ed f or  t he l i f e of  
t he mi cr ogr i d must  i ncl ude but  ar e not  l i mi t ed t o:  P,  Q,  V,  F at  
ever y DER and PCC.

e.  Requi r ed cont r ol s t o t he r el ays i ncl ude but  ar e not  l i mi t ed t o:  CB 
open/ cl ose,  mot or  oper at ed di sconnect  open/ cl ose,  t ap change 
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r ai se/ l ower .

Al l  r equi r ed DER dat a f r om must  be di spl ayed on t he MC HMI ,  i ncl udi ng:
a.  Al ar ms and Tar get s r equi r ed f r om DER i ncl ude but  ar e not  l i mi t ed 

t o:  Tr i p,  Lockout  86,  ESTOP,  c i r cui t  br eaker  bel l  al ar m,  br eaker  
st at us ( DC and AC) ,  l ocal / r emot e,  per mi ssi ve t o 
c l ose/ synchr oni ze/ commut at e.

b.  Heal t h st at us r equi r ed f r om DER i ncl ude but  ar e not  l i mi t ed t o:  
enabl e/ of f l i ne st at us,  maj or  and mi nor  al ar ms,  communi cat i on 
st at us.

c.  Met er i ng r equi r ed f r om DER i ncl ude but  ar e not  l i mi t ed t o: 3 phase 
power ,  3 phase r eact i ve power ,  f r equency,  phase- phase vol t ages on 
bot h s i des of  br eaker s,  cur r ent ,  power  f act or ,  and appl i cabl e 
t emper at ur es,  oi l  pr essur es,  l evel s,  and f i r e al ar m st at us.

d.  I EEE 2030. 8 dat a r equi r ed f r om DER t o be st or ed f or  t he l i f e of  t he 
mi cr ogr i d must  i ncl ude but  ar e not  l i mi t ed t o:  P, Q, V, F at  ever y DER

e.  Requi r ed cont r ol s t o t he DER i ncl ude but  ar e not  l i mi t ed t o:  
f r equency/ power  r ef er ence,  vol t age/ r eact i ve power  r ef er ence,  
enabl e commut at i on,  br eaker  open/ cl ose.

2. 1. 8   Ener gy Management  Funct i ons

2. 1. 8. 1   Di spat ch Requi r ement s

Al l  mi cr ogr i d cont r ol  syst ems ar e t o be pr ovi ded wi t h sever al  mi ni mal  
r equi r ement s f or  di spat chi ng al l  DER i ncl usi ve of  genset s,  bat t er y 
i nver t er s,  PV i nver t er s,  or  ot her  ener gy pr oduci ng DER.  

The f ol l owi ng f or ms of  di spat ch ar e mandat or y:
a.  DER of f l i ne.  Each i ndi v i dual  DER can be shut  down i nt o a mode t hey 

do not  pr oduce or  consume cur r ent .
b.  DER manual  di spat ch.  Each i ndi v i dual  DER can be st ar t ed and f ol l ow 

a user  ent er ed set poi nt  set  by t he user  at  t he MC HMI .
c.  Gr i d Connect ed Resi l i ency di spat ch.  I n t hi s mode t he syst em i s 

connect ed t o t he ut i l i t y  and DER ar e di spat ched t o pr ovi de t he 
best  oppor t uni t y f or  a seaml ess i s l andi ng shoul d t he ut i l i t y  go 
out  of  ser vi ce.  To be used when t he base i s about  t o exper i ence an 
at t ack or  a st or m.  

d.  Gr i d Connect ed Economi c Di spat ch.  I n t hi s mode t he syst em i s 
connect ed t o t he ut i l i t y  and DER ar e di spat ched t o achi eve t he 
desi r ed economi c obj ect i ve f or  t he syst em.  User  obj ect i ves may 
i ncl ude l east  oper at i onal  cost ,  Demand l i mi t i ng at  a poi nt  of  
common coupl i ng,  r eal  t i me pr i ce opt i mi zat i on,  or  ot her .  Equi pment  
heal t h,  mai nt enance condi t i on,  f uel  pr i ces,  pr oj ect  i nvest ment  
obj ect i ves,  or  ot her  ar e t o be pr i or i t i zed and met .

e.  I s l anded Resi l i ency di spat ch.  I n t hi s mode t he syst em i s 
di sconnect ed f r om t he ut i l i t y  and al l  r el i abl e genset  must  be 
oper at ed wi t hout  r egar d f or  oper at i onal  cost s such as f uel .  
I nt er mi t t ent  ener gy such as PV,  wi nd,  or  ot her  must  be cur t ai l ed 
or  shut down.  Bat t er y syst ems must  be par al l el ed and commut at i ng 
but  onl y pr oduce or  consume power  t o assi st  r el i abl e genset s.  Thi s 
i s t he most  r esi l i ent  and cost l y f or m of  i s l anded di spat ch used 
speci f i cal l y dur i ng bl ackst ar t i ng or  shoul d t he f aci l i t y  be under  
at t ack or  i n a st or m.

f .  [ Gr i d Connect ed Ext er nal  di spat ch.  Al l  DER set poi nt s ar e set  by an 

SECTI ON 26 37 13  Page 65



upst r eam ' nest ed'  mi cr ogr i d,  a SCADA oper at i ons f aci l i t y ,  or  
anot her  cont r ol  syst em.  Al l  cont r ol s of  DER manual  di spat ch must  
be made avai l abl e t o an upst r eam syst em.  ]

g.  [ I s l anded Economi c Di spat ch.  I n t hi s mode t he syst em i s 
di sconnect ed f r om t he ut i l i t y  and t he syst em i s di spat ched i n a 
manner  t hat  pr ol ongs base r esour ces ( such as f uel ) .  I nt er mi t t ent  
ener gy such as PV,  wi nd,  or  ot her  ar e t o be cur t ai l ed as r equi r ed 
t o pr event  genset s or  bat t er i es f r om t r i ppi ng of f l i ne.  Thi s i s t he 
l east  cost l y f or m of  i s l anded di spat ch used speci f i cal l y f or  
pr ol onged ut i l i t y  out ages. ]

h.  [ Mai nt enance modes such as wet  st ack mi t i gat i on,  mont hl y genset  
t est i ng,  or  ot her . ]

2. 1. 8. 2   Bl ackst ar t i ng Requi r ement s

Bl ackst ar t i ng a power  syst em means br i ngi ng t he power  back onl y wi t h al l  
DER i ni t i al l y  of f l i ne and syst ems de- ener gi zed.  Thi s i s nor mal l y because 
t he l ocal  ut i l i t y  i s  unavai l abl e.  The MC must  pr ovi de a bl ackst ar t i ng 
syst em wi t h t he f ol l owi ng mi ni mal  r equi r ement s:

a.  I ni t i at i on and shut down of  t he sequence must  be user  i ni t i at ed.  Aut o 
i ni t i at i on i s accept abl e,  but  opt i onal .  Bl ackst ar t  sequence must  
aut omat i cal l y end and al er t  user  of  t he st at us of  success/ f ai l ur e of  
t he at t empt .

b.  The sequence must  cease shoul d power  syst em f aul t  be det ect ed.
c.  The sequence must  adapt  t o l oss of  moni t or i ng or  cont r ol  of  c i r cui t  

br eaker s.
d.  Long t er m ( r eser ve mar gi ns)  and shor t  t er m ( i ncr ement al  r eser ve 

mar gi ns)  of  DER must  be cont i nuousl y abi ded;  i . e. ,  no l oads ar e t o be 
al l owed t o over r un t he t ot al  syst em of  DER abi l i t y  t o suppl y RM or  I RM.

e.  Magnet i c i nr ush of  t r ansf or mer s and mot or s must  be consi der ed pr i or  t o 
c l osi ng ever y br eaker .

f .  Col d l oad i nr ush associ at ed wi t h k i net i c ener gy spi n- up of  mot or s and 
power  el ect r oni c DC bus ener gi zat i on must  be consi der ed pr i or  t o 
c l osi ng ever y br eaker .

g.  Del ayed l oad st ar t  such as bui l di ng HVAC or  ATS r e- t r ansf er s must  be 
consi der ed pr i or  t o c l osi ng ever y br eaker .  Suf f i c i ent  RM must  be 
r eser ved shoul d t hese syst ems come onl i ne sever al  mi nut es af t er  
ener gi zat i on.

h.  Genset s must  not  be damaged dur i ng st ar t i ng wi t hout  auxi l i ar y AC power .  
DC l ube oi l  pumps ar e pr ef er r ed f or  bl ackst ar t i ng.

i .  Engi ne r esponse t i mes must  be adequat e t o pi ckup l oads wi t hout  
excessi ve f r equency devi at i ons;  f or  exampl e l ean bur n nat ur al  gas 
genset s ar e much sl ower  and smal l er  I RM t han same si zed di esel s.

2. 1. 8. 3   Rest or at i on Requi r ement s

Gr i d Rest or at i on means br i ngi ng t he power  back wi t h a heal t hy l ocal  
ut i l i t y .  The MC must  pr ovi de a r est or at i on syst em wi t h t he f ol l owi ng 
mi ni mal  r equi r ement s:

a.  I ni t i at i on and shut down of  t he sequence must  be user  sel ect abl e as 
manual  or  aut omat i c.

b.  Sequence must  aut omat i cal l y end and al er t  user  of  t he st at us of  
success/ f ai l ur e of  t he at t empt .

c.  The sequence must  cease shoul d power  syst em f aul t  be det ect ed.
d.  The sequence must  adapt  t o l oss of  moni t or i ng or  cont r ol  of  c i r cui t  

br eaker s.
e.  Consi der  pr ot ect i on t r i p set poi nt s,  col d l oad i nr ush,  magnet i c i nr ush 
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bef or e c l osi ng br eaker s.

2. 1. 8. 4   DER Mode Sel ect i on

DER t hat  l oad shar e wi t hout  communi cat i on ar e st r ongl y pr ef er r ed such as 
GFMD and RPM cont r ol  wi t h met er ed power  dr oop.

The f ol l owi ng t abl e shows t he pr ef er r ed,  accept abl e,  and un- accept abl e 
modes of  DER pr i mar y cont r ol  f or  t he mi cr ogr i d dur i ng gr i d connect ed 
oper at i on.

Mode Genset BESS I BR PV I BR

Pr ef er r ed RPM cont r ol  wi t h 
met er ed power  dr oop 

Vol t age cont r ol  wi t h 
met er ed VAR dr oop

Gr i d f or mi ng wi t h 
Dr oop

Gr i d f ol l owi ng

Accept abl e Power  and VAR 
cont r ol  wi t h or  
wi t hout  dr oop

Gr i d f ol l owi ng wi t h 
or  wi t hout  dr oop

Unaccept abl e I sochr onous Gr i d f or mi ng

The f ol l owi ng t abl e shows t he pr ef er r ed,  accept abl e,  and un- accept abl e 
modes of  DER pr i mar y cont r ol  f or  t he mi cr ogr i d dur i ng i s l anded oper at i on 
( no ut i l i t y) .

Mode Genset BESS I BR PV I BR

Pr ef er r ed RPM cont r ol  wi t h 
met er ed power  dr oop 

Vol t age cont r ol  wi t h 
met er ed VAR dr oop

Gr i d f or mi ng wi t h 
Dr oop

Gr i d f ol l owi ng

Accept abl e Power  and VAR 
cont r ol  wi t h or  
wi t hout  dr oop

Gr i d f or mi ng

Accept abl e I sochr onous Gr i d f ol l owi ng wi t h 
or  wi t hout  dr oop

Unaccept abl e Power  and VAR cont r ol Gr i d f ol l owi ng wi t h 
or  wi t hout  dr oop

2. 1. 8. 5   Load Sheddi ng

The f ol l owi ng f or ms of  accept abl e l oad sheddi ng may be speci f i ed f or  t he 
mi cr ogr i d cont r ol  syst em.  These do not  r equi r e an HI L t est ,  but  t hey do 
r equi r e a l oad sheddi ng coor di nat i on st udy.
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a.   Ut i l i t y  r equest ed l oad r educt i on,  per  an i nt er connect  cont r act .  
Ut i l i t y  commands come f r om SCADA ei t her  ver bal l y or  v i a a DNP3 
communi cat i on l i ne.

b.   Ut i l i t y  coor di nat ed l oad r educt i on,  per  an i nt er connect  cont r act .  
Tr i ps happen based on under - f r equency t hr eshol ds and t i mer s set  i n 
pr ot ect i ve r el ays t hr oughout  t he mi cr ogr i d.

c.   I s l anded under - f r equency l oad r educt i ons.  Tr i ps happen based on 
under - f r equency t hr eshol ds and t i mer s set  i n pr ot ect i ve r el ays 
t hr oughout  t he mi cr ogr i d.  These set poi nt s may be ei t her  t i me or  
t hr eshol d coor di nat ed wi t h t he ut i l i t y  l oad r educt i ons,  or  t hey may be 
enabl ed wi t h an i s l andi ng st at us f r om t he PCC.

d.   I s l anded Over l oad l oad r educt i ons.  Loads ar e t r i pped when genset s and 
i nver t er s appr oach a cur r ent  or  power  over l oad.

e.   I s l anded Event  l oad r educt i on.  Loads ar e t r i pped when r el ays at  PCC,  
genset s,  BESS,  or  ot her  det ect  an unexpect ed br eaker  openi ng.  Al so 
cal l ed cont i ngency or  f ast  schemes.

The f ol l owi ng t abl e i dent i f i es whi ch t ype of  l oad sheddi ng ar e appl i cabl e 
f or  sever al  common t ypes of  mi cr ogr i ds:

Type of  Mi cr ogr i d Al l owabl e Load Sheddi ng Comment s

Ut i l i t y Gr i d Connect ed -  Ut i l i t y r equest ed l oad 
r educt i on
-  Ut i l i t y coor di nat ed l oad 
r educt i on

Set  per  ut i l i t y Cont r act

I s l anded wi t hout  genset s or  
synchr onous 
condensor / f l ywheel .  BESS i n 
GFMD.

-  I s l anded under - f r equency 
l oad r educt i on
-  I s l anded Over l oad l oad 
r educt i ons
-  I s l anded Event  l oad 
r educt i on

BESS whi ch dr oop f r equency 
on l oadi ng mi ght  al l ow 
f r equency l oad sheddi ng t o 
wor k.

I s l anded wi t hout  genset s or  
synchr onous condense
r / f l ywheel .  BESS i n GFM no 
dr oop.

-  I s l anded Over l oad l oad 
r educt i ons
-  I s l anded Event  l oad 
r educt i on

Fr equency i s not  a good 
i ndi cat i on of  over l oad on 
t hese t ypes of  mi cr ogr i ds.

I s l anded wi t h genset s or  
synchr onous 
condenser / f l ywheel .

-  I s l anded under - f r equency 
l oad r educt i on
-  I s l anded Over l oad l oad 
r educt i ons
-  I s l anded Event  l oad 
r educt i on

Ki net i c ener gy st or age 
al l ows r el i abl e usage of  
mor e ki nds of  l oad sheddi ng.

The f ol l owi ng f or ms of  l oad sheddi ng r equi r e a f ul l  har dwar e i n t he l oop 
t est  of  t he sol ut i on:

Under  vol t age based l oad sheddi ng schemes.
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Rat e of  change of  f r equency l oad sheddi ng schemes.
Any t ype of  l oad sheddi ng not  speci f i cal l y cal l ed out  i n l i s t  of  

accept abl e l oad sheddi ng schemes.

2. 1. 9   Ener gy Repor t i ng and Moni t or i ng

The mi cr ogr i d cont r ol  syst em ( MCS)  must  pr ovi de ener gy r epor t i ng and 
moni t or i ng capabi l i t i es f or  ef f ect i ve and accur at e col l ect i on and 
r epor t i ng f or  ener gy management  and hi st or i cal  t r endi ng.  The MCS must  
pr ovi de t he f ol l owi ng dat a at  a mi ni mum:

a.   Real - t i me ener gy consumpt i on dat a f or  al l  mi cr ogr i d component s,  
i ncl udi ng gener at i on,  st or age,  and l oads.

b.   Hi st or i cal  ener gy consumpt i on dat a f or  al l  mi cr ogr i d component s.

c.   Ener gy pr oduct i on dat a f or  al l  mi cr ogr i d gener at i on sour ces.

d.   Ener gy st or age dat a f or  al l  mi cr ogr i d st or age devi ces.

e.   Ener gy expor t / i mpor t  dat a f or  t he mi cr ogr i d as a whol e.
* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *

NOTE:  The r equi r ed poi nt s or  dat a t o be r ead or  
passed t o t he UMCS syst em must  be coor di nat ed wi t h 
speci f i cat i on sect i on 25 10 10 UTI LI TY MONI TORI NG 
AND CONTROL SYSTEM ( UMCS)  FRONT END AND I NTEGRATI ON 
and i ncl uded i n t he necessar y UMCS poi nt s schedul es 
r equi r ed wi t hi n t he const r uct i on document  set .  
I nt er oper abi l i t y  may suppor t  aspect s of  mi cr ogr i d 
desi gn i ncl udi ng communi cat i on wi t h,  or  cont r ol  of ,  
pr i mar y asset s of  t he Ut i l i t y  Cont r ol  Syst ems ( UCS)  
as descr i bed i n UFC 3- 470- 01.

The cor r espondi ng i nput  and out put  r equi r ement s f or  
t he mi cr ogr i d cont r ol  syst em ar e l i s t ed out  bel ow,  
or  i ndi cat ed i n t he dr awi ng set .  

Wher e ei t her  t he UMCS or  MCS r equi r es act i on or  
pr ocedur e based on i nput  f r om t he ot her  syst em,  t he 
i nt er nal  f unct i on i s r equi r ed t o be def i ned wi t hi n 
t he appr opr i at e cont r act  document .  The MCS 
speci f i cat i on wi l l  not  be used t o di ct at e t he act i on 
t aken by t he UMCS,  and t he UMCS speci f i cat i on wi l l  
not  be used t o di ct at e t he act i on t aken by t he MCS.  
Each wi l l  act  on t he si gnal s and dat a r ecei ved 
accor di ng t o t he i nt er nal  syst em l ogi c.

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *

2. 1. 9. 1   [ UMCS I nt egr at i on]

The mi cr ogr i d cont r ol  syst em must  i ncl ude har dwar e and sof t war e r equi r ed 
f or  i nt egr at i on i nt o t he UMCS syst em.  Coor di nat e wi t h UMCS poi nt s schedul e 
i n t he document  set  and 25 10 10 UTI LI TY MONI TORI NG AND CONTROL SYSTEM 
( UMCS)  FRONT END AND I NTEGRATI ON.  

[ The mi cr ogr i d cont r ol  syst em must  out put  t o t he UMCS t he si gnal s and dat a 
poi nt s [ i ndi cat ed on t he desi gn dr awi ngs] [ as f ol l ows:  ] ]
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[ The mi cr ogr i d cont r ol  syst em must  r ecei ve as i nput  f r om t he UMCS t he 
si gnal s and dat a poi nt s [ i ndi cat ed on t he desi gn dr awi ngs] [ as f ol l ows: ] ]

2. 1. 10   Faul t  Management  and I sol at i on

Cover  how t he MCS i dent i f i es,  i sol at es,  and manages f aul t s wi t hi n t he 
mi cr ogr i d and at  t he poi nt  of  common coupl i ng.  Focused on t he MCS 
f unct i ons,  and does not  dupl i cat e t he f unct i onal i t y of  an ext er nal  
pr ot ect i on scheme or  equi pment .  Pr i mar y f unct i on descr i bed i s MCS and 
mi cr ogr i d oper at i on,  r at her  t han pr ot ect i on.

2. 1. 11   Dat a Secur i t y and Encr ypt i on

Speci f i cal l y addr esses how dat a i s secur ed.  Lar gel y r ef er ent i al  t o t he 
cyber  secur i t y spec and headi ng under  sect i on 1.

2. 1. 12   Ti me Synchr oni zat i on

Cover s t he r equi r ement  f or  accur at e t i me synchr oni zat i on bet ween di scr et e 
component s,  DER cont r ol l er s,  and t he MCS.  Descr i be t he pr ot ocol s and 
accur acy l evel s r equi r ed usi ng i ndust r y st andar d r ef er ences.

2. 1. 13   Communi cat i on St andar ds

2. 1. 14   Fai l over  and Redundancy

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *
NOTE: Usi ng UFC 3- 550- 04 as a r ef er ence,  consi der  t he 
r equi r ement s f or  cont r ol l er  or  cont r ol l er  component  
f ai l over ,  net wor k r edundancy,  and backup power  f or  
t he mi cr ogr i d cont r ol  syst em ( separ at e f r om t he 
mi cr ogr i d i t sel f ) .

Mi cr ogr i d speci f i er  i s  t o cal l  out  whi ch t ypes of  
r edundancy ar e al l owed.  The f ol l owi ng l i s t  i s  sor t ed 
i n or der  of  val ue;  i . e. ,  l east  cost / best  per f or mance.

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *

[ a.   Local / Remot e.  Each DER,  PCC,  and ci r cui t  br eaker  t o have bot h a r emot e 
mi cr ogr i d cont r ol  syst em,  and l ocal  cont r ol s i ncl udi ng Human machi ne 
i nt er f ace vi sual i zat i on,  DER di spat ch,  br eaker  open/ cl ose.

] [ b.   Net wor k.  RSTP or  SDN must  be conf i gur ed t o pr ovi de cont i nuous 
communi cat i on bet ween DERs and t he MC i n t he case of  a communi cat i on 
cabl e br eakage or  swi t ch/ r out er  out age.

] [ c.   Dual  Pr i mar y MC.  I n t hi s met hod t wo MC must  be pr ovi ded wi t h dupl i cat e 
code t hat  i s r unni ng r eal  t i me and r aci ng t o make a deci s i on such as 
l oad sheddi ng.

] [ d.   Hot  St andby MC.  I n t hi s met hod t wo MC must  be pr ovi ded wi t h dupl i cat e 
code;  one i s r unni ng and t he ot her  i s power ed up but  di sabl ed.

] [ e.   Col d St andby.  Spar e par t s t hat  ar e wi r ed but  not  power ed up pr ovi de 
r edundancy.
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] 2. 1. 15   Dat a St or age

Capt ur e t he f ol l owi ng I EEE 2030. 8 dat a f or  t he l i f e of  t he mi cr ogr i d f or  
f ut ur e r oot  cause anal ysi s.

Tabl e 2. 1:  I EEE 2030. 8- 2018 Tabl e C. 1,  Mi ni mum dat a col l ect i on

Type of  dat a 
col l ect i on

Mi ni mum t i me 
synchr oni zed 
accur acy

Mi ni mum 
sampl e r at e

Mi ni mum 
ampl i t ude 
accur acy

Requi r ed 
dat a t o 
col l ect

Requi r ed t o 
meet  
I EEE 2030. 7

Sequence of  
event s ( SOE)  
r ecor ds

One quar t er  
power  syst em 
cycl e 
( 0. 004166 s 
f or  a 60 Hz 
syst em)

One quar t er  
power  syst em 
cycl e.

N/ A Di gi t al  dat a 
onl y.  
Exampl es 
ar e:  
Swi t chi ng 
devi ce 
( br eaker ,  
r ecl oser ,  
and swi t ch)  
open and 
cl ose 
st at us,  
commands,  
pr ot ect i on 
el ement s,  
cont r ol  
out put s and 
i nt er l ocks

Yes

Event  
osci l l ogr aphy 
( OSC)

One quar t er  
power  syst em 
cycl e

One quar t er  
power  syst em 
cycl e

1% of  
nomi nal  
vol t age and 
20 t i mes 
nomi nal  
cur r ent

Vol t age and 
cur r ent  of  
al l  phases

Yes

Cont i nuous 
dat a 
col l ect i on 
( CDC)

One quar t er  
power  syst em 
cycl e

100 ms 1% of  
nomi nal  
vol t age and 
20 t i mes 
nomi nal  
cur r ent

Vol t age and 
cur r ent  of  
al l  phases

Yes

Al l  mi cr ogr i ds must  pr ovi de f i el d dat a col l ect i on at  Level  3,  per  t he I EEE 
st andar d sect i on C. 2 r epeat ed bel ow.

Level  1 -  Dat a must  be col l ect ed at  and on bot h s i des t he POI  f or  any 
mi cr ogr i d wi t h one DER.  

Level  2 -  Dat a must  be col l ect ed at  ever y DER and POI  f or  any mi cr ogr i d 
wi t h t wo or  mor e DER.  
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Level  3 -  Dat a must  al so be col l ect ed at  t he l oad( s)  and t he DER f or  any 
l oad gr eat er  t han 50% of  t he l ar gest  DER and f or  any si ngl e l oad l ar ger  
t han 10% of  t he maxi mum t ot al  power  consumed by t he mi cr ogr i d.

2. 1. 16   Ut i l i t y  I nt er connect

2. 1. 16. 1   Ut i l i t y  I nt er connect i on Agr eement

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *
NOTE:  Typi cal l y,  t he desi gner  shoul d begi n t he 
ut i l i t y  i nt er connect i on agr eement ,  and t hi s 
speci f i cat i on assumes t hat  pr ocess has been .  As 
such,  speci f i cat i ons shoul d be cr af t ed t o account  
f or  and addr ess t he compl exi t i es t hat  ar i se f r om 
t hese ar r angement s,  ensur i ng c l ear  del i neat i on of  
r esponsi bi l i t i es and r equi r ement s f or  al l  par t i es 
i nvol ved,  i ncl udi ng t he cont r act or  and ut i l i t y  
pr ovi der s.  

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *

Submi t  f or  r ecor d,  a f i nal i zed  ut i l i t y  i nt er connect i on agr eement  r equi r ed 
t o have t he f ol l owi ng at t r i but es:

A si gned l egal  Cont r act  whi ch def i nes t he par amet er s and r equi r ement s f or  
t he f ol l owi ng mi ni mum i t ems:
a.   Ener gy Rat es ( kWh)  f or  bot h i mpor t  and expor t

b.   Power  demand char ges ( kW)

c.   Any ot her  r ecur r i ng char ges

d.   Rever se power  ( 32)  l i mi t at i ons

e.   Fr equency r i de- t hr ough r equi r ement s ( Hz and t i me i n seconds or  
mi l l i seconds)

f Vol t age r i de- t hr ough r equi r ement s ( Vol t s and t i me i n seconds or  
mi l l i seconds)

g.   Equi pment  owner shi p del i neat i on,  i ncl udi ng who i s r esponsi bl e f or  
set t i ngs and t est i ng ever y el ect r oni c devi ce as t he i nt er connect .

h.   Li nkages t o t he engi neer i ng pr ot ect i on r equi r ement s ( st andar ds) ,  
i ncl udi ng but  not  l i mi t ed t o over cur r ent  el ement s,  di r ect i onal  
el ement s,  di st ance,  di r ect  t r ansf er  t r i ps,  l ockout s,  
ant i - i s l andi ng,  or  ot her  r el at ed pr ot ect i on r equi r ement s.  

i .   Deadbus ar bi t r at i on r equi r ement s i ncl udi ng al l  synchr oni zat i on 
r equi r ement s.

j .   Any r egul at or y r equi r ement s enf or ced by l ocal ,  r egi onal ,  st at e,  or  
f eder al  ent i t i es such as t he EPA,  NERC,  or  ot her .

k.   Dat a r ecor di ng r equi r ement s i ncl udi ng f aul t  r ecor di ng,  SOE 
r ecor di ng,  synchr ophasor  col l ect i on,  or  ot her .

l .   Any r equi r ed sequence of  oper at i ons,  such as par al l el i ng or  
i sol at i on f r om a ut i l i t y  owned asset .
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m.   Descr i pt i on of  pr emi ses access such as behi nd l ocked gat es or  door s
Cyber  r equi r ement s i ncl udi ng but  not  l i mi t ed t o appl i cabl e 
st andar ds and al l  r equi r ed document at i on.

n.   I dent i f y any engi neer i ng pr ocesses,  checkl i st s,  or  r evi ews t hat  
must  be compl et ed.

o.   Lowest  and hi ghest  symmet r i cal  and asymmet r i cal  f aul t  cur r ent s t he 
ut i l i t y  can pr ovi de.

p.   Ut i l i t y  Theveni n equi val ence dur i ng nor mal  oper at i on.

q.   Ut i l i t y  changes t o t hei r  i nf r ast r uct ur e whi ch case t he st eady 
st at e Theveni n equi val ent  of  t he ut i l i t y  ( i mpedance)  or  f aul t  
cur r ent s t o change mor e t han 5% must  be shar ed wi t h base 6 mont hs 
i n advance.

2. 1. 16. 2   Pr ot ect i on Syst em I nt er f ace & Coor di nat i on

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *
NOTE:   Desi gner  i s r equi r ed t o coor di nat e t he MCS 
wi t h t he pr ot ect i on syst em.  Recommendat i ons f or  
pr ot ect i on syst em oper at i on wi t h r el at i on t o t he MCS 
and mi cr ogr i d can be f ound i n UFC 3- 550- 04.  
Suppl ement al  r ecommendat i ons bel ow:

MCS i s r equi r ed t o have t he abi l i t y  t o i sol at e f r om 
t he gr i d wi t hout  ut i l i t y  per mi ssi on;  i . e. ,  at  l east  
one ci r cui t  br eaker  i s r equi r ed t o be under  t he 
mi cr ogr i d cont r ol  syst ems pur vi ew i n addi t i on t o any 
ut i l i t y- cont r ol l ed PCC equi pment .

Br eaker  st at us,  c l ose pr emi ssi ve,  war ni ng,  t r i ps,  
and t ar get s ar e r equi r ed t o be i dent i f i ed on t he 
MPCC r el ay,  and not  on t he MCS.

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *

a.   Rever se power  ( 32)  el ement s ar e r equi r ed t o be coor di nat ed wi t h t he 
s l owest  on- si t e DER.

b.   Rever se di r ect i onal  f aul t  det ect i on ( 67)  el ement s ar e r equi r ed t o be 
di sabl ed shoul d t her e be i nsuf f i c i ent  convent i onal  synchr onous 
gener at or s or  condenser s i n t he mi cr ogr i d.

c.   Shoul d 67 be vi abl e,  f aul t s det ect ed on t he mi cr ogr i d s i de ar e 
r equi r ed t o be i sol at ed and r equi r e t he mi cr ogr i d bl ackst ar t  and 
i s l andi ng f eat ur es t o be di sabl ed.

d.   Shoul d 67 be vi abl e,  f aul t s on t he ut i l i t y  s i de must  not  i nhi bi t  
mi cr ogr i d i s l andi ng or  bl ackst ar t .

e.   Al l  ut i l i t y  s i de neut r al  gr ound bondi ng i s r equi r ed t o be i dent i f i ed 
t o t he MCS and i ncor por at ed i nt o t he HMI .

f .   Al l  CB open and cl ose commands ar e r equi r ed t o be r out ed t hr ough t he 
associ at ed mi cr opr ocessor  r el ay;  i . e. ,  no di r ect  c l ose or  open 
commands ar e al l owed t o be wi r ed t o t he CB f r om t he MCS.
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g.   Al l  l oad sheddi ng associ at ed wi t h t he PCC openi ng i s r equi r ed t o be 
capabl e of  bei ng i nhi bi t ed ( shut  down)  at  t he PCC pr ot ect i on r el ay.

h.   St at us of  a synchr oni zat i on at t empt  i ncl udi ng a synchr oscope,  i n 
oper at i on,  and f ai l ed st at us i s r equi r ed t o be annunci at ed at  t he PCC 
r el ay.

i .   Al l  deadbus and synchr oni zat i on l ogi c i s t o r esi de i n t he PCC r el ay 
and not  wi t hi n t he MCS.

j .   Aut o r econnect i on ( r e- t r ansf er )  f unct i ons of  t he PCC t o t he ut i l i t y  i s  
r equi r ed t o be avai l abl e and can be t ur ned of f / on at  t he PCC r el ay.

k.   Al l  r emot e commands i ncl udi ng cl ose and open f r om t he MCS ar e r equi r ed 
t o be di sabl ed by a l ocal / r emot e pushbut t on or  swi t ch at  t he PCC r el ay.

l .   Li ve and deadbus i ndi cat i on must  be annunci at ed on t he PCC r el ay and 
t o t he MCS.

2. 2    MI CROGRI D CONTROL SYSTEM COMPONENT DEVI CE REQUI REMENTS

The f ol l owi ng i s a mi ni mum set  of  cr i t er i a r equi r ed f or  al l  mi cr opr ocessor  
( i nt el l i gent )  devi ces used on t he mi cr ogr i d:

a.   Spar es ei t her  r eadi l y avai l abl e f or  pur chase or  pur chased and pl aced 
i n st or age,  and may be power ed up t o mai nt ai n equi pment  heal t h.

b.   Al l  conf i gur at i ons/  set t i ngs/ code on ever y devi ce must  be st or ed i n a 
s i ngl e engi neer i ng wor kst at i on or  ser ver .  

c.   Al l  pr ocesses of  set t i ng up spar es or  r epl acement  par t s must  be 
document ed and t he pr ocess must  be t est ed.

d.   Al l  conf i gur at i ons/  set t i ngs/ code must  be t est ed t o be easi l y 
upl oaded/ downl oaded t o spar es and pl aced i nt o ser vi ce wi t h no i l l  
ef f ect .

e.   No annual  l i censes,  sof t war e l i censes,  conf i gur at i on l i censes,  dat a 
access l i censes ar e al l owed.  El ect r oni c equi pment  and t hei r  
conf i gur at i ons must  be pur chased i n per pet ui t y wi t hout  f ur t her  f ees.  A 
s i ngl e use l i cense on sof t war e/  har dwar e/ al gor i t hms i s accept abl e t o 
pr eser ve suppl i er  i nt el l ect ual  pr oper t y however  no f ees past  i ni t i al  
pur chase ar e al l owed.

f .   Suppl i er  must  suppl y cyber  and f unct i onal i t y based ser vi ce bul l et i ns 
al er t i ng t he owner s of  pot ent i al  vul ner abi l i t i es and or  def ect s i n t he 
pr oduct .  

g.   Def ect s i n sof t war e/ conf i gur at i ons must  be war r ant ed f or  a mi ni mum of  
1 year .

h.   Har dwar e/ f i r mwar e must  be war r ant ed f or  a mi ni mum of  10 year s.

i .   Al l  el ect r oni cs must  oper at e i n condi t i ons - 30 t o +75 Cel si us.

j .   I nt el l i gent  and Secur e Component s.  Al l  el ect r oni c equi pment  must  
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cont i nuousl y sel f - t est  and r epor t  i nt er nal  er r or s.  

k.   Devi ces t aki ng par t  i n mi cr ogr i d cont r ol  must  i ncl ude an i nt egr at ed 
I EC 61131- 3 pr ogr ammi ng envi r onment .

l .   Devi ces t aki ng par t  i n mi cr ogr i d pr ot ect i on must  i ncl ude some f or m of  
f r ee f or m l ogi c pr ogr ammabi l i t y .

m.   Devi ces must  i ncor por at e i ndependent  user - based secur i t y wi t h st r ong 
passwor ds.

n.   Al l  devi ces must  pr ovi de a mechani sm t o map secur i t y r el at ed syst em 
t ags i nt o a r epor t  or  communi cat ed dat a st r eam f or  t he user  t o moni t or .

o.   Al l  devi ces must  suppor t  some f or m of  human- machi ne i nt er f ace or  LED 
annunci at i on whi ch al l ows t he user  t o det er mi ne t he heal t h of  t he 
equi pment .  

p.   Al l  devi ces must  suppor t  some f or m of  t i me synchr oni zat i on whi ch keeps 
al l  CPU cl ocks wi t hi n 8 mi l l i seconds t hr oughout  t he mi cr ogr i d.

q.   Ther e must  be an al ar m cont act  out put  t o s i gnal  i nt er nal  er r or s and 
mal f unct i ons.

r .   Cont r ol ,  communi cat i on,  and net wor ki ng equi pment  must  meet  I EEE 1613: 2003.

s.   Pr ot ect i ve devi ces must  meet  I EC 60255- 21- 1,  I EC 60255- 21- 2,  
I EC 60255- 21- 3,  I EC 60255- 26,  I EC 61000- 4- 4,  and I EEE C37. 90. 1.

t .   Ut i l i ze non- vol at i l e memor y avai l abl e f or  user  pr ogr ammabl e r et ai ned 
var i abl es.

u.   Engi neer i ng Access must  be avai l abl e  [ over  secur ed net wor k] [  or  ] [  
and ] [ l ocal l y by di r ect  connect i on] .

v.   Al l  el ect r oni c boar ds must  be conf or mal  coat ed.

w.   Mi ni mum mean t i me bet ween f ai l ur e ( MTBF)  of  200 year s.

2. 2. 1   Pr oduct  Cer t i f i cat i ons

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *
NOTE:  FCC par t  15 does not  appl y t o many of  t he 
comput i ng devi ces used f or  i ndust r i al  appl i cat i ons.  
Ti t l e 47 Par t  15 pr ovi des f or  exempt i on of  
uni nt ent i onal  r adi at or s consi der ed " di gi t al  devi ces 
used excl usi vel y as an el ect r oni c cont r ol "  or  power  
syst em ut i l i zed by a publ i c ut i l i t y  or  i n and 
i ndust r i al  pl ant .  

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *

NOTE:  Not e:  FCC Par t  15 does not  appl y t o many of  t he comput i ng devi ces 
used f or  i ndust r i al  appl i cat i ons.  Ti t l e 47 Par t  15 pr ovi des f or  exempt i on 
of  uni nt ent i onal  r adi at or s consi der ed " di gi t al  devi ces used excl usi vel y as 
an el ect r oni c cont r ol "  or  power  syst em ut i l i zed by a publ i c ut i l i t y  or  i n 
and i ndust r i al  pl ant .  

Al l  el ect r oni c pr oduct  cer t i f i cat i ons must  be pr ovi ded on pr oduct  dat a 
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sheet s.  Conf or mance i s r equi r ed t he f ol l owi ng mi ni mum r equi r ement s:

a.  Desi gned and manuf act ur ed by an I SO 9001 US based cer t i f i ed manuf act ur er
b.  UL Li st ed t o U. S.  and Canadi an saf et y st andar ds 
c.  Ti me synchr oni zat i on t o bet t er  t han 4 ms
d.  MTBF mi ni mum of  300 year s.
e.  Meet  or  exceed I EEE 1613
f .  I EEE 1613 + A1- 2011 Ser vi ce Condi t i ons I EC 60068- 2- 1,  - 40° C,  16 hour s
g.  I EEE 1613 + A1- 2011 Ser vi ce Condi t i ons I EC 60068- 2- 2,  85° C,  16 hour
h.  I EC 60068- 2- 30 25° - 55° C,  6 cycl es,  95% r el at i ve humi di t y,  or  equi val ent .
i .  Sect i on I EEE C37. 90. 1,  I mpul se Sect i on Sever i t y Level :  0. 5 J,  5 kV,  or  

equi val ent .
j .  El ect r ost at i c Di schar ge I mmuni t y:  I EEE 1613 + A1- 2011 I EEE 1613 ESD,  or  

equi val ent .
k.  Magnet i c Fi el d I mmuni t y:  I EC 61000- 4- 8 1000 A/ m f or  3 seconds,  100 A/ m 

f or  1 mi nut e,  or  equi val ent .
l .  Power  Suppl y I mmuni t y
m.  Radi at ed RF I mmuni t y:  I EEE C37. 90. 2,  35 V/ m,  or  equi val ent .
n.  Di gi t al  Radi o Tel ephone RF I mmuni t y:  ENV 50204: 1995 10 V/ m at  900 MHz 

and 1. 89 GHz,  or  equi val ent .
o.  Mi ni mum pr ot ocol s of  t he MC cont r ol l er s and gat eways must  be:  [ Modbus 

RTU,  ] [ Modbus TCP,  ] [ DNP/ I P,  ] [ DNP/ RTU,  ] [ Modbus,  ] [ MI L- STD- 3071,  
] [ NTP,  ] [ LDAP] .

2. 2. 2   Pr oduct  Sour ci ng

Al l  i nt el l i gent  el ect r oni c devi ces must  be sour ced excl usi vel y f r om t he 
US.  Thi s i ncl udes boar d pr oduct i on,  boar d popul at i on,  f i r mwar e cr eat i on,  
code st or age,  f i r mwar e downl oad,  mi cr opr ocessor  pr oduct i on,  and f i nal  
assembl y.  See t he Qual i t y Cont r ol  sect i on f or  f ur t her  t r aceabi l i t y  
r equi r ement s of  sub- assembl i es.  Non i nt el l i gent  devi ces need onl y meet  t he 
t r aceabi l i t y  r equi r ement s.

2. 2. 3   Gener al  Requi r ement s

NERC/ CI P user  aut hent i cat i on,  l oggi ng,  and por t  cont r ol  r equi r ement s.
 
Mean t i me bet ween f ai l ur es of  mi ni mum 10 year s per  devi ce.  MTTF must  be 
measur ed not  cal cul at ed based upon cust omer  pr oduct  r et ur ns.

Al l  st at us and cont r ol  t r af f i c  bet ween MC,  DERS,  POI ,  PCC and l oad devi ces 
abl e t o be shed must  be MI L- STD- 3071 compl i ant .  Remai nder  of  syst em must  
be i nt egr at ed vi a ot her  pr ot ocol s t o pr ot ect i ve devi ces,  genset  
cont r ol l er s,  t ap changer  cont r ol l er s,  i nt el l i gent  c i r cui t  br eaker s,  UMCS,  
SCADA,  and ot her  devi ces as r equi r ed.   

2. 2. 4   Namepl at es and I dent i f i cat i on

Al l  el ect r oni c devi ces must  have namepl at e i ndi cat i ng par t  number ,  ser i al  
number ,  and pr oduct  manuf act ur er  and count r y of  or i gi n.  Per  t he I TP,  al l  
pr oduct s must  be t r aceabl e v i a t hei r  ser i al  number .

2. 2. 5   War ni ng Label s

Pr oduct  i nst r uct i on manual  must  al er t  user s of  danger ous condi t i ons.  
Label s must  be i nst al l ed i n panel s,  on door ,  et c.  as r equi r ed f or  al l  
l ocat i on wi t h human cont act  wi t h sai d danger ous condi t i ons.
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2. 2. 6   Pr oduct  Dat a Sheet s

Pr oduct  dat a sheet s must  be avai l abl e on t he suppl i er ' s cor por at e websi t e.  

2. 2. 7   Fi r mwar e and Sof t war e Updat es

2. 2. 8   Envi r onment al  Rat i ngs

( det ai l  t he envi r onment al  r at i ngs r equi r ement s f or  t he MCS equi pment ;  I P 
r at i ngs,  NEMA encl osur e r at i ng r equi r ement s,  et c.  based on i nst al l ed 
l ocat i on and whet her  t he space i s nor mal l y condi t i oned,  or  condi t i oned by 
equi pment  power ed by t he mi cr ogr i d i n i s l anded oper at i on)

2. 3   CONTROL HARDWARE

Al l  Faci l i t y  Rel at ed Cont r ol s Syst ems ( FRCS) ,  whi ch i ncl udes t he SCADA 
Syst em,  must  meet  cur r ent  Cont r ol  Syst ems Pl at f or m Encl ave/ Navy Ut i l i t i es 
Moni t or i ng Cont r ol  Syst ems ( CSPE/ NUMCS)  Aut hor i t y t o Oper at e ( ATO)  
r equi r ement s.

2. 3. 1   Gener al  Requi r ement s

The Mi cr ogr i d Cont r ol  Syst em ( MCS)  must  be connect ed t o el ect r i cal  
equi pment  f or  cont r ol ,  moni t or i ng,  and dat a gat her i ng as par t  of  t he 
mi cr ogr i d cont r ol  syst em.   The MCS must  be mi cr o- pr ocessor  based,  capabl e 
of  r ecei v i ng di scr et e and anal og i nput s,  and,  t hr ough pr ogr ammi ng,  must  be 
abl e t o cont r ol  di scr et e and anal og out put  f unct i ons,  per f or m dat a 
handl i ng oper at i ons and communi cat e wi t h ext er nal  devi ces.

2. 3. 2   MCS Modul es

Pr ovi de MCS modul es t hat  ar e f i el d expandabl e desi gn al l owi ng t he syst em 
t o be t ai l or ed t o t he cont r ol  appl i cat i on.   The syst em must  be expandabl e 
t hr ough t he use of  addi t i onal  har dwar e and/ or  user  sof t war e.   As a 
mi ni mum,  t he MCS must  i ncl ude a power  suppl y modul e,  cent r al  pr ocessi ng 
uni t  ( CPU)  modul e,  communi cat i ons modul e,  and i nput / out put  ( I / O)  modul e,  
i ncl udi ng di scr et e I / O modul es.   The MCS must  i ncl ude non- vol at i l e  memor y 
t o be saved on a l oss of  power .

The MCS must  be a sel f - cont ai ned,  mi cr opr ocessor - based uni t  t hat  pr ovi des 
t i me of  day,  scanni ng,  appl i cat i on pr ogr am execut i on,  PI D cont r ol  wi t h 
manual  and sel f - t uni ng capabi l i t i es,  cust om f unct i on bl ocks,  st or age of  
appl i cat i on pr ogr ams,  st or age of  numer i cal  val ues r el at ed t o t he 
appl i cat i on pr ocess and l ogi c,  I / O bus t r af f i c  cont r ol ,  per i pher al  and 
ext er nal  devi ce communi cat i ons and sel f - di agnost i cs.   Pr ogr ammi ng must  be 
I EC- 61131 compl i ant .  The cont r ol  f i r mwar e must  whi t el i s t  al l  appl i cat i ons 
and have sel f - di agnost i c checks.

Communi cat i ons must  al l ow peer - t o- peer  communi cat i on wi t h ot her  r el ays and 
cont r ol l er s and must  al l ow t he MCS t o communi cat e wi t h any exi st i ng 
cont r ol  syst em equi pment ,  or  wor kst at i on comput er .   Communi cat i on modul es 
must  suppor t  [ ser i al  and Et her net ] [ Et her net ]  ar chi t ect ur e and pr ot ocol s.  
Pr ogr ammi ng of  t he MCS t o be done l ocal l y or  r emot el y wi t h sof t war e t hat  
meet s mi ni mal  NERC/ CI Ps r equi r ement s.

2. 3. 3   Power  Suppl y Modul e

One or  mor e power  suppl y modul es must  be pr ovi ded as necessar y t o power  
ot her  modul es i nst al l ed i n t he same cabi net .   Auxi l i ar y power  suppl i es may 
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be used t o suppl y power  t o r emot e cabi net s or  modul es .  Power  suppl i es 
must  pr oduce ei t her  DC or  AC as r equi r ed or  t he MCS and ot her  anci l l ar y 
el ect r oni cs.  Power  suppl i es can be ei t her  ext er nal  or  i nt er nal  t o t he MCS.

a.  The power  suppl y modul e must  moni t or  t he DC or  AC suppl y and al ar m i f  
t he vol t age f al l s out  of  spec.   The MCS must  have suf f i c i ent  r i de 
t hr ough t o sust ai n 10 mi nut es of  AC out age.  Thi s can be done wi t h 
bat t er i es or  capaci t i ve ener gy st or age.  Di r ect  DC bat t er y connect ed 
sol ut i ons ar e pr ef er r ed as UPS sol ut i ons ar e a cost l y mai nt enance 
i t em.    b.  Ever y devi ce must  be capabl e of  bei ng power ed of f  wi t h a 
f use,  c i r cui t  br eaker ,  or  swi t ch.

c.  Al l  el ect r oni c devi ces must  annunci at e t he heal t h of  t hei r  st at us on 
f r ont  mount ed,  easi l y v i ewabl e LEDs.

d.  Heal t h of  al l  DC or  AC UPS buses i s t o be annunci at ed t o t he MCS HMI ,  
i ncl udi ng vol t age l evel .

2. 3. 4   MCS Pr ogr am St or age/ Memor y Requi r ement s

The MCS must  ut i l i ze nonvol at i l e memor y f or  t he oper at i ng syst em.   The 
cont r ol l er  must  have bot h nonvol at i l e and vol at i l e memor y t hat  can be 
pr ogr ammed.   The memor y capaci t y must  be si zed such t hat ,  when t he syst em 
i s compl et el y pr ogr ammed and f unct i onal ,  no mor e t han 20 per cent  of  t he 
memor y i s used f or  r eal  t i me pr ocessi ng of  l ogi c.  No mor e t han 50 t ot al  
per cent  of  t he memor y may be used,  i ncl usi ve of  al l  oper at i ng syst ems,  
code,  pr ot ocol s,  dat a ar chi v i ng,  et c.  CPU t ot al  pr ocessor  bur den must  not  
be above 50% dur i ng nor mal  oper at i on.

2. 3. 5   MCS I nput / Out put  Char act er i st i cs

Pr ovi de anal og i nput ,  anal og out put ,  di scr et e i nput  and di scr et e out put .   
These can be ei t her  wi r ed t o t he l ocal  or  r emot e I O modul es and or  r el ays.  
The number  and t ype of  i nput s and out put s f or  t he syst em must  be as shown 
on t he dr awi ngs and must  compl y wi t h t he sequence of  cont r ol .   The syst em 
capaci t y must  i ncl ude a mi ni mum of  20 per cent  spar e i nput  and out put  
poi nt s ( no l ess t han t wo poi nt s)  f or  each poi nt  t ype pr ovi ded.

2. 3. 6   MCS Wi r i ng Connect i ons

Wi r i ng t er mi nal s wi t hi n t he MCS t o cent r al  cont r ol l er s,  di st r i but ed 
cont r ol l er s,  r el ays,  and I O modul es must  be [ i n accor dance wi t h 40 60 00 
PROCESS CONTROL] [ as f ol l ows:

a.  Al l  CT connect i ons must  accept  12 AWG wi t h cr i mped r i ng t er mi nal  
t er mi nat i ons.

b.  Al l  PT connect i ons must  accept  14 AWG wi t h cr i mped r i ng t er mi nal  or  
compr essi on t er mi nat i ons.

c.  Di gi t al  out put s i ncl usi ve of  dr y cont act s,  sour ci ng,  or  s i nki ng t ype 
must  accept  t wo 16 AWG wi t h cr i mped r i ng t er mi nal  or  compr essi on 
t er mi nat i ons.

d.  Di gi t al  i nput s sour ci ng or  s i nki ng t ype must  accept  t wo 16 AWG wi t h 
cr i mped r i ng t er mi nal  or  compr essi on t er mi nat i ons.

e.  Anal og i nput s and out put s must  accept  t wo 16 AWG wi t h cr i mped r i ng 
t er mi nal  or  compr essi on t er mi nat i ons. ]

2. 3. 7   MCS Di agnost i cs

I mpl ement  di agnost i c r out i nes i n f i r mwar e.   The MCS must  cont i nuousl y 
per f or m sel f - di agnost i c r out i nes t hat  pr ovi de i nf or mat i on on t he 
conf i gur at i on and st at us of  t he MCS,  memor y,  communi cat i ons and 
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i nput / out put .   The di agnost i c r out i nes must  be r egul ar l y per f or med dur i ng 
nor mal  syst em oper at i on.   Al l  f aul t s must  be annunci at ed at  t he MCS/ HMI  
and any exi st i ng cont r ol  syst em head end.   

Al l  ser i al  and Et her net  communi cat i on channel s must  have LED annunci at i ng 
t he Tr ansmi t  and Recei ve har dwar e l i ne st at us of  t hei r  r espect i ve por t .  

2. 3. 8   I nt er f ace wi t h DER

The mi cr ogr i d cont r ol  syst em must  be capabl e of  i nt egr at i ng wi t h var i ous 
DER,  such as sol ar  phot ovol t ai c syst ems,  wi nd t ur bi nes,  ener gy st or age 
syst ems,  and genset s .  I t  must  enabl e r eal - t i me moni t or i ng and cont r ol  
t hr ough bi - di r ect i onal  communi cat i on wi t h DER devi ces.

To opt i mi ze DER management ,  t he mi cr ogr i d cont r ol  syst em must  i ncl ude 
f eat ur es such as l oad sheddi ng,  demand r esponse,  cur t ai l ment ,  and peak 
shavi ng.  Di spat ch al gor i t hms must  aut onomousl y adj ust  DER out put  and/ or  
l oad based on equi pment  heal t h,  gr i d t opol ogy,  DER heal t h,  DER f uel  
l evel s,  DER capabi l i t y  cur ves,  l oad condi t i ons,  gr i d condi t i ons,  demand 
pat t er ns,  and [ opt i onal l y weat her  f or ecast s] .

The cont r ol l er  and/ or  a Hi st or i an must  col l ect  dat a f r om al l  DER,  PCC,  and 
l oad devi ces per  I EEE 2030. 8 st andar ds Tabl e C. 1 r epeat ed bel ow.   
Hi st or i cal  dat a may be used t o eval uat e per f or mance and enhance ener gy 
opt i mi zat i on.  The hi st or i an must  use open i ndust r y- st andar d communi cat i on 
t i me- st amped pr ot ocol s such as MI L- STD- 3071, I EEE 37. 118,  I EC- 61850 GSSE,  
DNP,  or  ot her .  Non t i me st amped dat a must  not  be al l owed i n a hi st or i an 
nor  al l owed t o be used i n a mi cr ogr i d opt i mi zat i on al gor i t hm.

Tabl e 2. 2:  I EEE 2030. 8 Tabl e C. 1,  Mi ni mum dat a col l ect i on

Type of  dat a 
col l ect i on

Mi ni mum t i me 
synchr oni zed 
accur acy

Mi ni mum 
sampl e r at e

Mi ni mum 
ampl i t ude 
accur acy

Requi r ed 
dat a t o 
col l ect

Requi r ed t o 
meet  
I EEE 2030. 7

Sequence of  
event s ( SOE)  
r ecor ds

One quar t er  
power  syst em 
cycl e 
( 0. 004166 s 
f or  a 60 Hz 
syst em)

One quar t er  
power  syst em 
cycl e.

N/ A Di gi t al  dat a 
onl y.  
Exampl es 
ar e:  
Swi t chi ng 
devi ce 
( br eaker ,  
r ecl oser ,  
and swi t ch)  
open and 
cl ose 
st at us,  
commands,  
pr ot ect i on 
el ement s,  
cont r ol  
out put s and 
i nt er l ocks

Yes
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Type of  dat a 
col l ect i on

Mi ni mum t i me 
synchr oni zed 
accur acy

Mi ni mum 
sampl e r at e

Mi ni mum 
ampl i t ude 
accur acy

Requi r ed 
dat a t o 
col l ect

Requi r ed t o 
meet  
I EEE 2030. 7

Event  
osci l l ogr aphy 
( OSC)

One quar t er  
power  syst em 
cycl e

One quar t er  
power  syst em 
cycl e

1% of  
nomi nal  
vol t age and 
20 t i mes 
nomi nal  
cur r ent

Vol t age and 
cur r ent  of  
al l  phases

Yes

Cont i nuous 
dat a 
col l ect i on 
( CDC)

One quar t er  
power  syst em 
cycl e

100 ms 1% of  
nomi nal  
vol t age and 
20 t i mes 
nomi nal  
cur r ent

Vol t age and 
cur r ent  of  
al l  phases

Yes

2. 3. 9   Pr ot ocol s

The mi cr ogr i d cont r ol  syst em must  suppor t  i ndust r y- st andar d communi cat i on 
pr ot ocol s t o ensur e ef f i c i ent  dat a exchange and i nt egr at i on wi t h connect ed 
devi ces.  Mi cr ogr i d pr oven pr ot ocol s i ncl ude t he f ol l owi ng:

2. 3. 9. 1   Modbus ( Modi con Communi cat i on Pr ot ocol )

Thi s pr ot ocol  i s  ver y commonl y used f or  communi cat i on wi t h compat i bl e 
devi ces such as i nver t er s,  genset  cont r ol l er s,  gat eways,  r el ays,  I / O 
modul es,  met er s,  and bat t er y management  syst ems.  Modbus i s wi del y used i n 
t he i ndust r y f or  moni t or i ng and cont r ol l i ng di st r i but ed asset s.

2. 3. 9. 2   MI L- STD- 3071

Thi s st andar d descr i bes a st r uct ur ed Dat a Di st r i but i on Ser vi ce ( DDS)  dat a 
model  adequat e f or  al l  scal es of  mi cr ogr i ds.  Thi s st andar d al so i ncl udes 
cont r ol  syst em and dat a set s bui l d speci f i cal l y f or  mi cr ogr i ds,  wi t h 
desi gns f or  r eal  t i me and non- r eal t i me and hi gh and l ow pr i or i t y dat a 
set s.   Thi s al l ows t he mi cr ogr i d t o i nt er oper at e/ communi cat ed wi t h 
t act i cal / por t abl e equi pment  such as t anks,  t r ucks,  and emer gency por t abl e 
genset s f or  r api d mi cr ogr i d depl oyment s.

2. 3. 9. 3   I EC 61850

Thi s st andar d i ncl udes a r eal  t i me GOOSE and non- r eal t i me MMS pr ot ocol .  
I EC 61850 GOOSE i s desi gned f or  sub- mi l l i second l evel  cont r ol  and 
moni t or i ng bet ween cont r ol l er s.  MMS i s a non r eal  t i me pr ot ocol  used f or  
SCADA annunci at i on.  

2. 3. 9. 4   DNP 3. 0

Thi s i s t he nor t h Amer i can de- f act o st andar d f or  i nt er communi cat i on wi t h 
al l  el ect r i c ut i l i t i es and SCADA syst ems.
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2. 3. 9. 5   ANSI  C37. 118

Thi s i s t he Nor t h Amer i can de- f act o st andar d f or  power  syst em hi st or i ans.  
Dat a i s t i me st amped at  t he l owest  l evel  and r e- al i gned f or  hi st or i ans and 
cont r ol l er s.  

2. 3. 9. 6   Coor di nat i on

Coor di nat e and conf i r m t hat  t he mi cr ogr i d cont r ol  syst em f ul l y suppor t s 
t he appl i cabl e communi cat i on pr ot ocol s al l owi ng f or  smoot h 
i nt er oper abi l i t y  and ef f i c i ent  oper at i on wi t h a wi de r ange of  devi ces and 
syst ems wi t hi n t he mi cr ogr i d net wor k.  The i mpl ement at i on of  t hese 
pr ot ocol s must  be t hor oughl y t est ed and val i dat ed dur i ng commi ssi oni ng t o 
guar ant ee r el i abl e and secur e dat a exchange t hr oughout  t he syst em.

2. 3. 10   Dat a Concent r at or s

The mi cr ogr i d cont r ol  syst em must  i ncl ude dat a concent r at or s t o 
ef f i c i ent l y aggr egat e dat a f r om connect ed devi ces and sensor s wi t hi n t he 
mi cr ogr i d.  These concent r at or s must  mi ni mi ze net wor k t r af f i c  and ensur e 
smoot h communi cat i on t hr oughout  t he syst em.

The dat a concent r at or s must  act  as gat eways,  enabl i ng bi di r ect i onal  
communi cat i on wi t h var i ous devi ces and sensor s acr oss t he mi cr ogr i d.  They 
must  suppor t  di f f er ent  dat a f or mat s and i ndust r y- st andar d pr ot ocol s t o 
pr omot e i nt er oper abi l i t y .

The mi cr ogr i d cont r ol  syst em' s dat a concent r at or s must  possess advanced 
dat a pr ocessi ng capabi l i t i es,  f aci l i t at i ng r eal - t i me anal ysi s and 
f i l t er i ng.  Thi s opt i mi zat i on i s t o ensur e st r eaml i ned dat a f l ow t o t he 
cont r ol l er ,  r educi ng l at ency and enhanci ng over al l  syst em r esponsi veness.

Emphasi z i ng r el i abi l i t y  and secur i t y,  t he dat a concent r at or s must  
i mpl ement  r obust  cyber secur i t y measur es t o pr ot ect  dat a i nt egr i t y and 
conf i dent i al i t y .

The mi cr ogr i d cont r ol  syst em must  suppor t  scal abl e dat a concent r at or s,  
al l owi ng f or  i nt egr at i on of  new devi ces and syst em expansi ons.  Thor ough 
t est i ng and ver i f i cat i on of  f unct i onal i t y must  be conduct ed t o ensur e 
successf ul  i nt egr at i on wi t hi n t he mi cr ogr i d.

2. 3. 11   Gat eways

Gat eways ( al so known as f r ont  end pr ocessor s)  must  be pr ovi ded t o al l ow 
moni t or i ng dat a t o be i nt er f aced di r ect l y wi t h l ower  t i er  LANS and t hei r  
el ect r oni cs.   Gat eways must  be pr ovi ded wi t h suf f i c i ent  quant i t y of  
RS- 232,  RS- 485 ser i al  ,  and RJ45 Et her net  por t s t o accompl i sh t he 
mi ssi on.   Gat eways can be conf i gur ed as uni -  or  bi - di r ect i onal  pr ot ocol  
t r ansl at or s and must  be conf i gur abl e f r om a cent r al  engi neer i ng 
wor kst at i on( s) .   The gat eways must  oper at e f r om t he same power  sour ces 
descr i bed f or  t he MCS.

The mi cr ogr i d cont r ol  syst em may i ncor por at e gat eways t o f aci l i t at e 
ef f i c i ent  dat a t r ansmi ssi on among mi cr ogr i d component s,  DER devi ces,  and 
t he cent r al  moni t or i ng syst em ( SCADA) .  These gat eways must  suppor t  bot h 
r eal  t i me and non r eal  t i me dat a.

Gat eways must  be capabl e of  suppor t i ng var i ous communi cat i on pr ot ocol s and 
net wor ki ng t echnol ogi es,  pr omot i ng seaml ess i nt egr at i on wi t h di f f er ent  
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devi ces and syst ems wi t hi n t he mi cr ogr i d.

Emphasi z i ng cyber secur i t y,  t he gat eways must  i mpl ement  r obust  encr ypt i on 
and aut hent i cat i on mechani sms t o saf eguar d dat a dur i ng t r ansmi ssi on.

The mi cr ogr i d cont r ol  syst em' s gat eways  must  be desi gned f or  scal abi l i t y ,  
accommodat i ng f ut ur e expansi ons and new DER devi ces wi t hout  compr omi si ng 
per f or mance.

Compr ehensi ve t est i ng and val i dat i on of  t he gat eway f unct i onal i t y must  be 
conduct ed t o ver i f y i t s oper at i on wi t hi n t he mi cr ogr i d.

2. 3. 12   Et her net  Swi t ches

2. 3. 12. 1   Pr oduct  Descr i pt i on

The mi cr ogr i d cont r ol  syst em may ut i l i ze Et her net  swi t ches,  capabl e of  
conf i gur at i on and moni t or i ng,  t o suppor t  a r el i abl e and r esi l i ent  
communi cat i on net wor k.  Net wor k swi t ches must  pr ovi de communi cat i on bet ween 
net wor k devi ces usi ng 10/ 100/ 1000 MB Tr af f i c  over  Copper  and Fi ber  opt i c 
medi a.   Al l  net wor k swi t ches must  suppor t  [ sof t war e def i ned net wor ks 
( SDN) ] [ r api d spanni ng t r ee pr ot ocol  ( RSTP) ] .   Net wor k swi t ches must  per mi t  
onl i ne net wor k changes wi t hout  di st ur bi ng net wor k devi ces.   Mal f unct i oni ng 
net wor k devi ces must  be aut omat i cal l y r emoved f r om ser vi ce wi t hout  
shut t i ng down t he net wor k.

2. 3. 12. 2   Envi r onment al  Requi r ement s

The swi t ches must  oper at e wi t hi n a t emper at ur e r ange of  - 40° C t o 85° C 
wi t hout  t he need f or  f ans,  ensur i ng r el i abi l i t y  i n har sh envi r onment s.

2. 3. 12. 3   Power  Suppl y

The swi t ches must  be equi pped wi t h i nt egr at ed [ opt i onal  -  r edundant ]  and 
hi gh mean t i me bet ween f ai l ur e ( MTBF)  power  suppl i es t o ensur e cont i nuous 
oper at i on and avoi d s i ngl e poi nt s of  f ai l ur e.

2. 3. 12. 4   Encr ypt i on

The swi t ches must  i mpl ement  i ndust r y- st andar d SSH/ SSL encr ypt i on wi t h a 
mi ni mum key l engt h of  128- bi t  t o saf eguar d dat a t r ansmi ssi on and pr ot ect  
agai nst  unaut hor i zed access.

2. 3. 12. 5   Passwor ds

The swi t ches must  suppor t  mul t i - l evel  passwor ds t o enabl e r ol e- based 
access cont r ol ,  ensur i ng aut hor i zed per sonnel  can access and conf i gur e t he 
swi t ches whi l e mai nt ai ni ng secur i t y.  These passwor ds must  be pr ovi ded t o 
t he gover nment  f or  r ecor d and on- goi ng oper at i on.

2. 3. 12. 6   Por t  Secur i t y

Managed swi t ches ut i l i z i ng RSTP must  i mpl ement  MAC- based por t  secur i t y and 
suppor t  net wor k access cont r ol  802. 1x t o enhance t he over al l  net wor k 
secur i t y.  SDN swi t ches nat i vel y pr ovi de por t  secur i t y t hr ough deny by 
def aul t  conf i gur at i on.
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2. 3. 12. 7   Tr af f i c  Shapi ng

Thi s must  i sol at e hi gh and l ow pr i or i t y/ l at ency t r af f i c ,  and t o pr event  
unnecessar y t r af f i c  bur den and f ast  syst em r econf i gur at i on dur i ng 
f ai l ur es.  RSTP swi t ches must  ut i l i ze VLANs and RTSP t o shape t r af f i c .  SDN 
swi t ches nat i vel y shape and pr i or i t i ze t r af f i c .

2. 3. 12. 8   Por t s

The swi t ches must  i ncl ude var i ous t ypes of  por t s,  i ncl udi ng but  not  
l i mi t ed t o s i ngl e mode gi gabi t  1000LX SFP upl i nk por t s,  100BASE- FX 
mul t i mode f i ber  por t s,  and copper  RJ45 Et her net  por t s,  ensur i ng 
compat i bi l i t y  wi t h di f f er ent  connect ed devi ces.   Net wor k swi t ches may 
i ncl ude,  but  ar e not  l i mi t ed t o t he f ol l owi ng physi cal  char act er i st i cs:

10/ 100/ 1000 Base- T por t s
   1000 Base- LX por t s
   1000 Base- LX and 100 Base- FX downl i nk por t s
   Suppor t  t he pr ot ocol  ut i l i zed i n t he mi cr ogr i d cont r ol  syst em
   Smal l  f or m f act or  pl uggabl e ( SFP)  downl i nk por t s opt i onal
   Rack/ panel  or  backpl ane mount ed opt i ons 
   LED i ndi cat or s f or  each por t  f or  net wor k moni t or i ng st at us
   Twent y per cent  spar e por t s must  be pr ovi ded f or  al l  net wor k swi t ches

2. 3. 13   Net wor k Desi gn

Net wor ks desi gned t o f aci l i t at e t he communi cat i on r equi r ement s f or  
Mi cr ogr i d Cont r ol  Syst ems must  be coor di nat ed wi t h l ocal  i nst al l at i on 
t el ecommuni cat i on pr ovi der s t o det er mi ne bot h out si de t el ecommuni cat i on 
pl ant  dependenci es and l ocal  cyber secur i t y i nt er connect i on r equi r ement s.  
Cyber secur i t y desi gn r equi r ement s f or  Mi cr ogr i d Cont r ol  Syst ems shoul d 
r ef er  t o 25 05 11 CYBERSECURI TY FOR FACI LI TY- RELATED CONTROL SYSTEMS.  The 
f ol l owi ng l i s t  ar e suggest ed desi gns t o hel p t he user  achi eve ATO,  but  i t  
i s  by no means a compl et e or  def i ni t i ve l i s t .

2. 3. 13. 1   Fi r ewal l s

Fi r ewal l s must  be pl aced bet ween OT/ I T i nt er f aces,  or  at  j ur i sdi ct i onal  
i nt er f aces such as at  UMCS or  Ut i l i t y  SCADA syst ems.  Dual  f i r ewal l s and/ or  
gat eways at  cr i t i cal  i nt er f aces ar e accept abl e.

2. 3. 13. 2   Remot e Engi neer i ng Access

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *
NOTE:  Remot e engi neer i ng access i s t ypi cal l y 
f or bi dden.  Conf i r m pr ohi bi t i on or  al l owance wi t h 
Gover nment  pr i or  t o sel ect i on i n t hi s speci f i cat i on 
sect i on.

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *

[ Remot e Engi neer i ng Access i s pr ohi bi t ed.  Equi pment  wi t h har dwar e al l owi ng 
r emot e engi neer i ng access i s pr ohi bi t ed.  Di sabl i ng v i a sof t war e onl y i s 
not  accept abl e. ]

[ Upon wr i t t en per mi ssi on f r om t he Gover nment  r emot e engi neer i ng acess may 
be enabl ed.  At  al l  t i mes when engaged,  qual i f i ed st af f  must  be i n 
at t endance at  al l  t i mes t hi s r emot e access i s power ed on.  Remot e access 
must  be power ed of f  and ai r  gapped i f  not  under  i mmedi at e super vi s i on of  
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qual i f i ed st af f . ]

2. 3. 13. 3   Remot e Cont r ol  and Moni t or i ng Access

Pr ovi de means f or  t empor ar y f aci l i t i es cont r ol  syst em,  ut i l i t y  SCADA,  or  
bui l di ng management  syst em t o r emot el y moni t or  and cont r ol  t he MCS.  The 
r emot e cont r ol  i nt ef ace must  i ncl ude a manual l y act i vat ed cut - out  swi t ch 
pr event i ng r emot e cont r ol  and al l owi ng f or  l ock out  and t ag out  of  t he 
r emot e cont r ol  i nt er f ace.  Al l ow f or  r emot e cont r ol  of  set poi nt s such as 
demand l i mi t ,  demand r esponse si gnal s,  or  per i odi c mai nt enance f unct i ons;  
moni t or i ng poi nt s such as ener gy,  power ,  power  f act or ,  and vol t age f l ow 
f or  t he mi cr ogr i d and each connect ed and cont r ol l ed DER or  l oad.  For  t hi s 
i nt er f ace,  f i r ewal l s and pr ot ocol  gat eways ar e t o be used t o bui l d a DMZ.  
Onl y appr oved pr ot ocol s may pass t hr ough t hi s DMZ;  see pr i or  l i s t  of  
appr oved MCS pr ot ocol s.

2. 3. 13. 4   Remot e I nt er net  Access

I nt er net  connect i ons ar e f or bi dden on al l  DoD mi cr ogr i ds.  

I f  a pr oj ect  must  have a r emot e I nt er net  access f or  a f or ecast i ng 
al gor i t hm,  t hen a st r i ct  usage of  a t r ansmi t - onl y ser i al  channel  i mi t at i ng 
a t r adi t i onal  UART dat a di ode i s r equi r ed.

2. 3. 13. 5   On- si t e LAN

The mi cr ogr i d cont r ol l er  must  suppor t  on- si t e Local  Ar ea Net wor k ( LAN)  
gat eway f unct i onal i t y t o f aci l i t at e communi cat i on wi t hi n t he mi cr ogr i d and 
l ocal  devi ces.

[ 2. 3. 13. 6   Dedi cat ed ADSL

Wher e ext er nal  net wor k communci at i on i s r equi r ed and has been per mi t t ed by 
t he Gover nment  i n wr i t i ng,  t he mi cr ogr i d cont r ol l er  may i ncl ude a 
dedi cat ed Asymmet r i c Di gi t al  Subscr i ber  Li ne ( ADSL)  gat eway t o enabl e 
secur e communi cat i on wi t h ext er nal  net wor ks,  such as r emot e moni t or i ng and 
cont r ol  syst ems.  Thi s must  abi de by t he Remot e Cont r ol  and Moni t or i ng 
pr act i ces out l i ned above.  

] 2. 3. 14   Super vi sor y Di spat ch Cont r ol l er s

The mi cr ogr i d cont r ol  syst em may i ncor por at e advanced super vi sor y di spat ch 
al gor i t hms t o ef f i c i ent l y over see and coor di nat e t he seaml ess oper at i on of  
al l  l ocal  and r emot e mi cr ogr i d component s and DER devi ces.  These 
al gor i t hms may per f or m a number  of  f unct i ons,  i ncl udi ng but  not  l i mi t ed 
t o:  opt i mi ze power  f l ow wi t hi n t he mi cr ogr i d,  ensur i ng opt i mal  
per f or mance,  meet i ng a r et ur n on i nvest ment ,  opt i mi zi ng gr i d 
st abi l i t y / r esi l i ency,  or  ot her .  These super vi sor y di spat ch al gor i t hms may 
be cent r al i zed or  di st r i but ed cont r ol s.

Lever agi ng r eal - t i me dat a,  t he super vi sor y al gor i t hms may dynami cal l y 
adj ust  and opt i mi ze t he mi cr ogr i d' s el ect r i cal  power  gener at i on,  ener gy 
st or age,  l oad cur t ai l ment s,  and consumpt i on pat t er ns based on l oad demand,  
f uel  pr i ces,  f or e- cast s,  pr esent  weat her  condi t i ons,  equi pment  heal t h,  
mai nt enance cycl es,  and mor e.

2. 3. 15   Human Machi ne I nt er f ace ( HMI )

The mi cr ogr i d cont r ol  syst em must  pr ovi de a user - f r i endl y Human- Machi ne 

SECTI ON 26 37 13  Page 84



I nt er f ace ( HMI )  f or  ef f i c i ent  i nt er act i on wi t h t he mi cr ogr i d cont r ol  
syst em.  Desi gn and i mpl ement  HMI s i n accor dance wi t h I SA 101. 01,  " Human 
Machi ne I nt er f aces f or  Pr ocess Aut omat i on Syst ems. "  Ensur e t hat  al l  
aspect s of  HMI  desi gn,  i ncl udi ng l ayout ,  user  i nt er act i on,  i nf or mat i on 
di spl ay,  and syst em f eedback,  compl y wi t h t he best  pr act i ces and 
gui del i nes est abl i shed i n t hi s st andar d.  Submi t  Mi cr ogr i d Cont r ol  Syst em 
HMI  gr aphi cal  mockup pr i or  t o or  al ongsi de r el at ed mi cr ogr i d cont r ol  
syst em pr oduct  dat a submi t t al s.

2. 3. 15. 1   HMI  Layout  and Or gani zat i on 

  Or gani ze HMI  i nt er f aces t o emphasi ze c l ar i t y,  ease of  use,  and ef f ect i ve 
communi cat i on.  Or gani ze i nt er f ace l ayout s i nt ui t i vel y t o f aci l i t at e qui ck 
under st andi ng and ef f i c i ent  oper at i on,  f ol l owi ng I SA- 101. 01 gui del i nes f or  
hi er ar chi cal  di spl ay st r uct ur i ng.

I dent i f y cont r ol  ar eas wi t hi n t he mi cr ogr i d wher e oper at or s have di r ect  
i nf l uence.  Use i nt ui t i ve,  accessi bl e col or  schemes and l abel i ng f or  qui ck 
r ecogni t i on.

Pr ovi de Level  1 di spl ay as def i ned by I SA 101. 01 i ndi cat i ng oper at or ' s 
r eal m of  cont r ol  and mi cr ogr i d st at us.   Cont r ol  may not  be per f or med f r om 
t he Level  1 di spl ay.  Ensur e onl y one Level  1 di spl ay i s avai l abl e f or  each 
oper at i onal  st at e,  wi t h cont ext ual  l i nks t o appr opr i at e Level  2,  3,  and 4 
di spl ays.  The Level  1 di spl ay must  pr ovi de qui ck and easy access t o 
addi t i onal  i nf or mat i on,  l eadi ng t o Level  2 di spl ays.

Show cur r ent  mi cr ogr i d oper at i onal  st at e,  maj or  equi pment  st at us ( e. g.  
connect ed or  of f l i ne f or  DERs,  and open/ cl osed f or  cont r ol l ed br eaker s and 
swi t ches) ,  and hi ghl i ght s anyt hi ng whi ch r equi r es i mmedi at e at t ent i on such 
as a hi gh pr i or i t y al ar m,  SOC f ai l ur e st at us,  or  i ndi cat i ons of  abnor mal  
st at us.

I ncl ude a hi gh- l evel  one- l i ne di agr am of  t he mi cr ogr i d,  i ncl udi ng 
gener at i on sour ces,  st or age,  and l oad cent er s,  f ocusi ng on cl ar i t y and 
ease of  i nt er pr et at i on.  Di spl ay r eal - t i me st at us i ndi cat or s f or  cr i t i cal  
component s,  i ncl udi ng power  gener at i on uni t s ( sol ar  panel s,  wi nd t ur bi nes,  
gener at or s) ,  st or age syst ems ( bat t er i es) ,  and mai n swi t ches.  I ndi cat or s 
must  r ef l ect  oper at i onal  st at us ( on/ of f ) ,  f aul t  condi t i ons,  and 
mai nt enance al er t s.

I ncl ude a dynami c ener gy f l ow di agr am showi ng t he di r ect i on of  power  f l ow 
bet ween gener at i on,  st or age,  l oads,  and t he mai n gr i d.  Thi s di agr am hel ps 
i n under st andi ng t he cur r ent  oper at i onal  mode of  t he mi cr ogr i d ( i s l anded,  
gr i d- t i ed,  char gi ng,  or  di schar gi ng) .

  
I nt egr at e a sect i on f or  syst em al er t s and al ar ms,  hi ghl i ght i ng any 
abnor mal  condi t i ons or  oper at i onal  i ssues t hat  r equi r e i mmedi at e at t ent i on.

I ncl ude i nt ui t i ve navi gat i on opt i ons t o det ai l ed scr eens f or  i n- dept h 
moni t or i ng and cont r ol  of  speci f i c  mi cr ogr i d component s.

Devel op mul t i pl e Level  2 di spl ays f or  t he mi cr ogr i d cont r ol  syst em as 
def i ned by I SA 101. 01.  These di spl ays ar e t he pr i mar y i nt er f aces f or  
oper at or  i nt er act i on,  desi gned t o al i gn wi t h oper at or s’  ment al  model s of  
t he mi cr ogr i d and i t s oper at i ons.  Level  2 di spl ays i l l ust r at e det ai l ed 
i nsi ght s and cont r ol s f or  speci f i c  oper at i onal  st at es,  such as st ar t up,  
nor mal  oper at i on,  t r ansi t i ons,  and shut down.  
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I nt egr at e essent i al  per f or mance met r i cs r el at ed t o t he mi cr ogr i d' s 
oper at i onal  ef f i c i ency,  such as ener gy gener at i on,  consumpt i on,  st or age 
l evel s,  and gr i d i nt er act i on.

Pr ovi de di r ect  cont r ol s necessar y f or  managi ng t he mi cr ogr i d,  i ncl udi ng 
i nt er f aces f or  adj ust i ng gener at i on sour ces,  st or age,  and l oad management .  
Wher e space i s l i mi t ed,  pr ovi de easy access t o Level  3 and 4 di spl ays,  
cont r ol  panel s,  and det ai l ed cont r ol  i nt er f aces.

Di spl ay r el evant  al ar ms f or  t he mi cr ogr i d’ s oper at i onal  st at e,  
pr i or i t i z i ng t hem based on sever i t y and r el evance t o t he cur r ent  di spl ay.  
Ensur e v i s i bi l i t y  of  hi gh- pr i or i t y al ar ms and i ndi cat e t he pr esence of  
addi t i onal  al ar ms.

Pr ovi de a di r ect  l i nk t o t he Level  1 over vi ew di spl ay,  enabl i ng oper at or s 
t o qui ckl y shi f t  t o a macr o- per spect i ve of  t he mi cr ogr i d’ s st at us.
Hi ghl i ght  abnor mal  condi t i ons i n t he mi cr ogr i d or  Level  2 sub- syst em 
di spl ayed,  c l ear l y i ndi cat i ng t hei r  sever i t y and t he r el at ed opt i ons f or  
oper at or  act i on.

For  each par amet er  or  dat um di spl ayed,  pr ovi de l i nks t o t he dat a hi st or i an 
f or  r eal  t i me and hi st or i cal  t r ends of  cr i t i cal  par amet er s such as st at e 
of  char ge,  power ,  r eact i ve power ,  f r equency,  and vol t age as al l  def i ned by 
I EEE 2030. 8 Tabl e C. 1 cont i nuous dat a col l ect i on.

I ncl ude l i nks t o ot her  appl i cat i ons or  nat i vel y di spl ay t he I EEE 2030. 8 
Tabl e C. 1 SOE and osci l l ogr aphy dat a.  

Gr oup r el at ed component s l ogi cal l y f or  easy navi gat i on and compr ehensi on.

Di spl ayed I nf or mat i on must  i ndi cat e t he qual i t y of  ser vi ce;  i . e. ,  i ndi cat e 
i f  t he t ag i s st al e or  t he communi cat i on sour ce i s of f l i ne.  

Real - Ti me Dat a Vi sual i zat i on:
a.  Ut i l i ze gr aphi cal  r epr esent at i ons i ncl udi ng but  not  l i mi t ed t o 

char t s,  hi st or i cal  and r eal - t i me t r ends,  di al s,  X- Y pl ot s,  pol ar  
pl ot s,  or  s i mi l ar  gr aphs t o v i sual i ze dat a,  f aci l i t at i ng 
oper at or s '  abi l i t y  t o make i nf or med deci s i ons r api dl y.

b.  I mpl ement  col or - codi ng and vi sual  cues t o s i gni f y di f f er ent  st at es 
of  mi cr ogr i d component s and al ar ms,  ef f ect i vel y dr awi ng at t ent i on 
t o cr i t i cal  condi t i ons.  Al l  col or  codi ng t o be shaded and 
annot at ed suf f i c i ent l y t o al l ow col or  bl i nd per sonnel  t o 
ef f ect i vel y use t he HMI .

2. 3. 15. 2   Al ar m and Event  Management
* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *

NOTE:   As t he connect ed equi pment  s i zes,  t ypes,  
l ocat i ons,  and avai l abl e al ar m par amet er s wi l l  var y 
gr eat l y bet ween desi gns,  t he desi gner  must  r evi ew 
and suppl ement  t he al ar m poi nt s l i s t ed bel ow t o sui t  
t he det ai l s of  t he mi cr ogr i d and MCS under  desi gn.

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *

I ncor por at e i nt o t he HMI  a c l ear  and di st i ngui shabl e al ar m syst em t hat  
pr ovi des audi bl e and/ or  v i sual  al er t s f or  abnor mal  mi cr ogr i d condi t i ons 
and event s.   Di spl ay al ar m det ai l s,  such as sever i t y,  equi pment ,  l ocat i on,  
and t i mest amp,  t o hel p oper at or s i dent i f y t he cause and pr i or i t i ze 
r esponses ef f ect i vel y.   Use i nt el l i gent  al ar mi ng t echni ques i n accor dance 
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wi t h I SA 18. 2,  Management  of  Al ar m Syst ems f or  t he Pr ocess I ndust r i es.

Ti mest ampi ng must  be i n accor dance wi t h I EEE 2030. 8 Tabl e C1.

Al ar m Acknowl edgment  and Management :  The HMI  must  al l ow oper at or s t o 
acknowl edge and manage al ar ms,  pr ovi di ng opt i ons t o s i l ence audi bl e 
al ar ms,  acknowl edge i ssues,  and r evi ew hi st or i cal  al ar ms.  Ti me st amped 
SOE dat a i n accor dance wi t h I EEE 2030. 8 ar e pr ef er r ed f or  al ar mi ng. HMI  
i ncl ude di scr et e di spl ay and l oggi ng of  hi gh pr i or i t y al ar ms f or  each 
connect ed equi pment  and devi ce.  Speci f i c  r equi r ement s i ncl ude but  not  
ar e not  l i mi t ed t o:  

[ a.  PCC/ POI  Al ar ms:  [ _____]
( 1)  Power  qual i t y out  of  r ange Har moni cs,  Fl i cker
( 2)  Gr i d synchr oni zat i on f ai l ur e
( 3)  Fr equency out  of  r ange
[ ( 4)  Vol t age out  of  r ange]
[ ( 5) _____] ]

[ b.  Connect ed DER Al ar ms:  [ _____]
[ ( 1)  I nver t er  f aul t ]
[ ( 2)  Communi cat i ons f ai l ur e]
[ ( 3)  Bat t er y st or age cr i t i cal  r eser ve l evel ]
[ ( 4)  St ar t / r un f ai l ur e]
[ ( 5)  Gener at or  Fuel  Cr i t i cal  l evel ]
[ ( 6)  Gener at or  Fuel  syst em l eak or  mal f unct i on]
[ ( 7)  Gener at or  hi gh t emper at ur e] ]

[ c.  Sequence of  Oper at i on Fai l ur e Al ar ms:
[ ( 1)  I s l andi ng f ai l ur e]
[ ( 2)  Load shed f ai l ur e]
[ ( 3)  Load r est or at i on f ai l ur e]
[ ( 4)  Br eaker  or  Swi t ch oper at i onal  f ai l ur e]
[ ( 5)  Communi cat i on l oss f or  DERMS]
[ ( 6)  Sequence devi at i on] ]

[ d.  Gener al  Condi t i on Al ar ms:  
( 1)  Bus under  and over - vol t age
( 2)  Pr oduct i on shor t f al l ;  aut omat i c l oad shed
( 3)  Bus phase i mbal ance
( 4)  I nt er nal  mi cr ogr i d f aul t
( 5)  Pr ot ect i ve r el ay syst em t r i ppi ng
( 6)  Emer gency st op engaged;  manual  or  aut omat i c
( 7)  Communi cat i ons f aul t
( 8)  Communi cat i ons syst em f al l back engaged
[ ( 9) _____] ]

[ e.  Addi t i onal  Al ar ms:  [ _____]
[ ( 1)  Remot e access t o MCS i ni t i al i zed]
[ ( 2)  Fi r e al ar m syst em,  al ar m condi t i on r epor t ed]
[ ( 3)  Connect ed equi pment  t r oubl e or  mai nt enance al er t s]
[ ( 4) _____] ]

Cont r ol  and Set poi nt  Adj ust ment :
a.  Equi p Level  3 di spl ays wi t h i nt ui t i ve  f or  adj ust i ng set poi nt s,  

oper at i onal  modes,  and cont r ol  st r at egi es,  based on changi ng l oad 
condi t i ons and t he avai l abi l i t y  of  DER.

b.  I mpl ement  passwor d- pr ot ect ed access f or  sensi t i ve cont r ol  f unct i ons 
t o ensur e onl y aut hor i zed per sonnel  can make cr i t i cal  changes.
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Dat a Loggi ng and Hi st or i cal  Tr endi ng:  I ncl ude dat a l oggi ng and hi st or i cal  
t r end vi sual i zat i on f eat ur es i n t he HMI ,  enabl i ng oper at or s t o anal yze 
past  per f or mance,  i dent i f y pat t er ns,  and opt i mi ze mi cr ogr i d oper at i ons 
over  t i me.

User  Hel p and Suppor t :
The HMI  must  i ncl ude cont ext - sensi t i ve hel p and gui dance t o assi st  

oper at or s i n ut i l i z i ng i t s f eat ur es ef f ect i vel y and under st andi ng 
speci f i c  f unct i ons at  each scr een.
Pr ovi de document at i on l i nks or  t ool t i ps f or  compl ex f eat ur es t o 
enhance usabi l i t y .

Responsi veness and Compat i bi l i t y :  Desi gn t he HMI  t o be r esponsi ve and 
compat i bl e wi t h var i ous devi ces,  i ncl udi ng deskt ops and t abl et s t o 
f aci l i t at e r emot e moni t or i ng and cont r ol .

Local  and Remot e:  Local  cont r ol l er s/ r el ays may have HMI  wi t h subset s of  
t he pr i mar y HMI ,  t hus pr ovi di ng a cyber - secur e backup syst em.  

Mul t i pl e i nst ances of  t he Mi cr ogr i d Cont r ol  Syst em HMI  may be pr ovi ded f or  
geogr aphi c conveni ence.  

2. 3. 16   Wor kst at i on Har dwar e ( Deskt op and Lapt op)

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *
NOTE:  Coor di nat e wi t h t he pr oj ect  s i t e t o det er mi ne 
i f  t he wor kst at i on( s)  wi l l  be cont r act or  suppl i ed or  
Gover nment  Fur ni shed,  or  a mi x wher e some 
wor kst at i ons ar e Gover nment  f ur ni shed and ot her s ar e 
cont r act or  suppl i ed:  " Repl ace Br acket s"  i nst r uct i ons 
1)  Gover nment  f ur ni shed onl y :  Keep f i r st  br acket ed 
t ext  and r emove t he [ as i ndi cat ed] .  2)  Cont r act or  
suppl i ed onl y:  Keep t he second br acket ed t ext .  3)  
Combi nat i on of  Gover nment  f ur ni shed and Cont r act or  
suppl i ed:  Keep al l  br acket ed t ext .  When keepi ng 
br acket ed t ext  ( Cont r act or  suppl i ed or  combi nat i on 
of  Gover nment  and Cont act or  suppl i ed)  not e t hat  
comput er  t echnol ogy changes qui ckl y and t hese 
r equi r ement s shoul d be edi t ed t o r ef l ect  cur r ent  
pr oduct s.  Def aul t  r equi r ement s ( cur r ent  as of  2012)  
have been pr ovi ded i n br acket s.  

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *

[ The Gover nment  wi l l  pr ovi de t he] [ Pr ovi de a st andar d deskt op comput er  or  a 
l apt op meet i ng t he f ol l owi ng mi ni mum r equi r ement s f or  t he]  Comput er  
Wor kst at i on Har dwar e ( wor kst at i on)  [ as i ndi cat ed] .

2. 3. 16. 1   Pr ocessor

2. 3. 16. 1. 1   Deskt op

Quad- cor e pr ocessor  desi gned f or  deskt op appl i cat i ons.  Pr ocessor  speed 
must  be at  l east  75 per cent  of  t he speed of  t he f ast est  I nt el  deskt op 
pr ocessor  commer ci al l y avai l abl e.

2. 3. 16. 1. 2   Lapt op

Quad- cor e pr ocessor  desi gned f or  l apt op appl i cat i ons.  Pr ocessor  speed must  
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be at  l east  50 per cent  of  t he speed of  t he f ast est  I nt el  l apt op pr ocessor  
commer ci al l y avai l abl e.

2. 3. 16. 2   Random Access Memor y ( RAM)

[ ____] [ 300 per cent  of  t he r ecommended r equi r ement s of  t he sof t war e t o be 
i nst al l ed on t he ser ver [  and no l ess t han 8GB] . ]

2. 3. 16. 3   Communi cat i ons Por t s

2. 3. 16. 3. 1   Deskt op

[ ____] [ Si x USB por t s. ]

2. 3. 16. 3. 2   Lapt op

[ ____] [ Two USB por t s,  pl us a PCMCI A car d s l ot  or  an addi t i onal  USB por t ,  
pl us an i nt egr al  RS- 232 ser i al  por t  or  an addi t i onal  USB por t  and a USB t o 
RS- 232 ser i al  adapt er . ]

2. 3. 16. 4   Har d Dr i ve and Cont r ol l er

[ 2. 3. 16. 4. 1   Deskt op

[ ____] [ 1. 5TB]  or  l ar ger  wi t h a SATA- 3 cont r ol l er .

] [ 2. 3. 16. 4. 2   Lapt op

[ ____] [ 250GB]  or  l ar ger  sol i d st at e dr i ve.

] 2. 3. 16. 5   Opt i cal  Dr i ve

[ ____] [ DVD- RW dr i ve]

2. 3. 16. 6   Vi deo Out put

2. 3. 16. 6. 1   Deskt op

[ ____] [ 32- bi t  col or  wi t h dual  moni t or  suppor t  mi ni mum r esol ut i ons of  1920 
by 1080 at  mi ni mum r ef r esh r at es of  70 Hz and dual  DVI  or  di spl ay por t  
out put s. ]

2. 3. 16. 6. 2   Lapt op

[ ____] [ 32- bi t  col or  wi t h a mi ni mum r esol ut i on of  1920 by 1080 at  mi ni mum 
r ef r esh r at es of  70 Hz and VGA or  HDMI  out put . ]

2. 3. 16. 7   Net wor k I nt er f ace

2. 3. 16. 7. 1   Deskt op

[ ____] [ I nt egr at ed 1000Base- T Et her net  wi t h RJ45 connect or . ]

2. 3. 16. 7. 2   Lapt op

[ ____] [ I nt egr at ed 1000Base- T Et her net  wi t h RJ45 connect or  and an 
i nt egr at ed I EEE 802. 11b/ g/ n wi r el ess i nt er f ace.  The Lapt op must  have a 
physi cal  swi t ch f or  act i vat i on and deact i vat i on of  t he wi r el ess i nt er f ace. ]
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2. 3. 16. 8   Moni t or

2. 3. 16. 8. 1   Deskt op

[ ____] [ Dual  wi descr een f l at  panel  LCD moni t or s s i zed as i ndi cat ed but  no 
l ess t han600 mm 24 i nch nomi nal  wi t h mi ni mum r esol ut i ons of  1920 by 1080 
pi xel s and a mi ni mum r ef r esh r at e of  70Hz. ]

2. 3. 16. 8. 2   Lapt op

[ ____] [ LCD Scr een si zed as i ndi cat ed but  no l ess t han 325 mm 13 i nch 
nomi nal  wi t h a maxi mum suppor t ed r esol ut i on of  no l ess t han 1600 by 900 
pi xel s. ]

2. 3. 16. 9   Keyboar d and Smar t  Car d Reader

2. 3. 16. 9. 1   Deskt op

[ ____] [ 101 key wi r ed USB keyboar d havi ng a mi ni mum 64 char act er  st andar d 
ASCI I  char act er  set  based on ANSI  I NCI TS 154 and an i nt egr al  smar t  car d 
r eader  compat i bl e wi t h a Depar t ment  of  Def ense Common Access Car d ( CAC) . ]

2. 3. 16. 9. 2   Lapt op

[ ____] [ St andar d l apt op keyboar d.  I nt er nal  smar t  car d r eader  compat i bl e 
wi t h a Depar t ment  of  Def ense Common Access Car d ( CAC) . ]

2. 3. 16. 10   Mouse

2. 3. 16. 10. 1   Deskt op

[ ____] [ 2- but t on wi r ed USB opt i cal  scr ol l  mouse wi t h a mi ni mum r esol ut i on 
of  400 dot s per  i nch. ]

2. 3. 16. 10. 2   Lapt op

[ ____] [ I nt egr at ed t ouch- pad pl us a 2- but t on wi r ed USB opt i cal  scr ol l  mouse 
wi t h a mi ni mum r esol ut i on of  400 dot s per  i nch. ]

2. 3. 16. 11   Pr i nt er s

Pr ovi de l ocal  or  net wor k pr i nt er s as i ndi cat ed.  Pr ovi de l ocal  pr i nt er s 
whi ch have a USB i nt er f ace.  Pr ovi de net wor k pr i nt er s whi ch have a 
100Base- T or  f ast er  i nt er f ace wi t h an RJ45 connect i on and a f i r mwar e pr i nt  
spool er  compat i bl e wi t h t he Oper at i ng Syst em pr i nt  spool er .

2. 3. 16. 11. 1   Al ar m Pr i nt er

Pr ovi de al ar m pr i nt er s whi ch use spr ocket - f ed f anf ol d paper  wi t h 
adj ust abl e spr ocket s f or  paper  wi dt h up t o 280 mm 11 i nches.  Al ar m 
pr i nt er s must  have pr ogr ammabl e cont r ol  of  t op- of - f or m.  [ Pr ovi de f l oor  
st ands wi t h paper  r acks f or  al ar m pr i nt er s. ]

2. 3. 16. 12   Oper at i ng Syst em ( OS)

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *
NOTE:  Coor di nat e wi t h t he pr oj ect  s i t e t o det er mi ne 
i f  t he OS l i cense wi l l  be cont r act or  suppl i ed or  
Gover nment  Fur ni shed.  
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* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *
NOTE:  Thi s subpar t  uses t ai l or i ng opt i ons t o 
i ndi cat e t he Gol d Mast er  ver si on t o use.  

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *

Pr ovi de t he l at est  ver si on of  t he Ar my [ DI SA] [ ____]  Gol d Mast er  Wi ndows 
Oper at i ng Syst em.  The Oper at i ng Syst em medi a wi l l  be f ur ni shed by t he 
Gover nment .  [ Pr ovi de ] [ The Gover nment  wi l l  pr ovi de]  t he Oper at i ng Syst em 
l i cense.

2. 3. 16. 13   Vi r us Pr ot ect i on Sof t war e

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *
NOTE:  Coor di nat e wi t h t he pr oj ect  s i t e t o det er mi ne 
i f  t he Vi r us Pr ot ect i on Sof t war e wi l l  be cont r act or  
suppl i ed or  Gover nment  Fur ni shed.  

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *

[ Pr ovi de Vi r us Pr ot ect i on Sof t war e consi st i ng of  t he pr oj ect  s i t e' s 
st andar d v i r us pr ot ect i on sof t war e compl et e wi t h a v i r us def i ni t i on updat e 
subscr i pt i on]  [ Vi r us Pr ot ect i on Sof t war e wi l l  be f ur ni shed by t he 
Gover nment ] .

2. 3. 16. 14   Di sk I magi ng ( Backup)  Sof t war e

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *
NOTE:  Coor di nat e wi t h t he pr oj ect  s i t e t o det er mi ne 
SECTI ON 25 10 10 UTI LI TY MONI TORI NG AND CONTROL 
SYSTEM ( UMCS)  FRONT END AND I NTEGRATI ON i f  t he Di sk 
I magi ng ( Backup)  Sof t war e wi l l  be cont r act or  
suppl i ed or  Gover nment  Fur ni shed.  

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *

[ Pr ovi de Di sk i magi ng ( backup)  sof t war e capabl e of  per f or mi ng a bar e- met al  
r est or e ( i magi ng and r est or i ng t o a new bl ank har d dr i ve such t hat  
r est or at i on of  t he i mage i s suf f i c i ent  t o r est or e syst em oper at i on t o t he 
i maged st at e wi t hout  t he need f or  r e- i nst al l at i on of  sof t war e) . ]  [ Pr ovi de 
Di sk i magi ng ( backup)  sof t war e consi st i ng of  t he pr oj ect  s i t e' s st andar d 
di sk i magi ng sof t war e. ]  [ Di sk i magi ng ( backup)  sof t war e wi l l  be f ur ni shed 
by t he Gover nment . ]

2. 3. 16. 15   Suppor t ed Fi el d Cont r ol  Pr ot ocol s

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *
NOTE:  one of  t he i nt egr at i on met hods f or  l egacy 
syst ems i s t o use a pr ot ocol  dr i ver  ( a ' sof t war e 
gat eway' )  i n t he M&C sof t war e t o i nt egr at e t he 
l egacy syst em,  and t hese r equi r ement s per mi t  t he M&C 
Sof t war e t o suppor t  pr ot ocol s ot her  t han t hose 
speci f i cal l y r equi r ed i n t hi s speci f i cat i on.  

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *

Pr ovi de M&C Sof t war e whi ch suppor t s f i el d cont r ol  pr ot ocol s as f ol l ows:
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2. 3. 17   Remot e Access Har dwar e

[ Remot e access out si de of  t he i nst al l at i on i s st r i ct l y pr ohi bi t ed.  Remot e 
access i s per mi t t ed onl y f r om wi t hi n t he i nst al l at i on boundar i es] .

2. 3. 17. 1   Har dwar e Requi r ement s

Remot e access har dwar e must  be compl i ant  wi t h cyber secur i t y pr ot ocol s and 
st andar ds.  Thi s har dwar e must  f aci l i t at e secur e communi cat i on channel s f or  
r emot e moni t or i ng,  cont r ol ,  and mai nt enance act i v i t i es.

2. 3. 17. 1. 1   Fi r ewal l s 

Depl oy advanced f i r ewal l s t o segr egat e t he MCS net wor k f r om unaut hor i zed 
access.

2. 3. 17. 1. 2   VPN Gat eway 

A Vi r t ual  Pr i vat e Net wor k ( VPN)  gat eway must  be i nst al l ed t o ensur e 
encr ypt ed communi cat i on.

2. 3. 17. 1. 3   Mul t i - Fact or  Aut hent i cat i on
 

I mpl ement  mul t i - f act or  aut hent i cat i on mechani sms f or  al l  r emot e access 
poi nt s.

2. 3. 17. 2   Redundancy and Fai l over

For  mi ssi on- cr i t i cal  oper at i ons,  r edundant  har dwar e conf i gur at i ons must  be 
empl oyed.  Fai l over  capabi l i t i es must  be aut omat i c and t est ed t o ensur e 
seaml ess t r ansi t i on dur i ng har dwar e or  net wor k f ai l ur es.

2. 3. 17. 3   Remot e Access Pr ot ocol s

Secur e r emot e access pr ot ocol s must  be used,  i ncl udi ng but  not  l i mi t ed t o 
SSH,  HTTPS,  and SNMPv3.  These pr ot ocol s must  be conf i gur abl e t o meet  
speci f i c  pr oj ect  r equi r ement s.

2. 3. 17. 4   Dat a Encr ypt i on

Dat a i n t r ansi t  must  be encr ypt ed usi ng al gor i t hms t hat  meet  or  exceed 
i ndust r y st andar ds.  Opt i ons f or  encr ypt i on al gor i t hms i ncl ude [ AES] [ RSA] .

2. 3. 17. 5   Har dwar e Mai nt enance

Regul ar  mai nt enance schedul es must  be est abl i shed f or  al l  r emot e access 
har dwar e.  Fi r mwar e updat es must  be appl i ed i n a t i mel y manner  and i n 
accor dance wi t h manuf act ur er  r ecommendat i ons.

2. 3. 17. 6   Loggi ng and Moni t or i ng

Al l  r emot e access act i v i t i es must  be l ogged and moni t or ed i n r eal - t i me.  
Al er t s f or  unaut hor i zed or  suspi c i ous act i v i t i es must  be conf i gur ed t o 
not i f y desi gnat ed per sonnel  i mmedi at el y.

2. 3. 17. 7   Compl i ance and Cer t i f i cat i on

Har dwar e and sof t war e component s must  be compl i ant  wi t h r el evant  i ndust r y 
st andar ds and cer t i f i cat i ons,  i ncl udi ng but  not  l i mi t ed t o [ NI ST] .  
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Addi t i onal l y,  al l  r emot e access har dwar e must  obt ai n an Aut hor i t y t o 
Oper at e ( ATO)  i n accor dance wi t h t he cyber secur i t y speci f i cat i on out l i ned 
i n t he pr oj ect  document at i on.  Compl i ance wi t h t hi s speci f i cat i on i s 
mandat or y f or  syst em depl oyment  and oper at i on.

2. 3. 18   Dat a Loggi ng and Event  Recor di ng

2. 3. 18. 1   Types of  Dat a t o be Logged

The syst em must  l og t he f ol l owi ng t ypes of  dat a:

a.  Vol t age,  cur r ent ,  and power  f act or  at  al l  cr i t i cal  nodes
b.  Fr equency at  t he PCC and DER
c.  St at us of  al l  c i r cui t  br eaker s and di sconnect s
d.  Al ar ms and f aul t  condi t i ons
e.  Ener gy pr oduct i on and consumpt i on met r i cs
f .  Cont r ol  s i gnal s sent  and r ecei ved
g.  Syst em mode and st at e t r ansi t i ons

2. 3. 18. 2   Dat a Loggi ng Fr equency

Dat a must  be l ogged at  var yi ng f r equenci es dependi ng on t he par amet er :

a.  El ect r i cal  par amet er s such as vol t age,  cur r ent ,  and f r equency:  Ever y [ 1 
second] [ 5 seconds]

b.  Syst em st at us and mode:  Ever y [ 10 seconds] [ 30 seconds]
c.  Al ar ms and f aul t  condi t i ons:  I nst ant aneousl y

2. 3. 18. 3   Dat a St or age Dur at i on

Logged dat a must  be st or ed f or  a mi ni mum dur at i on based on i t s t ype:
a.  El ect r i cal  par amet er s:  [ 30 days] [ 90 days]
b.  Syst em st at us and mode:  [ 7 days] [ 30 days]
c.  Al ar ms and f aul t  condi t i ons:  [ 1 year ] [ 2 year s]

2. 3. 18. 4   Dat a Backup and Redundancy
Dat a must  be backed up i n a secondar y st or age medi um and must  be 
r et r i evabl e f or  [ 3 mont hs] [ 6 mont hs] .

2. 3. 18. 5   Event  Recor di ng
Al l  s i gni f i cant  syst em event s,  i ncl udi ng but  not  l i mi t ed t o,  f aul t  
condi t i ons,  mode t r ansi t i ons,  and manual  i nt er vent i ons,  must  be r ecor ded 
wi t h a t i mest amp.  These r ecor ds must  be st or ed f or  a mi ni mum of  [ 1 year ] [ 2 
year s] .

2. 3. 18. 6   Access t o Logged Dat a
Logged dat a must  be accessi bl e t hr ough t he MCS Human- Machi ne I nt er f ace 
( HMI )  and must  al so be expor t abl e i n [ CSV] [ XML]  f or mat  f or  f ur t her  
anal ysi s.

2. 3. 18. 7   Dat a Secur i t y
Logged dat a must  be encr ypt ed and secur ed i n compl i ance wi t h r el evant  
cyber secur i t y st andar ds,  ensur i ng dat a i nt egr i t y and conf i dent i al i t y .

2. 4   COMPUTER HARDWARE

Comput er s used as mi cr ogr i d cont r ol l er s must  meet  t he mi cr ogr i d Comput er  
Har dwar e Speci f i cat i ons out l i ned her ei n.  Comput er s used f or  v i sual i zat i on 
and hi st or i an pur poses may have si gni f i cant  dat a st or age and vi sual i zat i on 
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r equi r ement s t hat  f ew MC har dwar e pl at f or ms can meet .  Ther ef or e,  comput er s 
wi t h l ower  per f or mance cr i t er i a t han t he MC ar e sel ect ed her e.  Al l  
comput er s used on a mi cr ogr i d must  abi de by t he f ol l owi ng mi ni mum 
r equi r ement s:

a.  Desi gned and manuf act ur ed by an I SO 9001 US based cer t i f i ed manuf act ur er
b.  UL Li st ed t o U. S.  and Canadi an saf et y st andar ds 
c.  Rack-  or  panel - mount
d.  Er r or - cor r ect i ng code ( ECC)  memor y
e.  No movi ng par t s
f .  MTBF mi ni mum of  10 year s.
g.  Meet  or  exceed I EEE 1613
h.  Oper at i ng Syst em wi t h mi ni mum of  10 year s r emai ni ng suppor t  
i .  Ti me synchr oni zat i on t o bet t er  t han 4 ms,  opt i onal  I RI G- B
j .  Two or  mor e DVI - D por t s wi t h suppor t  f or  up t o 3 moni t or s
k.  PCI e expansi on sl ot s
l .  SSD har d dr i ve,  s i zed t o accommodat e 10 year s of  dat a st or age or  

I EEE 2030. 8,  whi chever  i s l onger .
m.  Dual  power  suppl i es,  power ed t o t he same DC st andar ds as t he MCS 

cont r ol l er  above
n.  Two or  mor e Et her net  RJ45 por t s
o.  Al ar m cont act  f or  annunci at i on
p.  Opt i onal  RAI D f or  hot  swap dat a st or age
q.  Opt i onal  Conf or mal  coat i ng f or  har sh envi r onment s.
r .  Col d,  Oper at i onal :  I EC 60068- 2- 1,  Sever i t y Level :  16 hour s at  - 40° C
s.  Col d,  St or age:  I EC 60068- 2- 1.  Sever i t y Level :  16 hour s at  - 40° C
t .  Damp Heat ,  Cycl i c:  I EC 60068- 2- 30,  Sever i t y Level :  12 + 12- hour  cycl e 

25°  t o 55° C,  6 cycl es,  >93% r el at i ve humi di t y
u.  Damp Heat ,  St eady:  I EC 60068- 2- 78,   Sever i t y Level :  40° C,  240 hour s,  

>93% r el at i ve humi di t y
v.  Dr y Heat ,  Oper at i onal :  I EC 60255- 1,  Sever i t y Level :  16 hour s at  60° C 

( E3- 1505M CPU) ,  16 hour s at  75° C ( E3- 1505L CPU)
w.  Dr y Heat ,  St or age:  I EC 60255- 1,  Sever i t y Level :  16 hour s at  85° C
x.  Vi br at i on:  I EC 60255- 21- 1,  Sever i t y Level :  Endur ance Cl ass 2

2. 5   COMPUTER SOFTWARE

Al l  sof t war e used on t he Comput er  Sof t war e Speci f i cat i ons must  have t he 
f ol l owi ng at t r i but es:

a.  Backup i nst al l at i on on st or age medi a out si de t he comput er ,  such as USB 
or  ot her  st or age devi ce.

b.  Li cense i nf or mat i on and pur chase war r ant y c l ear l y document ed.
c.  Pr oduct  ser vi ce bul l et i ns and ser vi ce pat ches f r ee of  char ge.
d.  No mandat or y ser vi ce f ees f or  cont i nui t y of  ser vi ce.
e.  Be pr ovi ded by a l ong st andi ng r eput abl e company wi t h a hi st or y of  

suppor t i ng t hei r  sof t war e.
f .  A obsol escence pl an must  be pr ovi ded,  i ncl udi ng t he vi abl e sof t war e 

al t er nat i ves shoul d t he pr i mar y sof t war e company go out  of  busi ness.
g.  Conf i gur at i on/ set t i ngs/  or  code must  be pr ovi ded f or  al l  sof t war e 

i nt egr at ed i nt o t he mi cr ogr i d cont r ol  syst em.  

2. 5. 1   Web Ser vi ces -  API  access

Publ i c web access i s st r i ct l y pr ohi bi t ed on DoD mi cr ogr i d syst ems.  Ref er  
t o 25 05 11 CYBERSECURI TY FOR FACI LI TY- RELATED CONTROL SYSTEMS f or  
addi t i onal  r equi r ement s
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2. 6   RACKS AND ENCLOSURES

2. 6. 1   Encl osur es

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *
NOTE:   NOTE:  I n out door  appl i cat i ons speci f y Type 3 
unl ess hosedown of  t he encl osur e i s ant i c i pat ed,  i n 
whi ch case speci f y Type 4.

For  r et r of i t  pr oj ect s i n ol der  mechani cal  r ooms or
wher e hosedown of  t he encl osur e i s ant i c i pat ed
speci f y Type 4 encl osur es.  Type 4 pr ovi des a
gr eat er  degr ee of  pr ot ect i on i n di r t y and wet
envi r onment s t han does Type 2.

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *

Encl osur es suppl i ed as an i nt egr al  ( pr e- packaged)  par t  of  anot her  pr oduct  
ar e accept abl e.   Pr ovi de t wo Encl osur e Keys f or  each l ockabl e encl osur e on 
a s i ngl e r i ng per  encl osur e wi t h a t ag i dent i f y i ng t he encl osur e t he keys 
oper at e.   Pr ovi de encl osur es meet i ng t he f ol l owi ng mi ni mum r equi r ement s:

2. 6. 1. 1   Out door s

For  encl osur es l ocat ed out door s,  pr ovi de encl osur es meet i ng NEMA 250 [ Type 
3] [ Type 4]  r equi r ement s.

2. 6. 1. 2   Mechani cal  and El ect r i cal  Rooms

For  encl osur es l ocat ed i n mechani cal  or  el ect r i cal  r ooms,  pr ovi de 
encl osur es meet i ng NEMA 250 [ Type 2] [ Type 4]  r equi r ement s.

2. 6. 1. 3   Ot her  Locat i ons

For  encl osur es i n ot her  l ocat i ons i ncl udi ng but  not  l i mi t ed t o occupi ed 
spaces,  above cei l i ngs,  and i n pl enum r et ur ns,  pr ovi de encl osur es meet i ng 
NEMA 250 Type 1 r equi r ement s.

2. 6. 2   Equi pment  Racks

Pr ovi de st andar d 482 mm 19 i nch equi pment  r acks compat i bl e wi t h t he 
el ect r oni c equi pment  pr ovi ded.  Racks must  be ei t her  al umi num or  st eel  wi t h 
bol t ed or  wel ded const r uct i on.  St eel  equi pment  r acks must  be pai nt ed wi t h 
a f l ame- r et ar dant  pai nt .  Guar d r ai l s must  be i ncl uded wi t h each equi pment  
r ack and have a copper  gr oundi ng bar  i nst al l ed and gr ounded t o t he ear t h.

PART 3   EXECUTI ON

Pr ovi de QA/ QC cont r ol  document s  i ncl udi ng an expl anat i on of  t hei r  audi t  
poi nt s,  bot h i nt er nal  and ext er nal .  Al l  phases of  t he pr oj ect  must  be 
i ncl uded and t he document s must  i ncl ude pr e- const r uct i on QC checkl i st ,  
post - const r uct i on QC checkl i st  and cl oseout  QC checkl i st .  The Cont r act or ' s 
QC Repr esent at i ve must  ver i f y each i t em i n t he Checkl i st  and i ni t i al  i n 
t he pr ovi ded ar ea t o i ndi cat e t hat  t he r equi r ement  has been met .   The QC 
Repr esent at i ve must  s i gn and dat e t he Checkl i st  pr i or  t o submi ssi on t o t he 
Gover nment .  QC checkl i st s must  i ndi cat e qual i t y cont r ol  checks of  maj or  
syst em f unct i onal i t y.  
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3. 1   PLANNI NG

Pr i or  t o commencement  of  any wor k,  pr epar e and submi t  a Compr ehensi ve 
Execut i on Pl an del i neat i ng t he appr oach,  met hodol ogy,  and sequence of  al l  
act i v i t i es necessar y t o execut e t he pr oj ect  i n accor dance wi t h t he 
speci f i ed r equi r ement s and schedul e.  Al l  el ement s of  t he pr oj ect ,  
i ncl udi ng but  not  l i mi t ed t o desi gn,  pr ocur ement ,  i nst al l at i on,  
i nt egr at i on,  t est i ng,  and commi ssi oni ng ar e i ncl uded i n t he pl an.  Ensur e 
t hat  al l  r equi s i t e per mi t s,  appr oval s,  and not i f i cat i ons have been 
obt ai ned i n a t i mel y manner .  Coor di nat i on i s r equi r ed wi t h al l  r el evant  
st akehol der s,  i ncl udi ng t he Gover nment ,  ut i l i t y  compani es,  and ot her  
cont r act or s,  t o ensur e t hat  al l  wor k i s execut ed i n a har moni zed and 
or der l y manner ,  mi ni mi zi ng di sr upt i ons and opt i mi zi ng r esour ce ut i l i zat i on.

3. 2   DEVELOPMENT

Fol l owi ng appr oval  of  t he det ai l ed desi gn,  pr oceed wi t h t he pr ocur ement  of  
al l  necessar y mat er i al s,  equi pment ,  and ser vi ces i n accor dance wi t h t he 
appr oved BOM and i n compl i ance wi t h t he speci f i ed st andar ds and 
r equi r ement s.  Execut e t he i nst al l at i on,  i nt egr at i on,  and t est i ng of  t he 
suppl i er  speci f i c  syst em i n accor dance wi t h t he appr oved pl ans,  desi gns,  
and t est i ng pl an.  Ensur e t hat  al l  wor k i s execut ed by qual i f i ed per sonnel  
i n accor dance wi t h t he best  pr act i ces,  and t hat  al l  necessar y measur es ar e 
t aken t o ensur e t he saf et y,  qual i t y,  and i nt egr i t y of  t he syst em and 
sur r oundi ng i nst al l at i ons.  Upon successf ul  compl et i on of  al l  t est i ng and 
ver i f i cat i on act i v i t i es,  coor di nat e wi t h t he Gover nment  and Commi ssi oni ng 
Aut hor i t y f or  t he f or mal  commi ssi oni ng and handover  of  t he suppl i er  
speci f i c  syst em,  ensur i ng t hat  al l  necessar y document at i on,  t r ai ni ng,  and 
suppor t  ar e pr ovi ded as r equi r ed.

3. 3   FACTORY TESTI NG

Conduct  t he Fact or y Test  at  a l ocat i on and t i me appr oved by t he 
Gover nment .  The Gover nment  wi l l  wi t ness t he f act or y t est .  I f  t he syst em 
f ai l s a por t i on of  a t est ,  t he Gover nment  wi l l  det er mi ne whet her  t he 
ent i r e t est  or  onl y t he por t i on t hat  f ai l ed must  be r epeat ed.

Per f or m f act or y t est i ng of  t he MCS as speci f i ed.  Pr ovi de per sonnel ,  
equi pment ,  i nst r ument at i on,  and suppl i es necessar y t o per f or m r equi r ed 
t est i ng.  Pr ovi de wr i t t en not i f i cat i on of  pl anned t est i ng t o t he Gover nment  
at  l east  [ 21]  [  ]  days pr i or  t o t est i ng,  and do not  gi ve t hi s not i ce unt i l  
af t er  r ecei v i ng wr i t t en Gover nment  appr oval  of  t he speci f i c  Fact or y Test  
Pr ocedur es.

3. 3. 1   FACTORY TESTI NG COMPLI ANCE

Fact or y t est i ng pr ocedur es must  be i n compl i ance wi t h I EEE 2030. 8,  I EEE 
St andar d f or  t he Test i ng of  Mi cr ogr i d cont r ol  syst ems.  Nor mat i ve 
( enf or ceabl e)  l anguage wi t hi n t hi s speci f i cat i on r equi r es a number  of  
mandat or y t est s,  as i n t he Tabl es bel ow.

Tabl e 3. 1:  I EEE 2030. 8 Tabl e 1,  st eady st at e gr i d connect ed scenar i os
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I ni t i al  Condi t i ons I ni t i at i ng Event s Measur es

POI  br eaker  i s c l osed 
Di spat ch or der s and 
obj ect i ves Power  syst em 
st at e;  t hi s i ncl udes t he 
br eaker  st at uses,  power  f l ow 
condi t i ons,  and unbal ance 
l oads Expect ed mi ni mum,  
aver age,  and maxi mum expor t  
and i mpor t  of  P and Q 
Expect ed mi ni mum,  aver age,  
and maxi mum l oad l evel s 
Combi nat i ons of  di spat chabl e 
and non- di spat chabl e DER

Power  syst em di st ur bances 
i ncl udi ng upst r eam or  
mi cr ogr i d open or  shor t  
c i r cui t  condi t i ons Tr i p of  
DERs Set poi nt  st ep change 
St ar t  and st op of  l ar gest  
l oad Act i on of  al l  vol t age 
cont r ol  devi ces

V,  f ,  P,  Q,  set t l i ng t i me,  
over shoot ,  and SS val ues 
wi t hi n cont r act ual  
r equi r ement s and equi pment  
l i mi t at i ons.

Tabl e 3. 2:  I EEE 2030. 8 Tabl e 2,  st eady st at e i s l anded scenar i os

I ni t i al  Condi t i ons I ni t i at i ng Event s Measur es

POI  br eaker  i s open Di spat ch 
or der s and obj ect i ves Power  
syst em st at e;  t hi s i ncl udes 
t he br eaker  st at uses,  power  
f l ow condi t i ons,  and 
unbal ance l oads Expect ed 
mi ni mum,  aver age,  and 
maxi mum l oad l evel s 
Combi nat i ons of  di spat chabl e 
and non- di spat chabl e DER

Power  syst em di st ur bances 
i ncl udi ng mi cr ogr i d open or  
shor t  c i r cui t  condi t i ons 
Tr i p of  DERs Set poi nt  st ep 
change St ar t  and st op of  
l ar gest  l oad Act i on of  al l  
vol t age cont r ol  devi ces 
Tot al  P and Q l oad 
decr eased/ i ncr eased or  DER 
cont r i but i ons i ncr eased/  
decr eased t o t he poi nt  at  
whi ch each DER i s f or ced t o 
ant i c i pat ed mi ni mum/  maxi mum 
pr oduct i on l evel s

V,  f ,  P,  Q,  set t l i ng t i me,  
over shoot ,  and SS val ues 
wi t hi n cont r act ual  
r equi r ement s and equi pment  
l i mi t at i ons.

Tabl e 3. 3:  I EEE 2030. 8 Tabl e 3,  pl anned i s l andi ng t r ansi t i on scenar i os
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I ni t i al  Condi t i ons I ni t i at i ng Event s Measur es

POI  br eaker  i s c l osed 
Di spat ch or der s and 
obj ect i ves Power  syst em 
st at e;  t hi s i ncl udes t he 
br eaker  st at uses,  power  f l ow 
condi t i ons,  and unbal ance 
l oads Expect ed mi ni mum,  
aver age,  and maxi mum expor t  
and i mpor t  of  P and Q 
Expect ed mi ni mum,  aver age,  
and maxi mum l oad l evel s 
Combi nat i ons of  di spat chabl e 
and non- di spat chabl e DER

Recei ve pl anned i s l andi ng 
command

V,  f ,  P,  Q,  set t l i ng t i me,  
over shoot ,  and SS val ues 
wi t hi n cont r act ual  
r equi r ement s and equi pment  
l i mi t at i ons.

Tabl e 3. 4:  I EEE 2030. 8 Tabl e 4,  Unpl anned i s l andi ng t r ansi t i on scenar i os

I ni t i al  Condi t i ons I ni t i at i ng Event s Measur es

POI  br eaker  i s c l osed 
Di spat ch or der s and 
obj ect i ves Power  syst em 
st at e;  t hi s i ncl udes t he 
br eaker  st at uses,  power  f l ow 
condi t i ons,  and unbal ance 
l oads Expect ed mi ni mum,  
aver age,  and maxi mum expor t  
and i mpor t  of  P and Q 
Expect ed mi ni mum,  aver age,  
and maxi mum l oad l evel s Open 
ci r cui t ,  shor t  c i r cui t ,  or  
syst em vol t age or  f r equency 
devi at i ons f r om cont r act ual  
r i de- t hr ough r equi r ement s.  
Combi nat i ons of  di spat chabl e 
and non- di spat chabl e DER

Unpl anned POI  di sconnect i on V,  f ,  P,  Q,  set t l i ng t i me,  
over shoot ,  and SS val ues 
wi t hi n cont r act ual  
r equi r ement s and equi pment  
l i mi t at i ons.
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I ni t i al  Condi t i ons I ni t i at i ng Event s Measur es

POI  br eaker  i s open Syst em 
de- ener gi zed i n al l  cases 
St ar t  wi t h al l  DER avai l abl e 
or  const r ai ned ( see NOTE 2)  
Al l  l oads connect ed or  
di sconnect ed

Bl ack st ar t  r equest ed V,  f ,  P,  Q,  set t l i ng t i me,  
over shoot ,  and SS val ues 
wi t hi n cont r act ual  
r equi r ement s and equi pment  
l i mi t at i ons.

Tabl e 3. 5:  I EEE 2030. 8 Tabl e 5,  Reconnect i on t est  scenar i os

I ni t i al  Condi t i ons I ni t i at i ng Event s Measur es

POI  br eaker  i s open Di spat ch 
or der s and obj ect i ves Power  
syst em st at e;  t hi s i ncl udes 
t he br eaker  st at uses,  power  
f l ow condi t i ons,  and 
unbal ance l oads Expect ed 
mi ni mum,  aver age,  and 
maxi mum expor t  and i mpor t  of  
P and Q Expect ed mi ni mum,  
aver age,  and maxi mum l oad 
l evel s Combi nat i ons of  
di spat chabl e and 
nondi spat chabl e DER 
Fr equency and vol t age 
di f f er ence acr oss t he POI  
out  of  speci f i cat i on 
Li ve/ l i ve,  l i ve/ dead,  
dead/ dead bus scenar i os t o 
be t est ed St ar t  wi t h 
const r ai ned DER capaci t y 
( r amp r at e or  ot her  
const r ai nt s maki ng t he 
r econnect i on di f f i cul t . )  Al l  
non- di spat chabl e DERs set  at  
t he hi ghest  and l owest  power  
needs f or  t he t est .  Use t i me 
var yi ng l oads or  DER i n some 
cases Mi cr ogr i d l oad gr eat er  
t han t ot al  DER capaci t y

Reconnect i on si gnal  r ecei ved V,  f ,  P,  Q,  set t l i ng t i me,  
over shoot ,  and SS val ues 
wi t hi n cont r act ual  
r equi r ement s and equi pment  
l i mi t at i ons.

Nor mat i ve ( enf or ceabl e)  l anguage wi t hi n t hi s speci f i cat i on r equi r es a 
speci f i c  set  of  dat a col l ect i on f or  each t est ,  as i n t he Tabl es bel ow.

Tabl e 3. 6:  I EEE 2030. 8 Tabl e C. 1,  Mi ni mum dat a col l ect i on
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Type of  dat a 
col l ect i on

Mi ni mum t i me 
synchr oni zed 
accur acy

Mi ni mum 
sampl e r at e

Mi ni mum 
ampl i t ude 
accur acy

Requi r ed 
dat a t o 
col l ect

Requi r ed t o 
meet  
I EEE 2030. 7

Sequence of  
event s ( SOE)  
r ecor ds

One quar t er  
power  syst em 
cycl e 
( 0. 004166 s 
f or  a 60 Hz 
syst em)

One quar t er  
power  syst em 
cycl e.

N/ A Di gi t al  dat a 
onl y.  
Exampl es 
ar e:  
Swi t chi ng 
devi ce 
( br eaker ,  
r ecl oser ,  
and swi t ch)  
open and 
cl ose 
st at us,  
commands,  
pr ot ect i on 
el ement s,  
cont r ol  
out put s and 
i nt er l ocks

Yes

Event  
osci l l ogr aphy 
( OSC)

One quar t er  
power  syst em 
cycl e

One quar t er  
power  syst em 
cycl e

1% of  
nomi nal  
vol t age and 
20 t i mes 
nomi nal  
cur r ent

Vol t age and 
cur r ent  of  
al l  phases

Yes

Cont i nuous 
dat a 
col l ect i on 
( CDC)

One quar t er  
power  syst em 
cycl e

100 ms 1% of  
nomi nal  
vol t age and 
20 t i mes 
nomi nal  
cur r ent

Vol t age and 
cur r ent  of  
al l  phases

Yes

Al l  t est i ng must  adher e t o nor mat i ve f i el d dat a col l ect i on at  Level  3,  per  
t he I EEE st andar d sect i on C. 2 r epeat ed bel ow.

Level  1 -  Dat a must  be col l ect ed at  and on bot h s i des t he POI  f or  any 
mi cr ogr i d wi t h one DER.  

Level  2 -  Dat a must  be col l ect ed at  ever y DER and POI  f or  any mi cr ogr i d 
wi t h t wo or  mor e DER.  

Level  3 -  Dat a must  al so be col l ect ed at  t he l oad( s)  and t he DER f or  any 
l oad gr eat er  t han 50% of  t he l ar gest  DER and f or  any si ngl e l oad l ar ger  
t han 10% of  t he maxi mum t ot al  power  consumed by t he mi cr ogr i d.

3. 3. 2   FACTORY TEST SETUP

Per f or m a Fact or y Test  t o demonst r at e t he capabi l i t y  of  t he pr oposed 
cont r ol  syst em sol ut i on t o meet  t he r equi r ement s of  pr oj ect  speci f i cat i ons.
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Desi gn t he Fact or y Test  Set up t o r epr esent  t he syst em as i t  wi l l  be 
f i el ded and t o demonst r at e t he capabi l i t y  of  t he syst em t o meet  t he 
r equi r ement s of  t he pr oj ect  speci f i cat i on.

Per f or m t he Fact or y Test  usi ng equi pment  and sof t war e of  t he same 
manuf act ur er ,  model  and r evi s i on as wi l l  be used f or  t he speci f i ed 
pr oj ect .   At  a mi ni mum:

a.  I ncl ude at  l east  one of  each model  of  el ect r oni c i nst r ument at i on,  
met er i ng,  cont r ol ,  r el ay,  I O,  gat eway,  r out er ,  and cont r ol  devi ce t o 
be used on t he pr oj ect .  

b.  I ncl ude at  l east  one net wor k of  each t ype t o be used on t he pr oj ect .
c.  Al l  el ect r oni cs must  be pr ogr ammed as c l ose as possi bl e t o how t hey ar e 

i nt ended t o be i nst al l ed.  
d.  I ncl ude har dwar e i n t he l oop si mul at i on t hat  emul at es some por t i on of  

t he f aci l i t i es.  I ncl ude t est i ng of  over l oad,  i s l andi ng,  shor t  c i r cui t  
f aul t s,  open ci r cui t  f aul t s,  r est or at i on,  l oad accel er at i on,  f r equency 
col l apse,  vol t age col l apse,  bl ack st ar t i ng,  di spat ch,  l oad sheddi ng,  
l oss of  DER,  l oss of  l oad f eeder ,  l oad swi ngs,  PV shadi ng,  and mor e.  
Bl ack st ar t  model i ng must  show bot h col d l oad pi ckup and t r ansf or mer  
i nr ush anal ysi s.   Dat a col l ect i on and t est i ng sequences wi l l  be 
suf f i c i ent  t o sel f - cer t i f y compl i ance wi t h I EEE 2030. 8.

e.  I ncl ude a r epr esent at i ve set  of  pr oj ect  poi nt s as shown on t he pr oj ect  
desi gn poi nt s schedul es.  

f .  Demonst r at e a mi ni mum [ 20%,  80%]  of  t he desi gn Sequences of  oper at i on 
and cont r ol .

g.  Demonst r at e bl ack st ar t  wi t hi n par amet er s of  " I s l and- Mode Bl ack St ar t  
Capabi l i t y"  as speci f i ed i n t hi s sect i on.

3. 3. 3   Fact or y Test  Pr ocedur es

Submi t  Fact or y Test  Pr ocedur es I ncl ude t he f ol l owi ng i nf or mat i on,  at  a 
mi ni mum,  t o document  t he f act or y t est  set up:

a.  Syst em one- l i ne bl ock di agr am of  equi pment  used i n t he f act or y t est  
i dent i f y i ng comput er s ( ser ver s and wor kst at i ons) ,  net wor k har dwar e,  
pr ocessor  or  cont r ol l er  har dwar e,  and ot her  i nst r ument at i on i ncl udi ng,  
but  not  l i mi t ed t o,  sensor s,  act uat or s,  t est  s i gnal  gener at or s,  and 
met er s.

b.  Syst em communi cat i on ar chi t ect ur e di agr am of  t he set up.  I f  t he t est  
set up di f f er s f r om t he f i el d,  t hen a summar y of  t he di f f er ences 
bet ween t he f act or y and f i el d communi cat i on ar chi t ect ur es.

c.  Syst em dat a f l ow di agr am of  t he set up.  I f  t he t est  set up di f f er s f r om 
t he 
f i el d,  t hen a summar y of  t he di f f er ences bet ween t he f act or y and f i el d 
communi cat i on dat a f l ow di agr ams.

d.  Syst em t i mi ng r i ser  di agr am i dent i f y i ng t i mi ng di st r i but i on and si gnal  
conver t er s t o i ncl ude [ I RI G- B] [ NTP] [  ] .

e.  Syst em har dwar e descr i pt i on used i n t he f act or y t est .
f .  Syst em sof t war e descr i pt i on used i n t he f act or y t est .
g.  Poi nt s Schedul es f or  each cont r ol l er  showi ng t he conf i gur at i on t o be 

used 
dur i ng t he t est .  Poi nt s Schedul es must  i ncl ude t he f ol l owi ng 
i nf or mat i on at  a mi ni mum:  devi ce addr ess,  poi nt  descr i pt i ons,  net wor k 
poi nt  names and t ypes,  har dwar e poi nt  t ypes,  set t i ngs and r anges 
i ncl udi ng uni t s.

h.  Requi r ed passwor ds f or  each oper at or  access l evel .
i .  Li st  of  ot her  t est  equi pment .
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j .  Test  pr ocedur es.  The t est  pr ocedur es must  consi st  of  det ai l ed 
i nst r uct i ons 
f or  t est  set up,  execut i on,  and eval uat i on of  t est  r esul t s.  Wi t hi n t he 
pr ocedur es def i ne l ocat i on of  t est s,  mi l est ones f or  t he t est s,  and 
i dent i f y s i mul at i on pr ogr ams,  equi pment ,  per sonnel ,  f aci l i t i es,  and 
suppl i es r equi r ed.

3. 3. 4   Fact or y Test  Repor t
Upon compl et i on of  t he Fact or y Test  pr ovi de a Fact or y Test  Repor t  
document i ng t he Fact or y Test .  I ncl ude a copy of  t he Fact or y Test  
Pr ocedur e,  and copi es of  t he execut ed t est  pr ocedur es separ at ed by t est .  
For  each t est ,  i ncl ude dat e per f or med and i dent i f y t he Gover nment  
r epr esent at i ve who wi t nessed and appr oved t he t est .  I f  a por t i on of  any 
t est  f ai l ed,  document  t he f ai l ur e and cor r ect i ve act i on.

Submi t  t he Fact or y Test  Repor t  wi t hi n 7 cal endar  days af t er  compl et i ng t he 
t est s.  Obt ai n appr oval  f or  t he t est  bef or e shi ppi ng t he uni t .  Ensur e 
f act or y t est  r epor t s bear  t he s i gnat ur e of  an of f i c i al  aut hor i zed t o 
cer t i f y on behal f  of  t he MCS manuf act ur er  t hat  t he syst em meet s t he 
speci f i ed r equi r ement s as out l i ned i n t he " Fact or y Test i ng"  par agr aph.  
Pr esent  t est  r epor t s i n bookl et  f or m,  t abul at i ng f act or y t est s and 
measur ement s per f or med upon t he syst em' s i nst al l at i on and t est i ng.  The 
r epor t s must  st at e t he Cont r act or ' s name and addr ess,  t he pr oj ect  name and 
l ocat i on,  and l i s t  t he speci f i c  r equi r ement s bei ng cer t i f i ed.  

Document  and submi t  al l  nonconf or mances and t r ack t hem t o ensur e t hey ar e 
r esol ved accept abl y.  The document at i on met hod wi l l  var y based on t he 
nonconf or mance t ype,  det ect i on poi nt ,  and det ect i on met hod.  

Document  and submi t  ser i ous,  cr i t i cal ,  and/ or  maj or  nonconf or mances 
t hr ough a f or mal  i nspect i on,  t est i ng,  and val i dat i on pr ocedur e.  Submi t  
t hese pr ocedur es bef or e conduct i ng i nspect i ons,  t est i ng,  or  val i dat i on.

The suppl i er  must  wi t hi n submi t t ed r epor t s i ndi cat e whet her  t he wi t hst and 
cer t i f i cat i on i s based on act ual  t est i ng of  assembl ed component s or  on 
cal cul at i on.  Addi t i onal l y,  t he suppl i er  must  val i dat e and endor se t he 
desi gn document at i on and i mpl ement at i on t echni cal l y.  

3. 4   Real  Ti me Har dwar e i n t he Loop ( HI L)  Test i ng

Real  t i me har dwar e i n t he l oop f act or y t est i ng [ i s / i s  not ]  r equi r ed f or  
t he pr oj ect .  Hi gh r i sk,  compl ex,  or  l ar ge mi cr ogr i d pr oj ect s [ may] [ i s not  
per mi t t ed t o]  be t est ed whi l e at t ached t o an oper at i onal  mi cr ogr i d used by 
[ t he cust omer ] [ gover nment  f aci l i t i es] [ mi ssi on] .  To i ncl ude:

HI L Si mul at i on of  t he power  syst em,  DERs,  br eaker s,  t r ansf or mer s,  
i nver t er s,  and LTC/ OLTC must  be compl et ed f or  each oper at i onal  st at e.  
Each t est  must  i ncl ude t he f ol l owi ng f i del i t y:

[ a.  Ful l  f i del i t y:  80 mi cr osecond or  f ast er  updat e i nt er val  sol ut i on 
of  t he mul t i pl e di f f er ence equat i ons sol v i ng t he el ect r omagnet i c 
equat i ons.  Thi s t o show accur at e r esul t s i n f aul t s,  pr ot ect i on,  
mechani cal  equi pment ,  i nver t er  dynami cs,  exci t er  sat ur at i on,  i nr ush 
phenomena,  Power  f l ow sol ut i ons.  ] [ Par t i al  f i del i t y:  500 mi l l i second 
or  f ast er  updat e i nt er val .  Thi s t o show accur at e r esul t s onl y i n power  
f l ow sol ut i on. ]

b.  Rel ays,  I / O modul es,  and cont r ol l er s connect ed t o t he HI L model  
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i ncl udi ng met er i ng,  st at us,  and cont r ol  s i gnal s.
c.  Real  t i me model s must  be val i dat ed i n a r epor t .  Val i dat i on t o i ncl ude 

pr oof  of  accur at e r esponse of  mechani cal  and el ect r i cal  
char act er i st i cs of  a power  syst em.

d.  Real  t i me HI L model s must  show t he MCSS i n f ul l  oper at i on under  
condi t i ons such as over l oad,  i s l andi ng,  shor t  c i r cui t  f aul t s,  open 
ci r cui t  f aul t s,  r est or at i on,  l oad accel er at i on,  f r equency col l apse,  
vol t age col l apse,  bl ack st ar t i ng,  di spat ch,  l oad sheddi ng,  l oss of  
DER,  l oss of  l oad f eeder ,  l oad swi ngs,  PV shadi ng,  and mor e.  

e.  Bl ack st ar t  model i ng must  show bot h col d l oad pi ckup and t r ansf or mer  
i nr ush anal ysi s.  

f .  Dat a col l ect i on and t est i ng sequences wi l l  be suf f i c i ent  t o 
sel f - cer t i f y compl i ance wi t h I EEE 2030. 8.

3. 5   EXI STI NG CONDI TI ONS

Pr i or  t o t he i nst al l at i on of  t he mi cr ogr i d cont r ol l er  syst em,  a 
compr ehensi ve Si t e Assessment  Sur vey must  be conduct ed and a s i t e 
assessment  sur vey submi t t ed t o eval uat e t he exi st i ng condi t i ons and 
i nf r ast r uct ur e.  The assessment  ai ms t o pr ovi de essent i al  i nf or mat i on f or  
desi gni ng and i mpl ement i ng t he mi cr ogr i d cont r ol l er  syst em i n a manner  
t hat  opt i mal l y i nt egr at es wi t h t he s i t e' s exi st i ng i nf r ast r uct ur e.

3. 6   ASSESSMENT CONSI DERATI ONS

The si t e assessment  sur vey i s t o i ncl ude,  but  not  be l i mi t ed t o,  t he 
f ol l owi ng key f act or s:

a.  El ect r i cal  I nf r ast r uct ur e:  A t hor ough eval uat i on of  t he exi st i ng 
el ect r i cal  i nf r ast r uct ur e,  i ncl udi ng t he condi t i on of  swi t chboar ds,  
di st r i but i on equi pment ,  t r ansf or mer s,  and i nt er connect i on poi nt s t hat  
must  be cont r ol l ed by t he mi cr ogr i d cont r ol  syst em.  Any necessar y 
upgr ades or  modi f i cat i ons r equi r ed f or  t he i nt egr at i on of  t he 
mi cr ogr i d cont r ol  syst em must  be i dent i f i ed.

b.  Ut i l i t y  I nt er connect i on:  Exami nat i on of  t he ut i l i t y  i nt er connect i on 
poi nt  and assessment  of  i t s  compat i bi l i t y  wi t h t he mi cr ogr i d cont r ol  
syst em.  Coor di nat i on wi t h t he ut i l i t y  pr ovi der ,  as needed,  t o ensur e a 
seaml ess i nt er f ace.

c.  Envi r onment al  Condi t i ons:  Assessment  of  envi r onment al  condi t i ons,  
i ncl udi ng cl i mat e,  t emper at ur e ext r emes,  humi di t y,  and exposur e t o 
el ement s and possi bl e i mpact  of  t hese condi t i ons on t he mi cr ogr i d 
cont r ol  syst em' s component s as wel l  as pr ot ect i on measur es must  be 
pr ovi ded.

d.  St r uct ur al  Readi ness:  Eval uat i on of  t he st r uct ur al  r eadi ness of  
bui l di ngs or  suppor t  st r uct ur es wher e mi cr ogr i d component s ar e 
i nt ended t o be i nst al l ed.  Thi s i ncl udes st r uct ur al  i nt egr i t y 
assessment s and any necessar y modi f i cat i ons t o accommodat e t he syst em.

e.  Saf et y Compl i ance:  Ver i f i cat i on of  compl i ance wi t h saf et y codes and 
r egul at i ons f or  exi st i ng el ect r i cal  i nf r ast r uct ur e,  ensur i ng t hat  
saf et y st andar ds ar e met  when i nt egr at i ng t he mi cr ogr i d cont r ol  syst em.

f .  Access and Cl ear ance:  Assessment  of  access r out es,  c l ear ance 
r equi r ement s,  and space avai l abi l i t y  f or  equi pment  i nst al l at i on.  Any 
obst r uct i ons or  const r ai nt s t hat  may af f ect  t he i nst al l at i on pr ocess 
ar e t o be i dent i f i ed and addr essed.

3. 6. 1   Document at i on and Repor t i ng

The f i ndi ngs of  t he s i t e assessment  ar e document ed and r epor t ed i n t he 
s i t e assessment  sur vey.  The document at i on must  i ncl ude,  but  not  be l i mi t ed 
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t o,  t he f ol l owi ng:

a.  Si t e Assessment  Repor t :  A det ai l ed r epor t  out l i ni ng t he exi st i ng 
condi t i ons,  i ncl udi ng phot ogr aphs,  measur ement s,  and descr i pt i ons of  
t he s i t e' s el ect r i cal  i nf r ast r uct ur e,  envi r onment al  condi t i ons,  
st r uct ur al  r eadi ness and ot her  not ewor t hy f i ndi ngs.

b.  Recommendat i ons:  Recommendat i ons f or  necessar y modi f i cat i ons,  upgr ades,  
or  adj ust ment s t o t he exi st i ng condi t i ons t o f aci l i t at e t he seaml ess 
i nt egr at i on of  t he mi cr ogr i d cont r ol  syst em.

c.  Saf et y Compl i ance Repor t :  A r epor t  conf i r mi ng t he compl i ance of  t he 
exi st i ng el ect r i cal  i nf r ast r uct ur e wi t h saf et y codes and r egul at i ons.  
I f  non- compl i ance i ssues ar e i dent i f i ed,  a pl an f or  br i ngi ng t he 
i nf r ast r uct ur e i nt o compl i ance must  be i ncl uded.

d.  Cl ear ance and Space Requi r ement s:  Document at i on speci f y i ng t he r equi r ed 
access r out es,  c l ear ance ar eas,  and space al l ocat i ons f or  equi pment  
i nst al l at i on.

The Assessment  r epor t  i s  submi t t ed wi t hi n [ 21] [  ]  days of  t he assessment s.

3. 7   FUTURE EXPANSI ON CAPABI LI TI ES

The MCSS desi gn document s must  show t he f ol l owi ng at t r i but es associ at ed 
wi t h f ut ur e expansi on.  

Mi cr ogr i d desi gner  must  sel ect  t echnol ogy t hat  i s r eady f or  i ncr ement al  
desi gn,  pr ocur ement ,  i nst al l at i on,  commi ssi oni ng,  t est ,  and mai nt enance.  
The f ol l owi ng at t r i but es ar e r equi r ed:

a.  I ncr ement al  desi gn.  Fut ur e DER of  any sor t  ( gener at or ,  i nver t er ,  
r enewabl e,  st or age,  et c)  and conf i gur ed wi t hi n accept abl e oper at i onal  
modes ( See DER mode sel ect i on chapt er )  must  be shown t o oper at e 
i s l anded and gr i d connect ed whi l e s i mul t aneousl y par al l el ed t o any DER 
pr oposed by t he pr esent  desi gn.  Pr ot ocol  capabi l i t y  of  t he speci f i ed 
mi cr ogr i d cont r ol  syst em must  use est abl i shed st andar d pr ot ocol s whi ch 
ar e expect ed t o be suppor t ed by f ut ur e DER i ncl udi ng Modbus or  
MI L- STD- 3071.

b.  I ncr ement al  pr ocur ement .  DER,  swi t chgear ,  cont r ol l er s,  r el ays,  and any 
equi pment  wi t h mi cr opr ocessor s must  be desi gned i n packages t hat  can 
be pur chased separ at el y at  di f f er ent  t i mes/ year s and wi t h backwar ds 
compat i bl e guar ant ees of  i nt er oper abi l i t y .

c.  I ncr ement al  i nst al l at i on.  DER,  swi t chgear ,  cont r ol l er s,  r el ays,  and any 
equi pment  wi t h mi cr opr ocessor s pr ocur ed i ncr ement al l y must  be capabl e 
of  bei ng i nst al l ed wi t hout  dependency on ot her  equi pment  and must  have 
backwar ds compat i bl e guar ant ees of  i nt er oper abi l i t y .

d.  I ncr ement al  commi ssi oni ng.  DER,  swi t chgear ,  cont r ol l er s,  r el ays,  and 
any equi pment  wi t h mi cr opr ocessor s i nst al l ed i ncr ement al l y must  be 
capabl e of  bei ng commi ssi oned wi t hout  dependency on ot her  equi pment  
and must  have backwar ds compat i bl e guar ant ees of  i nt er oper abi l i t y .

e.  I ncr ement al  t est .  DER,  swi t chgear ,  cont r ol l er s,  r el ays,  and any 
equi pment  wi t h mi cr opr ocessor s commi ssi oned i ncr ement al l y must  be 
capabl e of  bei ng t est ed wi t hout  dependency on ot her  equi pment  and must  
have backwar ds compat i bl e guar ant ees of  i nt er oper abi l i t y .

f .  I ncr ement al  mai nt enance.  DER,  swi t chgear ,  cont r ol l er s,  r el ays,  and any 
equi pment  wi t h mi cr opr ocessor s commi ssi oned i ncr ement al l y must  be 
capabl e of  bei ng mai nt ai ned wi t hout  dependency on ot her  equi pment  and 
must  have backwar ds compat i bl e guar ant ees of  i nt er oper abi l i t y .
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3. 8   DRAWI NGS AND CALCULATI ONS

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *
NOTE:  Two t ypes of  syst em communi cat i on ar chi t ect ur e 
di agr ams ar e mandat or y f or  al l  mi cr ogr i ds.  These ar e 
r equi r ed f or  t he audi t ,  per f or mance val i dat i on,  
mai nt enance,  t est i ng,  and RMF.

A syst em communi cat i on ar chi t ect ur e ( aka 
' ar chi t ect ur e' )  di agr am.  Thi s i s a det ai l ed bl ock 
di agr am or  syst em ar chi t ect ur e di agr am i l l ust r at i ng 
t he over al l  st r uct ur e and hi er ar chy of  t he mi cr ogr i d 
cont r ol  syst em t o i ncl ude al l  physi cal  por t s ( e. g.  
RJ45 or  DB9)  and al l  communi cat i on cabl es i n t he 
syst em.  Cl oudi ng of  net wor k i nf r ast r uct ur e i s not  
al l owed.

A dat a f l ow di agr am ( DFD)  i l l ust r at i ng al l  v i r t ual  
connect i ons and t he i nt ent  of  t he physi cal  l ayer  
communi cat i ons ar chi t ect ur e t o i ncl ude pr ot ocol s 
used and a summar y of  t he dat a t r ansmi t t ed on each 
communi cat i on channel .  I O poi nt  l i s t s f ur t her  
el abor at e on t he cont ent s of  t hese DFD channel s.

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *

3. 8. 1   Net wor k Bandwi dt h and Usage Cal cul at i ons

Pr ovi de MCS Net wor k,  RI / O and HMI  net wor ks Bandwi dt h Usage Cal cul at i ons 
f or  a nor mal l y l oaded and a heavi l y l oaded cont r ol  syst em.   Pr ovi de 
Cal cul at i ons f or  net wor k t r af f i c  at  t he HMI  Ser ver  and mast er  PLCs.   A 
heavi l y l oaded net wor k i s char act er i zed as one per f or mi ng t he f ol l owi ng 
act i v i t i es s i mul t aneousl y:

a.  Tr endi ng a number  of  poi nt s equal  t o t he speci f i ed mi ni mum moni t or i ng 
and cont r ol  sof t war e t r endi ng capaci t y at  15- mi nut e i nt er val s.

b.  Tr endi ng ( f or  l oop t uni ng)  20 poi nt s at  2 second i nt er val s.
c.  Vi ewi ng 500 poi nt s v i a wor kst at i ons wi t h a 5 second updat e i nt er val .
d.  Tr ansmi t t i ng l oad shed commands t o 2, 000 devi ces i n a 1 mi nut e i nt er val .
e.  Vi ewi ng of  10 syst em di spl ay gr aphi c scr eens of  50 poi nt s each vi a 

br owser s.  A nor mal l y l oaded net wor k i s char act er i zed as one per f or mi ng 
t he f ol l owi ng act i v i t i es s i mul t aneousl y:

f .  Tr endi ng 500 poi nt s equal  at  15- mi nut e i nt er val s.
g.  Vi ewi ng 100 poi nt s v i a wor kst at i ons wi t h a 5 second updat e i nt er val .
h.  Tr ansmi t t i ng l oad shed commands t o 200 devi ces i n a 1 

 mi nut e i nt er val .
i .  Vi ewi ng of  2 syst em di spl ay gr aphi c scr eens of  50 poi nt s each vi a 

br owser s.

3. 8. 2   Dr af t  As- Bui l t  Dr awi ngs

Pr ovi de Dr af t  As- Bui l t  Dr awi ngs consi st i ng of  Poi nt s Schedul e dr awi ngs f or  
t he ent i r e MCS and an updat ed Cont r act or  Desi gn Dr awi ngs i ncl udi ng det ai l s 
of  t he act ual  i nst al l ed syst em as i t  i s  at  t he concl usi on of  St ar t - Up and 
St ar t - Up Test i ng.   

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *
NOTE:   The desi gn document s must  i ncl ude t he desi gn 
ver si on of  t he dr awi ngs l i s t ed bel ow.  The i nt ent  i s 
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t o r equi r e t he cont r act or  t o updat e t he document s as 
necessar y based on t he speci f i c  component s sel ect ed.

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *

The Cont r act or  Desi gn Dr awi ngs r equi r ed t o i ncl ude,  at  a mi ni mum:

a.  El ect r i cal  Layout  Di agr am i l l ust r at i ng t he maj or  component s 
wi t hi n t he mi cr ogr i d boundar y and how t hey ar e i nt er connect ed bot h 
el ect r i cal l y and vi a communi cat i on net wor ks.  I t  i ncl udes t he 
l ayout  of  al l  DERs and t hei r  connect i ons.

b.  El ect r i cal  Schemat i cs i ncl udi ng det ai l ed s i ngl e- l i ne and 
t hr ee- l i ne syst em di agr ams t hat  pr ovi de a compr ehensi ve v i ew of  
t he el ect r i cal  di st r i but i on syst em,  depi ct i ng how each component  
i s el ect r i cal l y connect ed wi t hi n t he mi cr ogr i d.

c.  Cont r ol  Logi c Di agr ams out l i ni ng t he l ogi c used t o cont r ol  t he 
oper at i on of  t he mi cr ogr i d,  hi ghl i ght i ng t he f l ow of  cont r ol  
s i gnal s among di f f er ent  devi ces and syst ems. Di agr ams must  be i n 
accor dance wi t h I SA 5. 2.

d.  Funct i onal  Bl ock Di agr ams whi ch show t he basi c f unct i ons of  t he 
mi cr ogr i d syst em and how t hey i nt er act ,  br eaki ng down compl ex 
syst em behavi or s i nt o s i mpl er ,  f unct i onal  par t s.

e.  Panel  Layout s as det ai l ed di agr ams showi ng t he l ayout  of  
cont r ol  panel s,  i ncl udi ng t he ar r angement  of  component s such as 
cont r ol l er s,  met er s,  and pr ot ect i ve devi ces,  as wel l  as t he 
l ocat i on of  HMI  component s.

f .  Cabl e and Condui t  Rout i ng Pl ans t hat  speci f y t he pat hs f or  
el ect r i cal  cabl es and condui t s,  ensur i ng t hat  al l  component s ar e 
pr oper l y connect ed and t hat  t he r out i ng compl i es wi t h saf et y and 
oper at i onal  r equi r ement s.

g.  DER I nt egr at i on Pl ans document i ng how var i ous exi st i ng and new 
DERs ar e i nt egr at ed i nt o t he mi cr ogr i d,  i ncl udi ng consi der at i ons 
f or  i nt er oper abi l i t y ,  cont r ol ,  and ener gy management .

h.  Communi cat i on I nt er connect i on Di agr am i ncl udi ng a v i sual  
r epr esent at i on of  t he communi cat i on net wor k wi t hi n t he mi cr ogr i d,  
det ai l i ng how di f f er ent  devi ces and syst ems communi cat e wi t h one 
anot her .

i .  Communi cat i on Funct i onal  Bl ock Di agr ams per  st andar d I EC 61131- 3
 whi ch depi ct  t he f unct i onal  aspect s of  communi cat i on wi t hi n t he 
mi cr ogr i d,  showi ng t he f l ow of  dat a and cont r ol  s i gnal s bet ween 
devi ces.  

j .  Dat a Fl ow Di agr am i l l ust r at i ng how dat a moves t hr ough t he 
mi cr ogr i d syst em,  i dent i f y i ng t he sour ces,  pat hs,  and dest i nat i ons 
of  dat a,  and how i t  i s  used f or  cont r ol  and deci s i on- maki ng.

k.  Syst em I O Poi nt s Li st  f or  al l  poi nt s moni t or ed and i nt er f aced.

I n addi t i on t o t he det ai l s shown i n t he desi gn dr awi ngs,  t he as- bui l t  
dr awi ng must  i ncl ude:
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a.  I P addr ess( es)  as appl i cabl e f or  each pi ece of  net wor k har dwar e.
b.  I P addr ess f or  each ser ver ,  wor kst at i on,  and pr i nt er .
c.  Net wor k i dent i f i er  ( name)  f or  each pr i nt er ,  comput er  ser ver  and 

comput er  wor kst at i on.
d.  CEA- 709. 1D addr ess ( domai n,  subnet ,  node addr ess)  f or  each CEA- 709. 1D 

TP/ FT- 10 t o I P Rout er .

Pr ovi de Dr af t  As- Bui l t  Dr awi ngs upon t he compl et i on of  St ar t - Up and 
St ar t - Up Test i ng,  and Fi nal  As- Bui l t  Dr awi ngs upon compl et i on of  PVT Phase 
I I .

3. 9   I NSTALLATI ON REQUI REMENTS

3. 9. 1   Gener al

St ar t  i nst al l at i on af t er  Gover nment  accept ance of  t he Pr oduct  Dat a and 
Shop Dr awi ngs.  I nst al l  syst em component s as shown and speci f i ed i n 
accor dance wi t h t he manuf act ur er ' s i nst r uct i ons and pr ovi de necessar y 
i nt er connect i ons,  ser vi ces,  and adj ust ment s r equi r ed f or  a compl et e and 
oper abl e syst em.   Communi cat i on equi pment  and cabl e gr oundi ng i nst al l ed t o 
pr ecl ude gr ound l oops,  noi se,  and sur ges f r om adver sel y af f ect i ng syst em 
oper at i on.   Fi ber  Opt i c cabl es and wi r i ng i n exposed ar eas,  i ncl udi ng l ow 
vol t age wi r i ng but  not  i ncl udi ng net wor k cabl e i n t el ecommuni cat i on 
[ r acks] [ r ooms] ,  i nst al l ed i n met al l i c  r aceways as speci f i ed i n Sect i on 
26 20 00 I NTERI OR DI STRI BUTI ON SYSTEM.  Adj ust  or  r epl ace devi ces not  
conf or mi ng t o t he r equi r ed accur aci es.    Fact or y seal ed devi ces ar e 
r epl aced ( r at her  t han adj ust ed) .

3. 9. 2   I sol at i on,  Penet r at i ons,  Cl ear ance

The MCS must  be compl et el y i nst al l ed and r eady f or  oper at i on,  as speci f i ed 
and shown.   Di el ect r i c i sol at i on must  be pr ovi ded wher e di ssi mi l ar  met al s 
ar e used f or  connect i on and suppor t .   Penet r at i ons t hr ough and mount i ng 
hol es i n any bui l di ng ext er i or s must  be made wat er t i ght .   Hol es i n 
concr et e,  br i ck,  st eel  and wood wal l s must  be dr i l l ed or  cor e dr i l l ed wi t h 
pr oper  equi pment ;  condui t s i nst al l ed t hr ough openi ngs must  be seal ed wi t h 
mat er i al s whi ch ar e compat i bl e wi t h exi st i ng mat er i al s.   The MCS 
i nst al l at i on must  pr ovi de cl ear ance f or  cont r ol - syst em mai nt enance by 
mai nt ai ni ng access space bet ween coi l s,  and ot her  access space r equi r ed t o 
cal i br at e,  r emove,  r epai r ,  or  r epl ace cont r ol - syst em devi ces.  The 
cont r ol - syst em i nst al l at i on must  not  i nt er f er e wi t h t he c l ear ance 
r equi r ement s f or  any ot her  syst em mai nt enance such as el ect r i cal  or  
mechani cal  devi ces.

3. 10   I NSTALLATI ON OF EQUI PMENT

I nst al l  equi pment  as speci f i ed,  as shown and as r equi r ed i n t he 
manuf act ur er ' s i nst r uct i ons f or  a compl et e and f ul l y oper at i onal  cont r ol  
syst em.

3. 10. 1   Vi br at i on and Sei smi c Cont r ol

Al l  equi pment  and t he i nst al l at i on of  equi pment  cover ed by t hi s 
speci f i cat i on must  compl y wi t h t he sei smi c r equi r ement s as speci f i ed i n 
26 05 48 SEI SMI C PROTECTI ON FOR ELECTRI CAL EQUI PMENT

3. 10. 2   Wi r e and Cabl e

Syst em component s and appur t enances must  be i nst al l ed i n accor dance wi t h 
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NFPA 70,  manuf act ur er ' s i nst r uct i ons and as shown i n dr awi ng set .  The 
r aceways shown i n t he dr awi ngs ar e di agr ammat i c and must  be coor di nat ed 
wi t h equi pment  bei ng i nst al l ed.  Addi t i onal  r aceways not  shown i n t he 
dr awi ngs but  r equi r ed f or  pr oper  syst em oper at i on must  be pr ovi ded and 
i nst al l ed.  Ut i l i ze separ at e r aceways t o segr egat e cabl es f or  r edundant  
equi pment  and syst ems.  Raceway si zes may be i ncr eased t o accommodat e 
manuf act ur er ' s cabl es or  t o accommodat e suppl i ed cabl es t hat  have 
di f f er ent  out si de di amet er  t han cabl es speci f i ed.  Cost s associ at ed wi t h 
r aceway changes must  be bor ne by t he Cont r act or .  Cabl es must  compl y wi t h 
t he equi pment  manuf act ur er ' s r equi r ement s.  Shoul d speci f i ed cabl es not  
meet  manuf act ur er ' s r equi r ement s,  i nst al l  appr opr i at e cabl e compl yi ng wi t h 
manuf act ur er ' s r equi r ement s.  Cost s associ at ed wi t h cabl e subst i t ut i on 
based on manuf act ur er ' s r equi r ement s must  be bor ne by Cont r act or .  
Necessar y i nt er connect i ons,  ser vi ces,  and adj ust ment s r equi r ed f or  a 
compl et e and oper abl e s i gnal  di st r i but i on syst em must  be pr ovi ded.  
Component s must  be l abel ed i n accor dance wi t h TI A- 606.   

Condui t s,  out l et s and r aceways must  be i nst al l ed i n accor dance wi t h 
26 20 00 I NTERI OR DI STRI BUTI ON SYSTEM.  The wi r i ng must  be i nst al l ed i n 
accor dance wi t h TI A/ EI A- 568. 1- D and as speci f i ed i n 26 20 00 I NTERI OR 
DI STRI BUTI ON SYSTEM.  Wi r i ng,  and t er mi nal  bl ocks and out l et s must  be 
mar ked i n accor dance wi t h TI A- 606.  Cabl es must  be i nst al l ed i n t he same 
cabl e t r ay,  ut i l i t y  pol e compar t ment ,  or  f l oor  t r ench compar t ment  wi t h ac 
power  cabl es.  Cabl es not  i nst al l ed i n condui t  or  wi r eways must  be pr oper l y 
secur ed and neat  i n appear ance.

3. 10. 2. 1   LAN Cabl es and Connect i ng Har dwar e

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *
NOTE:  I ncl ude i n t he pr oj ect  speci f i cat i on any of  
t he f ol l owi ng UFGS f or  t he appr opr i at e BTC:  Sect i on 
27 10 00 BUI LDI NG TELECOMMUNI CATI ONS CABLI NG SYSTEM,  
Sect i on 33 82 00 TELECOMMUNI CATI ONS OUTSI DE PLANT 
( OSP) .  

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *

Pr ovi de dat a t r ansmi ssi on syst ems f or  communi cat i on [ bet ween PLCs] [  and 
] [ bet ween PLCs and t he cent r al  st at i on] [  and ] [ ser ver ]  as speci f i ed i n 
[ Sect i on 27 10 00 BUI LDI NG TELECOMMUNI CATI ONS CABLI NG SYSTEM] [ Sect i on 33 
82 00 TELECOMMUNI CATI ONS OUTSI DE PLANT ( OSP) ]  and as i ndi cat ed.

3. 10. 2. 2   Unshi el ded Twi st ed Pai r  Pat ch Panel s

Pat ch panel s must  be mount ed i n equi pment  r acks wi t h suf f i c i ent  modul ar  
j acks t o accommodat e t he i nst al l ed cabl e pl ant  pl us 10 [ 20]  per cent  
spar es.  Cabl e gui des must  be pr ovi ded above,  bel ow and bet ween each panel .

3. 10. 2. 3   Fi ber  Opt i c Pat ch Panel s

Pat ch panel s must  be mount ed i n equi pment  r acks wi t h suf f i c i ent  por t s t o 
accommodat e t he i nst al l ed cabl e pl us 10 [ 20]  per cent  spar es.  A s l ack l oop 
of  f i ber  must  be pr ovi ded wi t hi n each panel .  Loop must  be 3 f eet  i n 
l engt h.  The out er  j acket  of  each cabl e ent er i ng a pat ch panel  must  be 
secur ed t o t he panel  usi ng cl amps or  br acket s speci f i cal l y manuf act ur ed 
f or  t he pur pose of  pr event i ng movement  of  t he f i ber s wi t hi n t he panel .   
DI N r ai l  mount ed pat ch panel s must  al so be i nst al l ed wher e bui l di ng f i ber  
ent er s MCS encl osur es or  swi t chgear .
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3. 10. 2. 4   Equi pment  Racks

Equi pment  r acks/ cabi net s must  be pr ovi ded and i nst al l ed i n accor dance wi t h 
Sect i on 27 10 00 BUI LDI NG TELECOMMUNI CATI ONS CABLI NG SYSTEM.

3. 10. 2. 5   Rack Mount ed Equi pment

Equi pment  t o be r ack mount ed must  be secur el y f ast ened t o r acks by means 
of  t he manuf act ur er s r ecommended f ast ener s.

3. 10. 2. 6   Ter mi nat i on

Cabl es and conduct or s must  sweep i nt o t er mi nat i on ar eas;  cabl es and 
conduct or s must  not  bend at  r i ght  angl es.  The manuf act ur er ' s mi ni mum 
bendi ng r adi us must  not  be exceeded.  When t her e ar e mul t i pl e syst em t ype 
dr ops t o i ndi v i dual  panel s,  r el at i ve posi t i on f or  each syst em must  be 
mai nt ai ned on each syst em t er mi nat i on bl ock or  pat ch panel .

3. 10. 2. 7   Unshi el ded Twi st ed Pai r  Cabl e

Each pai r  must  be t er mi nat ed on appr opr i at e out l et s,  t er mi nal  bl ocks or  
pat ch panel s.  No cabl e i s al l owed t o be unt er mi nat ed or  cont ai n 
unt er mi nat ed el ement s.  Pai r s must  r emai n t wi st ed t oget her  t o wi t hi n t he 
pr oper  di st ance f r om t he t er mi nat i on.  Conduct or s must  not  be damaged when 
r emovi ng i nsul at i on.  Wi r e i nsul at i on must  not  be damaged when r emovi ng 
out er  j acket .

3. 10. 2. 8   Shi el ded Twi st ed Pai r  Cabl es

Each cabl e must  be t er mi nat ed on panel - mount ed connect or s.  Cabl es must  be 
gr ounded at  pat ch panel s usi ng manuf act ur er ' s r ecommended met hods.  Shi el d 
br ai d i s t o be cont i nuous t o connect or  br ai d t er mi nat or .  Wi r e i nsul at i on 
must  not  be damaged when r emovi ng shi el d.

3. 10. 2. 9   Fi ber  Opt i c Cabl e

Each f i ber  must  have connect or s i nst al l ed.  The pul l  st r engt h bet ween t he 
connect or  and t he at t ached f i ber  must  not  be l ess t han 25 pounds.  The 
mat ed pai r  l oss,  wi t hout  r ot at i onal  opt i mi zat i on,  must  not  exceed 1. 0 db.

3. 10. 3   Pat hways

Shop dr awi ngs must  pr ovi de a compr ehensi ve pl an f or  t he est abl i shment  of  
pat hways wi t hi n t he mi cr ogr i d cont r ol  syst em.  Thi s pl an must  i ncl ude:

Cabl e Rout i ng:  A det ai l ed l ayout  of  cabl e r out i ng t hr oughout  t he syst em,  
ensur i ng t hat  cabl es ar e or gani zed,  secur ed,  and pr ot ect ed f r om 
pot ent i al  damage.

Condui t  and Tr ay Syst ems:  Condui t  and cabl e t r ay syst ems,  i ncl udi ng 
mat er i al s,  s i zes,  and i nst al l at i on met hods,  t o accommodat e var i ous 
cabl es and wi r es.

Separ at i on of  Ser vi ces:  Cl ear  separ at i on of  power  and communi cat i on cabl es 
t o pr event  i nt er f er ence and ensur e saf et y.

Suppor t  St r uct ur es:  Pr ovi s i on f or  suppor t  st r uct ur es,  such as cabl e t r ays,  
l adder  r acks,  and mount i ng br acket s,  t o secur el y f ast en cabl es and 
pr event  saggi ng or  st r ess on t he cabl es.

Condui t  Seal i ng:  Pr oper  seal i ng of  condui t s t o pr event  t he ent r ance of  
moi st ur e,  dust ,  or  cont ami nant s.

Cabl e Management  Devi ces:  Ut i l i zat i on of  cabl e t i es,  c l amps,  and r out i ng 
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accessor i es t o mai nt ai n cabl e or gani zat i on and pr event  t angl i ng.
Cabl e Guar ds:  I nst al l at i on of  cabl e guar ds or  cover s t o pr ot ect  cabl es 

f r om physi cal  damage or  acci dent al  cont act .
EMI / RFI  Shi el di ng:  Shi el di ng measur es t o pr ot ect  sensi t i ve communi cat i on 

cabl es f r om el ect r omagnet i c and r adi o f r equency i nt er f er ence.

3. 10. 4   I dent i f i cat i on

Al l  cabl es and mi cr ogr i d cont r ol  equi pment  wi t hi n t he mi cr ogr i d cont r ol  
syst em must  be appr opr i at el y i dent i f i ed and l abel ed f or  easy mai nt enance.  
Label s must  i ncl ude cabl e/ equi pment  t ype,  f unct i on,  and any ot her  r el evant  
i nf or mat i on t o f aci l i t at e t r oubl eshoot i ng and syst em management .

3. 10. 5   Gr oundi ng and Bondi ng

Si gnal  di st r i but i on syst em gr ound must  be i nst al l ed i n accor dance wi t h 
TI A- 607 and 26 20 00 I NTERI OR DI STRI BUTI ON SYSTEM.   Equi pment  r acks must  
be connect ed t o t he el ect r i cal  saf et y gr ound.

3. 10. 6   Ref er ence Vol t ages

Equi pment  r acks and equi pment  cont ai ned wi t hi n must  be secur el y connect ed 
t o t he el ect r i cal  saf et y gr ound t o mai nt ai n a saf e r ef er ence vol t age.

3. 10. 7   Gr oundi ng

Desi gn document s must  pr ovi de det ai l ed cal cul at i ons and desi gns of  syst em 
gr oundi ng,  l i ght ni ng gr ounds,  st at i c gr oundi ng,  equi pment  gr oundi ng,  
saf et y gr oundi ng,  as appr opr i at e.

Syst em gr ounds on mi cr ogr i ds ar e pr i mar i l y desi gned t o pr event  equi pment  
over vol t age.  Mi cr ogr i d syst ems wi t hout  a syst em gr ound r ef er ence commonl y 
exper i ence over vol t age condi t i ons due t o s i ngl e phase l oads,  f aul t s,  
swi t chi ng t r ansi ent s,  or  unbal anced capaci t i ve coupl i ng bet ween phases and 
ear t h gr ound.  I n a t hr ee phase syst em not  desi gned f or  ungr ounded 
oper at i on and wi t h no r ef er ence t o gr ound t he phases can achi eve damagi ng 
vol t age l evel s.  Over vol t age condi t i ons cause sur ge ar r est or s,  l i ght ni ng 
ar r est or s,  or  i nsul at i on f l ash over  i n pr i mar y equi pment .  Once t he f i r st  
phase f i nds gr ound dur i ng t hi s f l ash over ,  t he ot her  phases can r i se t o 
173% of  nomi nal  vol t age.

Al t hough a mi cr ogr i d may onl y have one per cei ved i s l and,  f or  gr oundi ng 
syst ems t he desi gn engi neer  must  i dent i f y t wo t ypes of  i sol at ed gr ound 
i s l ands.

El ect r i cal l y ( gal vani cal l y)  i sol at ed gr i d sect i ons such as when a c i r cui t  
br eaker  i s open.  Be advi sed t hat  i n most  f our  wi r e syst ems t he neut r al  
st ays i n ser vi ce wi t h t hr ee pol e di sconnect i on means,  e. g. ,  c i r cui t  
br eaker s and di sconnect s.

Magnet i cal l y i sol at ed gr i d sect i ons such as occur  at  ever y t r ansf or mer  
wi t h cer t ai n t r ansf or mer  conf i gur at i ons.

Desi gns must  show each gr ound i s l and,  ei t her  gal vani cal l y or  magnet i cal l y 
f or med,  t o have t hei r  own syst em gr ound( s) .  

Gr oundi ng must  adher e t o one or  mor e of  t he f ol l owi ng code st andar ds:

NEC ( NFPA 70)  r ul es appl y t o syst em gr oundi ng bel ow 1000V.   
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Above 1000V,  gr oundi ng syst ems ar e subj ect  t o ut i l i t y  j ur i sdi ct i on.  
Desi gner  t o base t hei r  1000 V and above desi gns on t he l ocal  ut i l i t y  
st andar ds.  I n t he absence of  ut i l i t y  st andar ds,  desi gns must  compl y 
wi t h I EEE st andar ds C62. 92.

3. 10. 8   Sur ge Pr ot ect i on

Equi pment  connect ed t o ac c i r cui t s must  be pr ot ect ed agai nst  or  wi t hst and 
power - l i ne sur ges.   Equi pment  pr ot ect i on must  meet  t he r equi r ement s of  
I EEE C62. 41. 1 and I EEE C62. 41. 2.   Fuses ar e not  t o be used f or  sur ge 
pr ot ect i on.

Di gi t al  and anal og i nput s and out put s must  be pr ot ect ed agai nst  sur ges 
i nduced on cont r ol  and sensor  wi r i ng i nst al l ed out door s.   The i nput s and 
out put s must  be t est ed i n bot h t he nor mal  and common mode usi ng t he 
f ol l owi ng t wo wavef or ms:   The f i r st  wavef or m must  be 10 mi cr oseconds by 
1000 mi cr oseconds wi t h a peak vol t age of  1500 vol t s and a peak cur r ent  of  
60 amper es.   The second wavef or m must  be 8 mi cr oseconds by 20 mi cr oseconds 
wi t h a peak vol t age of  1000 vol t s and a peak cur r ent  of  500 amper es.

3. 11   APPLI CATI ON

Pr ovi de MCS capabl e of  f or  r eal - t i me moni t or i ng,  cont r ol ,  opt i mi zat i on,  
and di spat ch of  DER i n bot h gr i d- connect ed and i s l anded modes.  The 
cont r ol l er  must  pr ovi de advanced f unct i onal i t i es t o i nt er f ace wi t h a wi de 
r ange of  DERs,  ensur i ng saf e,  secur e,  and r esi l i ent  oper at i on of  t he 
mi cr ogr i d.

3. 12   I NTEGRATI ON OF FI ELD CONTROL SYSTEMS

3. 12. 1   I nst al l  Cont r ol  Har dwar e

Al l  har dwar e component s of  t he mi cr ogr i d cont r ol  syst em,  i ncl udi ng 
pr ocessor s,  I / O modul es,  communi cat i on devi ces,  and i nt er f ace uni t s,  must  
be i nst al l ed i n compl i ance wi t h manuf act ur er  r ecommendat i ons and 
I EEE 2030. 8 r equi r ement s.  .

3. 12. 2   Add Fi el d Cont r ol  Syst em

I nt egr at i on wi t h t he f i el d cont r ol  syst ems of  var i ous DERs must  be 
per f or med t hr ough st andar di zed communi cat i on pr ot ocol s such as Modbus,  
I EC 61850,  and DNP3.  Sui t abl e gat eway devi ces or  pr ot ocol  conver t er s may 
be empl oyed i f  di r ect  i nt egr at i on i s not  f easi bl e.

3. 12. 3   Conf i gur e Sof t war e

The mi cr ogr i d cont r ol  syst em sof t war e must  be conf i gur ed t o mat ch t he 
speci f i c  r equi r ement s of  t he pr oj ect ,  i ncl udi ng DER t ypes,  r at i ngs,  
communi cat i on set t i ngs,  and desi r ed oper at i onal  modes.  Necessar y dat abase 
par amet er s l i ke DER set poi nt s,  l i mi t s,  and gr i d i nt er connect i on 
r equi r ement s must  be accur at el y ent er ed.

3. 13   FI ELD QUALI TY CONTROL

3. 13. 1   Test s

3. 13. 1. 1   Di spat ch Funct i ons

Val i dat e t he di spat ch capabi l i t y  of  each DER by sendi ng appr opr i at e 
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cont r ol  commands.  Conf i r m r amp r at e cont r ol s,  st ar t / st op sequences,  and 
set poi nt  adj ust ment s as per  desi gn.

3. 13. 1. 2   Tr ansi t i on Funct i ons

Test  t r ansi t i on bet ween gr i d- connect ed and i s l anded modes and vi ce ver sa.  
Val i dat e t he smoot h swi t chover  wi t hout  power  i nt er r upt i ons or  excessi ve 
t r ansi ent s.

3. 13. 1. 3   Gr i d- Fol l owi ng Synchr oni zat i on

Usi ng t he ext er nal  gr i d as r ef er ence,  each DER i n uni son or  i n t andem,  as 
out l i ned i n t he sequence of  cont r ol ,  must  synchr oni ze,  and connect  ei t her  
at  t he poi nt  of  i nt er connect i on,  or  t he poi nt  of  connect i on f or  each DER.  

For  a cent r al - pl ant  t ype ar chi t ect ur e,  def i ne t he sequence of  oper at i on 
wi t h r egar d t o power i ng t he connect ed l oads ( v i a ext er nal  gr i d or  v i a DER 
bef or e i nt er connect i on) .  

Ensur e t hat  t he vol t age wavef or ms of  t he DERs ar e i n phase wi t h t he 
ext er nal  gr i d t o al l ow f or  pr oper  synchr oni zat i on and connect i on.  Ensur e 
t hat  t he connect i on t ype ( del t a or  wye)  of  t he DERs mat ches t hat  of  t he 
ext er nal  gr i d t o ensur e pr oper  synchr oni zat i on and connect i on.

3. 13. 1. 4   I s l anded Gr i d- For mi ng Synchr oni zat i on

Dur i ng i s l anded oper at i ons desi gnat e a pr i mar y DER as t he gr i d- f or mi ng 
uni t  and val i dat e i t s abi l i t y  t o f or m t he gr i d.  Al l  ot her  DERs must  be 
checked f or  synchr oni zat i on capabi l i t y  t o t hi s pr i mar y sour ce.  I n 
al t er nat i ve desi gns wher e al l  DERs ar e gr i d- f or mi ng wi t h dr oop 
char act er i st i cs,  t est  and val i dat e each DER' s capabi l i t y  t o oper at e i n 
t hi s mode.

3. 13. 1. 5   Load- Fol l owi ng,  Load- Sheddi ng,  and Ener gy Management

Val i dat e t he cont r ol l er ' s capabi l i t y  t o adj ust  DER di spat ch i n r esponse t o 
r eal - t i me l oad var i at i ons.  Test  and conf i r m t he l oad- sheddi ng schemes,  
ensur i ng pr i or i t i zed sheddi ng of  non- cr i t i cal  l oads dur i ng suppl y 
shor t ages.  The cont r ol l er  must  al so demonst r at e ef f i c i ent  ener gy 
management ,  opt i mi zi ng DER di spat ch f or  economi c oper at i ons.

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *
NOTE:  Consi der at i on shoul d be gi ven t o t he possi bl e 
power  qual i t y,  f aul t  cur r ent ,  and vol t age dr op 
i ssues based on whi ch DER i s sel ect ed as pr i mar y 
dur i ng i s l and mode.  As t he power  f l ow var i es based 
on l oad and gener at i on,  t he syst em may be r equi r ed 
t o dynami cal l y adj ust  t he pr ot ect i on.

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *

3. 13. 2   Exami nat i on and I nspect i on

Pr i or  t o commi ssi oni ng,  compl et e t he f ol l owi ng exami nat i ons and 
i nspect i ons:

a.   I ni t i al  I nspect i on:  Pr i or  t o commi ssi oni ng,  conduct  an i ni t i al  
i nspect i on t o ensur e t hat  al l  syst em component s,  i ncl udi ng har dwar e 
and sof t war e,  ar e i nst al l ed cor r ect l y and secur el y.
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b.   Saf et y Checks:  Ensur e t hat  al l  saf et y pr ot ocol s and mechani sms ar e i n 
pl ace and f unct i oni ng as i nt ended.  Thi s i ncl udes emer gency shut down 
pr ocedur es,  over cur r ent  pr ot ect i on,  f aul t  det ect i on,  and i sol at i on 
measur es.

c.   Cyber secur i t y Test i ng:  Ensur e cyber secur i t y st andar ds ar e met  f or  t he 
syst em t o ensur e r esi l i ence agai nst  cyber  t hr eat s i n accor dance wi t h 
25 05 11 CYBERSECURI TY FOR FACI LI TY- RELATED CONTROL SYSTEMS,  par agr aph 
CYBERSECURI TY AUDI TI NG.

d.   Dat a Loggi ng and Repor t i ng:  Ver i f y dat a l oggi ng and r epor t i ng 
mechani sms,  ensur i ng t hat  t he syst em r ecor ds and r epor t s r el evant  
oper at i onal  dat a accur at el y.

e.   Redundancy and Fai l over  Test i ng:  Conf i r m t he f unct i onal i t y of  
r edundancy and f ai l over  mechani sms,  guar ant eei ng seaml ess oper at i on i n 
t he event  of  component  f ai l ur es or  di sr upt i ons.

f .   Envi r onment al  Test i ng:  Assess t he syst em' s abi l i t y  t o wi t hst and 
envi r onment al  condi t i ons and ensur e compl i ance wi t h envi r onment al  
st andar ds.

g.   Document at i on Revi ew:  Revi ew al l  document at i on r el at ed t o t he syst em' s 
conf i gur at i on,  set t i ngs,  and oper at i onal  pr ocedur es t o ensur e 
compl et eness,  accur acy f or  r ef er ence dur i ng commi ssi oni ng pr ocess.

3. 13. 3   Manuf act ur er  Fi el d St ar t up and Ser vi ce

Obt ai n t he ser vi ces of  a MCS manuf act ur er ' s r epr esent at i ve exper i enced i n 
t he i nst al l at i on,  adj ust ment ,  and oper at i on of  t he equi pment  speci f i ed.   
The r epr esent at i ve must  super vi se t he i nst al l at i on,  adj ust i ng,  and t est i ng 
of  t he equi pment .  At  a mi ni mum,  t he ser vi ces of  manuf act ur er ' s 
r epr esent at i ves f or  t he MCS equi pment ,  cent r al  st at i on,  HMI ,  sof t war e,  and 
dat a col l ect i on/ r epor t  gener at i on sof t war e must  be pr ovi ded.

3. 14   STARTUP TESTI NG

Test  al l  equi pment  and per f or m al l  ot her  t est s necessar y t o ensur e t he 
syst em i s i nst al l ed and f unct i oni ng as speci f i ed.  Pr epar e and submi t  a 
St ar t up Test i ng Pl an pr i or  t o t est i ng and St ar t up Test i ng Repor t  
document i ng al l  t est s per f or med and t hei r  r esul t s and cer t i f y i ng t hat  t he 
syst em meet s t he r equi r ement s speci f i ed.

Do not  begi n t he st ar t up t est i ng unt i l  af t er  r ecei pt  of  wr i t t en per mi ssi on 
by t he Gover nment  r epr esent at i ve f or  base mai nt enance,  based on Gover nment  
appr oval  of  t he st ar t up t est i ng Pl an and Dr af t  As- Bui l t  Dr awi ngs.   

Per f or m t el ecommuni cat i ons cabl i ng i nspect i on,  ver i f i cat i on,  and 
per f or mance t est s i n accor dance wi t h TI A- 568- C. 1,  TI A- 568- C. 2,  and 
TI A- 568- C. 3.  Submi t  t el ecommuni cat i ons cabl i ng t est i ng r epor t  f or  any 
cabl es r equi r i ng t est i ng.

3. 14. 1   Test i ng Wi r e and Cabl e

Mat er i al s and document at i on t o be f ur ni shed under  t hi s speci f i cat i on ar e 
subj ect  t o i nspect i ons and t est s.  Ter mi nat e al l  component s pr i or  t o 
t est i ng.  Equi pment  and syst ems wi l l  not  be accept ed unt i l  t he r equi r ed 
i nspect i ons and t est s have been made,  demonst r at i ng t hat  t he s i gnal  
di st r i but i on syst em conf or ms t o t he speci f i ed r equi r ement s,  and t hat  t he 
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r equi r ed equi pment ,  syst ems,  and document at i on have been pr ovi ded.  

3. 14. 1. 1   Unshi el ded Twi st ed Pai r  Test i ng

Test  al l  met al l i c  cabl e par t s t hat  have not  been put  i nt o oper at i on 
pr evi ousl y f or  pr oper  i dent i f i cat i on and cont i nui t y.  Al l  opens,  shor t s,  
cr osses,  gr ounds,  and r ever sal s ar e t o be cor r ect ed.  Ver i f y cor r ect  col or  
codi ng and t er mi nat i on of  each pai r  i n t he cont r ol  syst em cabi net s and at  
t he end- devi ce.  Test  hor i zont al  wi r i ng f r om end- t o- end,  i ncl udi ng t he 
t er mi nat i on devi ce and i ncl udi ng any modul ar  j acks.  Test  backbone wi r i ng 
end- t o- end,  i ncl udi ng t er mi nat i on devi ces,  f r om t er mi nal  bl ock t o t er mi nal  
bl ock.  Compl et e t hese t est s,  and cor r ect  al l  er r or s,  bef or e st ar t i ng any 
ot her  t est s.

3. 14. 1. 2   Cat egor y 5E Ci r cui t s Test i ng

 Test  al l  Cat egor y 5E ci r cui t s t hat  have not  been put  i nt o oper at i on 
pr evi ousl y usi ng a t est  set  t hat  meet s t he Cl ass I I  accur acy r equi r ement s 
of  TI A/ EI A- TSB- 67.  Use t he Basi c Li nk Test  pr ocedur e of  TI A/ EI A- TSB- 67.  
Cabl es whi ch cont ai n f ai l ed c i r cui t s must  be r epl aced and r et est ed t o 
ver i f y t he st andar d i s met .

3. 14. 1. 3   Shi el ded Twi st ed Pai r  Wi r i ng Test i ng

Test  conf i gur at i ons t hat  have not  been put  i nt o oper at i on pr evi ousl y or  
have been l abel ed as spar e.  Test  f or  cont i nui t y,  opens,  shor t s,  cor r ect  
pi n conf i gur at i on.  Ver i f y DC r esi st ance f or  bot h pai r - t o- pai r  and 
wi r e- t o- shi el d t ypes.  Ver i f y al l  cabl e l engt hs.  Test  near  end cr osst al k 
f r om 722 kHz t o 300 MHz.

3. 14. 1. 4   Fi ber  Opt i c Cabl e Test i ng

Per f or m opt i cal  f i ber  f i el d i nspect i on t est s v i a at t enuat i on measur ement s 
on any exi st i ng or  new cabl e t o be ut i l i zed t hat  has not  been put  i nt o 
oper at i on pr evi ousl y or  has been pr evi ousl y l abel ed as spar e.  Pr ovi de t est  
r esul t s wher e appl i cabl e.  Remove f ai l ed cabl es f r om pr oj ect  s i t e upon 
at t enuat i on t est  f ai l ur e.

3. 14. 1. 5   I nspect i on

Vi sual l y i nspect  UTP and opt i cal  f i ber  j acket  mat er i al s f or  UL or  
t hi r d- par t y cer t i f i cat i on mar ki ngs.  I nspect  cabl i ng t er mi nat i ons t o 
conf i r m col or  code f or  T568A or  T568B pi n assi gnment s.  I nspect  cabl i ng 
connect i ons t o conf i r m compl i ance wi t h TI A- 568- C. 1,  TI A- 568- C. 2,  and 
TI A- 568- C. 3.  Vi sual l y conf i r m Cat egor y 5E,  mar ki ng of  out l et s,  cover  
pl at es,  out l et / connect or s,  and pat ch panel s.

3. 14. 1. 6   Fi nal  Ver i f i cat i on Test s

Per f or m ver i f i cat i on t est s f or  UTP and opt i cal  f i ber  syst ems af t er  t he 
compl et e t el ecommuni cat i ons cabl i ng and wor kst at i on out l et / connect or s ar e 
i nst al l ed.  

Dat a Test s.  Connect  t o t he net wor k i nt er f ace devi ce at  t he demar cat i on 
poi nt .  Log ont o t he net wor k t o ensur e pr oper  connect i on t o t he net wor k.

3. 14. 2   Pr ot ect i ve Rel ays Communi cat i ons Test i ng

Ver i f y sof t war e f or  communi cat i ons and pr ogr ammi ng of  pr ot ect i ve r el ays t o 
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oper at e cor r ect l y i n accor dance wi t h t he manuf act ur er ' s publ i shed 
i nst r uct i ons.  I ncl ude ver i f i cat i on of  t i me si gnal  t o r el ays,  l ocal  and 
r emot e access t o r el ay set t i ngs,  and SER and ER f unct i onal i t y ver i f i cat i on.

3. 14. 2. 1   Poi nt s Li st  Test i ng

Al l  i nput  and out put  poi nt s i ndi cat ed on t he t ypi cal  poi nt s schedul e must  
be t est ed f or  pr oper  oper at i on f r om t he HMI  and head- end wor kst at i on t o 
t he end.  Test  t he f ol l owi ng:

a.  Al l  devi ces wi t h di scr et e ( di gi t al )  out put  ar e checked f or  al l  
ener gi zed and r esponse st at es.   The devi ce out put s ar e conf i r med and 
document ed i n an ener gi zed st at e and a de- ener gi zed st at e.  Any changes 
i n out put  st at us ar e document ed.  

b.  Al l  t r oubl e and f aul t  al ar ms wi t h di scr et e ( di gi t al )  out put s must  be 
conf i r med as nor mal l y c l osed,  open on al ar m.  

c.  Al l  devi ces r equi r i ng a change i n mechani cal  s i gnal  i nput  must  be 
checked and cal i br at ed t o pr ovi de t he cor r ect  di scr et e ( di gi t al )  
out put .

For  anal og t r ansducer s,  cal i br at i on i s r equi r ed.  Cal i br at i on f or  di gi t al  
devi ces i s not  r equi r ed i f  t he f act or y t est  r epor t  shows cal i br at i on has 
been compl et ed.  Cal i br at e each anal og i nst r ument at i on devi ce connect ed t o 
t he cont r ol  syst em cont r ol  net wor k by maki ng a compar i son bet ween t he 
r eadi ng at  t he devi ce and t he di spl ay at  t he HMI  and head end wor kst at i on,  
usi ng a st andar d at  l east  t wi ce as accur at e as t he devi ce t o be 
cal i br at ed.  Anal og poi nt s must  be t est ed at  0 per cent ,  25 per cent ,  50 
per cent ,  75 per cent ,  and 100 per cent  of  f ul l  scal e.

Ver i f y oper at i on of  syst ems i n t he speci f i ed f ai l ur e modes upon MCS 
net wor k f ai l ur e or  l oss of  power  and ver i f y t hat  syst ems r et ur n t o cont r ol  
syst em cont r ol  aut omat i cal l y upon a r esumpt i on of  cont r ol  syst em net wor k 
oper at i on or  r et ur n of  power .

Ver i f y syst em aut omat i cal l y per f or ms a col d st ar t  ( wi t h t he head end and 
cont r ol l er s of f - l i ne)  upon appl i cat i on of  power  and i s i n f ul l  oper at i on 
as speci f i ed wi t hi n [  ]  [ f i ve mi nut es] .

Ver i f y syst em aut omat i cal l y per f or ms a war m st ar t  ( wi t h head end of f - l i ne 
and cont r ol l er s on- l i ne)  upon appl i cat i on of  power  wi t hout  human 
i nt er vent i on and i s i n f ul l  oper at i on as speci f i ed wi t hi n 15 mi nut es.  
Ver i f y t he head end ser ver s r evi ew and enabl e pr ogr ams t hat  must  be 
r unni ng at  t hat  t i me,  i ncl udi ng t he r est ar t  of  any aut omat i c cont r ol  
pr ogr ams r esi dent  at  t he head end ser ver s.

Ver i f y syst em r ecover s f r om power  f ai l ur e.  When a power  f ai l ur e occur s at  
t he head end or  f i el d panel ,  t he syst em must  aut omat i cal l y st ar t  upon 
r est or at i on of  power  and t he pr ogr ams ar e t o be r est ar t ed i n a manner  t o 
assur e an or der l y r esumpt i on.  I ncl ude a r est ar t  pr ogr am based on det ect i on 
of  power  f ai l ur e at  t he head end MCS cont r ol l er  and di st r i but ed 
cont r ol l er s.  Upon r est or at i on of  power  t o t he head end MCS cont r ol l er  and 
di st r i but ed cont r ol l er s,  ver i f y t he cont r ol l er s obt ai n t i me of  day f r om 
t he syst em' s r eal  t i me cl ock,  r est ar t  pr oper l y,  and r est or e l oads t o t he 
st at e at  t i me of  power  f ai l ur e,  or  t o t he st at e as commanded by t i me 
pr ogr ams or  ot her  over r i di ng pr ogr ams.  I ncl ude st ar t  t i me del ays bet ween 
successi ve commands t o pr event  demand sur ges or  over l oad t r i ps.

Ener gi ze al l  equi pment  wi t h mot or s t o conf i r m pr oper  oper at i on,  r ot at i on 
( phasi ng) ,  i nr ush cur r ent s,  f ul l  l oad cur r ent .  
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Pr ovi de a st ar t up t est i ng r epor t  document i ng al l  st ar t up t est s descr i bi ng 
r esul t s of  f unct i onal  t est s,  di agnost i cs,  cal i br at i ons,  and commi ssi oni ng 
pr ocedur es i ncl udi ng wr i t t en cer t i f i cat i on t o t he Gover nment  t hat  t he 
i nst al l ed compl et e syst em has been cal i br at ed,  t est ed,  adj ust ed,  and 
commi ssi oned and i s r eady t o begi n t he PVT.  The r epor t  must  al so i ncl ude a 
copy of  t he appr oved PVT pr ocedur e.

3. 15   PERFORMANCE VERI FI CATI ON TESTI NG ( PVT)

Ref er  t o f ol l owi ng speci f i cat i ons f or  det ai l s:  25 08 10 UTI LI TY MONI TORI NG 
AND CONTROL SYSTEM TESTI NG.  Pr ovi de a PVT Pr ocedur e usi ng t he t est  
pr ocedur es i n t hi s sect i on,  modi f y i ng t he pr ocedur es and addi ng t est s as 
appr opr i at e t o devel op pr ocedur es t hat  t est  al l  r equi r ement s of  t he 
pr oj ect  speci f i cat i ons.  The t est  pr ocedur es must  consi st  of  det ai l ed 
i nst r uct i ons f or  t est  set up,  execut i on,  and eval uat i on of  t est  r esul t s.  
When devel opi ng addi t i onal  pr ocedur es,  pr ovi de t he same i nf or mat i on and 
f i el ds as shown i n t he Test  Templ at e.  The PVT must  be per f or med i n t hr ee 
phases:

Phase I  Test i ng ( St andal one Test )
Phase I I  Test i ng ( I nt egr at i on Test )
Phase I I I  Test i ng ( Endur ance Test )

Pr ovi de a PVT Pl an i ncl udi ng syst em document at i on and PVT Pr ocedur es.  
I ncl ude t he f ol l owi ng syst em document at i on i n t he PVT Pl an:

a.  Copi es of  t he most  r ecent  dr af t  as- bui l t  dr awi ngs f or  t he syst em,  
i ncl udi ng but  not  l i mi t ed t o one- l i ne dr awi ngs and Poi nt s Schedul es 
[ as speci f i ed i n Sect i on 23 09 00 I NSTRUMENTATI ON AND CONTROL FOR 
HVAC]  showi ng devi ce addr ess,  poi nt  descr i pt i ons,  net wor k poi nt  names 
and t ypes,  har dwar e poi nt  t ypes,  set t i ngs and r anges i ncl udi ng uni t s.  

b.  Copi es of  manuf act ur er ' s pr oduct  dat a sheet s when needed t o demonst r at e 
compl i ance wi t h pr oj ect  r equi r ement s.  For  exampl e,  pr ovi de dat a sheet s 
showi ng t hat  sur ge pr ot ect i on r equi r ement s have been met .  

c.  Oper at i on or  user  manual s f or  al l  sof t war e and al l  DDC Har dwar e t o be 
t est ed.  

d.  Li st  of  t est  equi pment .

Submi t  t he PVT Test i ng Pr ocedur es,  i ncl udi ng a cont r ol  syst em per f or mance 
ver i f i cat i on t est  equi pment  l i s t  t hat  l i s t s t he equi pment  t o be used 
dur i ng per f or mance ver i f i cat i on t est i ng.  For  each pi ece of  equi pment  
i ncl ude manuf act ur er  name,  model  number ,  equi pment  f unct i on,  t he dat e of  
t he l at est  cal i br at i on,  and t he r esul t s of  t he l at est  cal i br at i on.  At  a 
mi ni mum t hi s i s expect ed t o i ncl ude pr i mar y or  secondar y cur r ent  
i nj ect i ons t est  k i t s.

Pr ovi de PVT t est i ng pr ocedur es usi ng t he t est  pr ocedur es i n t hi s Sect i on,  
modi f y i ng t he pr ocedur es and addi ng t est s as appr opr i at e t o devel op 
pr ocedur es t hat  t est  al l  r equi r ement s of  t he pr oj ect  speci f i cat i ons.  
I ncl ude det ai l ed i nst r uct i ons f or  t est  set up,  execut i on,  and eval uat i on of  
t est  r esul t s.  
* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *

NOTE:   Coor di nat e wi t h t he pr oj ect  s i t e t o det er mi ne 
i f  gover nment  wi t ness of  PVT i s r equi r ed,  or  i f  
t her e i s a t hi r d par t y commi ssi oni ng agent  act i ng on 
behal f  of  t he Gover nment .

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *
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Do not  st ar t  t he PVT unt i l  af t er  r ecei pt  of  wr i t t en per mi ssi on by t he 
Gover nment  r epr esent at i ve f or  base mai nt enance,  based on Gover nment  
appr oval  of  t he PVT Pr ocedur e and Dr af t  As- Bui l t  dr awi ngs.  [ The Gover nment  
wi l l  wi t ness each phase of  PVT. ] [ The Gover nment ' s t hi r d- par t y 
commi ssi oni ng agent  wi l l  wi t ness each phase of  PVT]

PVT Phase I  demonst r at es compl i ance of  t he cont r ol  syst em wi t h t he 
cont r act  document s.  Usi ng t est  pl ans and pr ocedur es appr oved by t he 
Gover nment ,  demonst r at e al l  physi cal  and f unct i onal  r equi r ement s of  t he 
pr oj ect .  Show,  st ep- by- st ep,  t he act i ons and r esul t s demonst r at i ng t hat  
t he cont r ol  syst ems f ul l y and cor r ect l y i mpl ement  t he sequences of  
oper at i on and cont r ol .  PVT f or  sur ge pr ot ect i on i s not  r equi r ed t o i ncl ude 
i nt r oduci ng a sur ge t o t he equi pment ;  sur ge pr ot ect i on may i nst ead be 
demonst r at ed t hr ough pr oduct  document at i on.  

Conduct  t est i ng dur i ng t he most  el ect r i cal l y demandi ng season,  whet her  
t hat  be peak summer  or  peak wi nt er ,  based on l ocal i t y.  At  t he compl et i on 
of  PVT Phase I ,  Phase I I ,  and Phase I I I  t est i ng,  and i n accor dance wi t h 
t he pr oj ect  schedul e and pr oj ect  sequenci ng,  pr ovi de r epor t s document i ng 
al l  PVT t est i ng i ncl udi ng al l  appr oved t est  pr ocedur es wi t h t est  r esul t s 
i ndi cat ed on t he pr ocedur es,  and a r ecor d of  al l  act i ons t aken t o addr ess 
PVT t est  f ai l ur es.

3. 15. 1   Phase I  Test i ng ( St andal one Test )

Oper at i onal  t est s must  t o be compl et ed and i ncl ude t est i ng devi ce 
oper at i on wi t hi n t he i nt ended subsyst em.  Al l  st at es i ncl uded i n t he 
subsyst em must  be t est ed.  Al l  f ai l over  st at es must  be document ed.  Al l  
communi cat i ons wi t hi n t he subsyst em must  be t est ed.  Al l  t est s ar e t o be 
document ed.

Uni t  t est s ar e t o be compl et ed on each MCS devi ce and i ncl ude t est i ng 
devi ce oper at i on as a st andal one devi ce.  The devi ces must  be t est ed 
ener gi zed.

Per f or mi ng a sequence of  oper at i ons t est  t o t he ext ent  possi bl e i n t he 
gi ven subsyst em must  i ncl ude al l  sequences speci f i ed.  Al l  f ai l over  st at es 
must  be t est ed wi t hi n each st andal one subsyst em.  

At  t he compl et i on of  PVT Phase I ,  and i n accor dance wi t h t he pr oj ect  
schedul e and pr oj ect  sequenci ng,  submi t  t he PVT Phase I  Test i ng Repor t  
document i ng t est  pr ocedur es,  f ai l ur es and r epai r  act i ons t aken dur i ng PVT 
Phase I .

3. 15. 2   Phase I I  Test i ng ( I nt egr at i on Test )

Once t he MCS has been t est ed as a st andal one syst em,  an I nt egr at i on t est  
must  be per f or med.  The i nt egr at i on t est  must  i ncl ude a r e- per f or mance of  
t he ent i r e sequence of  oper at i on,  t est i ng of  al l  l ogi c,  communi cat i ons 
t est i ng,  ver i f i cat i on of  accur acy and f unct i oni ng of  al l  gr aphi cs wi t hi n 
t he HMI ,  conf i r mat i on of  t he i nt egr i t y of  t he cont r ol  st r uct ur e,  and 
conf i r mat i on of  al l  i nput s and out put s.  The i nt egr at i on t est  must  be 
per f or med t o t he ext ent  of  ver i f y i ng t he f ul l  f unct i onal  per f or mance of  
t he mi cr ogr i d cont r ol  syst em meet s al l  desi gn cr i t er i a and f unct i onal i t y 
speci f i ed her e,  i n t he dr awi ng package and t he sequence of  oper at i ons.

At  t he compl et i on of  PVT Phase I I ,  and i n accor dance wi t h t he pr oj ect  
schedul e and pr oj ect  sequenci ng,  submi t  t he PVT Phase I I  Test i ng Repor t  
document i ng t est  pr ocedur es,  f ai l ur es and r epai r  act i ons t aken dur i ng PVT 
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Phase I I .

3. 15. 3   Phase I I I  Test i ng ( Endur ance Test )

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *
NOTE:  The i nt ent  of  t he Endur ance Test  i s t o ensur e 
t he mi cr ogr i d cont r ol  syst em i s bur ned i n and abl e 
t o oper at e wi t hout  i nt er nal  component  f ai l ur e.  The 
t est  can be oper at ed i n i s l and mode,  gr i d mode,  or  
bl ack st ar t  mode.

Coor di nat e t he of f - gr i d t est i ng r equi r ement s wi t h 
t he equi pment  pr ovi ded ( and speci f i ed el sewher e i n 
t he UFGS) .  Wher e car bon- emi t t i ng gener at or s ar e 
used,  coor di nat e EPA r at i ngs and emi ssi ons 
r equi r ement s.

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *

Compl et e an endur ance t est  as par t  of  t he PVT i n whi ch t he syst em i s 
oper at ed cont i nuousl y f or  [ 24- hour s] [ 48- hour s] [ one- week] [ ___]  wi t hout  
f ai l ur e.  The t est  can be oper at ed i n i s l and mode,  gr i d mode or  bl ack st ar t  
mode.  Dur i ng t he endur ance t est  t r end al l  poi nt s shown as r equi r i ng a 
t r end on t he Poi nt s Schedul e f or  t he ent i r e dur at i on of  t he endur ance 
t est .  I f  i nsuf f i c i ent  buf f er  or  st or age capaci t y exi st s t o t r end t he 
ent i r e endur ance t est ,  of f l oad t r end l ogs dur i ng t he cour se of  t he 
endur ance t est  t o ensur e t hat  no t r end dat a i s l ost .  I f  t he cont r ol  syst em 
speci f i cat i on i ncl udes bandwi dt h r equi r ement s f or  bandwi dt h usage on a 
non- I P net wor k,  measur e and r ecor d t he net wor k bandwi dt h usage on each 
non- I P channel  dur i ng t he endur ance t est .

I f  t he syst em exper i ences any f ai l ur es dur i ng t he endur ance t est  por t i on 
of  t he PVT,  r epai r  t he syst em and r epeat  t he endur ance t est  por t i on of  t he 
PVT unt i l  t he syst em oper at es cont i nuousl y and wi t hout  f ai l ur e f or  t he 
speci f i ed endur ance t est  per i od.  At  t he compl et i on of  PVT Phase I I I ,  and 
i n accor dance wi t h t he pr oj ect  schedul e and pr oj ect  sequenci ng,  submi t  t he 
PVT Phase I I I  Test i ng Repor t  document i ng t est  pr ocedur es,  f ai l ur es and 
r epai r  act i ons t aken dur i ng PVT Phase I I I .

3. 16   TRAI NI NG

3. 16. 1   Gener al

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *
NOTE:   Sel ect  t he v i deo r ecor d opt i on wher e si t e and 
secur i t y al l ows.

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *

Conduct  Oper at or s and Mai nt enance t r ai ni ng cour ses f or  desi gnat ed 
per sonnel  i n t he Oper at i on and Mai nt enance of  t he syst em as speci f i ed.  The 
t r ai ni ng must  be or i ent ed t o t he speci f i c  syst em bei ng i nst al l ed under  
t hi s cont r act .  Del i ver  t r ai ni ng manual s f or  each t r ai nee wi t h [ t wo]  [  ]  
addi t i onal  copi es f or  ar chi val  at  t he pr oj ect  s i t e.  [ Recor d t r ai ni ng 
sessi ons t o v i deo and del i ver  di gi t al  v i deo f i l es t o Gover nmet n on CD 
af t er  compl et i on of  Tr ai ni ng pr ogr am. ] Fur ni sh al l  audi ovi sual  equi pment  
and al l  ot her  t r ai ni ng document at i on and suppl i es.  Copi es of  any t r ai ni ng 
mat er i al s must  be del i ver ed t o t he Gover nment  ei t her  as a par t  of  t he 
pr i nt ed t r ai ni ng manual s or  on t he same medi a as t hat  used dur i ng t he 
t r ai ni ng sessi ons.  Tr ai ni ng mat er i al s must  al so be i ncl uded i n t he O&M 
i nst r uct i ons.  A t r ai ni ng day i s def i ned as [ ei ght ] [ ]  hour s of  c l assr oom 
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i nst r uct i on,  i ncl udi ng t wo 15- mi nut e br eaks and excl udi ng l uncht i me,  
Monday t hr ough Fr i day,  dur i ng t he dayt i me or  ni ght  shi f t  i n ef f ect  at  t he 
t r ai ni ng f aci l i t y .  For  gui dance i n pl anni ng t he r equi r ed i nst r uct i on,  
assume t hat  at t endees have a hi gh school  educat i on or  equi val ent ,  and ar e 
f ami l i ar  wi t h ut i l i t y  syst ems.  Appr oval  of  a pl anned t r ai ni ng schedul e 
must  be obt ai ned f r om t he Gover nment  at  l east  30 days pr i or  t o t he 
t r ai ni ng.  Submi t  al l  Tr ai ni ng Document at i on f or  r ecor d at  pr oj ect  c l oseout .

3. 16. 2   Oper at or s Tr ai ni ng

The f i r st  cour se must  be t aught  at  t he pr oj ect  s i t e f or  a mi ni mum of  t hr ee 
8- hour  t r ai ni ng days dur i ng or  af t er  f i el d t est i ng,  but  bef or e commenci ng 
t he PVT.  A maxi mum of  6 [  ]  per sonnel  wi l l  at t end t he cour se.  No one 
si ngl e par t  of  t he t r ai ni ng gi ven dur i ng t hi s cour se i s al l owed be count ed 
t owar d compl et i on of  t he PVT.  The cour se must  be i ncl ude i nst r uct i on on 
t he speci f i c  har dwar e conf i gur at i on of  t he i nst al l ed syst em and speci f i c  
i nst r uct i ons f or  oper at i ng t he i nst al l ed syst em.  Upon compl et i on of  t hi s 
cour se,  each st udent  must  be abl e t o st ar t  t he syst em,  oper at e t he syst em,  
r ecover  t he syst em af t er  a f ai l ur e,  and descr i be t he speci f i c  har dwar e 
ar chi t ect ur e and oper at i on of  t he syst em.  

Thi s cour se must  i ncl ude gui ded pr act i cal  demonst r at i ons f or :
a.  I nst r uct i onal  over vi ew of  syst em oper at i on.
b.  Det ai l ed i nst r uct i on f or  each mode of  oper at i on,  demonst r at i ng 

st eady st at e oper at i on and moni t or i ng v i a HMI ,  and i ni t i at i on of  
each SOC accessi bl e f r om t hat  st at e i n accor dance wi t h t he 
par agr aph " MI cr ogr i d Cont r ol  Syst em Sequences of  Cont r ol "

c.  Cont r ol  syst em management  i nst r uct i on t o t r ai n user s on t he 
compl et e HMI .  Demonst r at e each di st i nct  scr een and pr ovi de wr i t t en 
gui de f or  what  each di spl ayed el ement  r epr esent s and t he f unt i ons 
execut ed by sel ect i ng t hem.

d.  Saf et y Pr ocedur es i ncl udi ng essent i al  saf et y pr ot ocol s,  r evi ew of  
al ar m t ypes and r epor t i ng met hods,  and r ecover y or  r est ar t  
demonst r at i on f or  each cat egor y of  al ar m.  

e.  Mai nt enance and t r oubl eshoot i ng demonst r at i on as out l i ned i n 
par agr aph " TROUBLESHOOTI NG AND DI AGNOSTI CS" .

3. 16. 3   Mai nt enance Tr ai ni ng

The mai nt enance cour se must  be t aught  at  t he pr oj ect  s i t e wi t hi n t hi r t y 
days af t er  compl et i on of  t he PVT f or  a per i od of  one t r ai ni ng day.  A 
maxi mum of  6 [  ]  per sonnel  wi l l  at t end t he cour se.  The t r ai ni ng must  
i ncl ude:

a.   Physi cal  l ayout  of  each pi ece of  har dwar e.

b.   Thor ough under st andi ng of  t he mi cr ogr i d cont r ol  syst em and var i ous 
modes of  oper at i ons.

c.   Tr oubl eshoot i ng and di agnost i cs pr ocedur es.

d.   Repai r  i nst r uct i ons.

e.   Pr event i ve mai nt enance pr ocedur es and schedul es.

f .   Cal i br at i on pr ocedur es.
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3. 17   MAI NTENANCE AND SERVI CE

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *
NOTE:   The mai nt enance and ser vi ce t o be pr ovi ded by 
t he Cont r act or  f or  t he dur at i on of  t he I DI Q or  
mai nt enance cont r act  i s  speci f i ed i n t hi s 
par agr aph.   The Mai nt enance and Ser vi ce may need t o 
be a separ at e bi d i t em f unded by O&M f unds.  

Some/ many of  t hese Mai nt enance and Ser vi ce 
r equi r ement s may not  appl y i f  t he UMCS net wor ki ng 
equi pment  and suppor t i ng i nf r ast r uct ur e i s 
Gover nment  f ur ni shed equi pment  and mai nt ai ned by t he 
Gover nment . The r equi r ement s her e gener al l y assume 
t hat  t he cont r act or  i s per mi t t ed access t o t he 
syst em and equi pment ,  but  t he appl i cabi l i t y  of  t hi s 
assumpt i on wi l l  var y s i t e- by- si t e.   I t ' s  cr i t i cal  t o 
coor di nat e wi t h t he pr oj ect  s i t e t o det er mi ne t o 
what  ext ent  t he cont r act or  wi l l  be r esponsi bl e f or  
syst em and equi pment  mai nt enance.   Some not es have 
been i ncl uded wi t h br acket ed t ext  t o pr ovi de gener al  
gui dance,  but  car ef ul  edi t i ng of  t hi s ent i r e subpar t  
i s  needed.

Requi r ement s shoul d be coor di nat ed wi t h " WARRANTY 
MANAGEMENT"  i n Sect i on 01 78 00 CLOSEOUT SUBMI TTALS 

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *

Per f or m i nspect i on,  t est i ng,  c l eani ng,  and par t  or  component  r epl acement  
as speci f i ed and as r equi r ed t o mai nt ai n t he new or  exi st i ng war r ant y.   
Fur ni sh l abor ,  super vi s i on,  t ool s,  mat er i al s,  equi pment ,  t r anspor t at i on,  
and management  necessar y t o pr ovi de mai nt enance,  ser vi ce and r epai r  f or  
t he MCS i n accor dance wi t h t he r equi r ement s as speci f i ed.  Mai nt ai n,  and 
r epai r  devi ces connect ed t o and used by t he MCS i n accompl i shi ng i t s 
cont r ol  and moni t or i ng f unct i ons.  Thi s wor k i ncl udes i nspect i on,  t est i ng,  
c l eani ng,  l ubr i cat i on,  adj ust ment ,  cal i br at i on,  and par t  or  component  
r epl acement  as speci f i ed.  Wor k i ncl udes pr ovi di ng necessar y pr event i ve and 
unschedul ed mai nt enance and r epai r s t o keep t he MCS oper at i ng as 
speci f i ed,  and accept ed by t he Gover nment ,  and ot her  ser vi ces as speci f i ed 
dur i ng t he dur at i on of  wor k.   Wor k must  compl y wi t h manuf act ur er ' s 
r ecommendat i ons and i ndust r y st andar ds.   Pr ovi de t echni cal  suppor t  v i a 
t el ephone dur i ng r egul ar  wor ki ng hour s.

3. 17. 1   Wor k Coor di nat i on

Coor di nat e al l  wor k act i v i t i es r el at ed t o t he mi cr ogr i d cont r ol  syst em 
wi t h ot her  t r ades and par t i es i nvol ved i n t he pr oj ect  t o ensur e smoot h and 
ef f i c i ent  i nst al l at i on and oper at i on.  Thi s coor di nat i on must  i ncl ude 
r egul ar  communi cat i on wi t h subcont r act or s and suppl i er s,  coor di nat i on of  
i nst al l at i on,  t est i ng,  and commi ssi oni ng schedul es,  and col l abor at i on wi t h 
f aci l i t y  oper at or s and manager s t o mi ni mi ze di sr upt i ons dur i ng wor k.

3. 17. 2   Wor k Cont r ol

Mai nt ai n a c l ean and saf e wor ki ng envi r onment  t hr oughout  t he i nst al l at i on 
and t est i ng of  t he mi cr ogr i d cont r ol  syst em.  Speci f i c  r equi r ement s 
i ncl udi ng r egul ar  c l eanup of  wor k ar eas and r emoval  of  debr i s,  pr ot ect i on 
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of  equi pment  and component s f r om envi r onment al  f act or s,  dust ,  and debr i s 
and i mpl ement at i on of  saf et y measur es t o pr ot ect  per sonnel  dur i ng 
const r uct i on and t est i ng.

3. 17. 3   Wor ki ng Hour s

Adher e t o wor ki ng hour s and schedul es def i ned i n t he pr oj ect  pl an and i n 
accor dance wi t h any st at e or  l ocal  l aws.  Any devi at i on f r om t he 
est abl i shed wor ki ng hour s must  be communi cat ed and appr oved i n advance t o 
ensur e mi ni mal  di sr upt i on t o t he f aci l i t y ' s oper at i on.

[ 3. 17. 4   Equi pment  Repai r s

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *
NOTE:  Coor di nat e wi t h t he pr oj ect  s i t e t o det er mi ne 
i f  equi pment  ( comput er s and cont r ol  har dwar e)  r epai r  
wi l l  be done by t he cont r act or  or  by l ocal  st af f ,  
and t o what  ext ent .   I f  t he equi pment  i s Gover nment  
f ur ni shed t hen t he cont r act or  may not  be al l owed 
access t o some/ al l  of  t he equi pment  f or  r epai r .   
Addr ess I nf or mat i on Assur ance ( I A)  or  ot her  
equi pment  access r equi r ement s i n " Access To UMCS 
Equi pment "  bel ow.

Sel ect  r epai r  t i mes bel ow.
* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *

I ni t i at e and compl et e equi pment  r epai r s wi t hi n t he f ol l owi ng t i me per i ods,  
wher e t i me per i ods ar e measur ed as act ual  el apsed t i me f r om f i r st  
not i f i cat i on,  i ncl udi ng wor ki ng and non- wor ki ng hour s:

a.   f or  non- r edundant  comput er  ser ver  har dwar e,  i ni t i at e wi t hi n [ 4]  
[ _____]  hour s and compl et e wi t hi n [ 8]  [ _____]  hour s.

b.   f or  non- r edundant  comput er  wor kst at i on har dwar e,  i ni t i at e wi t hi n [ 4]  
[ _____]  hour s and compl et e wi t hi n [ 8]  [ _____]  hour s.

c.   f or  r edundant  comput er  ser ver  har dwar e,  i ni t i at e wi t hi n [ 36]  [ _____]  
hour s and compl et e wi t hi n [ 5]  [ _____]  days.

d.   f or  r edundant  comput er  wor kst at i on har dwar e,  i ni t i at e wi t hi n [ 2]  
[ _____]  days and compl et e wi t hi n [ 5]  [ _____]  days.

e.   f or  act i ve ( power ed)  cont r ol  har dwar e,  i ni t i at e wi t hi n [ 4]  [ _____]  
hour s and compl et e wi t hi n [ 6]  [ _____]  hour s.

f .   f or  cabl i ng and ot her  passi ve net wor k har dwar e,  i ni t i at e wi t hi n [ 16]  
[ _____]  hour s and compl et e wi t hi n [ 5]  [ _____]  days.

Repai r  i s  t he r est or at i on of  a pi ece of  equi pment ,  a syst em,  or  a f aci l i t y  
t o such condi t i on t hat  i t  may be ef f ect i vel y used f or  i t s desi gnat ed 
pur poses.   Repai r  may be over haul ,  r epr ocessi ng,  or  r epl acement  of  
nonf unct i onal  par t s or  mat er i al s or  r epl acement  of  t he ent i r e uni t  or  
syst em.

]
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3. 17. 5   Repl acement ,  Moder ni zat i on,  Renovat i on

Pr ovi de opt i ons and r ecommendat i ons f or  t he r epl acement ,  moder ni zat i on,  or  
r enovat i on of  mi cr ogr i d cont r ol  syst em equi pment  and component s as needed,  
ensur i ng t he cont i nued ef f i c i ency and r el i abi l i t y  of  t he syst em over  t i me.

3. 17. 6   Access t o MCS Equi pment

Pr ovi de cl ear  gui del i nes and pr ocedur es f or  aut hor i zed per sonnel  t o access 
mi cr ogr i d cont r ol  syst em equi pment  f or  mai nt enance,  i nspect i on,  and 
r epai r s.  Secur i t y measur es and access cont r ol  must  be i mpl ement ed t o 
saf eguar d sensi t i ve equi pment .

3. 17. 7   Recor ds,  Logs,  Pr ogr ess Repor t s

Mai nt ai n det ai l ed r ecor ds,  l ogs,  and pr ogr ess r epor t s t hr oughout  t he 
const r uct i on and t est i ng phases,  document i ng wor k act i v i t i es,  t est  
r esul t s,  and pr oj ect  mi l est ones.  These r ecor ds must  be i ncl uded i n t he O&M 
I nst r uct i ons.

3. 17. 8   Per i odi c Mai nt enance and I nspect i on

Out l i ne r equi r ement s f or  per i odi c mai nt enance and i nspect i on of  t he 
mi cr ogr i d cont r ol  syst em t o ensur e i t s ongoi ng f unct i onal i t y and 
r el i abi l i t y .  Compr ehensi ve O&M I nst r uct i ons must  be compi l ed t o gui de 
f aci l i t y  per sonnel  i n t hese t asks.

3. 17. 9   Pr event i ve Mai nt enance Requi r ement s

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *
NOTE:   I f  t he cont r act or  wi l l  not  be r esponsi bl e f or  
Pr event i ve Mai nt enance keep onl y t he br acket ed t ext  
r equi r i ng a pl an " det ai l i ng"  pr event i ve mai nt enance 
( not e t hi s may i ncl ude sof t war e mai nt enance as wel l  
as har dwar e mai nt enance) .   Ot her wi se r emove 
" [ det ai l i ng] "  and keep t he ot her  br acket ed t ext .

Del et e t he r equi r ement  f or  wr i t t en r equest s t o 
r eschedul e mai nt enance i f  not  r equi r ed by t he 
pr oj ect  s i t e.

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *

[ Per f or m mai nt enance pr ocedur es as descr i bed bel ow,  or  mor e of t en i f  
r equi r ed by t he equi pment  manuf act ur er . ]  [ Pr epar e a Pr event i ve Mai nt enance 
Wor k Pl an i ncl uded i n t he Oper at i ons and Mai nt enance submi t t al  as 
speci f i ed. ]

3. 17. 9. 1   Pr event i ve Mai nt enance Wor k Pl an

Pr epar e a Pr event i ve Mai nt enance Wor k Pl an [ t o schedul e]  [ det ai l i ng]  al l  
r equi r ed pr event i ve mai nt enance.   Obt ai n Gover nment  appr oval  of  t he Wor k 
Pl an as speci f i ed i n par agr aph PROJECT SEQUENCI NG. [   St r i ct l y adher e t o 
t he appr oved wor k pl an t o f aci l i t at e Gover nment  ver i f i cat i on of  wor k. ] [   
I f  i t  i s  necessar y t o r eschedul e mai nt enance,  make a wr i t t en r equest  t o 
t he Gover nment  det ai l i ng t he r easons f or  t he pr oposed change at  l east  f i ve 
days pr i or  t o t he or i gi nal l y schedul ed dat e.   Schedul ed dat es wi l l  be 
changed onl y wi t h t he pr i or  wr i t t en appr oval  of  t he Gover nment . ]

SECTI ON 26 37 13  Page 122



[ 3. 17. 9. 2   Semi annual  Mai nt enance

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *
NOTE:   Coor di nat e wi t h t he pr oj ect  s i t e t o det er mi ne 
whet her  or  not  t o i ncl ude t he r equi r ement s f or  
Semi annual  Mai nt enance.   See al so above not es 
r egar di ng mai nt enance of  Gover nment  f ur ni shed 
equi pment  and access r equi r ement s.

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *

Per f or m t he f ol l owi ng Semi annual  Mai nt enance as speci f i ed:

a.   Per f or m dat a backups on al l  Ser ver  Har dwar e.

b.   Run syst em di agnost i cs and cor r ect  di agnosed pr obl ems.

c.   Per f or m f an checks and f i l t er  changes f or  MCS har dwar e.

d.   Per f or m al l  necessar y adj ust ment s on pr i nt er s.

e.   Resol ve al l  out st andi ng pr obl ems.

f .   I nst al l  new r i bbons,  i nk car t r i dges and t oner  car t r i dges i nt o 
pr i nt er s,  and ensur e t hat  t her e i s at  l east  one spar e r i bbon or  
car t r i dge l ocat ed at  each pr i nt er .

] [ 3. 17. 9. 3   Mai nt enance Pr ocedur es

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *
NOTE:   Coor di nat e wi t h t he pr oj ect  s i t e t o det er mi ne 
whet her  or  not  t o i ncl ude t he Mai nt enance Pr ocedur es 
r equi r ement  ( i n whol e or  i n par t ) .   See al so above 
not es r egar di ng mai nt enance of  Gover nment  f ur ni shed 
equi pment  and access r equi r ement s.

Sel ect  whet her  not i ce must  be gi ven f or  mai nt enance 
t hat  wi l l  r esul t  i n downt i me ( of f - l i ne)  or  f or  any 
mai nt enance t hat  MAY r esul t  i n downt i me.   A 
sel ect i on of  ' wi l l '  i s  r ecommended unl ess t he 
pr oj ect  s i t e r equest s ot her wi se.

Sel ect  appr opr i at e down- t i mes and not i ce t i mes.
* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *

3. 17. 9. 3. 1   Mai nt enance Coor di nat i on

Coor di nat e any schedul ed mai nt enance event  t hat  [ wi l l ] [ may]  r esul t  i n 
component  downt i me wi t h t he Gover nment  as f ol l ows,  wher e t i me per i ods ar e 
measur ed as act ual  el apsed t i me f r om begi nni ng of  equi pment  of f - l i ne 
per i od,  i ncl udi ng wor ki ng and non- wor ki ng hour s:

a.   For  non- r edundant  comput er  ser ver  har dwar e,  pr ovi de [ 14]  [ _____]  days 
not i ce,  component s must  be of f - l i ne f or  no mor e t han [ 8]  [ _____]  hour s.

b.   For  non- r edundant  comput er  wor kst at i on har dwar e,  pr ovi de [ 7]  [ _____]  
days not i ce,  component s must  be of f - l i ne f or  no mor e t han [ 8]  [ _____]  
hour s.

c.   f or  r edundant  comput er  ser ver  har dwar e,  pr ovi de [ 7]  [ _____]  days 
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not i ce,  component s must  be of f - l i ne f or  no mor e t han [ 36]  [ _____]  
hour s.

d.   For  r edundant  comput er  wor kst at i on har dwar e,  pr ovi de [ 4]  [ _____]  days 
not i ce,  component s must  be of f - l i ne f or  no mor e t han [ 48]  [ _____]  
hour s.

e.   For  act i ve ( power ed)  cont r ol  har dwar e,  pr ovi de [ 14]  [ _____]  days 
not i ce,  component s must  be of f - l i ne f or  no mor e t han [ 6]  [ _____]  hour s.

f .   For  cabl i ng and ot her  passi ve net wor k har dwar e,  pr ovi de [ 21]  [ _____]  
days not i ce,  component s must  be of f - l i ne f or  no mor e t han [ 12]  [ _____]  
hour s.

3. 17. 9. 3. 2   Sof t war e/ Fi r mwar e

Sof t war e/ f i r mwar e mai nt enance i ncl udes [ ____]  [ oper at i ng syst ems,  
] appl i cat i on pr ogr ams,  and f i l es r equi r ed f or  t he pr oper  oper at i on of  t he 
MCS r egar dl ess of  st or age medi um.   User  ( pr oj ect  s i t e)  devel oped sof t war e 
i s not  cover ed by t hi s cont r act ,  except  t hat  t he MCS sof t war e/ f i r mwar e 
must  be mai nt ai ned t o al l ow user  cr eat i on,  modi f i cat i on,  del et i on,  and 
pr oper  execut i on of  such user - devel oped sof t war e as speci f i ed.   Per f or m 
di agnost i cs and cor r ect i ve r epr ogr ammi ng as r equi r ed t o mai nt ai n t ot al  MCS 
oper at i ons as speci f i ed.   Back up sof t war e bef or e per f or mi ng any comput er  
har dwar e and sof t war e mai nt enance.   Do not  modi f y any par amet er s wi t hout  
appr oval  f r om t he Gover nment .   Pr oper l y document  any appr oved changes and 
addi t i ons,  and updat e t he appr opr i at e manual s.

[ 3. 17. 9. 3. 3   Net wor k

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *
NOTE:   Net wor k mai nt enance shoul d onl y be r equi r ed 
f or  Cont r act or  f ur ni shed net wor ks.   I f  usi ng a 
Gover nment  f ur ni shed net wor k del et e t he r equi r ement .

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *

Net wor k mai nt enance i ncl udes t est i ng t r ansmi ssi on medi a and equi pment  t o 
ver i f y s i gnal  l evel s,  syst em dat a r at es,  er r or s and over al l  syst em 
per f or mance.

] ] 3. 17. 10   Ser vi ce Cal l  Recept i on

Est abl i sh pr ocedur es f or  r ecei v i ng and pr ocessi ng ser vi ce cal l s r el at ed t o 
t he mi cr ogr i d cont r ol  syst em.  These pr ocedur es must  ensur e t i mel y r esponse 
t o ser vi ce r equest s and ef f i c i ent  t r oubl eshoot i ng.

3. 17. 11   Ser vi ce Cal l  Wor k War r ant y

The cont r act or  must  pr ovi de a war r ant y f or  ser vi ce cal l  wor k per f or med on 
t he mi cr ogr i d cont r ol  syst em.  The t er ms and condi t i ons of  t hi s war r ant y 
must  be det ai l ed i n t he cont r act  document s.

3. 17. 12   War r ant i es and Guar ant ees

Pr ovi de a war r ant y f or  ser vi ce i ncl udi ng ser vi ce cal l  avai l abi l i t y  t o 
suppor t  wor k per f or med on t he mi cr ogr i d cont r ol  syst em.  The t er ms and 
condi t i ons of  t hi s war r ant y must  be det ai l ed i n t he cont r act  document s.  
Wor k i s t o be war r ant i ed f or  a per i od of  1 year  f r om on- si t e st ar t up and 
must  per f or m r epai r s t o t he syst em at  no cost  t o t he Gover nment  dur i ng 
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t hi s per i od.  I ncl ude a copy of  t he war r ant y f or  ser vi ce i n t he O&M 
I nst r uct i ons.

3. 18   EMERGENCY RESPONSE PLAN

Devel op and submi t  an Emer gency Response Pl an t hat  out l i nes pr ocedur es f or  
r espondi ng t o cr i t i cal  s i t uat i ons and ensur i ng t he saf et y and r el i abi l i t y  
of  t he mi cr ogr i d cont r ol  syst em i n emer genci es.  Thi s pl an must  be 
i nt egr at ed i nt o t he O&M I nst r uct i ons.  The emer gency r esponse pl an must  
i ncl ude pr ocedur es and r esponsi bi l i t i es i n t he event  of  a syst em f ai l ur e,  
nat ur al  di sast er s,  or  ot her  emer genci es.

3. 19   TROUBLESHOOTI NG AND DI AGNOSTI CS

Pr ovi de a compr ehensi ve gui de f or  t r oubl eshoot i ng and di agnosi ng i ssues 
r el at ed t o t he mi cr ogr i d cont r ol  syst em.  I ncl ude gener al  and speci f i c  
t r oubl eshoot i ng pr ocedur es and i ncor por at e i nt o t he O&M I nst r uct i ons.

3. 20   AS- BUI LT DOCUMENTS

Pr epar e t hor ough as- bui l t  document s,  submi t t ed at  t he dr af t  phas as Dr af t  
As- Bui l t  document s pr i or  t o const r uct i on,  and as Fi nal  As- Bui l t  Document s 
i ncl uded i n t he O&M package.  The as- bui l t  document at i on must  pr ovi de a 
compr ehensi ve r ecor d of  t he f i nal  i nst al l at i on,  i ncl udi ng pr eci se 
l ocat i ons of  al l  component s,  wi r i ng di agr ams,  cabl e r out i ng,  
cont r ol / l adder  l ogi c,  and al l  f i nal  as- bui l t  dr awi ngs.  For  each pi ece of  
equi pment ,  i ncl ude det ai l ed speci f i cat i ons,  manuf act ur er  i nf or mat i on,  and 
r el evant  cer t i f i cat i on document s.  Thi s i nf or mat i on ensur es c l ar i t y dur i ng 
f ut ur e mai nt enance or  upgr ades.  The as- bui l t  document s must  i ncor por at e 
r ecor ds of  al l  t est i ng and i nspect i on act i v i t i es per f or med dur i ng t he 
i nst al l at i on and commi ssi oni ng phases.  For  syst ems wi t h sof t war e 
component s,  t he as- bui l t  document at i on must  i ncl ude det ai l ed 
conf i gur at i ons,  set t i ngs,  and any cust om Pr ogr ammi ng Sof t war e or  
Conf i gur at i on Sof t war e devel oped or  i mpl ement ed.  Thi s ensur es t hat  
sof t war e can be ef f ect i vel y mai nt ai ned and updat ed.

3. 21   ON- GOI NG MAI NTENANCE MATERI ALS

Pr ovi de any addi t i onal  mat er i al s necessar y t o suppor t  t he l ong- t er m 
oper at i on and mai nt enance of  t he mi cr ogr i d cont r ol  syst em.  Suppl y a l i s t  
of  r ecommended spar e par t s f or  t he syst em.  Thi s l i s t  must  encompass 
cr i t i cal  component s,  ensur i ng r api d r epl acement  when necessar y.  Out l i ne 
t he avai l abi l i t y  of  t echni cal  suppor t  ser vi ces,  i ncl udi ng emer gency 
cont act  i nf or mat i on and r esponse t i mes.  Pr ocedur es f or  acqui r i ng and 
i nst al l i ng sof t war e and f i r mwar e updat es f or  t he mi cr ogr i d cont r ol  syst em 
must  be pr ovi ded,  i ncl udi ng r ecommendat i ons f or  t est i ng and i mpl ement i ng 
updat es.  I ncl ude t he On- Goi ng Mai nt enance Mat er i al s i n t he O&M 
I nst r uct i ons.

3. 22   PORTALS,  CLOSED,  OR TRANSFERRED TO GOVERNMENT

Thi s sect i on def i nes t he pr ocess f or  c l osi ng or  t r ansf er r i ng access 
por t al s or  cont r ol  syst ems t o gover nment  cont r ol .  Cl ose unneeded access 
por t al s t o t he mi cr ogr i d cont r ol  syst em,  whi ch may i ncl ude di sabl i ng user  
account s,  r evoki ng pr i v i l eges,  and secur i ng t he syst em agai nst  
unaut hor i zed access.  When t r ansf er r i ng owner shi p t o t he gover nment ,  
i ncl ude t he t r ansf er  of  cr edent i al s,  access cont r ol ,  and admi ni st r at i ve 
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r esponsi bi l i t i es.

        - -  End of  Sect i on - -
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