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    2. 9. 3   I nf ant  Pr ot ect i on Oper at or  Wor kst at i ons
    2. 9. 4   Remot e Di spl ay Uni t
    2. 9. 5   Oper at or  I nt er f ace
    2. 9. 6   Al ar m Management
      2. 9. 6. 1   Tamper  Al ar m
      2. 9. 6. 2   Near  Exi t  Al ar m
      2. 9. 6. 3   Bat t er y Al ar m
      2. 9. 6. 4   Fai l ed Communi cat i ons Al ar m
      2. 9. 6. 5   Lost  Al ar m
    2. 9. 7   I PAS Ar ea Wi r el ess Tag Reader s
    2. 9. 8   I PAS Door  Wi r el ess Reader
    2. 9. 9   I nf ant  Tags and St r aps

SECTI ON 28 10 05  Page 7



      2. 9. 9. 1   Tag Char act er i st i cs
      2. 9. 9. 2   Tag Feat ur es
    2. 9. 10   I PAS Dome Li ght s
    2. 9. 11   Radi o Page I nt er f ace
  2. 10   SURVEI LLANCE AND DETECTI ON EQUI PMENT
    2. 10. 1   Ar t i c l e Sur vei l l ance and X- Ray
      2. 10. 1. 1   Si ze and Wei ght
      2. 10. 1. 2   Local  Audi bl e Al ar ms
      2. 10. 1. 3   Maxi mum Package Si ze
      2. 10. 1. 4   X- Ray Tube
      2. 10. 1. 5   El ect r i cal
      2. 10. 1. 6   Saf et y
      2. 10. 1. 7   Di spl ay
      2. 10. 1. 8   Conveyor
      2. 10. 1. 9   Mat er i al  I dent i f i cat i on and Resol ut i on
    2. 10. 2   Met al  Det ect or
      2. 10. 2. 1   Si ze and Wei ght
      2. 10. 2. 2   Local  Al ar ms
      2. 10. 2. 3   Mat er i al  I dent i f i cat i on and Sensi t i v i t y
      2. 10. 2. 4   Tr af f i c  Count er
      2. 10. 2. 5   El ect r i cal
  2. 11   BACKUP POWER
    2. 11. 1   Uni nt er r upt i bl e Power  Suppl y ( UPS)
    2. 11. 2   Bat t er i es
  2. 12   SURGE SUPPRESSI ON DEVI CES
    2. 12. 1   Power l i ne Sur ge Pr ot ect i on
    2. 12. 2   Power l i ne Sensor  Devi ce Wi r i ng and Communi cat i on Ci r cui t  

Sur ge Pr ot ect i on
  2. 13   COMPONENT ENCLOSURE
    2. 13. 1   I nt er i or  Sensor
    2. 13. 2   Ext er i or  Sensor
    2. 13. 3   I nt er i or  Encl osur es
    2. 13. 4   Exposed- t o- Weat her  Encl osur es
    2. 13. 5   Cor r osi on- Resi st ant  Encl osur es
    2. 13. 6   Hazar dous Envi r onment  Equi pment
    2. 13. 7   Met al  Thi ckness
    2. 13. 8   Door s and Cover s
    2. 13. 9   Vent i l at i on
    2. 13. 10   Mount i ng
    2. 13. 11   Label s
    2. 13. 12   Test  Poi nt s
  2. 14   EQUI PMENT RACK
    2. 14. 1   Label s
  2. 15   LOCKS AND KEY LOCK
    2. 15. 1   Lock
    2. 15. 2   Key- Lock Oper at ed Swi t ches
    2. 15. 3   Const r uct i on Locks
  2. 16   FI ELD FABRI CATED NAMEPLATES
    2. 16. 1   Manuf act ur er ' s Namepl at e
  2. 17   FACTORY APPLI ED FI NI SH

PART 3   EXECUTI ON

  3. 1   I NSTALLATI ON
    3. 1. 1   Exi st i ng Equi pment
    3. 1. 2   Sof t war e I nst al l at i on
    3. 1. 3   Encl osur e Penet r at i ons
    3. 1. 4   Cabl e and Wi r e Runs
    3. 1. 5   Sol der i ng
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    3. 1. 6   Gal vani z i ng
    3. 1. 7   Condui t s
    3. 1. 8   Under gr ound Cabl e I nst al l at i on
    3. 1. 9   Ext er i or  Fences
    3. 1. 10   Camer a Housi ngs,  Mount s,  and Pol es
    3. 1. 11   Fi el d Appl i ed Pai nt i ng
    3. 1. 12   Bondi ng,  Gr oundi ng,  and Shi el di ng
      3. 1. 12. 1   Gr oundi ng
        3. 1. 12. 1. 1   Ear t h El ect r ode Subsyst em
          3. 1. 12. 1. 1. 1   Gr ound Rod
          3. 1. 12. 1. 1. 2   Per i met er  Fence
          3. 1. 12. 1. 1. 3   Fi el d Di st r i but i on Boxes ( FDBs)
          3. 1. 12. 1. 1. 4   Tower s and St r uct ur es
      3. 1. 12. 2   Sur ge Pr ot ect i on Subsyst em
        3. 1. 12. 2. 1   Ext er i or  Equi pment
        3. 1. 12. 2. 2   I nt er i or  Equi pment
        3. 1. 12. 2. 3   Faul t  Pr ot ect i on Subsyst em
        3. 1. 12. 2. 4   Si gnal  Ref er ence Subsyst em
      3. 1. 12. 3   Bondi ng
      3. 1. 12. 4   Shi el di ng
    3. 1. 13   Namepl at e Mount i ng
  3. 2   ADJUSTMENT,  ALI GNMENT,  SYNCHRONI ZATI ON,  AND CLEANI NG
  3. 3   SYSTEM STARTUP
  3. 4   SUPPLEMENTAL CONTRACTOR QUALI TY CONTROL
  3. 5   ESS SYSTEM TESTI NG
  3. 6   ESS TRAI NI NG
    3. 6. 1   ESS Tr ai ni ng Out l i ne
    3. 6. 2   Typi cal  Tr ai ni ng Day
    3. 6. 3   ESS Admi ni st r at or  Tr ai ni ng
    3. 6. 4   ESS Oper at or  Tr ai ni ng
    3. 6. 5   Mai nt enance Per sonnel  Tr ai ni ng
    3. 6. 6   Fol l ow- up Tr ai ni ng

- -  End of  Sect i on Tabl e of  Cont ent s - -
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* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *
USACE /  NAVFAC /  AFCEC UFGS- 28 10 05 ( May 2024)

- - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - -

Pr epar i ng Act i v i t y:   USACE Super sedi ng
UFGS- 28 10 05 ( May 2016)

UNI FI ED FACI LI TI ES GUI DE SPECI FI CATI ONS

Ref er ences ar e i n agr eement  wi t h UMRL dat ed Apr i l  2024
* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *

SECTI ON 28 10 05

ELECTRONI C SECURI TY SYSTEMS ( ESS)
05/ 24

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *
NOTE:  Thi s gui de speci f i cat i on cover s t he 
r equi r ement s f or  El ect r oni c Secur i t y Syst ems ( ESS)  
consi st i ng of  commer ci al  of f - t he- shel f  equi pment  
whi ch i s l i mi t ed t o:

1.  I nt r usi on Det ect i on Syst em ( I DS)
2.  Access Cont r ol  Syst em ( ACS)
3.  Vi deo Sur vei l l ance Syst em ( VSS)
4.  Medi cal  Faci l i t y  Syst em
5.  Secur i t y Command Cent er
6.  Secur i t y Li ght i ng 
7.  I nf ant  Pr ot ect i on Al ar m Syst em ( I PAS)

Syst em r equi r ement s must  conf or m t o UFC 4- 021- 02,  
" El ect r oni c Secur i t y Syst ems" .   Consul t  t he 
appr opr i at e gover ni ng aut hor i t y -  t he US Naval  
Faci l i t i es Engi neer i ng Command,  t he US Ar my Cor ps of  
Engi neer s,  t he US Ai r  For ce Ci vi l  Engi neer i ng 
Suppor t  Agency,  or  t he Nat i onal  Aer onaut i cs and 
Space Admi ni st r at i on -  f or  quest i ons concer ni ng 
syst em desi gn.   Coor di nat e r equi r ement s wi t h t he 
Pr oj ect  Manager ,  Base/ Regi onal  Secur i t y Per sonnel ,  
and t he Accr edi t i ng Of f i c i al .   ESS i s t ypi cal l y 
pr ovi ded f or  t he pr ot ect i on of  desi gnat ed asset s.

Adher e t o UFC 1- 300- 02 Uni f i ed Faci l i t i es Gui de 
Speci f i cat i ons ( UFGS)  For mat  St andar d when edi t i ng 
t hi s gui de speci f i cat i on or  pr epar i ng new pr oj ect  
speci f i cat i on sect i ons.   Edi t  t hi s gui de 
speci f i cat i on f or  pr oj ect  speci f i c  r equi r ement s by 
addi ng,  del et i ng,  or  r evi s i ng t ext .   For  br acket ed 
i t ems,  choose appl i cabl e i t em( s)  or  i nser t  
appr opr i at e i nf or mat i on.

Remove i nf or mat i on and r equi r ement s not  r equi r ed i n 
r espect i ve pr oj ect ,  whet her  or  not  br acket s ar e 
pr esent .

Comment s,  suggest i ons and r ecommended changes f or  
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t hi s gui de speci f i cat i on ar e wel come and shoul d be 
submi t t ed as a Cr i t er i a Change Request  ( CCR) .

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *

PART 1   GENERAL

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *
NOTE:  Thi s sect i on wi l l  be used i n conj unct i on wi t h
Sect i ons:  26 20 00 I NTERI OR DI STRI BUTI ON SYSTEM;  
27 10 00 BUI LDI NG TELECOMMUNI CATI ONS CABLI NG SYSTEM;  
33 71 01 OVERHEAD TRANSMI SSI ON AND DI STRI BUTI ON;  
33 71 02 UNDERGROUND ELECTRI CAL DI STRI BUTI ON;  
33 82 00 TELECOMMUNI CATI ONS OUTSI DE PLANT ( OSP) ;  
28 08 10 ELECTRONI C SECURI TY SYSTEM ACCEPTANCE 
TESTI NG;  Sect i on 34 75 13. 13 CRASH RATED ACTI VE 
VEHI CLE BARRI ERS AND CONTROLS;  and any ot her  gui de 
speci f i cat i on sect i ons r equi r ed by t he desi gn.

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *

1. 1   REFERENCES

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *
NOTE:   Thi s par agr aph i s used t o l i s t  t he 
publ i cat i ons c i t ed i n t he t ext  of  t he gui de 
speci f i cat i on.   The publ i cat i ons ar e r ef er r ed t o i n 
t he t ext  by basi c desi gnat i on onl y and l i s t ed i n 
t hi s par agr aph by or gani zat i on,  desi gnat i on,  dat e,  
and t i t l e.

Use t he Ref er ence Wi zar d' s Check Ref er ence f eat ur e 
when you add a Ref er ence I dent i f i er  ( RI D)  out si de of  
t he Sect i on' s Ref er ence Ar t i c l e t o aut omat i cal l y 
pl ace t he r ef er ence i n t he Ref er ence Ar t i c l e.   Al so 
use t he Ref er ence Wi zar d' s Check Ref er ence f eat ur e 
t o updat e t he i ssue dat es.

Ref er ences not  used i n t he t ext  wi l l  aut omat i cal l y 
be del et ed f r om t hi s sect i on of  t he pr oj ect  
speci f i cat i on when you choose t o r econci l e 
r ef er ences i n t he publ i sh pr i nt  pr ocess.

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *
The publ i cat i ons l i s t ed bel ow f or m a par t  of  t hi s speci f i cat i on t o t he 
ext ent  r ef er enced.   The publ i cat i ons ar e r ef er r ed t o wi t hi n t he t ext  by 
t he basi c desi gnat i on onl y.

AMERI CAN NATI ONAL STANDARDS I NSTI TUTE ( ANSI )

ASC/ X9 X9. 52 ( 1998)  Tr i pl e Dat a Encr ypt i on Al gor i t hm 
Modes of  Oper at i on

ASTM I NTERNATI ONAL ( ASTM)

ASTM A123/ A123M ( 2017)  St andar d Speci f i cat i on f or  Zi nc 
( Hot - Di p Gal vani zed)  Coat i ngs on I r on and 
St eel  Pr oduct s

ASTM B32 ( 2020)  St andar d Speci f i cat i on f or  Sol der  
Met al
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ASTM D709 ( 2017)  St andar d Speci f i cat i on f or  
Lami nat ed Ther moset t i ng Mat er i al s

ASTM E84 ( 2023)  St andar d Test  Met hod f or  Sur f ace 
Bur ni ng Char act er i st i cs of  Bui l di ng 
Mat er i al s

BUI LDERS HARDWARE MANUFACTURERS ASSOCI ATI ON ( BHMA)

ANSI / BHMA A156. 23 ( 2010)  El ect r omagnet i c Locks

ELECTRONI C COMPONENTS I NDUSTRY ASSOCI ATI ON ( ECI A)

ECI A EI A/ ECA 310- E ( 2005)  Cabi net s,  Racks,  Panel s,  and 
Associ at ed Equi pment

I NSTI TUTE OF ELECTRI CAL AND ELECTRONI CS ENGI NEERS ( I EEE)

I EEE 802. 3 ( 2022)  Et her net

I EEE C62. 41. 1 ( 2002;  R 2008)  Gui de on t he Sur ges 
Envi r onment  i n Low- Vol t age ( 1000 V and 
Less)  AC Power  Ci r cui t s

I EEE C62. 41. 2 ( 2002)  Recommended Pr act i ce on 
Char act er i zat i on of  Sur ges i n Low- Vol t age 
( 1000 V and Less)  AC Power  Ci r cui t s

I NTELLI GENCE COMMUNI TY STANDARD ( I CS)

I CS 705- 1 ( 2010)  Physi cal  and Techni cal  Secur i t y 
St andar d f or  Sensi t i ve Compar t ment ed 
I nf or mat i on Faci l i t i es

I NTERNATI ONAL ORGANI ZATI ON FOR STANDARDI ZATI ON ( I SO)

ANSI  I SO/ I EC 7816 ( R 2009)  I dent i f i cat i on Car ds -  I nt egr at ed 
Ci r cui t  Car ds

NATI ONAL ELECTRI CAL MANUFACTURERS ASSOCI ATI ON ( NEMA)

NEMA 250 ( 2020)  Encl osur es f or  El ect r i cal  Equi pment  
( 1000 Vol t s Maxi mum)

NEMA I CS 1 ( 2022)  St andar d f or  I ndust r i al  Cont r ol  and 
Syst ems:  Gener al  Requi r ement s

NEMA I CS 2 ( 2000;  R 2020)  I ndust r i al  Cont r ol  and 
Syst ems Cont r ol l er s,  Cont act or s,  and 
Over l oad Rel ays Rat ed 600 V

NEMA I CS 6 ( 1993;  R 2016)  I ndust r i al  Cont r ol  and 
Syst ems:   Encl osur es

NATI ONAL FI RE PROTECTI ON ASSOCI ATI ON ( NFPA)

NFPA 70 ( 2023;  ERTA 7 2023;  TI A 23- 15)  Nat i onal  
El ect r i cal  Code
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NATI ONAL I NSTI TUTE OF STANDARDS AND TECHNOLOGY ( NI ST)

NI ST FI PS 140- 2 ( 2001)  Secur i t y Requi r ement s f or  
Cr ypt ogr aphi c Modul es

NI ST FI PS 197 ( 2001)  Advance Encr ypt i on St andar d

NI ST FI PS 201- 2 ( 2013)  Per sonal  I dent i t y Ver i f i cat i on 
( PI V)  of  Feder al  Empl oyees and Cont r act or s

NI ST SP 800- 116 ( 2018;  Rev 1)  Gui del i nes f or  t he Use of  
PI V Cr edent i al s i n Faci l i t y  Access

OPEN NETWORK VI DEO I NTERFACE FORUM ( ONVI F)

ONVI F ( 2017)  Cor e Speci f i cat i on Ver si on 17. 06

TELECOMMUNI CATI ONS I NDUSTRY ASSOCI ATI ON ( TI A)

TI A- 222 ( 2018H;  Add 1 2019)  St r uct ur al  St andar d 
f or  Ant enna Suppor t i ng St r uct ur es and 
Ant ennas and Smal l  Wi nd Tur bi ne Suppor t  
St r uct ur es

TI A- 568. 2 ( 2018d)  Bal anced Twi st ed- Pai r  
Tel ecommuni cat i ons Cabl i ng and Component s 
St andar ds

TI A- 606 ( 2021d)  Admi ni st r at i on St andar d f or  
Tel ecommuni cat i ons I nf r ast r uct ur e

TI A- 607 ( 2019d)  Gener i c Tel ecommuni cat i ons Bondi ng 
and Gr oundi ng ( Ear t hi ng)  f or  Cust omer  
Pr emi ses

U. S.  DEPARTMENT OF DEFENSE ( DOD)

MI L- HDBK- 419 ( 1987;  Rev A)  Gr oundi ng,  Bondi ng,  and 
Shi el di ng f or  El ect r oni c Equi pment s and 
Faci l i t i es Vol umes 1 of  2 Basi c Theor y

MI L- STD- 188- 124 ( 1998;  Rev B;  Not i ce 2 1998;  Not i ce 3 
2000;  Not i ce 4 2013)  Gr oundi ng,  Bondi ng 
and Shi el di ng f or  Common Long 
Haul / Tact i cal  Communi cat i ons Syst ems,  
I ncl udi ng Gr ound Based Communi cat i ons -  
El ect r oni cs Faci l i t i es and Equi pment s

U. S.  NATI ONAL ARCHI VES AND RECORDS ADMI NI STRATI ON ( NARA)

21 CFR 1020 Per f or mance St andar ds f or  I oni z i ng 
Radi at i on Emi t t i ng Pr oduct s

47 CFR 15 Radi o Fr equency Devi ces

UNDERWRI TERS LABORATORI ES ( UL)

UL 50 ( 2024)  UL St andar d f or  Saf et y Encl osur es 
f or  El ect r i cal  Equi pment ,  
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Non- Envi r onment al  Consi der at i ons

UL 294 ( 2023)  UL St andar d f or  Saf et y Access 
Cont r ol  Syst em Uni t s

UL 437 ( 2013;  Repr i nt  Jan 2022)  UL St andar d f or  
Saf et y Key Locks

UL 634 ( 2007;  Repr i nt  Mar  2015)  Connect or s and 
Swi t ches f or  Use wi t h Bur gl ar - Al ar m Syst ems

UL 636 ( 2018)  UL St andar d f or  Saf et y Hol dup Al ar m 
Uni t s and Syst ems

UL 639 ( 2007;  Repr i nt  Nov 2019)  St andar d f or  
I nt r usi on Det ect i on Uni t s

UL 681 ( 2014;  Repr i nt  Jan 2021)  UL St andar d f or  
Saf et y I nst al l at i on and Cl assi f i cat i on of  
Bur gl ar  and Hol dup Al ar m Syst ems

UL 796 ( 2020;  Repr i nt  Oct  2023)  UL St andar d f or  
Saf et y Pr i nt ed Wi r i ng Boar ds

UL 969 ( 2017;  Repr i nt  May 2023)  UL St andar d f or  
Saf et y Mar ki ng and Label i ng Syst ems

UL 972 ( 2006;  Repr i nt  Nov 2020)  UL St andar d f or  
Saf et y Bur gl ar y Resi st i ng Gl azi ng Mat er i al  
Type

UL 1037 ( 2016;  Repr i nt  Aug 2023)  UL St andar d f or  
Saf et y Ant i t hef t  Al ar ms and Devi ces

UL 1076 ( 2018;  Repr i nt  Feb 2021)  UL St andar d f or  
Saf et y Pr opr i et ar y Bur gl ar  Al ar m Uni t s and 
Syst ems

UL 1610 ( 2016;  Repr i nt  Apr  2021)  UL St andar d f or  
Saf et y Cent r al - St at i on Bur gl ar - Al ar m Uni t s

UL 2050 ( 2003;  4t h Edi t i on)  St andar d f or  Nat i onal  
I ndust r i al  Secur i t y Syst ems f or  t he 
Pr ot ect i on of  Cl assi f i ed Mat er i al s 
( l i mi t ed di st r i but i on publ i cat i on,  di r ect  
pur chase r equest  wi t h j ust i f i cat i on t o UL)

UL 2802 ( 2013;  Repr i nt  Apr  7 2020)  UL St andar d f or  
Saf et y Per f or mance Test i ng of  Camer a I mage 
Qual i t y

UL 62368- 1 ( 2019)  UL St andar d f or  Audi o/ Vi deo,  
I nf or mat i on,  and Communi cat i on Technol ogy 
Equi pment  -  Par t  1:   Saf et y Requi r ement s

1. 2   SUBMI TTALS

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *
NOTE:   Revi ew submi t t al  descr i pt i on ( SD)  def i ni t i ons 
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i n Sect i on 01 33 00 SUBMI TTAL PROCEDURES and edi t  
t he f ol l owi ng l i s t ,  and cor r espondi ng submi t t al  
i t ems i n t he t ext ,  t o r ef l ect  onl y t he submi t t al s 
r equi r ed f or  t he pr oj ect .   The Gui de Speci f i cat i on 
t echni cal  edi t or s have cl assi f i ed t hose i t ems t hat  
r equi r e Gover nment  appr oval ,  due t o t hei r  compl exi t y 
or  cr i t i cal i t y,  wi t h a " G. "   Gener al l y,  ot her  
submi t t al  i t ems can be r evi ewed by t he Cont r act or ' s 
Qual i t y Cont r ol  Syst em.   Onl y add a “ G”  t o an i t em,  
i f  t he submi t t al  i s  suf f i c i ent l y i mpor t ant  or  
compl ex i n cont ext  of  t he pr oj ect .

For  Ar my pr oj ect s,  f i l l  i n t he empt y br acket s 
f ol l owi ng t he " G"  c l assi f i cat i on,  wi t h a code of  up 
t o t hr ee char act er s t o i ndi cat e t he appr ovi ng 
aut hor i t y.   Codes f or  Ar my pr oj ect s usi ng t he 
Resi dent  Management  Syst em ( RMS)  ar e:   " AE"  f or  
Ar chi t ect - Engi neer ;  " DO"  f or  Di st r i ct  Of f i ce 
( Engi neer i ng Di v i s i on or  ot her  or gani zat i on i n t he 
Di st r i ct  Of f i ce) ;  " AO"  f or  Ar ea Of f i ce;  " RO"  f or  
Resi dent  Of f i ce;  and " PO"  f or  Pr oj ect  Of f i ce.   Codes 
f ol l owi ng t he " G"  t ypi cal l y ar e not  used f or  Navy 
and Ai r  For ce pr oj ect s.

The " S"  c l assi f i cat i on i ndi cat es submi t t al s r equi r ed 
as pr oof  of  compl i ance f or  sust ai nabi l i t y  Gui di ng 
Pr i nci pl es Val i dat i on or  Thi r d Par t y Cer t i f i cat i on 
and as descr i bed i n Sect i on 01 33 00 SUBMI TTAL 
PROCEDURES.

Choose t he f i r st  br acket ed i t em f or  Navy and Ai r  
For ce,  or  choose t he second br acket ed i t em f or  Ar my 
pr oj ect s.

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *

Gover nment  appr oval  i s  r equi r ed f or  submi t t al s wi t h a " G"  or  " S"  
c l assi f i cat i on.   Submi t t al s not  havi ng a " G"  or  " S"  c l assi f i cat i on ar e 
[ f or  Cont r act or  Qual i t y Cont r ol  appr oval . ] [ f or  i nf or mat i on onl y.   When 
used,  a code f ol l owi ng t he " G"  c l assi f i cat i on i dent i f i es t he of f i ce t hat  
wi l l  r evi ew t he submi t t al  f or  t he Gover nment . ]   Submi t  t he f ol l owi ng i n 
accor dance wi t h Sect i on 01 33 00 SUBMI TTAL PROCEDURES:

[ [ The [ _____]  wi l l  r evi ew and]  [ [ _____]  Di v i s i on] ,  [ Naval  Faci l i t i es 
Engi neer i ng Command]  [ _____]  wi l l  appr ove submi t t al s r equi r i ng speci al  
r evi ew i n t hi s sect i on.

] SD- 02 Shop Dr awi ngs

ESS Component s;  G[ ,  [ _____] ]

Access Cont r ol  Syst em ( ACS) ;  G[ ,  [ _____] ]

Secur i t y Har dwar e Door  Schedul e;  G[ ,  [ _____] ]

Over al l  Syst em Schemat i c;  G[ ,  [ _____] ]

Vi deo Sur vei l l ance Syst em ( VSS)  Schedul e;  G[ ,  [ _____] ]

SD- 03 Pr oduct  Dat a
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* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *
NOTE:   The pr oduct  dat a l i s t  i s  not  al l  i ncl usi ve.

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *

Pr emi se Cont r ol  Uni t ;  G[ ,  [ _____] ]

Det ect i on Sensor s;  G[ ,  [ _____] ]

Access Cont r ol  Uni t ;  G[ ,  [ _____] ]

Access Cont r ol  Devi ces;  G[ ,  [ _____] ]

Camer as;  G[ ,  [ _____] ]

Camer a Lenses;  G[ ,  [ _____] ]

Camer a Housi ng and Mount s;  G[ ,  [ _____] ]

Ther mal  I magi ng Syst em;  G[ ,  [ _____] ]

Vi deo Recor di ng;  G[ ,  [ _____] ]

Pr i nt er s;  G[ ,  [ _____] ]

Communi cat i ons I nt er f ace Devi ces;  G[ ,  [ _____] ]

Radi o Fr equency Li nk;  G[ ,  [ _____] ]

Net wor k Swi t ch;  G[ ,  [ _____] ]

Vi deo and ESS Tr ansmi ssi on;  G[ ,  [ _____] ]

I nf ant  Pr ot ect i on Al ar m Syst em ( I PAS)  Maj or  Component s;  G[ ,  
[ _____] ]

Uni nt er r upt i bl e Power  Suppl y ( UPS) ;  G[ ,  [ _____] ]

Bat t er i es;  G[ ,  [ _____] ]

Component  Encl osur e;  G[ ,  [ _____] ]

Equi pment  Rack;  G[ ,  [ _____] ]

SD- 05 Desi gn Dat a

Backup Bat t er y Capaci t y Cal cul at i ons;  G[ ,  [ _____] ]

Vi deo Sur vei l l ance Syst em ( VSS)  St or age Cal cul at i ons;  G[ ,  [ _____] ]

Er r or  and Thr oughput  Rat es;  G[ ,  [ _____] ]

SD- 07 Cer t i f i cat es

Cont r act or  Qual i f i cat i ons;  G[ ,  [ _____] ]

I nst r uct or  Qual i f i cat i ons;  G[ ,  [ _____] ]

Cont act  Car d Reader s;  G[ ,  [ _____] ]
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Cont act l ess Car d Reader s;  G[ ,  [ _____] ]

Dat a Encr ypt i on;  G[ ,  [ _____] ]

Wi r e And Cabl e;  G[ ,  [ _____] ]

Bondi ng,  Gr oundi ng,  And Shi el di ng;  G[ ,  [ _____] ]

SD- 10 Oper at i on and Mai nt enance Dat a

ESS Component s;  G[ ,  [ _____] ]

ESS Sof t war e,  Dat a Package 4;  G[ ,  [ _____] ]

ESS Tr ai ni ng;  G[ ,  [ _____] ]

ESS Tr ai ni ng Out l i ne;  G[ ,  [ _____] ]

  Submi t  dat a package i n accor dance wi t h Sect i on 01 78 23 
OPERATI ON AND MAI NTENANCE DATA

SD- 11 Cl oseout  Submi t t al s

As- Bui l t  Dr awi ngs;  G[ ,  [ _____] ]

War r ant y;  G[ ,  [ _____] ]

1. 3   QUALI TY ASSURANCE

1. 3. 1   Regul at or y Requi r ement s

The advi sor y pr ovi s i ons i n each of  t he publ i cat i ons r ef er r ed t o i n t hi s 
speci f i cat i on ar e mandat or y.   I nt er pr et  t hese publ i cat i ons as t hough t he 
wor d " must "  has been subst i t ut ed f or  " shoul d"  wher ever  i t  appear s.   
I nt er pr et  r ef er ences i n t hese publ i cat i ons t o t he " aut hor i t y havi ng 
j ur i sdi ct i on, "  or  wor ds of  s i mi l ar  meani ng,  t o mean t he Cont r act i ng 
Of f i cer .

Equi pment ,  mat er i al s,  i nst al l at i on,  and wor kmanshi p must  be i n accor dance 
wi t h t he mandat or y and advi sor y pr ovi s i ons of  NFPA 70 unl ess mor e 
st r i ngent  r equi r ement s ar e speci f i ed or  i ndi cat ed.

1. 3. 2   St andar d Pr oduct s

Pr ovi de mat er i al s and equi pment  t hat  ar e pr oduct s of  manuf act ur er s 
r egul ar l y engaged i n t he pr oduct i on of  such pr oduct s whi ch ar e of  equal  
mat er i al ,  desi gn and wor kmanshi p and:

a.   Have been i n sat i sf act or y commer ci al  or  i ndust r i al  use f or  2 year s 
pr i or  t o bi d openi ng and have been ut i l i zed i n appl i cat i ons of  
equi pment  and mat er i al s under  s i mi l ar  c i r cumst ances and of  s i mi l ar  
s i ze.

b.   Have been avai l abl e on t he commer ci al  mar ket  t hr ough adver t i sement s,  
manuf act ur er s '  cat al ogs,  or  br ochur es dur i ng t he 2- year  per i od.

c.   Wher e t wo or  mor e i t ems of  t he same cl ass of  equi pment  ar e r equi r ed,  
pr ovi de pr oduct s of  a s i ngl e manuf act ur er .
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d.   Pr ovi de commer ci al  of f - t he- shel f  ( COTS)  pr oduct s i n whi ch t he 
manuf act ur er  al l ows a net wor k of  qual i f i ed di st r i but or s t o sel l ,  
i nst al l ,  i nt egr at e,  mai nt ai n,  and r epai r  t he har dwar e and sof t war e 
pr oduct s t hat  make up t he syst em.   Al l  pr oduct s ar e t o be NDAA and FAR 
subpar t  4. 21 compl i ant .

1. 3. 2. 1   Al t er nat i ve Qual i f i cat i ons

Pr oduct s havi ng l ess t han a 2 year  f i el d ser vi ce r ecor d wi l l  be accept abl e 
i f  a cer t i f i ed r ecor d of  sat i sf act or y f i el d oper at i on f or  not  l ess t han
6000 hour s,  excl usi ve of  t he manuf act ur er s '  f act or y or  l abor at or y t est s,  
i s  f ur ni shed.

1. 3. 2. 2   Mat er i al  and Equi pment  Manuf act ur i ng Dat e

Pr oduct s manuf act ur ed mor e t han one year  pr i or  t o dat e of  del i ver y t o t he 
s i t e ar e not  accept abl e.

1. 3. 2. 3   Pr oduct  Saf et y

Syst em component s ar e t o conf or m t o appl i cabl e r ul es and r equi r ement s of  
NFPA 70.   Equi p syst em component s wi t h i nst r uct i on st i cker s i ncl udi ng 
war ni ngs and caut i ons descr i bi ng physi cal  saf et y,  and speci al  or  i mpor t ant  
pr ocedur es t o be f ol l owed i n oper at i ng and ser vi c i ng syst em equi pment .

1. 3. 3   Shop Dr awi ngs

1. 3. 3. 1   ESS Component s

Submi t  t he ESS Component s,  Dat a Package 4 wi t h t he ESS Sof t war e submi t t al  
package i n accor dance wi t h Sect i on 01 78 23 OPERATI ON AND MAI NTENANCE 
DATA.   Submi t  dr awi ngs t hat  c l ear l y and compl et el y i ndi cat e each ESS 
component   f unct i on t hat  i ncl udes:

a.   Ter mi nat i on devi ce poi nt s

b.   I nt er connect i ons r equi r ed f or  syst em oper at i on 
 

c.   I nt er connect i ons bet ween modul es and devi ces

d.   Component  and devi ce wi r i ng di agr ams.

e.   Pr oposed wi r eway or  condui t  syst ems t o be used i ncl udi ng:

( 1)  Locat i ons

( 2)  Si zes

( 3)  Types  

f .   Dr awi ngs showi ng:  

( 1)  Devi ce l ocat i ons and spaci ng 

( 2)  Mount i ng and posi t i oni ng det ai l s

( 3)  Ri ser  Di agr ams wi t h cabl e s i zes and t ypes
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( 4)  Bi l l  of  Mat er i al s ( Devi ce make,  model  and quant i t i es)

( 5)  Al ar m and access cont r ol  zones

( 6)  Vi deo Sur vei l l ance Syst em ( VSS)  and sensor  cover age ar eas

  ( 7)  Spar e capaci t y

( 8)  Tabl es wi t h ( Secur i t y Har dwar e Door  Schedul e)  i dent i f y i ng secur i t y 
devi ces r equi r ement s per  bui l di ng,  r oom,  and door

( 9)  Over al l  syst em schemat i c di agr am( s) .

1. 3. 4   Evi dence of  Exper i ence and Qual i f i cat i ons

1. 3. 4. 1   Cont r act or  Qual i f i cat i ons

Cont r act or  or  i t s subcont r act or ( s)  must  be a Val ue Added Resal er  
( VAR) / Aut hor i zed Deal er  ( AD)  of  t he manuf act ur er  l i ne of  pr oduct s bei ng 
i nst al l ed.   Pr ovi de manuf act ur er  cer t i f i cat e showi ng cur r ent  deal er shi p 
st at us.   Techni c i ans wor ki ng t he pr oj ect  must  pr ovi de cer t i f i cat es of  
t r ai ni ng f or  t he r equi r ement s of  t he manuf act ur er ,  and t hose cer t i f i cat es 
must  be f r om t he manuf act ur er  or  appr oved by t he manuf act ur er .   

Submi t  exper i ence and cer t i f i ed qual i f i cat i ons dat a pr i or  t o 
i nst al l at i on.   Show t hat  speci f i c  i nst al l er s who wi l l  per f or m t he wor k 
have a mi ni mum of  [ 2]  [ _____]  year s of  exper i ence successf ul l y i nst al l i ng 
ESS of  t he same t ype and si mi l ar  desi gn as speci f i ed.   I ncl ude t he names,  
l ocat i ons,  and poi nt s of  cont act  of  at  l east  t wo i nst al l at i ons of  s i mi l ar  
t ype and desi gn as speci f i ed i n t hi s document  wher e t he i nst al l er  has 
i nst al l ed such syst ems.   I ndi cat e t he t ype of  each syst em i nst al l ed.   
Cer t i f y t hat  each syst em has per f or med sat i sf act or i l y  i n t he manner  
i nt ended f or  a per i od of  at  l east  [ 12]  [ _____ ]  mont hs. [   I nst al l at i on and 
mai nt enances of  I DS f or  t he pr ot ect i on of  c l assi f i ed i nf or mat i on t o be 
per f or med by US ci t i zens who have been subj ect  t o a t r ust wor t hi ness 
det er mi nat i on. ]

1. 3. 4. 2   I nst r uct or  Qual i f i cat i ons

Submi t  t he i nst r uct or ' s exper i ence and cer t i f i ed qual i f i cat i ons dat a pr i or  
t o i nst al l at i on.   Show t hat  t he i nst r uct or  has r ecei ved a mi ni mum of  24 
hour s of  ESS t r ai ni ng f r om t he manuf act ur er  of  t he pr oduct  bei ng 
i nst al l ed,  and 2 year s exper i ence i n i nst al l i ng t he speci f i ed ESS t ype.

1. 4   ENVI RONMENTAL CONDI TI ONS

1. 4. 1   I nt er i or  Condi t i ons

Equi pment  i nst al l ed i n envi r onment al l y pr ot ect ed i nt er i or  ar eas must  meet  
per f or mance r equi r ement s speci f i ed f or  t he f ol l owi ng ambi ent  condi t i ons:

1. 4. 1. 1   Temper at ur e

0 t o 50 degr ees C. 32 t o 120 degr ees F.  Component s i nst al l ed i n unheat ed 
secur i t y pr ot ect ed ar eas must  meet  per f or mance r equi r ement s f or  
t emper at ur es as l ow as mi nus 17 degr ees C 0 degr ees F
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1. 4. 1. 2   Pr essur e

Sea l evel  t o 4573 m 15, 000 f eet  above sea l evel

1. 4. 1. 3   Rel at i ve Humi di t y

5 t o 95 per cent

1. 4. 1. 4   Fungus

Component s must  be const r uct ed of  non- f ungus nut r i ent  mat er i al s or  be 
t r eat ed t o i nhi bi t  f ungus gr owt h

1. 4. 1. 5   Acoust i cal  Noi se

Component s must  be sui t abl e f or  use i n hi gh noi se ar eas above 100 dB,  
wi t hout  adver sel y af f ect i ng t hei r  per f or mance

1. 4. 2   Ext er i or  Condi t i ons

Component s i n encl osur es must  meet  per f or mance r equi r ement s when exposed 
t o t he f ol l owi ng ambi ent  condi t i ons:

1. 4. 2. 1   Temper at ur e

[ Mi nus 32 t o 60]  [ _____]  degr ees C [ Mi nus 25 t o 140]  [ _____]  degr ees F

1. 4. 2. 2   Pr essur e

Sea l evel  t o [ 4573]  [ _____]  m [ 15, 000]  [ _____]  f eet  above sea l evel

1. 4. 2. 3   Sol ar  Radi at i on

Si x [ _____]  hour s of  sol ar  r adi at i on per  day at  dr y bul b t emper at ur e of  60 
[      ]  degr ees C 120 [ _____]  degr ees F i ncl udi ng 4 hour s of  sol ar  
r adi at i on at  0. 00112 [      ]  wat t s per  squar e mm 104 [ _____]  wat t s per  
squar e f oot

[ 1. 4. 2. 4   Sand and Dust

Wi nd dr i ven f or  up t o [ 9. 6]  [ _____]  km per  hour  ( kmph)  [ 6]  [ _____]  mi l es 
per  hour  ( mph)  i n accor dance wi t h UL 294 and UL 639.

] 1. 4. 2. 5   Rai n

50 mm 2 i nches per  hour  and 125 mm 5 i nches per  hour  cycl i c wi t h wi nd pl us 
one per i od of  300 mm 12 i nches per  hour  i n accor dance wi t h UL 294 and 
UL 639.

1. 4. 2. 6   Humi di t y

5 t o 95 per cent

[ 1. 4. 2. 7   Fungus

War m,  humi d at mospher e conduci ve t o t he gr owt h of  het er ot r ophi c pl ant s
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] [ 1. 4. 2. 8   Sal t  Fog

Sal t  at mospher e wi t h [ 5]  [ _____]  per cent  sal i ni t y

] [ 1. 4. 2. 9   Snow

Snow l oadi ng of  234 kg per  squar e m 48 ( psf )  per  hour ;  bl owi ng snow of  
22. 5 kg per  squar e m 4. 6 psf  per  hour .   Bl owi ng snow f r om any angl e 
( f al l i ng ver t i cal l y t o hor i zont al  bl owi ng f r om any azi mut h)  must  not  
penet r at e ESS equi pment .

] [ 1. 4. 2. 10   I ce Accr et i on

Up t o 12. 7 mm 1/ 2 i nches of  r adi al  i ce

] 1. 4. 2. 11   Wi nd

Cont i nual  vel oci t y up t o 80 kmph 50 mph wi t h gust s t o 106 kmph 66 mph,  
except  t hat  f ence sensor s must  det ect  i nt r usi ons up t o 56 kmph 35 mph

1. 4. 2. 12   Acoust i cal  Noi se

Vi sual  al er t  devi ce and component s shoul d be used i n hi gh noi se ar eas 
above 110 dB wi t hout  adver sel y af f ect i ng t hei r  per f or mance.   Exampl es 
ar eas i ncl ude f l i ght  l i nes,  r un- up pads,  and gener at or  s i t es.

1. 5   SYSTEM CALCULATI ONS AND ANALYSI S

1. 5. 1   Backup Bat t er y Capaci t y Cal cul at i ons

Submi t  cal cul at i ons showi ng t hat  backup bat t er y capaci t y exceeds sensor  
oper at i on,  communi cat i ons super vi s i on,  and al ar m annunci at i on power  
r equi r ement s f or  pr oposed equi pment  pl us 25 per cent  spar e capaci t y.   I n 
envi r onment s r egul ar l y exposed t o condi t i ons of  0 degr ees C 32 degr ees F 
pr ovi de 50 per cent  spar e capaci t y.   I n envi r onment s r egul ar l y exposed t o 
condi t i ons of  49 degr ees C 120 degr ees F pr ovi de r esi st ance t o t her mal  
r unaway f or  l i t hi um based bat t er i es.

1. 5. 2   Vi deo Sur vei l l ance Syst em ( VSS)  St or age Cal cul at i ons

Submi t  cal cul at i ons showi ng t he r equi r ed st or age capaci t y f or  each vi deo 
st or age devi ce.   Cal cul at i ons must  be based on t he r ecor di ng par amet er s 
speci f i ed by t he end user / cust omer s oper at i onal  r equi r ement s.

1. 6   ESS SOFTWARE,  DATA PACKAGE 4

Submi t  t he ESS sof t war e,  Dat a Package 4 wi t h t he ESS Component s submi t t al  
package i n accor dance wi t h Sect i on 01 78 23 OPERATI ON AND MAI NTENANCE 
DATA.   Descr i be t he f unct i ons of  al l  sof t war e i n t he sof t war e manual  and 
i ncl ude:

a.   Al l  i nf or mat i on necessar y t o enabl e pr oper  l oadi ng,  t est i ng,  and 
oper at i on

b.   Ter ms and f unct i ons def i ni t i ons

c.   Use of  syst em and appl i cat i on sof t war e

d.   Pr ocedur es f or  syst em i ni t i al i zat i on,  st ar t - up and shut down
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e.   Al ar m r epor t s

f .   Repor t s gener at i on

g.   Dat abase f or mat  and dat a ent r y r equi r ement s

h.   Di r ect or y of  al l  f i l es

i .   Al l  communi cat i on pr ot ocol  descr i pt i ons,  i ncl udi ng dat a f or mat s,  
command char act er s,  and a sampl e of  each t ype of  dat a t r ansf er

j .   I nt er f ace def i ni t i on

k.   Li st  of  sof t war e keys

l .   Backup and r est or e pr ocedur es and i nst r uct i ons on how t o ar chi ve 
r epor t s and vi deo f oot age on DVD f or  f or ensi cs i nvest i gat i ons.

1. 7   AS- BUI LT DRAWI NGS
 
* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *

NOTE:  Desi gner  must  ver i f y CAD ver si on wi t h 
Cont r act i ng Of f i cer  and cl ear l y st at e t he 
r equi r ement .  

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *

Mai nt ai n a separ at e set  of  dr awi ngs,  el ement ar y di agr ams,  and wi r i ng 
di agr ams of  t he syst em t o be used f or  as- bui l t  dr awi ngs.   Keep t hi s set  
accur at el y and neat l y up t o dat e wi t h al l  changes and addi t i ons.   Thi s set  
i s  not  t o be used f or  i nst al l at i on pur poses.

Fi ni sh t he f i nal  dr awi ngs submi t t ed wi t h t he endur ance t est  r epor t  i n 
accor dance wi t h Sect i on 01 78 00 CLOSEOUT SUBMI TTALS f or  as- bui l t  
r equi r ement s.

PART 2   PRODUCTS

2. 1   SYSTEM DESCRI PTI ON

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *
NOTE:   Use t he f ol l owi ng f or  ESS gui dance as 
appl i cabl e:

For  SCI F and SAPF f i l l  i n t he f i r st  br acket ed opt i on 
wi t h:  I nt el l i gence Communi t y St andar ds ( I CD/ I CS)  705 
Physi cal  and Techni cal  Secur i t y St andar ds f or  
Sensi t i ve Compar t ment ed I nf or mat i on Faci l i t i es.  
( NOTE:  Do not  i dent i f y " SCI F"  or  SAPF i n Request  f or  
Pr oposal  ( RFP)  or  const r uct i on dr awi ngs.  Wi t h 
accr edi t i ng of f i c i al ' s  appr oval ,  ar eas may be 
i dent i f i ed as " secur e ar ea"  or  " cont r ol l ed ar ea. " )

For  Secr et ,  Top Secr et  or  Cont r ol l ed Access Ar eas 
( CAA) ,  f i l l  i n t he f i r st  br acket ed opt i on wi t h t he 
appr opr i at e Ser vi ce i nst r uct i on:   SECNAV M- 5510. 36A 
Depar t ment  of  Navy I nf or mat i on Secur i t y Pr ogr am;  
Ar my Regul at i on AR 380- 5 Depar t ment  of  t he Ar my 
I nf or mat i on Secur i t y Pr ogr am;  or  Ai r  For ce 
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I nst r uct i on AFI  31- 401 Depar t ment  of  t he Ai r  For ce 
I nf or mat i on Secur i t y Pr ogr am.

For  Ar ms,  ammuni t i on or  expl osi ves ( ar ms r ooms,  
ar mor i es,  and magazi nes) ,  f i l l  i n t he f i r st  
br acket ed opt i on wi t h t he appr opr i at e Ser vi ce 
i nst r uct i on:   OPNAV I nst r uct i on 5530- 13C Depar t ment  
of  t he Navy Physi cal  Secur i t y I nst r uct i on f or  
Convent i onal  Ar ms,  Ammuni t i on,  and Expl osi ves;  MCO 
5530. 14A Mar i ne Cor ps Physi cal  Secur i t y Pr ogr am 
Manual ;  AR 190- 11 Depar t ment  of  t he Ar my Physi cal  
Secur i t y of  Ar ms,  Ammuni t i on and Expl osi ves;  or  
AFMAN 91- 201 Depar t ment  of  t he Ai r  For ce Expl osi ve 
Saf et y St andar ds

For  Ai r  For ce non- nucl ear  asset s,  ensur e syst em 
ut i l i zes t he Ai r  For ce Non- Nucl ear  I DS Appr oved 
Equi pment  Li st .   Cont act  AFSFC/ S5G at  
af sf c. i bdss@us. af . mi l  f or  a copy of  t he l et t er  or  
wi t h any quest i ons concer ni ng t hese i t ems.

For  Ar my pr oj ect s,  cont act  t he El ect r oni c Secur i t y 
Syst em Mandat or y Cent er  of  Exper t i se ( ESS MCX)  f or  
assi st ance i n speci f y i ng r equi r ement s f or  I DS zones 
t hat  wi l l  connect  t o an exi st i ng I nt egr at ed 
Commer ci al  I nt r usi on Det ect i on Syst em ( I CI DS) .   ESS 
MCX e- mai l  addr ess i s AskESSMCX@usace. ar my. mi l

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *

Pr ovi de a compl et e and i nt egr at ed el ect r oni c secur i t y syst em ( ESS)  t hat  
meet s t he r equi r ement s of  [ _____] .   ESS must  be compat i bl e wi t h t he 
I nst al l at i on' s cent r al  moni t or i ng syst em and moni t or ed [ wi t hi n t he 
secur e/ pr ot ect ed ar ea]  [ _____]  [ and]  [ at  t he I nst al l at i on cent r al  
moni t or i ng st at i on] .   [ [ I nst al l at i on' s] [ _____]  cent r al  moni t or i ng syst em 
i s manuf act ur ed by [ ______] ,  model  number  [ _____] . ]   ESS consi st i ng of  t he 
f ol l owi ng subsyst ems and f eat ur es:

a.   I nt r usi on Det ect i on Syst em ( I DS)

b.   Access Cont r ol  Syst em ( ACS)

c.   Vi deo Sur vei l l ance Syst em ( VSS)

d.   Secur i t y Command Cent er  ( SCC)

e.   Communi cat i ons Syst em

f .   Secur i t y Li ght i ng Syst ems

[ g.   Medi cal  Faci l i t y  Syst ems

] I ncl ude mat er i al s not  nor mal l y f ur ni shed by t he manuf act ur er  wi t h t he ESS 
equi pment  as speci f i ed i n:

[ a.   Sect i on 33 71 02 UNDERGROUND ELECTRI CAL DI STRI BUTI ON

 ] [b.   Sect i on 33 71 01 OVERHEAD TRANSMI SSI ON AND DI STRI BUTI ON

] [ c.   Sect i on 26 20 00 I NTERI OR DI STRI BUTI ON SYSTEM
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] 2. 2   PERFORMANCE REQUI REMENTS

I nt egr at e t he i nst al l ed and oper at i ng subsyst ems i nt o t he over al l  ESS 
syst em t o det ect  i nt r usi on,  cont r ol  access,  v i deo sur vei l l ance,  v i sual  
ver i f i cat i on,  and  per f or m as an ent i t y,  as speci f i ed bel ow.   Pr ovi de 
el ect r oni c equi pment  t hat  compl i es wi t h 47 CFR 15 and ar e sui t abl e f or  t he 
envi r onment  wher e t hey wi l l  be i nst al l ed.

2. 2. 1   Gr owt h Capabi l i t y

Pr ovi de capabi l i t y  f or  modul ar  ESS expansi on of  i nput s,  out put s,  car d 
r eader s,  and r emot e- cont r ol  st at i ons wi t h mi ni mal  equi pment  modi f i cat i on.   
Sof t war e must  be abl e t o handl e desi gn r equi r ement s pl us 25 [ _____]  
per cent  spar e capaci t y.   Gr owt h capabi l i t y  i s  not  t o be l i mi t ed by t he 
pr ovi ded pr oduct s.

2. 2. 2   Hazar dous Locat i ons

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *
NOTE:   Do not  l ocat e al ar m r epor t i ng and di spl ay 
equi pment  wi t hi n a hazar dous ar ea.   I f  poi nt  sensor s 
and vol umet r i c sensor s ar e r equi r ed i n hazar dous 
ar eas,  c l ear l y i dent i f y t hei r  l ocat i on on t he pl ans.  
Del et e t hi s par agr aph i f  no hazar dous ar eas exi st  i n 
t hi s pr oj ect .

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *

When l ocat ed i n ar eas wher e f i r e or  expl osi on hazar ds exi st ,  pr ovi de 
syst em component s r at ed and i nst al l ed accor di ng t o Chapt er  5 of  NFPA 70.

2. 2. 3   Mai nt ai nabi l i t y

Pr ovi de component s t hat  can be mai nt ai ned usi ng commer ci al l y avai l abl e 
t ool s and equi pment .   Ar r ange and assembl e component s t o be r eadi l y 
accessi bl e t o mai nt enance per sonnel  wi t hout  compr omi si ng syst em def eat  
r esi st ance and wi t h no degr adat i on i n t amper  pr ot ect i on,  st r uct ur al  
i nt egr i t y,  EMI  or  RFI  at t enuat i on,  or  l i ne super vi s i on af t er  mai nt enance 
when i t  i s  per f or med i n accor dance wi t h manuf act ur er ' s i nst r uct i ons.

2. 2. 4   Avai l abi l i t y

Pr ovi de component s r at ed f or  cont i nuous oper at i on.   Pr ovi de sol i d- st at e 
el ect r oni c component s mount ed on pr i nt ed ci r cui t  boar ds,  conf or mi ng t o 
UL 796.   Pr ovi de boar ds t hat  ar e pl ug- i n,  qui ck- di sconnect  t ype.   Do not  
i mpede mai nt enance wi t h densel y packed ci r cui t r y.   Pr ovi de 
power - di ssi pat i ng component s wi t h saf et y mar gi ns of  not  l ess t han 25 
per cent  wi t h r espect  t o di ssi pat i on r at i ngs,  maxi mum vol t ages,  and 
cur r ent - car r y i ng capaci t y.   Pr ovi de heat  s i nks or  ot her  heat  di ssi pat i on 
devi ces on appr opr i at e component s and assembl i es.   Pr ovi de sol i d- st at e 
t ype or  her met i cal l y seal ed el ect r omechani cal  t ype l i ght  dut y r el ays and 
si mi l ar  swi t chi ng devi ces.

2. 2. 5   Fai l - Saf e Capabi l i t y

Pr ovi de f ai l - saf e capabi l i t y  i n cr i t i cal  el ement s of  t he ESS i ncl udi ng,  
but  not  be l i mi t ed t o,  t he capabi l i t y  t o moni t or  communi cat i on l i nk 
i nt egr i t y and t o pr ovi de sel f - t est .   Pr ovi de f aul t  annunci at i on when 
di mi ni shed f unct i onal  capabi l i t i es ar e det ect ed.   Annunci at e f ai l - saf e 
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al ar ms t o c l ear l y di st i ngui sh f r om ot her  t ypes of  al ar ms.

2. 2. 6   Li ne Super vi s i on

Pr ovi de t he same geogr aphi c r esol ut i on f or  f aul t  i sol at i on at  t he syst ems 
l evel  as pr ovi ded f or  i nt r usi on det ect i on.   Pr ovi de ei t her  a st at i c or  
dynami c syst em wi t h act i ve mode f or  l i ne super vi s i on of  communi cat i on l i nks 
of  t he ESS.

a.   The st at i c syst em must  r epr esent  " no- al ar m"  al ways by t he same si gnal ,  
whi ch i s di f f er ent  t han t he or i gi nal l y t r ansmi t t ed s i gnal .

b.   The dynami c syst em must  r epr esent  " no- al ar m"  wi t h a s i gnal  whi ch 
cont i nual l y changes wi t h t i me.

2. 2. 7   Power  Loss Det ect i on

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *
NOTE:   Ver i f y i f  t he Uni nt er r upt i bl e Power  Suppl y 
( UPS)  i s det ect i ng t he l oss of  power  t o t he cr i t i cal  
component .

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *

Det ect  AC and DC power  l oss and gener at e an al ar m when a cr i t i cal  
component  of  t he syst em exper i ences t empor ar y or  per manent  l oss of  power .   
Annunci at e t he al ar m i n [ t he Secur ed Ar ea]  [ _____]  [ and]  [ t he Secur i t y 
Command Cent er ]  t o c l ear l y i dent i f y t he component  exper i enci ng power  l oss.

2. 2. 8   Cont r ol s and Desi gnat i ons

Pr ovi de cont r ol s and desi gnat i ons i n accor dance wi t h NEMA I CS 1.

2. 2. 9   Speci al  Test  Equi pment

Pr ovi de al l  speci al  t est  equi pment ,  speci al  har dwar e,  sof t war e,  t ool s,  
i nst r uct i ons,  and pr ogr ammi ng or  i ni t i al i zat i on equi pment  needed t o st ar t  
or  mai nt ai n any par t  of  t he syst em and i t s component s.   Speci al  t est  
equi pment  i s def i ned as any t est  equi pment  not  nor mal l y used i n an 
el ect r oni cs mai nt enance f aci l i t y .

2. 2. 10   El ect r omagnet i c I nt er f er ence ( EMI )

Conf i gur e and pr ovi de ESS component s empl oyi ng el ect r omagnet i c r adi at i on 
const r uct ed t o pr ovi de mi ni mal  vul ner abi l i t y  t o el ect r oni c count er measur es.

2. 2. 11   El ect r omagnet i c Radi at i on ( EMR)

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *
NOTE:   Nat i onal  Post  Tel ephone and Tel egr aph i s 
nor mal l y t he appr ovi ng aut hor i t y f or  EMR component s 
over seas.

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *

Pr ovi de onl y ESS communi cat i on component s whi ch ar e [ Feder al  
Communi cat i ons Commi ssi on ( FCC) ]  [ _____]  l i censed and appr oved.   Pr ovi de 
syst em component s whi ch ar e el ect r omagnet i cal l y compat i bl e.
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2. 2. 12   I nt er changeabi l i t y

Use of f - t he- shel f  component s whi ch ar e physi cal l y,  el ect r i cal l y,  and 
f unct i onal l y i nt er changeabl e wi t h equi val ent  component s as compl et e 
i t ems.   Equi val ent ,  r epl acement  component s must  not  r equi r e new or  ot her  
component  modi f i cat i on.   Do not  use cust om desi gned or  one- of - a- ki nd 
i t ems.   I nt er changeabl e component s or  modul es must  not  r equi r e t r i al  and 
er r or  mat chi ng i n or der  t o meet  i nt egr at ed syst em r equi r ement s,  syst em 
accur acy,  or  r est or e compl et e syst em f unct i onal i t y.

2. 2. 13   Dat e and Ti me Gener at or

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *
NOTE:   Pr ovi de a t i me ser ver  f or  l ar ger  syst ems.

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *

The ESS syst em dat e and t i me ar e t o or i gi nat e f r om [ t he ESS net wor k t i me 
ser ver ]  [ GPS synchr oni zat i on syst em wi t h GPS sat el l i t e ant enna] [ _____] .

2. 3   I NTRUSI ON DETECTI ON SYSTEM ( I DS)

The I DS pr i mar y f unct i on i s t o det ect  i nt r usi on i nt o secur ed ar eas.   
Ut i l i ze a s i ngl e dat abase f or  al l  I DS pr ogr ammi ng dat a t hat  seaml essl y 
i nt egr at es wi t h t he ESS under  a s i ngl e oper at i ng envi r onment .   The I DS 
event s must  be vi ewabl e as separ at e or  as a combi ned l i s t  of  al l  ESS 
event s.   Cont r ol  t he I DS al ar m moni t or i ng t hr ough sof t war e cont r ol  f r om 
t he ESS.  

a.   Pr ovi de bot h super vi sed and non- super vi sed al ar m poi nt  moni t or i ng.  

b.   [ Ar m or  di sar m]  [ Secur e or  access]  al ar m poi nt s bot h manual l y and 
aut omat i cal l y by t i me of  day,  day of  week or  by oper at or  command.

[ c.   For  c l assi f i ed asset s,  I DS i nst al l at i on r el at ed component s and 
moni t or i ng st at i ons must  compl y wi t h UL 2050.

] 2. 3. 1   I DS Component s

Pr ovi de component s:

a.   Pr emi se Cont r ol  Uni t s ( PCU)

b.   Det ect i on Sensor s

c.   Tamper  Swi t ches

d.   Ar m/ Di sar m Keypads

2. 3. 2   Det ect i on Sensi t i v i t y

The sensi t i v i t y of  t he I DS must  al l ow f or  t he f ol l owi ng:

a.   Locat i ng i nt r usi ons [ wi t hi n [ 100]  [ _____]  met er s 300 [ ______]  f eet  
zones al ong a l i ne or  per i met er ]  [ t o one si de of  t he [ f aci l i t y ]  
[ bui l di ng] ]

b.   Locat i ng i nt r usi ons at  i ndi v i dual l y pr ot ect ed asset s or  at  an 
i ndi v i dual  por t al
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c.   Locat i ng i nt r usi ons wi t hi n t he cover age on a s i ngl e vol umet r i c sensor

d.   Locat i ng f ai l ur es or  t amper i ng at  i ndi v i dual  sensor s

2. 3. 3   Det ect i on Al ar m and Repor t i ng Capaci t y

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *
NOTE:   Sel ect  syst em capaci t y par amet er s based on 
t he speci f i c  f aci l i t y  desi gn r equi r ement s.   Syst em 
capaci t y shoul d be expr essed as a bi nar y number .   
I ncl ude a 25 per cent  expansi on f act or  t o accommodat e 
changes i n desi gn caused by r econf i gur at i on of  
equi pment  wi t hi n i nt er i or  spaces or  r enovat i on.   The 
desi gner  shoul d sel ect  ar mi ng/ di sar mi ng f or  Ar my 
pr oj ect s and sel ect  secur e/ access f or  Ai r  For ce and 
Navy pr oj ect s.

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *

Col l ect ,  communi cat e,  and di spl ay up t o [ 12]  [ 32]  [ 64]  [ 128]  [ 256]  [ _____]  
sensor  zone al ar ms [ and t o enabl e cont r ol  of  [ one]  [ t wo]  [ _____]   [ car d 
r eader ]  [ car d r eader  wi t h i nt egr al  keypad]  f or  [ ar mi ng and di sar mi ng]  
[ secur e and access]  [ i nsi de of  t he pr ot ect ed ar ea wi t h a del ayed al ar m]  
[ out s i de of  t he pr ot ect ed ar ea wi t h i nst ant  al ar m] ] .

I dent i f y i ndi v i dual  sensor s i n al ar m i f  t he sensor  zone i s a mul t i pl e 
al ar m sour ce combi nat i on.   Annunci at e a s i ngl e al ar m wi t hi n [ 1]  [ 2]  
[ _____]  seconds maxi mum,  af t er  sensor  t r ansducer  or  ot her  det ect i on devi ce 
act i vat i on [ except  t hat  al ar ms t r ansmi t t ed by r adi o f r equency si gnal i ng 
must  communi cat e i n l ess t han 3 seconds] .

2. 3. 4   Fal se Al ar m Rat e

The f al se al ar m r at e f or  each i nt er i or  I DS zone must  not  exceed one f al se 
al ar m per  30- day per i od.   The f al se al ar m r at e f or  each ext er i or  I DS zone 
must  not  exceed one f al se al ar m per  24- hour  per i od.

2. 3. 5   Nui sance Al ar m Rat e

The nui sance al ar m r at e f or  each i nt er i or  I DS zone must  not  exceed t hr ee 
nui sance al ar ms per  30- day per i od.   The nui sance al ar m r at e f or  each 
ext er i or  I DS zone must  not  exceed t hr ee nui sance al ar ms per  24- hour  per i od.

2. 3. 6   Pr emi se Cont r ol  Uni t  ( PCU)

I nst al l  t he PCU command pr ocessor  i n a t amper  r esi st ant  encl osur e t hat  i s 
speci f i ed i n par agr aph COMPONENT ENCLOSURE.   Package t he f ol l owi ng wi t h 
t he PCU:

a.   Power  t r ansf or mer

b.   Bat t er y( s)

c.   Net wor k connect i on cabl e

d.   Keypad( s)

e.   Keypad connect i on cabl e( s)

f .   Addi t i onal  component s as r equi r ed f or  f ul l  f unct i onal i t y
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2. 3. 6. 1   PCU Capabi l i t i es

Pr ovi de t he PCU at  a mi ni mum but  not  l i mi t ed t o,  t he f ol l owi ng 
capabi l i t i es;

a.   Expansi on t o a t ot al  of  at  l east  [ 10, 000]  [ _____]  user  codes wi t h [ 99]  
[ _____]  user  pr of i l e def i ni t i ons.

b.   Suppor t  [ 4]  [ 8]  [ 16]  [ _____]  keypads wi t h al phanumer i c di spl ay.   Each 
keypad must  be capabl e of  [ ar mi ng and di sar mi ng]  [ secur i ng and 
accessi ng]  any syst em ar ea based on a pass code or  access cont r ol  car d 
and or  key FOB aut hor i zat i on.   Pr ovi de keypad al phanumer i c di spl ay 
wi t h compl et e pr ompt  messages dur i ng al l  st ages of  oper at i on and 
syst em pr ogr ammi ng and di spl ay al l  r el evant  oper at i ng and t est  dat a.

c.   Four  [ 4]  [ _____]  shi f t  schedul es per  ar ea.

d.   A t ot al  of  at  l east  [ 100]  [ _____]  pr ogr ammabl e out put  r el ay schedul es.

e.   [ 32]  [ 64]  [ _____]  i ndi v i dual  r epor t i ng ar eas.

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *
NOTE:   For  i nst al l at i on wher e di al - up i s t he onl y 
f easi bl e l i ne,  t wo l i nes of  communi cat i on ar e t o be 
used.

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *

f .   Dat a l i ne super vi s i on [ or  t wo separ at e l i nes of  communi cat i on] .

g.   Two- man access code or  cr edent i al s.

h.   Suppor t  pr ogr ammi ng t o r equi r e t he same or  di f f er ent  access code 
ent er ed wi t hi n a pr ogr ammed del ay t i me of  [ 1 t o 15]  [ _____]  mi nut es 
af t er  di sar mi ng bef or e act i vat i ng a s i l ent  ambush al ar m.

i .   Suppor t  ar ea pr ogr ammi ng t hat  di sabl es schedul e and t i me- of - day 
changes whi l e syst em i s ar med so t hat  ar ea can onl y be di sar med dur i ng 
schedul ed t i mes.

j .   Pr ovi de a mi ni mum of  a [ 4, 000]  [ _____]  event  l og buf f er  per  PCU.   
Recor d and hol d al ar m act i v i t y i nf or mat i on i n t he l og buf f er  unt i l  t he 
ESS i s connect ed and r ecei ves t he i nf or mat i on.   Pr ovi de a 
sof t war e- conf i gur abl e war ni ng l og buf f er  f i l l i ng not i f i cat i on f or  
PCU( s)  conf i gur ed wi t h net wor k swi t ch capabi l i t i es.

k.   Suppor t  a Net wor k I nt er f ace Car d ( NI C)  pl ug- i n modul e wi t h bui l t  i n 
net wor k r out er  capabl e of  128 Bi t  AES Ri j ndael  Encr ypt i on pr ocess 
cer t i f i ed by NI ST ( Nat i onal  I nst i t ut e of  St andar ds and Technol ogy) .

2. 3. 6. 2   Over cur r ent  Pr ot ect i on and I ndi cat i on

When over cur r ent  mor e t han i t  i s  r at ed f or  i s det ect ed by t he PCU,  
communi cat i on bus( es)  and keypad( s)  ar e t o be shut  down and an over cur r ent  
not i f i cat i on LED l i t  t o i ndi cat e t he s i t uat i on.

2. 3. 6. 3   Manual  and Sel f - Test

Al l  al phanumer i c keypad t o i ncl ude t est i ng f or :  st andby bat t er y,  al ar m 
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bel l  or  s i r en,  and communi cat i on t o t he Secur i t y Command Cent er  ( SCC) .   
I ncl ude pr ovi s i ons f or  an aut omat i c,  dai l y,  weekl y,  30 day,  or  up t o 60 
day communi cat i on l i nk t est  f r om t he PCU i nst al l at i on s i t e t o t he SCC.   
I ncl ude a pr ovi s i on f or  di spl ayi ng t he i nt er nal  syst em power  and wi r i ng 
condi t i ons.  

I ncl ude t he f ol l owi ng f or  i nt er nal  moni t or i ng poi nt s:

a.   The bel l  c i r cui t

b.   AC power

c.   Bat t er y vol t age l evel

d.   Char gi ng vol t age

e.   Panel  box t amper

f .   Phone t r oubl e l i ne 1

g.   Phone t r oubl e l i ne 2

h.   Tr ansmi t  t r oubl e

i .   Net wor k t r oubl e

A bat t er y t est  must  be aut omat i cal l y per f or med t o t est  t he i nt egr i t y of  
t he st andby bat t er y by di sconnect i ng t he st andby bat t er y f r om t he char gi ng 
ci r cui t  and pl aci ng a l oad on t he bat t er y.   Per f or m t hi s t est  at  an 
i nt er val  no gr eat er  t han 180 days.

2. 3. 7   Det ect i on Sensor s

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *
NOTE:   Cer t ai n asset s may r equi r e a hi gher  
pr obabi l i t y  of  det ect i on ( Pd)  t han t he 0. 9 val ue 
pr ovi ded bel ow.   Consul t  t he appl i cabl e secur i t y 
pol i cy f or  t he asset  bei ng pr ot ect ed t o det er mi ne 
t he act ual  Pd val ue r equi r ed.   Remot e t est  
capabi l i t y  shoul d be used onl y when r equi r ed by 
gover ni ng r egul at i ons or  when sensor s ar e i nst al l ed 
i n har d t o r each ar eas.   

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *

a.   Sensor s ar e t o det ect  f aci l i t y  per i met er  or  pr ot ect ed zone 
penet r at i ons by unaut hor i zed per sonnel  or  i nt r uder s and t r ansmi t  an 
al ar m si gnal  t o t he al ar m annunci at i on syst em upon change det ect i on.   
Accompl i sh t hi s wi t h a pr obabi l i t y  of  det ect i on ( PD)  of  [ [ 0. 9] ,  
[ 0. 95] ]  wi t h a [ [ 90] ,  [ 95] ]  per cent  conf i dence l evel  and conf or mi ng t o 
UL 639 wher e appl i cabl e.   
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Pr obabi l i t y of  Det ect i on 0. 9 0. 9 0. 95 0. 95 Number  of  
Mi sses 
Al l owed

Conf i dence Level 90 
Per cent

95 
Per cent

90 
Per cent

95 
Per cent

Number  of  I nt r usi on At t empt s 22 29 45 59 0

38 46 77 93 1

52 61 105 124 2

65 76 132 153 3

78 89 158 181 4

91 103 184 208 5

b.   Requi r ed sensor  power  i s 12 VDC unl ess ot her wi se speci f i ed.

c.   An i nt er i or  I DS zone i s a r oom or  space wi t hi n a bui l di ng t hat  can be 
[ ar med and di sar med]  [ secur ed and accessed]  i ndependent l y f r om al l  
ot her  zones.

d.   Pr ovi de l i ne super vi s i on f or  al l  sensor s wi t h an end- of - l i ne r esi st or  
at  t he sensor  or  wi t hi n a t amper ed j unct i on box wi t h condui t  f r om t he 
j unct i on box t o t he sensor .

d.   Pr ovi de sensor s and component s r at ed f or  oper at i on i n t he i nst al l ed 
envi r onment .   The sensor s must  t r ansmi t  an al ar m si gnal  t o t he al ar m 
annunci at i on syst em upon change det ect i on.   Pr ovi de al l  sensor s wi t h a 
t amper  swi t ch and el ement s housed i n a t amper - al ar med encl osur e i n 
accor dance of  par agr aph COMPONENT ENCLOSURE.

2. 3. 7. 1   I nt er i or  Sensor s

2. 3. 7. 1. 1   Hi gh Secur i t y Swi t ch ( HSS)

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *
NOTE:   Hi gh secur i t y swi t ch  ( HSS)  as speci f i ed i n 
( a)  ar e f or  Hi gh secur i t y appl i cat i ons,  r ef er  t o I CS 
705- 1.   Use of  r ecessed HSS i s r ecommended dur i ng 
new i nst al l at i ons.   Coor di nat e wi t h Ar chi t ect  t o 
ensur e pr oper  door  har dwar e ( el ect r i c st r i ke,  
hi nges,  et c. )  i s  pr ovi ded.

Use l evel  2 hi gh secur i t y HSS i n SCI F and SAPF 
ar eas.  Use l evel  1 or  l evel  2 i n al l  ot her  
l ocat i ons.   The l evel  r equi r ed i s dependent  on t he 
asset  and r i sk l evel .

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *

Mount  t he HSS i nsi de t he secur e l ocat i on and on t he openi ng si de of  t he 
door .   HSS sensor s do not  have t he capabi l i t y  t o i ncor por at e an 
end- of - l i ne ( EOL)  r esi st or .
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2. 3. 7. 1. 1. 1   Level  1 Swi t ch

UL 634.   Level  1 Hi gh Secur i t y

2. 3. 7. 1. 1. 2   Level  2 Swi t ch

UL 634.   Level  2 Hi gh Secur i t y

2. 3. 7. 1. 2   Gl ass Br eak Det ect i on

UL 639.

2. 3. 7. 1. 2. 1   Wi ndow- Mount ed Gl ass Br eak Shock Sensor

Pr ovi de sensor s wi t h an LED f or  adj ust i ng sensi t i v i t y.

Pr ovi de sensor  wi t h an ext er i or  l abel  t o pr ot ect  t ape f r om di r ect  
sunl i ght .   Sei smi c v i br at i ons or  ot her  ambi ent  st i mul i  ar e not  t o i ni t i at e 
an al ar m.   [ Test  gl ass br eakage sensor s by usi ng t est  uni t s suppl i ed by 
t he manuf act ur er  whi ch s i mul at e gl ass br eakage. ]

2. 3. 7. 1. 2. 2   Cei l i ng Or  Wal l - Mount ed Dual  Technol ogy Gl ass Br eak Sensor

Pr ovi de a sensor  t hat  el i mi nat es occupant - gener at ed f al se al ar ms by 
combi ni ng a passi ve i nf r ar ed mot i on det ect or  ( PI R)  wi t h gl ass br eak 
sensi ng.   The combi nat i on wi l l  ext end cover age t o occupi ed ar eas,  al l owi ng 
t he sensor s t o be ar med whi l e peopl e ar e pr esent .

2. 3. 7. 1. 2. 3   Cei l i ng or  Wal l - Mount ed Recessed Gl ass Br eak Sensor

Pr ovi de a sensor  empl oyi ng pat t er n r ecogni t i on t echnol ogy t hat  l i s t ens f or  
t he act ual  pat t er n of  br eaki ng gl ass.   The sensor  i s t o be abl e t o det ect  
t he di f f er ence f r om br eaki ng gl ass and nor mal  r oom sounds by l i s t eni ng 
acr oss t he gl ass br eak f r equency spect r um.   Pr ovi de a r ange of  7. 6 met er s 
25 f eet  t o cover  t he ar ea t o be pr ot ect ed.

2. 3. 7. 1. 3   Vi br at i on Vaul t  Sensor

Pr ovi de a sensor  t hat  senses shor t  dur at i on,  l ar ge ampl i t ude si gnal s l i ke 
t hose pr oduced i n at t acks f r om expl osi ons,  hammer i ng or  chi sel i ng and al so 
det ect  l ong dur at i on,  smal l  ampl i t ude si gnal s l i ke t hose pr oduced i n 
at t acks f r om t or ches,  t her mi c l ances,  dr i l l s ,  gr i nder s,  or  cut t i ng di scs.

Pr ovi de sensor  equi pped wi t h a manual  and an aut omat i c t est  al ar m out put  
wi t h t est  i ndi cat or  not  v i s i bl e or  audi bl e dur i ng nor mal  oper at i ons.   The 
t est  i ndi cat or  i s t o annunci at e when t he sensor  det ect s an i nt r uder  when 
act i ve.   The al ar m i ndi cat i on may be l ocat ed wi t hi n t he sensor  or  as a 
separ at e devi ce.

2. 3. 7. 1. 4   Fi ber  Opt i c Mesh Sensor s

Fi ber  opt i c mesh sensor s ar e t o be compr i sed of  a web of  opt i cal  f i ber  
cabl es whi ch ar e depl oyed wi t hi n:

a.   Bui l di ng wal l s

b.   Par t i t i ons
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c.   Fl exi bl e st r uct ur es

d.   Wat er - s i de i nst al l at i ons

e.   Mobi l e f aci l i t i es

f .   Mobi l e cont ai ner  shel l s

2. 3. 7. 1. 5   Ut i l i t y  I nl et  Openi ng Pr ot ect i on

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *
NOTE:   Ut i l i t y  i nl et  openi ngs ar e pr ot ect ed i n a 
var i et y of  met hods,  t he cor r ect  one bei ng dependent  
on t wo var i abl es:  t he nat ur e of  t he i nt r usi on t hr eat  
( i . e. ,  physi cal  penet r at i on,  el ect r i cal ,  
el ect r o- opt i cal ,  et c. )  and t he char act er i st i cs of  
t he ut i l i t y  i nl et  openi ng ( i . e. ,  di schar ge wat er  
f r om a nucl ear  pl ant ,  of f i ce ai r  duct ,  el ect r i c 
condui t ,  et c. ) .   Subsequent  t o such anal ysi s,  al most  
any of  t he i nt r usi on det ect i on sensor s descr i bed 
her ei n coul d pr ovi de t he necessar y pr ot ect i on.   
Nor mal l y a br eakwi r e t r ap sensor  i s used f or  t hi s 
appl i cat i on.

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *

Pr ovi de pr ot ect i on by a sensor  of  t he [ br eakwi r e]  [ wi r e t r ap]  t ype 
consi st i ng of  up t o 26 AWG har d- dr awn copper  wi r e wi t h a t ensi l e st r engt h 
of  17. 8 N 4 pounds maxi mum i nt er l aced t hr oughout  t he openi ng such t hat  no 
openi ng bet ween wi r es i s l ar ger  t han 100 mm 4 i nches on cent er .

[ Conceal ]  [ Tamper  pr ot ect ]  t er mi nat ed sensor s so t hat  any at t empt s t o cut  
t he wi r e or  enl ar ge openi ngs bet ween wi r es cause an al ar m.

2. 3. 7. 1. 6   Passi ve I nf r ar ed Sensor s

UL 639.

2. 3. 7. 1. 7   Mi cr owave Sensor s

UL 639.

2. 3. 7. 1. 8   Dual  Technol ogy Sensor s

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *
NOTE:   I n subpar agr aph,  wr i t er  shoul d speci f y 
whet her  t he dual  t echnol ogy det ect i on woul d r equi r e 
bot h phenomenol ogi cal  ( i . e. ,  " AND"  mode)  or  a s i ngl e 
phenomenol ogy ( i . e. ,  " OR"  mode)  f or  r epor t i ng of  an 
al ar m.   I f  dual  t echnol ogy sensor s ar e pl aced i n 
SCI F,  SAPF,  or   c l assi f i ed open st or age,  t hen t he 
sensor  must  be conf i gur ed i n t he " OR"  mode.

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *

UL 639.   Pr ovi de sensor  combi ni ng passi ve i nf r ar ed ( PI R)  and mi cr owave 
sensor s conf i gur ed and manuf act ur ed speci f i cal l y t o be mount ed i n a s i ngl e 
t amper  al ar med encl osur e.   The sensor  must  pr ovi de [ " AND"  l ogi c f or  al ar m 
i ndi cat i on]  [ sel ect abl e " AND"  l ogi c or  " OR"  l ogi c f or  al ar m i ndi cat i on 
conf i gur ed i n t he " OR"  l ogi c st at e] .   Pr ovi de sensor s t hat  have a l ocal  
means of  i ndi cat i ng det ect i on f or  use dur i ng i nst al l at i on and cal i br at i on 
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wi t h a means of  di sabl i ng t he i ndi cat i on.

The sensor  i s t o have an LED wal k t est  i ndi cat or  whi ch i s not  v i s i bl e 
dur i ng nor mal  oper at i ons.   When vi s i bl e,  t he wal k t est  i ndi cat or  wi l l  
l i ght  when t he sensor  det ect s an i nt r uder .   Pr ovi de a sensor  equi pped wi t h 
a manual  cont r ol ,  l ocat ed wi t hi n t he sensor ' s housi ng,  t o enabl e and 
di sabl e t he t est  i ndi cat or  or  wi t h t he t est  i ndi cat or  l ocat ed wi t hi n t he 
sensor  housi ng so t hat  i t  can onl y be seen when t he housi ng i s open or  
r emoved.

2. 3. 7. 1. 9   Phot oel ect r i c Sensor s

UL 639.   The sensor  i s t o det ect  opaque bodi es and not  al l ow an i nt r uder  
t o di sabl e det ect i on by shi ni ng anot her  l i ght  sour ce i nt o t he r ecei ver .

Pr ovi de sensor  wi t h a l ocal  means of  i ndi cat i ng det ect i on f or  use dur i ng 
i nst al l at i on and cal i br at i on wi t h a means of  di sabl i ng t he i ndi cat i on.

2. 3. 7. 2   Ext er i or  Sensor s

2. 3. 7. 2. 1   Wi de Gap Hi gh Secur i t y Swi t ch ( HSS)

Pr ovi de UL 634 appr oved wi de gap HSS f or  al l  ext er i or  appl i cat i ons ( gat es,  
et c. )  t hat  cannot  oper at e wi t hi n t he c l ose t ol er ances of  st andar d HSS 
sensor s.   Ensur e t he appl i cat i on t ol er ances ar e wi t hi n t he HSS l i mi t at i ons 
set  by t he manuf act ur er  f or  opt i mum oper at i on.   Wi de gap HSS shoul d have a 
mi ni mum gap t ol er ance of  [ _____]  mm [ _____]  i nches and a maxi mum gap 
t ol er ance of   [ _____]  mm [ _____]  i nches bet ween swi t ch and magnet .

2. 3. 7. 2. 2   Fence Mount ed Sensor s

Sensor s ar e f i ber  opt i c or  st r ai n- sensi t i ve cabl e sensor s as i ndi cat ed 
whi ch i ni t i at e an al ar m when an i nt r uder  at t empt s t o scal e,  cut  t hr ough,  
l i f t  t he f abr i c of ,  or  l ean cl i mbi ng devi ces on t o t he ent i r e l engt h of  a 
st andar d chai n l i nk f ence or  physi cal  bar r i er .   Pr ovi de sensor s t hat  ar e 
ei t her  t amper  al ar med or  sel f - pr ot ect i ng.   House ext er i or  component s i n 
r ugged,  cor r osi on- r esi st ant  encl osur es,  as speci f i ed i n par agr aph 
COMPONENT ENCLOSURE.

Pr ovi de f ence cabl e suppor t  har dwar e t hat  i s weat her - r esi st ant .

2. 3. 7. 2. 2. 1   Fi ber  Opt i c Sensor

The sensor  consi st s of  an ul t r avi ol et  r esi st ant  f i ber  opt i c t r ansducer  
cabl e wi t h a mi cr opr ocessor  based dual  zone si gnal  pr ocessor  t hat  i s  
capabl e of  moni t or i ng di f f er ent  st y l es of  met al  f abr i c f enci ng i ncl udi ng 
chai n- l i nk,  expanded- met al  or  wel ded- mesh f ence.   The sensor  det ect s 
i nt r uder s by ut i l i z i ng s i gnal s gener at ed by t he mi nut e f l exi ng of  t he 
f i ber  opt i c t r ansducer  cabl e,  caused by at t empt i ng t o cut ,  c l i mb,  or  r ai se 
t he f ence f abr i c.

The si gnal  pr ocessor  anal yzes t he si gnal s f r om t he f i ber  opt i c t r ansducer  
cabl e and det ect s mi nut e v i br at i ons i n t he f abr i c of  t he f ence.   The 
si gnal  pr ocessor  suppor t s [ s i ngl e]  [ dual ]  zones wi t h each zone suppor t i ng 
a maxi mum 500 m 1640 f eet  of  sensi ng cabl e.   The pr ocessor  ut i l i zes 
adapt i ve al gor i t hms,  ambi ent  s i gnal  compensat i on and sel ect abl e 
common- mode r ej ect i on,  t o di scr i mi nat e bet ween act ual ,  f al se and nui sance 
al ar ms,  wi t hout  l ower i ng t he pr obabi l i t y  of  det ect i on.   The pr ocessor  
i dent i f i es,  by t ype,  a cut  i nt r usi on and a c l i mb i nt r usi on.   Pr ovi de 
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sensor s wi t h i ndependent  adj ust ment s and t hr eshol ds f or  each t ype of  
i nt r usi on and have t he capabi l i t y  t o compl et el y mask cl i mb or  cut  al ar ms.   
Al ar ms caused by power  f ai l ur e,  l ow i nput  vol t age,  cabl e f aul t  ( cabl e cut  
or  hi gh l oss due t o physi cal  st r ess) ,  or  i nt er nal  el ect r oni c f aul t  ar e t o 
be i dent i f i ed as super vi sor y al ar ms.   Equi p t he sensor  wi t h a t est  
i ndi cat or  i f  i t  i s  an i nt egr al  sensor  s i gnal  pr ocessor  f unct i on.

2. 3. 7. 2. 2. 2   St r ai n- Sensi t i ve

a.   Pr ovi de a compl et e f ence l i ne pr ot ect i on wi t h no dead zones wher e an 
i nt r uder  can penet r at e t he f ence.   Thr ough sensor  el ect r oni cs t he 
f ence l i ne pr ot ect i on must  be di v i ded i nt o zones.   Sensi ng uni t  of  
sensor  must  achi eve speci f i ed per f or mance wi t h t r ansducer  cabl e ei t her  
by at t achment  di r ect l y t o t he f ence f abr i c by pl ast i c cabl e ever y 300 
t o 455 mm 12 t o 18 i nches or  by i nst al l at i on i nsi de RGS condui t  
mount ed on t he f ence.   Pr ovi de sensi ng uni t s wi t h equal  adj ust abl e 
sensi t i v i t y t hr oughout  t he ent i r e l engt h.

b.   Use onl y convent i onal  wat er pr oof  coaxi al  cabl e connect or s f or  
connect i ons of  t he sensi ng uni t  t o per mi t  i nst al l at i on i n ext r eme EMI  
envi r onment s wi t h no l oss of  det ect i on capabi l i t y .   Ent i r e sensor  
syst em must  be capabl e of  det ect i ng t amper i ng wi t hi n each syst em 
por t i on by sensor  zone.   

c.   Pr ovi de capabi l i t y  f or  al ar m t hr eshol d sensi t i v i t y adj ust ment  t o 
per mi t  compensat i on by zone f or  wi nds up t o [ 40]  [ 56]  [ _____]  kmph 
[ 25]  [ 35]  [ _____]  mph whi l e mai nt ai ni ng t he same l evel  of  det ect i on 
per f or mance as under  ambi ent  condi t i ons.

d.   Sensor  zone cont r ol  uni t  must  pr ovi de an anal og audi o out put  f or  
i nt er f ace t o an ext er nal  audi o ampl i f i er  t o per mi t  r emot e audi o 
assessment  r egar dl ess of  sensor  al ar m st at us.   Sensor  zone cont r ol  
uni t  al ar m out put  i nt er f ace i s t o be a separ at el y super vi sed r el ay 
cont act  nor mal l y open or  nor mal l y c l osed,  wi t h [ an adj ust abl e 
i nt r usi on al ar m pul se wi dt h of  0. 5 second adj ust abl e and a]  cont i nuous 
( unt i l  cor r ect ed)  t amper  al ar m.

2. 3. 7. 2. 2. 3   Gat e Uni t s

Pr ovi de gat e uni t s i n accor dance wi t h speci f i c  f ence sensor  manuf act ur er ' s 
r ecommendat i ons t o ensur e cont i nuous f ence sensor  zone pr ot ect i on f or  t he 
ent i r e pr ot ect ed per i met er .   Pr ovi de a gat e uni t  f or  each f ence por t al .

Pr ovi de separ at el y zoned HSS gat e sensor s when gat e uni t s ar e not  pr ovi ded 
by t he f ence sensor  manuf act ur er .   HSS sensor s per f or m as speci f i ed i n 
par agr aph WI DE GAP BALANCED MAGNETI C SWI TCH.

2. 3. 7. 2. 3   El ect r ost at i c Fi el d Sensor s

a.   I ni t i at e an al ar m when an i nt r uder  at t empt s t o appr oach or  scal e a 
f ence or  physi cal  bar r i er .   El ect r ost at i c f i el d sensor s gener at e an 
el ect r i c f i el d ar ound one or  mor e hor i zont al  wi r es and sense t he 
i nduced si gnal  i n par al l el  sensi ng wi r es t o det ect  human pr esence.   
Pr ovi de sensor s t hat  moni t or  t he i nduced si gnal  f or  changes t hat  
r esul t  f r om t he pr esence of  a conduct i ve body or  a body wi t h a hi gh 
di el ect r i c const ant .

b.   Use mount i ng and suppor t  har dwar e as pr ovi ded by t he equi pment  
manuf act ur er .
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c.   Pr ovi de spr i ng t ensi on- mount ed wi r e on end- of - l i ne t er mi nat or s t o 
det ect  cut t i ng,  shor t i ng,  or  br eaki ng of  t he wi r es.   Sel ect  sensor  
conf i gur at i on such t hat  an i nt r uder  cannot  cr awl  under  t he bot t om 
wi r e,  t hr ough t he wi r es,  or  over  t he t op wi r e wi t hout  bei ng det ect ed 
and be di v i ded i nt o sensor  zones.

d.   Sensor s must  be capabl e of  f ol l owi ng i r r egul ar  cont our s and bar r i er  
bends wi t hout  degr adi ng sensi t i v i t y bel ow t he speci f i ed det ect i on 
l evel .   Adj acent  zones must  pr ovi de cont i nuous cover age t o avoi d a 
dead zone and be conf i gur ed t o pr event  cr osst al k i nt er f er ence.   

e.   Pr ovi de f i l t er i ng on si gnal  pr ocessi ng ci r cui t r y t o di st i ngui sh 
nui sance al ar ms.   Sensor  conf i gur at i on i s t o i ncor por at e bal anced,  
opposed f i el d const r uct i on t o el i mi nat e f ar  f i el d noi se.

f .   House ext er i or  component s i n r ugged cor r osi on- r esi st ant  encl osur es,  
pr ot ect ed f r om envi r onment al  degr adat i on and pr ovi ded wi t h t amper  
swi t ches.   Use under gr ound cabl es t o i nt er f ace bet ween ext er i or  
uni t s.   Use st ai nl ess st eel  or  gal vani zed ext er i or  suppor t  har dwar e.   
Use st ai nl ess st eel  sensor  and f i el d wi r es.   

g.   Fol l ow manuf act ur er ' s speci f i cat i ons f or  wi r e spaci ng of  var i ous 
conf i gur at i ons.

h.   Pr ovi de adj ust abl e sensor  sensi t i v i t y whi ch i s i naccessi bl e t o 
oper at i ng per sonnel .

2. 3. 7. 2. 4   Taut - Wi r e Sensor s

a.   I ncor por at e per i met er  i nt r usi on det ect i on sensor s i nt o a [ bar bed]  
[ bar bl ess]  wi r e secur i t y f ence.   Det ect  i nt r usi on of  cut t i ng of  any 
s i ngl e wi r e or  t he def l ect i ng,  as by c l i mbi ng,  of  any wi r e by mor e t han
 80 mm 3. 1 i nches.   A sensor  zone i ncl udes one or  mor e [ 61]  [ _____]  m 
[ 200]  [ _____]  f eet  maxi mum sect i ons of  [ 2100]  [ _____]  mm [ 7]  [ _____]  
f oot  hi gh par al l el  f ence wi t h each sect or  consi st i ng of  [ 13]  [ _____]  
hor i zont al  t ensi oned wi r es at t ached t o t he t aut - wi r e f ence post s,  and 
t hr ee st r ands as out r i gger s,  pl us an " ant i - l adder "  t r i p wi r e suppor t ed 
by r ods ext endi ng f r om t he out r i gger s f or  a t ot al  ver t i cal  hei ght  of  
appr oxi mat el y [ 2440]  [ _____]  mm [ 8]  [ _____]  f eet .

b.   Mount  di spl acement  swi t ches f or  each hor i zont al  wi r e wi t hi n a pr ewi r ed 
channel  f ast ened t o t he f ence post  at  t he mi dpoi nt  of  each sect i on.   
Out r i gger  bar bed wi r e and t r i pwi r e may shar e t he same swi t ch.   Mount  
each t aut - wi r e f ence post  t o t he nor mal  secur i t y f ence ( chai n l i nk)  
f abr i c post s or  ot her  bar r i er  v i a st andof f s t o posi t i on t he t aut - wi r e 
appr oxi mat el y 150 mm 6 i nches f r om t he f ence f abr i c or  ot her  bar r i er .  

c.   Mount  f r eest andi ng t aut - wi r e f ence post s i n concr et e t o suppor t  t he 
t aut - wi r e f ence syst em.   Pr et ensi on and cl amp each [ bar bed]  [ bar bl ess]  
wi r e st r and t o t he l ever  ar m of  t he di spl acement  swi t ch,  such t hat  t he 
l ever  i s i n t he neut r al  ( of f )  posi t i on;  t her ef or e,  t he f or ces appl i ed 
by t he [ bar bed]  [ bar bl ess]  wi r es ar e bal anced equal  i n opposi t e 
di r ect i ons.   Pr et ensi on t r i pwi r es i n a l i ke manner .   Li ne t r i pwi r es t o 
t he t op swi t ch i n t he sensor  swi t ch channel  by a speci al  subassembl y 
t hat  i ncl udes a r od whi ch t r ansf er s t r i pwi r e movement  as a l ever  t o 
t he end of  t he act uat i ng sensor  swi t ch' s l ever  ar m.

d.   I ni t i at e an al ar m upon abnor mal  swi t ch l ever  di spl acement .   Thi s woul d 
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r esul t  f r om cut t i ng or  def l ect i ng i t s at t ached wi r e,  as by c l i mbi ng on 
or  t hr ough f ence st r ands.   Pr ovi de sensor  wi t h a dampi ng mechani sm 
whi ch r educes al ar m t hr eshol d due t o s l owl y changi ng phenomena 
i ncl udi ng gr ound shi f t i ng,  dai l y and seasonal  t emper at ur e var i at i ons,  
and wi nds up t o 56 kmph 35 mph.   

e.   Sensor  swi t ch must  pr ovi de el ect r i cal  cont act  c l osur e as t he means f or  
i ni t i at i ng an al ar m,  whenever  t he wi r e c l amped t o t he ver t i cal  cent er  
bol t  i s  pul l ed l at er al l y i n any di r ect i on by an amount  not  over  19 mm 
0. 75 i nch.

f .   Housi ng f or  swi t ch assembl y must  be cover ed by a neopr ene cap t o 
r et ai n t he cent er  bol t  ( l ever  ar m) .   Thi s bol t  t r ansl at es at t ached 
hor i zont al  wi r e movement  i nt o t he cont act  c l osur e.   The bol t  f unct i ons 
as t he f ul cr um f or  t he l ever  when t he neopr ene cap i s f i r ml y seat ed on 
t he cup- shaped pol ycar bonat e housi ng.

g.   Pr ovi de t hr eaded upper  exposed end of  t he l ever  t o accommodat e 
c l ampi ng t o t he hor i zont al  wi r e.   The l ower  end of  t he l ever ,  whi ch i s 
f ashi oned t o ser ve as t he movabl e el ect r i cal  cont act ,  must  be hel d 
suspended i n a smal l  cup- shaped cont act  t hat  f l oat s i n a pl ast i c put t y 
mat er i al .   The pl ast i c put t y i s t o r et ai n a degr ee of  el ast i c i t y under  
var yi ng t emper at ur e condi t i ons and pr ovi de t he sensor  swi t ch wi t h a 
sel f - adj ust i ng pr oper t y.   Thi s pr ovi des t he swi t ch wi t h a bui l t - i n 
compensat i ng mechani sm t hat  i gnor es smal l ,  ver y s l ow changes i n l ever  
al i gnment  ( whi ch may r esul t  f r om envi r onment al  changes i ncl udi ng 
ext r eme t emper at ur e var i at i ons and gr ound cr eepage due t o weat her  
condi t i ons)  and t o r eact  t o f ast  changes onl y,  as caused by manual  
def l ect i on or  cut t i ng of  t he wi r es.

h.   Pr ovi de met al  s l i der  st r i ps havi ng sl ot s t hr ough whi ch t he bar bed 
wi r es pass wi t h r i vet s t hat  pr event  t he wi r es f r om l eavi ng t he sl ot s.   
The sl i der  st r i p must  t r ansl at e hor i zont al  di spl acement  f or ces nor mal  
t o t he bar bed wi r e t o t he sensor .   I nst al l  one sl i der  st r i p pai r ,  
upper  and l ower ,  on ever y f ence post  except  wher e sensor  post s or  
anchor  st r i ps ar e i nst al l ed.   Pr ovi de maxi mum separ at i on bet ween 
sl i der  el ement s al ong t he f ence of  [ 3000]  [ _____]  mm [ 10]  [ _____]  f eet .

i .   At t ach [ bar bed]  [ bar bl ess]  wi r es t o i nst al l ed f ence anchor  post s,  
l ocat ed equi di st ant  on bot h s i des of  sensor  post s and at  ends of  
sensor  zone r un.   I nst al l  f ast eni ng pl at es on an anchor  st r i p.   Wel d 
st r i p or  ot her wi se at t ach t he st r i p t o anchor  post  and ends of  t ensed 
bar bed wi r es wr apped ar ound t he f ast eni ng pl at es.   Fast eni ng pl at es 
ar e t o br eak of f  when cl i mbed upon or  on t he at t ached [ bar bed]  
[ bar bl ess]  wi r es cr eat i ng an al ar m and maki ng i t  i mpossi bl e t o def eat  
t he syst em by cl i mbi ng at  t he anchor  post .

j .   Use [ bar bed]  [ bar bl ess]  wi r e sui t abl e f or  i nst al l at i on under  a pr el oad 
of  appr oxi mat el y 392 N 88 pounds t ensi on and be f l exi bl e enough f or  
conveni ent  mani pul at i on dur i ng t ensi oni ng.   The mi ni mum accept abl e 
doubl e- st r and bar bed wi r e gage i s 15- 1/ 2.

k.   Sensor  zone cont r ol  uni t  must  moni t or  up t o [ 10]  [ _____]  zones.

l .   Pr ovi de sensor  wi t h r el ay out put s t o i nt er f ace al ar m out put s wi t h t he 
over al l  ESS.   I nput  power  i s [ 120]  [ 230]  VAC.
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2. 3. 7. 2. 5   Dual  Technol ogy Sensor s

a.   Pr ovi de dual  t echnol ogy sensor  t hat  combi nes Mi cr owave and Dual  PI R 
i nt o one si ngl e al l - weat her  det ect or .   Use t he sensor  i n ext r eme 
out door  condi t i ons t o pr ovi de t he maxi mum amount  of  cover age i n a 
hor i zont al  pl ane.

b.   The sensor  must  come mount ed i n an i ndust r i al - gr ade housi ng as 
speci f i ed i n par agr aph COMPONENT ENCLOSURE.   Pr ovi de pan- t i l t  swi vel  
br acket  wi t h swi vel  wi t hi n 100 degr ees of  r ange and t i l t  wi t hi n 10 
degr ees.   The swi vel  br acket  i s t o al l ow f or  cal i br at i on i nt o 1- degr ee 
segment s f or  adj ust ment  t o any envi r onment .

c.   The sensor  must  pr ovi de ei t her  wi de angl e or  l ong- r ange det ect i on by 
change of  opt i cal  mi r r or s.   Wi de angl e cover age must  det ect  i nt r usi on 
out  t o 15 [ _____]  m [ 49]  [ _____]  f eet  and l ong- r ange cover age out  t o 
[ 40]  [ _____]  m [ 130]  [ _____]  f eet .   Pr ovi de sensor s t hat  al l ow 
adj ust ment  masks f or  wi l dl i f e i mmuni t y f or  ani mal s up t o [ 10]  [ 20]  
[ 30]  [ 45]  [ _____]  kg [ 22]  [ 44]  [ 66]  [ 99]  [ _____]  pounds.

2. 3. 7. 2. 6   Bi st at i c Mi cr owave Sensor

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *
NOTE:   Wi t hi n t he U. S. ,  t he FCC r egul at es t he 
oper at i ng f r equenci es of  al l  mi cr owave sensor s.   
Ot her  count r i es have t hei r  own f r equenci es.   The 
desi gner  must  r equest  appr oval  f r om U. S Gover nment  
agency or  count r y agency havi ng aut hor i t y f or  
appr oval  of  t he f r equency of  t he pr oduct  sel ect ed i n 
t he desi gn.

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *

a.   Pr ovi de sensor  equi pped wi t h c i r cui t r y t hat  pr oduces an al ar m si gnal  
when t he sensor ' s r ecei ver  i s capt ur ed by anot her  mi cr owave 
t r ansmi t t er .   Mul t i pl e sensor s must  be abl e t o oper at e i n adj acent  
zones wi t hout  i nt er f er i ng wi t h each ot her .   Pr ovi de sensor s wi t h 
adj ust abl e sensi t i v i t y cont r ol s wi t hi n t he sensor  t hat  ar e not  
accessi bl e when t he sensor  housi ng i s i n pl ace.   Pr ovi de sensor s t hat  
can be adj ust ed i n or der  t o obt ai n t he desi gned cover age pat t er n.

b.   The bi st at i c mi cr owave sensor  i s t o consi st  of  a separ at e t r ansmi t t er  
and r ecei ver .   The sensor  det ect s changes f r om a st andar d i nt r uder ' s 
movement  i n t he r ecei ved mi cr owave si gnal  sensor ' s det ect i on pat t er n.   
The sensor  t r ansmi t s an al ar m si gnal  t o t he al ar m annunci at i on syst em 
upon det ect i ng such changes.   The sensor  must  det ect  a st andar d 
i nt r uder  movi ng per pendi cul ar  t hr ough t he sensor ' s det ect i on pat t er n 
at  a speed of  0. 06 t o 7. 6 m per  second 0. 2 t o 25 f ps.

c.   Equi p t he sensor  wi t h an LED wal k t est  i ndi cat or  whi ch i s not  v i s i bl e 
dur i ng nor mal  oper at i ons.   When vi s i bl e,  t he wal k t est  i ndi cat or  i s t o 
l i ght  when t he sensor  det ect s an i nt r uder .   Pr ovi de sensor s equi pped 
wi t h a manual  cont r ol ,  l ocat ed wi t hi n t he sensor ' s housi ng,  t o enabl e 
and di sabl e t he t est  i ndi cat or  or  wi t h t he t est  i ndi cat or  l ocat ed 
wi t hi n t he sensor  housi ng so t hat  i t  can onl y be seen when t he housi ng 
i s open or  r emoved.

2. 3. 7. 2. 7   Monost at i c Mi cr owave Sensor

a.   Mul t i pl e sensor s must  be abl e t o oper at e i n adj acent  zones wi t hout  
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i nt er f er i ng wi t h each ot her .   Pr ovi de sensor s wi t h adj ust abl e 
sensi t i v i t y cont r ol s wi t hi n t he sensor  t hat  ar e not  accessi bl e when 
t he sensor  housi ng i s i n pl ace.   The sensor  must  be adj ust abl e t o 
obt ai n t he cover age pat t er n shown and have r ange cut  of f  capabi l i t i es 
of  f i el d sel ect ed di st ance 30 t o 122 m 100 t o 400 f eet .

b.   The monost at i c mi cr owave sensor  must  consi st  of  an i nt egr at ed 
t r anscei ver .   The sensor  det ect s changes f r om a st andar d i nt r uder  i n 
t he r ecei ved mi cr owave si gnal  sensor ' s det ect i on pat t er n.   The sensor  
must  t r ansmi t  an al ar m si gnal  t o t he al ar m annunci at i on syst em upon 
det ect i ng such changes.   The sensor  must  det ect  a st andar d i nt r uder  
movi ng per pendi cul ar  t hr ough t he sensor ' s det ect i on pat t er n at  a speed 
of  0. 06 t o 7. 6 m per  second 0. 2 t o 25 f ps.

c.   The sensor  i s t o be equi pped wi t h an LED wal k t est  i ndi cat or  whi ch i s 
not  v i s i bl e dur i ng nor mal  oper at i ons.   When vi s i bl e,  t he wal k t est  
i ndi cat or  i s t o l i ght  when t he sensor  det ect s an i nt r uder .   Pr ovi de 
sensor s equi pped wi t h a manual  cont r ol ,  l ocat ed wi t hi n t he sensor ' s 
housi ng,  t o enabl e and di sabl e t he t est  i ndi cat or  or  wi t h t he t est  
i ndi cat or  l ocat ed wi t hi n t he sensor  housi ng so t hat  i t  can onl y be 
seen when t he housi ng i s open or  r emoved.

2. 3. 7. 2. 8   Passi ve I nf r ar ed Sensor  ( Ext er i or )

a.   UL 639.   The passi ve i nf r ar ed sensor  must  det ect  movement  f r om a 
st andar d i nt r uder  i n t he ambi ent  l evel  of  i nf r ar ed emi ssi ons wi t hi n 
t he sensor s '  f i el d of  v i ew.    

b.   The sensor  i s t o det ect  a change i n t emper at ur e of  at  l east  1. 1 
degr ees C 2 degr ees F and det ect  an i nt r uder  t r avel i ng wi t hi n t he 
sensor ' s det ect i on pat t er n at  a speed of  0. 2 t o 15 m per  second 0. 6 t o 
50 f ps acr oss 2 adj acent  segment s of  t he f i el d of  v i ew.   The sensor  
must  have a det ect i on r ange of  at  l east  92 m 300 f eet .   Emi ssi ons 
moni t or ed by t he sensor  must  be i n t he 8 t o 14 mi cr on r ange.

c.   Pr ovi de sensor s t hat  can be adj ust ed t o obt ai n t he desi gned cover age 
pat t er n.   The sensor  i s t o be equi pped wi t h a t emper at ur e compensat i on 
c i r cui t .

d.   The sensor  i s t o be equi pped wi t h an LED wal k t est  i ndi cat or  whi ch i s 
not  v i s i bl e dur i ng nor mal  oper at i ons.   When vi s i bl e,  t he wal k t est  
i ndi cat or  i s t o l i ght  when t he sensor  det ect s an i nt r uder .   Pr ovi de 
sensor s equi pped wi t h a manual  cont r ol ,  l ocat ed wi t hi n t he sensor ' s 
housi ng,  t o enabl e and di sabl e t he t est  i ndi cat or  or  wi t h t he t est  
i ndi cat or  l ocat ed wi t hi n t he sensor  housi ng so t hat  i t  can onl y be 
seen when t he housi ng i s open or  r emoved.

2. 3. 7. 2. 9   Bur i ed Por t ed Cabl e

The bur i ed por t ed cabl e t o moni t or  f or  changes i n t he el ect r omagnet i c 
f i el d bet ween t he l eaky coax t r ansmi t  and r ecei ve cabl es wi t hi n t he 
sensor ' s det ect i on pat t er n t o det ect  st andar d i nt r uder  movement .   The 
sensor  must  t r ansmi t  an al ar m si gnal  t o t he al ar m annunci at i on syst em upon 
det ect i ng such changes.   Pr ovi de sensor s t hat  det ect  a st andar d i nt r uder  
movi ng t hr ough t he sensor  det ect i on pat t er n at  a speed of  0. 06 t o 7. 6 m 
per  second 0. 2 t o 25 f ps.

Pr ovi de por t ed coaxi al  t r ansmi ssi on and r ecei ve cabl es r at ed f or  di r ect  
bur i al .   Pr ovi de sensor s t o obt ai n t he desi gned cover age pat t er n wi t h 
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adj ust abl e sensi t i v i t y t o 1 m 3 f eet  l engt h by cont r ol s wi t hi n t he sensor  
s i gnal  pr ocessor .   Cont r ol s must  not  be accessi bl e when t he sensor  s i gnal  
pr ocessor ' s housi ng i s i n pl ace.   Equi p t he sensor  wi t h a t est  i ndi cat or  
i f  i t  i s  an i nt egr al  sensor  s i gnal  pr ocessor  f unct i on.

2. 3. 7. 2. 10   Act i ve I nf r ar ed Sensor  ( Ext er i or )

a.   The act i ve i nf r ar ed sensor  det ect s a l i ght  beam i nt er r upt i on t hat  
l i nks t he t r ansmi t t er  and r ecei ver  caused by an i nt r uder  movi ng at  a 
speed of  l ess t han 2. 92 m per  second 7. 5 f ps t hr ough t he beam.   The 
sensor  must  t r ansmi t  an al ar m si gnal  t o t he al ar m annunci at i on syst em 
upon det ect i ng such an i nt er r upt i on.   

b.   The sensor  must  use a pul sed i nf r ar ed l i ght  sour ce.   Mul t i pl e sensor s 
must  be abl e t o oper at e wi t hi n t he same zone wi t hout  i nt er f er i ng wi t h 
each ot her .   Pr ovi de sensor s t o obt ai n t he desi gned cover age pat t er n 
wi t h adj ust abl e sensi t i v i t y wi t h cont r ol s l ocat ed wi t hi n t he sensor  
s i gnal  pr ocessor  and not  accessi bl e when t he sensor  s i gnal  pr ocessor ' s 
housi ng i s i n pl ace.

c.   The sensor  i s t o be equi pped wi t h an LED wal k t est  i ndi cat or  whi ch i s 
not  v i s i bl e dur i ng nor mal  oper at i ons.   When vi s i bl e,  t he wal k t est  
i ndi cat or  i s t o l i ght  when t he sensor  det ect s an i nt r uder .   Pr ovi de 
sensor s equi pped wi t h a manual  cont r ol ,  l ocat ed wi t hi n t he sensor ' s 
housi ng,  t o enabl e and di sabl e t he t est  i ndi cat or  or  wi t h t he t est  
i ndi cat or  l ocat ed wi t hi n t he sensor  housi ng so t hat  i t  can onl y be 
seen when t he housi ng i s open or  r emoved.

d.   The sensor  may i ncor por at e r emot e t est  i f  i t  i s  an i nt egr al  sensor  
f unct i on.

2. 3. 7. 2. 11   Vi deo Mot i on Sensor  ( Ext er i or )

Pr ovi de a v i deo mot i on sensor  t o det ect  changes i n t he v i deo si gnal  wi t hi n 
a user  def i ned det ect i on zone as descr i bed i n par agr aph VI DEO ANALYTI CS 
( VA) .   The syst em must  det ect  changes i n t he v i deo si gnal  cor r espondi ng t o 
a st andar d i nt r uder  movi ng wi t hi n t he def i ned det ect i on zone and wear i ng 
cl ot hi ng wi t h a r ef l ect i v i t y t hat  di f f er s f r om t hat  of  t he backgr ound 
scene by a f act or  of  2.   Pr ovi de si gnal  pr ocessi ng t echni ques t o el i mi nat e 
non- al ar m backgr ound mot i on i ncl udi ng l i ght  changes,  t r ees bl owi ng,  and 
bi r ds.   Pr ovi de sensor  wi t h cont r ol s and met hod needed by t he oper at or  t o 
def i ne and adj ust  t he sensor  det ect i on zone wi t hi n t he v i deo pi ct ur e.

Vi deo mot i on sensor  syst em must  oper at e usi ng [ di gi t al  camer as]  [ t her mal  
camer as]  [ or  di gi t al  and t her mal  camer as] .   The number  of  det ect i on zones,  
t he s i ze of  t he det ect i on zones,  and t he sensi t i v i t y of  t he det ect i on 
zones ar e t o be user  def i nabl e.   Pr ovi de sensor s t hat  accommodat e mul t i pl e 
v i deo i nput s and have t he capabi l i t y  of  modul ar  gr owt h.   The vi deo i nput s 
must  accept  composi t e v i deo.   The sensor  must  not  r equi r e ext er nal  sync 
f or  oper at i on.   Pr ovi de one al ar m out put  f or  each vi deo i nput .   Pr ovi de 
number  of  v i deo i nput s and al ar m out put s as r equi r ed f or  an oper abl e 
syst em.   Rack- mount  sensor  equi pment  i n a st andar d r ack as descr i bed i n 
par agr aph EQUI PMENT RACK wi t h har dwar e i ncl udes as r equi r ed t o mount  t he 
sensor  component s.

2. 3. 7. 2. 12   Radar

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *
NOTE:   Radar  shoul d be used i n conj unct i on wi t h 
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ot her  det ect i on and assessment  syst ems such as VSS,  
t o pr ovi de capabi l i t y  t o ext end t he zone of  
pr ot ect i on t o maxi mum st andof f  di st ances.   The 
desi gner  shoul d cont act  t he manuf act ur er  of  t he 
pr oduct  t o det er mi ne t hat  pr oduct ' s par t i cul ar  
capabi l i t i es dur i ng desi gn.

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *

The r adar  syst em must  pr ovi de i nt r uder  det ect i on t o [ 700]  [ _____]  m [ 2300]  
[ _____]  f eet .   Pr ovi de monost at i c t ype uni t  i n whi ch t he t r ansmi t t er  and 
r ecei ver  ar e encased wi t hi n a s i ngl e housi ng uni t  ( t r anscei ver ) .   The 
r adar  i s t o be equi pped wi t h a s i gnal  pr ocessor  t hat  i s  pr ogr ammed t o 
r ecogni ze r ef l ect ed ener gy f r om t he nor mal  envi r onment al  sur r oundi ngs and 
el i mi nat e t hose obj ect s r el at i ve t o al ar m.   Pr ovi de uni t  wi t h t he 
capabi l i t y  of  pr epr ogr ammi ng speci f i c  par amet er s,  s i ze and speed,  above 
whi ch an al ar m si gnal  i s  gener at ed.

The syst em i s t o pr ovi de al ar m i nf or mat i on t o t he ESS t o i dent i f y speci f i c  
zones of  concer n t o i ncl ude r ange and azi mut h i nf or mat i on,  as a mi ni mum.   
The i nf or mat i on must  have t he capabi l i t y  of  i nt egr at i ng wi t h [ VSS]  [ v i deo 
mot i on sensor ]  syst ems,  t o " cal l "  t he camer as t o a par t i cul ar  v i ew f or  
al ar m ver i f i cat i on.   The syst em i s t o be abl e t o r et r of i t  wi t h exi st i ng 
VSS or  ot her  det ect i on syst ems.   Af t er  r adar  syst em i nst al l at i on,  post  
war ni ng si gns i ndi cat i ng r adi at i on hazar d as r ecommended by t he 
manuf act ur er .

2. 3. 7. 3   Dur ess Al ar ms ( Hol d Up Swi t ch)

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *
NOTE:   The desi gner  wi l l  show t ype and l ocat i on of  
dur ess al ar m swi t ches.   Dur ess al ar m swi t ches must  
meet  r equi r ement s i n UL 636.

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *

UL 636.   Dur ess al ar m swi t ches must  pr ovi de t he means f or  an i ndi v i dual  t o 
cover t l y not i f y t he al ar m annunci at i on syst em t hat  a dur ess s i t uat i on 
exi st s wi t h no vi s i bl e or  audi bl e s i gnal  i n t he secur e ar ea.  

2. 3. 7. 3. 1   Har dwi r e Dur ess Al ar ms

Al ar ms must  be capabl e of  bei ng secr et l y act i vat ed by t he f oot  or  hand of  
an aver age adul t  i n bot h st andi ng and seat ed posi t i ons.   Upon act i vat i on 
t he al ar m si gnal  i s  t o l ock- i n unt i l  manual l y r eset  wi t h a key or  s i mi l ar  
devi ce and be r eadi l y i dent i f i abl e by t he ESS.

Pr ovi de sensor s t hat  ar e easy t o oper at e and conf i gur ed t o mi ni mi ze t he 
possi bi l i t y  of  acci dent al  act i vat i on.   Har dwi r e dur ess al ar ms must  be 
r at ed f or  a mi ni mum l i f et i me of  50, 000 oper at i ons.   Secur el y mount  sensor s 
i n r ugged,  cor r osi on- r esi st ant  housi ng.

2. 3. 7. 3. 2   Wi r el ess Dur ess Al ar ms

Wi r el ess dur ess al ar m swi t ches t o consi st  of  por t abl e al ar m t r ansmi t t er s 
easi l y wor n on t he body or  c l ot hi ng.   Al ar m act i vat i on i s t o be by 
hand- oper at ed swi t ch pr ot ect ed f r om acci dent al  act i vat i on,  yet  easi l y 
act i vat ed by hand when wor n at  t he wai st  on body or  c l ot hi ng whi ch 
t r ansmi t s a uni que i dent i f i cat i on code t o one or  mor e r ecei ver s l ocat ed 
wi t hi n a pr ot ect ed zone.   The r ecei ver s,  i n- t ur n,  ar e t o t r ansmi t  an al ar m 
si gnal  t o t he ESS syst em.   [ Sensor  act i vat i on i s t o be aut omat i c when 
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mount ed on a body or  c l ot hi ng and t he wear er  i s i n a hor i zont al  posi t i on 
f or  l onger  t han [ one]  [ 5]  [ 15]  [ _____]  mi nut es,  adj ust abl e.   Oper at i ons 
per sonnel  must  not  be abl e t o adj ust  t i me i nt er val  act i vat i on. ]

Pr ovi de swi t ches r at ed f or  a mi ni mum l i f et i me of  50, 000 oper at i ons and 
have a r ange of  at  l east  762 m 2500 f eet .   Wi r el ess swi t ches must  be f ul l y 
super vi sed,  wher e t he t r ansmi t t er  aut omat i cal l y t r ansmi t s ( checks i n)  t o 
t he r ecei ver  on a r egul ar  basi s t o t est  t he syst em f or  l ow bat t er y,  
t amper ,  and i nact i ve st at us.

2. 3. 7. 4   Tamper  Swi t ches

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *
NOTE:   For  Ar my pr oj ect s,  t he desi gner  shoul d 
conf i r m wi t h USACE El ect r oni c Secur i t y Syst ems 
Mandat or y Cent er  of  Exper t i se i f  t he mai nt enance 
posi t i on i s r equi r ed.   For  Ai r  For ce and NAVFAC 
pr oj ect s,  i ncl ude t he r equi r ement  f or  a mai nt enance 
posi t i on swi t ch.  

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *

a.   Cor r osi on- r esi st ant  t amper  swi t ches ar e r equi r ed f or  t he f ol l owi ng I DS 
and VSS equi pment  wi t h hi nged door s or  r emovabl e cover s t hat  cont ai n 
open ci r cui t s:

( 1)  Encl osur es

( 2)  Cabi net s

( 3)  Housi ngs

( 4)  Boxes

( 5)  Raceways

( 6)  Fi t t i ngs

( 7)  Sensor s

b.   Tamper  swi t ches ar e t o i ni t i at e an al ar m si gnal  when t he door  or  cover  
i s moved as l i t t l e as 6 mm 1/ 4 i nch f r om t he nor mal l y c l osed 
posi t i on.   Mechani cal l y mount  t amper  swi t ches t o maxi mi ze def eat  t i me 
when encl osur e cover s ar e opened or  r emoved.   One second i s t he 
mi ni mum amount  of  t i me r equi r ed t o depr ess or  def eat  t he t amper  swi t ch 
af t er  openi ng or  r emovi ng t he cover .   Encl osur e and t amper  swi t ch must  
pr event  di r ect  l i ne of  s i ght  t o i nt er nal  component s and pr event  swi t ch 
or  c i r cui t  t amper i ng.   Conceal  mount i ng har dwar e so swi t ch cannot  be 
obser ved f r om encl osur e ext er i or .  

c.   Tamper  swi t ches on door s whi ch ar e opened t o make nor mal  mai nt enance 
adj ust ment s t o t he syst em and t o ser vi ce power  suppl i es must  [ not ]  
have a mai nt enance posi t i on.   [ Pr ovi de t wo posi t i ons t amper  swi t ches. ]

2. 3. 7. 4. 1   Tamper  Swi t ch Per f or mance Requi r ement s

Tamper  swi t ches ar e t o be:

a.   I naccessi bl e unt i l  swi t ch i s act i vat ed.
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b.   Under  el ect r i cal  super vi s i on at  al l  t i mes,  i r r espect i ve of  t he 
pr ot ect i on mode i n whi ch t he ci r cui t  i s  oper at i ng.

c.   Annunci at ed t o be cl ear l y di st i ngui shabl e f r om i nt r usi on det ect i on 
al ar ms and exempt  f r om bei ng di sar med,  shunt ed,  or  s i l enced.

d.   Spr i ng- l oaded and hel d i n t he c l osed posi t i on by t he door ,  or  cover  
pr ot ect ed.

e.   Wi r ed t o br eak t he ci r cui t  when t he door  or  cover  i s di st ur bed.

f .   Wi r ed so t hat  each sensor  and devi ce i s annunci at ed [ i ndi v i dual l y]  [ by 
zone]  at  t he cent r al  r epor t i ng pr ocessor .

2. 3. 8   I nt r usi on Det ect i on Syst em Dat e and Ti me

Pr ovi de syst em dat e and t i me per  par agr aph DATE AND TI ME GENERATOR.

2. 4   ACCESS CONTROL SYSTEM ( ACS)

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *
NOTE:   The desi gner  must  ensur e t hat  t he Access 
Cont r ol  Syst em component s ar e compat i bl e wi t h Common 
Access Car ds ( CAC) .   CAC i s t he pr i nci pal  i dent i t y 
cr edent i al  of  t he Gover nment .

Obt ai n c l ear  r equi r ement s f or  separ at e and 
st and- al one ACS and separ at e and st and- al one I DS or  
a syst em t hat  i s capabl e of  bot h ACS and I DS 
capabi l i t y .

For  HSPD- 12 access cont r ol  pr oj ect s,  ensur e syst em 
ut i l i zes t he GSA FI PS 201 Eval uat i on Pr ogr am 
Appr oved Pr oduct s Li st .

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *

Pr ovi de an access cont r ol  syst em based upon a modul ar  di st r i but ed 
mi cr opr ocessor  ar chi t ect ur e compl et e wi t h access cont r ol  car ds and r eady 
f or  oper at i on.   

a.   The ACS car d cr edent i al s ar e r equi r ed t o be Common Access Car ds ( CAC) ,  
and CAC car ds ar e bei ng pr ovi ded by t he Gover nment .   [ I nt er f ace syst em 
wi t h and pr ovi de al ar m and ot her  st at us t o t he over al l  ESS. ]   [ Pr ovi de 
syst em moni t or i ng and cont r ol  f or  t he ESS. ]   Pr ovi de ACS t hat  meet s 
t he communi cat i ons r equi r ement s of  UL 1076 and UL 294 and has t he 
capabi l i t y  of  cont r ol l i ng up t o [ 4]  [ 8]  [ 16]  [ _____]  car d r eader s and 
keypads per  car d r eader  cont r ol l er ,  [ 128]  [ 256]  [ 512]  [ _____]  al ar m 
i nput s,  or  [ 128]  [ 256]  [ 512]  [ _____]  r el ay out put s or  any component s 
combi nat i on.

b.   Syst em i s t o gr ant  or  deny access or  exi t  based upon:

( 1)  Keypad i dent i f i cat i on dat a

( 2)  [ Common Access Car d ( CAC) ]  [ Per sonal  I dent i t y Ver i f i cat i on ( PI V) ]  
car d i dent i f i cat i on dat a

( 3)  Vi deo
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( 4)  Bi omet r i c r eader  i dent i f i cat i on dat a

( 5)  Smar t  car d i dent i f i cat i on dat a

( 6)  I dent i f i cat i on t echnol ogi es combi nat i on

( 7)  I nput  t hr ough t he access cont r ol  devi ces compar ed t o dat a st or ed 
wi t hi n t he syst em

( 8)  Ti me of  day,  day of  week,  and speci al  day and hol i day schedul i ng 
wi t h car d val i dat i on over r i de.

c.   Deci s i on t o gr ant  or  deny access or  exi t  i s  t o be based upon 
aut hor i zat i on f or  such dat a t o be i nput  at  a speci f i c  l ocat i on f or  t he 
cur r ent  dur at i on.   [ Access deci s i ons f or  hi gh secur i t y ar eas ar e t o be 
based upon t wo i dent i f i cat i on t echnol ogy combi nat i ons:  car d and keypad 
or  car d and bi omet r i c. ]

d.   Pr ovi de ACS t hat  suppor t s t he conf i gur at i on and si mul t aneous 
moni t or i ng of  mul t i pl e access cont r ol  devi ces when TCP/ I P 
communi cat i on i nt er f aces ar e used bet ween t he ESS and t he pr i mar y 
Access Cont r ol  Uni t  ( ACU) .   The event s of  t he ACS ar e t o be vi ewabl e 
as separ at e or  as a combi ned l i s t  of  al l  ESS event s.   Pr ovi de over al l  
cont r ol  of  t he ACS,  al ar m moni t or i ng,  and phot o i dent i f i cat i on t hr ough 
sof t war e cont r ol  of  t he ESS.

e.   Access cont r ol ,  phot o i magi ng,  and pr ogr ammi ng dat a must  r esi de on a 
s i ngl e dat abase and i nst ant l y accessi bl e t o ever y net wor ked PC 
wor kst at i on connect ed t o t he ESS.

f .   Pr ovi de bot h super vi sed and non- super vi sed al ar m poi nt  moni t or i ng.

g.   Pr ovi de t he capabi l i t y  t o ar m or  di sar m al ar m poi nt s bot h manual l y and 
aut omat i cal l y by t i me of  day,  day of  week or  by oper at or  command and 
t he capabi l i t y  t o di sar m al ar m poi nt s based on a val i d access event .  

[ h.   When used f or  el evat or  cont r ol ,  t he ACS i s t o gr ant  access t o el evat or  
f l oor s based on a val i d cr edent i al ,  or  by schedul e. ]

i .   Pr ovi de pr ogr ammabl e ' del ay'  set t i ng f or  al l  al ar m poi nt s.   The al ar m 
poi nt s ar e not  t o r epor t  an ENTRY t ype al ar m unt i l  t he del ay set t i ng 
has expi r ed and not  r epor t  a dwel l  t ype al ar m condi t i on unt i l  t he 
al ar m has been act i ve f or  t he f ul l  del ay per i od.

j .   Pr ovi de t he capabi l i t y  t o pl ace ACU( s)  i n an of f - l i ne mode.   I n t he 
of f - l i ne mode,  t he ACU( s)  must  r et ai n a hi st or i cal  summar y of  al l  ACU 
act i v i t y t r ansact i ons,  up t o t he maxi mum capaci t y of  t he ACU memor y 
buf f er .   Pr ovi de t he abi l i t y  f or  manual  oper at or  cont r ol  of  syst em 
out put  r el ays wi t h t he manual  f unct i ons t o ener gi ze,  de- ener gi ze,  
enabl e or  di sabl e.   

[ k.   Pr ovi de t he abi l i t y  t o di spl ay a st or ed ' v i deo i mage'  of  t he 
car dhol der  based on car d act i v i t y and swi t ch r eal - t i me VSS camer a t o 
t he car d r eader  l ocat i on f or  speci f i c  car d usage.   The car d r eader  
must  not  act i vat e t he door  l ock unt i l  posi t i ve oper at or  acknowl edgment  
f r om t he SCC. ]
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[ 2. 4. 1   ACS Badgi ng Requi r ement s

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *
NOTE:   The desi gner  must  show j ust i f i cat i on f or  
i ncl udi ng badgi ng.   CAC car ds wi l l  be pr ovi ded 
of f s i t e and ar e not  par t  of  t hi s cont r act .

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *

I ncl ude f ul l y i nt egr at ed badgi ng capabi l i t i es,  i ncl udi ng i mage capt ur e,  
i mage edi t i ng,  badge desi gn,  and badge pr i nt i ng.   Al l ow f or  each 
car dhol der  t o be assi gned t o bot h a badge desi gn f or mat t ed f or  badge 
pr i nt i ng and a dossi er  desi gn f or mat t ed f or  st andar d paper  pr i nt i ng.   The 
syst em must  per mi t  t he st or age of  f our  di f f er ent  i mages:

a.   Mai n phot ogr aph

b.   Al t er nat e phot ogr aph

c.   Si gnat ur e

d.   Fi nger pr i nt

Pr ovi de f or  i nt er f aci ng wi t h ext er nal  badge pr ogr ams,  i n whi ch st or ed 
phot o i mages ar e di spl ayed i n a car dhol der  i nf or mat i on wi ndow,  but  ot her  
badge f eat ur es ar e suppor t ed by t he ext er nal  pr ogr am.   I ncl ude one or  mor e 
net wor ked PC wor kst at i ons wi t h t he phot o i magi ng component s at  whi ch al l  
t he r equi r ed i mage capt ur e equi pment  has been i nst al l ed.

] 2. 4. 2   ACS Pr ogr ammi ng

Pr ovi de sof t war e capabl e of ,  but  not  l i mi t ed t o,  t he f ol l owi ng pr ogr ammi ng:

2. 4. 2. 1   Ti me Schedul es

Pr ovi de up t o [ 256]  [ _____]  user - def i nabl e t i me schedul es.   These t i me 
schedul es ar e t o det er mi ne t he day( s)  and t i mes t hat  access wi l l  be 
gr ant ed,  or  a schedul ed event  i s t o occur .   Any and al l  of  t he t i me 
schedul es ar e t o be avai l abl e f or  def i ni ng access pr i v i l eges and schedul ed 
event s.   Pr ovi de ALWAYS and NEVER schedul es t hat  cannot  be al t er ed or  
r emoved f r om t he syst em.   Each user - def i ned t i me schedul e must  have t he 
opt i on of  r eact i ng or  not  r eact i ng t o user - def i ned speci al  days,  wi t h t he 
abi l i t y  t o r eact  uni quel y t o each t ype of  speci al  day.

2. 4. 2. 2   Speci al  Days

Pr ovi de an unl i mi t ed number  of  user  def i nabl e speci al  days t o be used f or  
conf i gur i ng except i ons t o t he nor mal  oper at i ng r ul es,  t ypi cal l y f or  
speci f y i ng hol i day oper at i ng r ul es.   Al l ow f or  each speci al  day t o be 
assi gned t o a user - def i ned t ype.

2. 4. 2. 3   ACU Dayl i ght  Savi ngs Ti me Adj ust ment

Pr ovi de a sof t war e- conf i gur abl e,  user  def i ned adj ust ment  f or  Dayl i ght  
Savi ngs Ti me.   The ACU must  not  need t o be connect ed t o a PC wor kst at i on 
f or  t he adj ust ment  t o occur .

2. 4. 2. 4   Schedul ed Event s

Any access- cont r ol l ed r eader  i s t o be capabl e of  schedul ed unl ock per i ods 
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t o al l ow f or  car d- f r ee access.   The access- cont r ol l ed r eader  i s t o al so be 
capabl e of  r equi r i ng one val i d access event  bef or e begi nni ng a schedul ed 
unl ock per i od.

Any access cont r ol  poi nt  i s  t o be capabl e of  r equi r i ng a val i d car d as 
wel l  as a PI N code vi a keypad on a schedul ed basi s f or  hi gh secur i t y 
ar eas.   The use of  PI N vi a keypad f unct i ons must  not  r educe t he number  of  
car d r eader s or  al ar m poi nt s avai l abl e i n t he ACU( s) .   Any desi gnat ed 
al ar m i nput  must  be abl e t o be schedul ed [ Ar med and Di sar med]  [ Secur ed and 
Accessed] .   Any r el ay out put  must  be capabl e of  schedul ed ON and OFF 
per i ods t o al l ow f or  aut omat i c i nput  and out put  syst em cont r ol .

2. 4. 2. 5   Maxi mum User  Capabi l i t y

Up t o [ 64, 000]  [ _____]  i ndi v i dual  user s may be gi ven access car ds or  codes 
and have t hei r  access cont r ol l ed and r ecor ded.

2. 4. 2. 6   Access Gr oups

Each syst em user  must  be assi gnabl e t o a maxi mum of  [ 4]  [ _____]  of  [ 256]  
[ _____]  possi bl e access gr oups.   An access gr oup i s def i ned as one or  mor e 
peopl e who ar e al l owed access t o t he same ar eas at  t he same days and t i me 
per i ods.

2. 4. 2. 7   Act i ve and Expi r e Dat es

Any car d or  user  may be conf i gur ed wi t h act i vat i on and expi r at i on dat es.   
The car d can be assi gned t o any val i d access gr oup and wi l l  be act i vat ed 
and expi r ed accor di ng t o t he speci f i ed dat es.

2. 4. 2. 8   Maxi mum Use Set t i ngs

Any car d or  user  may be conf i gur ed wi t h maxi mum number  of  uses f or  t hat  
car d.   The car d can be assi gned t o any val i d access gr oup and wi l l  be 
expi r ed accor di ng t o t he speci f i ed number  of  car d uses.

2. 4. 2. 9   Door  Out put s

Pr ovi de each access cont r ol  r eader  wi t h [ one]  [ t wo]  [ _____]  dedi cat ed 
r el ay out put s.   Bot h r el ays ar e t o pr ovi de Nor mal l y Open and Nor mal l y 
Cl osed cont act s.   Use t he f i r st  r el ay f or  el ect r i c l ock cont r ol  whi l e t he 
second i s sof t war e conf i gur abl e t o act i vat e f or  door  f or ced open,  door  
l ef t  open t oo l ong,  dur ess,  passback vi ol at i ons,  i nval i d access at t empt s 
and val i d unl ock condi t i ons.   Al l ow f or  bot h r el ays t o be separ at el y 
pr ogr ammabl e f or  ener gi ze t i mes f r om [ 1]  [ _____]  second t o [ 10]  [ _____]  
mi nut es.   The second r el ay must  al l ow a del ay t i me t o be speci f i ed,  
causi ng i t s act i vat i on t o be del ayed af t er  an act i vat i ng condi t i on occur s.

[ 2. 4. 2. 10   Ant i - Passback

Pr ovi de gl obal  ant i - passback capabi l i t y .   Any door  on t he syst em can be 
l i nked t o one of  [ 256]  [ _____]  user  def i ned passback ar eas or  t wo [ 2]  
[ _____]  pr e- def i ned ar eas.   Each door  may be set  up t o aut omat i cal l y 
f or gi ve passback ent r i es at  one of  t he f ol l owi ng i nt er val s:

( 1)  Never

( 2)  Mi dni ght
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( 3)  Ever y 12 hour s ( Mi dni ght  and Noon)

( 4)  Ever y 6 hour s

( 5)  Ever y 2 hour s

( 6)  Each hour

( 7)  Ever y 30 mi nut es

Each door  can be conf i gur ed t o deny or  gr ant  access f or  passback 
vi ol at i ons and i ndi v i dual  user s can be exempt  t o t he passback r ul es.   The 
ant i - passback f eat ur es must  be a gl obal  f unct i on and oper at e compl et el y 
i ndependent  of  t he ACS sof t war e,  except  conf i gur i ng t he passback r ul es.   
Addi t i onal l y,  t he oper at or  i s t o have t he abi l i t y  t o manual l y f or gi ve an 
i ndi v i dual  user  or  al l  user s by command f r om t he ACS.

] [ 2. 4. 2. 11   Two Per son Rul e

Any access cont r ol  r eader  on t he syst em i s t o have t he abi l i t y  v i a 
sof t war e pr ogr ammi ng t o r equi r e t wo val i d car ds f or  access.   Any access 
cont r ol  r eader  on t he syst em t hat  i ncl udes a keypad i s t o al so have t he 
abi l i t y  t o r equi r e a val i d PI N number  associ at ed wi t h each of  t he t wo 
val i d car ds.

] 2. 4. 2. 12   User  Li st  or  Who' s I n ( Must er  Repor t s)

Pr ovi de t he capabi l i t y  t o gener at e dynami c l i s t s of  user s i n cer t ai n 
access- cont r ol l ed ar eas,  based ei t her  upon sel ect ed user s or  sel ect ed 
ar eas.   The l i s t s must  have t he opt i on of  aut omat i cal l y r ef r eshi ng af t er  a 
user - sel ect ed i nt er val  of  t i me.

2. 4. 2. 13   Cr i s i s Mode

Pr ovi de suppor t  f or  a " cr i s i s mode" ,  i n whi ch user - sel ect ed al ar m poi nt  
act i vat i ons cause changes t o user  access pr i v i l eges.   The changes t o user  
access pr i v i l eges must  be conf i gur abl e t o r est r i ct  nor mal  access t o no 
access or  l i mi t ed access.

2. 4. 2. 14   Door  Gr oups

Al l ow up t o [ 256]  [ _____]  door  gr oups t o be conf i gur ed.   Door s bel ongi ng 
t o t he same gr oup ar e capabl e of  bei ng l ocked,  unl ocked,  di sabl ed,  and 
enabl ed on command f r om t he ACS.

2. 4. 2. 15   Door  I nt er l ocki ng

Al l ow a gr oup of  door s t o be sof t war e conf i gur ed so t hat  i f  any door  i n 
t he gr oup i s unsecur e,  al l  ot her  door s ar e aut omat i cal l y di sabl ed.   Thi s 
f eat ur e i s al so known as a " mant r ap"  conf i gur at i on.   The i nt er l ocki ng 
f eat ur es must  not  r equi r e t he ACS t o be on- l i ne f or  pr oper  oper at i on.

2. 4. 2. 16   PI N Requi r ed

Pr ovi de suppor t  f or  t he r equi r ed use of  a keypad code,  i n addi t i on t o a 
val i d cr edent i al  dur i ng user - sel ect ed schedul es.
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2. 4. 2. 17   Remot e Door  Cont r ol

Pr ovi de t he ESS oper at or  t he capabi l i t y  of  manual l y cont r ol l i ng any access 
poi nt  by i ssui ng a s i mpl e command f r om t he ACS.   Pr ovi de t he oper at or  t he 
abi l i t y  t o l ock,  unl ock,  enabl e,  and di sabl e any door  or  Door  Gr oup i n 
t hi s manner .   Thi s act i v i t y i s t o cause an ent r y t o be l ogged di spl ayi ng 
t he door  name,  number  and t i me t hat  i t  was per f or med.

2. 4. 2. 18   Key Cont r ol

When i nt er f aced wi t h an appr oved key- cont r ol  syst em,  t he syst em i s t o 
al l ow user s t o deny access t o cer t ai n door s f or  any user s who have keys i n 
t hei r  possessi on.

[ 2. 4. 2. 19   Guar d Tour

Pr ovi de suppor t  f or  user - def i ned guar d t our s conf i gur abl e i n a set  pat t er n 
of  t our  poi nt s or  f ol l owi ng a mode i n whi ch al l  t our  poi nt s can be vi s i t ed 
i n any or der  wi t hi n an al l ot t ed t i me.   Al l ow f or  a t our  t o be st ar t ed by 
ACS command,  by use of  a sel ect ed car d at  a sel ect ed r eader ,  or  by use of  
a sel ect ed keypad code at  a sel ect ed keypad.   Det ect  guar d l at e- t o- poi nt ,  
poi nt  mi ssed,  and poi nt  out - of - sequence event s.   Gener at e a r epor t  at  t our  
compl et i on.

] 2. 4. 2. 20   Reader  Di sabl e

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *
NOTE:   I f  i t  i s  a pr oj ect  r equi r ement ,  pr ovi de 
camer a cover age of  t he car d r eader s.  

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *

Pr ovi de suppor t  f or  di sabl i ng r eader s i n r eact i on t o a user - sel ect ed 
number  of  i nval i d access at t empt s.   [ Locat e a camer a t o v i ew t he car d 
r eader  and i nt er f ace t o r ecor d t he event s of  i nval i d access at t empt s. ]

2. 4. 2. 21   Di sabl e Event  Messages

Al l ow user s t o di sabl e user - sel ect ed event  messages ( Door  For ced Open,  
Door  Open Too Long,  Door  Cl osed,  Request  t o Exi t )  f or  user - sel ect ed 
door s.   Al l ow user s t o di sabl e cer t ai n messages ( Door  For ced Open,  Door  
Open Too Long)  accor di ng t o a user - sel ect ed schedul e.

2. 4. 2. 22   I nput  and Out put  Gr oups

Al l ow f or  up t o [ 256]  [ _____]  user - def i ned ( i nput  and out put )  gr oups t o be 
def i ned.   Each I nput  devi ce i s t o be abl e t o be l i nked t o t hese gr oups f or  
ar mi ng,  di sar mi ng,  shunt i ng and unshunt ed as wel l  as out put  cont r ol .

2. 4. 2. 23   Del ays

Each al ar m devi ce must  al l ow a del ay t o be speci f i ed whi ch i s ei t her  an 
ent r y t ype or  a dwel l  t ype.   An ent r y- t ype del ay i s t o pr event  t he i nput  
f r om i ssui ng an al ar m event  unt i l  t he del ay el apses.   I f  unar med dur i ng 
t he del ay per i od,  t he al ar m i s t o be i gnor ed.   A dwel l - t ype del ay r equi r es 
t he i nput  t o r emai n i n t he al ar m st at e f or  t he f ul l  del ay dur at i on bef or e 
i ssui ng an al ar m.
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[ 2. 4. 2. 24   Remot e I nput  Cont r ol

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *
NOTE:   Remot e access i s not  al l owed f or  cer t ai n 
secur i t y l ocat i ons such as SCI F and SAPF ar eas.

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *

[ Pr ovi de t he oper at or  t he capabi l i t y  of  manual l y cont r ol l i ng any al ar m,  
i nput  poi nt ,  al ar m par t i t i on or  gr oup by i ssui ng a s i mpl e command f r om t he 
SCC on t he ACS al l owi ng t he abi l i t y  t o shunt ,  unshunt ,  di sabl e and r est or e 
any i nput  i n t hi s manner .   Thi s act i v i t y must  cause an ent r y t o be l ogged 
di spl ayi ng t he i nput  name and t i me t hat  i t  was per f or med.   The ar m and 
di sar m,  shunt  and unshunt  any al ar m par t i t i on or  gr oup f r om t he SCC must  
not  be per mi ssi bl e i n I CS 705- 1 appl i cat i ons. ]   [ The oper at or  cannot  have 
t he capabi l i t y  t o shunt  or  di sabl e a t amper  al ar m. ]

] 2. 4. 2. 25   Out put  Conf i gur at i on

Al l ow each out put  r el ay t o be sof t war e conf i gur abl e as:

( 1)  Fol l ows

( 2)  Lat ch

( 3)  Ti meout

( 4)  Schedul ed

( 5)  Ti meout  Re- t r i gger abl e

( 6)  Li mi t

( 7)  Count er

Al l ow f or  a t i me schedul e t o aut omat i cal l y cont r ol  t he act i vat i on and 
de- act i vat i on of  t he Schedul ed t ype wi t h al l  ot her  t ypes conf i gur ed t o 
act i vat e based on i nput  and out put  gr oup condi t i ons.   Addi t i onal l y,  a t i me 
schedul e must  be speci f i ed t o conf i gur e when t he out put  i s t o act i vel y 
moni t or  t he i nput  and out put  gr oups.

2. 4. 2. 26   Remot e Out put  Cont r ol

Pr ovi de t he oper at or  t he capabi l i t y  of  manual l y cont r ol l i ng any out put  
poi nt  by i ssui ng a s i mpl e command f r om t he SCC.   Based upon t he out put  
t ype,  pr ovi de t he ESS oper at or  t he abi l i t y  t o ENABLE,  DI SABLE,  t ur n ON and 
t ur n OFF any out put  i n t hi s manner .   A FOLLOWS t ype out put  must  not  be 
capabl e of  bei ng t ur ned OFF or  ON.   Log an ent r y when t hi s act i v i t y i s 
per f or med di spl ayi ng t he out put  name and t i me per f or med.   Manual  cont r ol  
of  out put s ar e not  per mi ssi bl e i n I CS 705- 1 appl i cat i ons.

2. 4. 2. 27   Remot e Reset  Command

Pr ovi de t he capabi l i t y  f or  any ACU t o r eset  manual l y or  by command i ssued 
f r om t he ACS wi t h t he opt i on of  s i mul at i ng t he ACU r eset  set t i ngs or  
f or c i ng a r eset  t ype as speci f i ed by t he user .   The r emot e r eset  command 
i s not  t o cause t he ACU t o degr ade i t s l evel  of  pr ot ect i on t o any access 
poi nt s def i ned.
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2. 4. 2. 28   Ti me Zone

Al l ow t he user  t o sel ect  t he t i me zone i n whi ch t he ACU i s l ocat ed,  so 
t hat  event  t i mes di spl ayed f or  t hat  ACU wi l l  mat ch t he l ocal  t i me wher e 
t he ACU i s l ocat ed.

2. 4. 2. 29   User - Sel ect ed LED Behavi or

Al l ow t he user  t o sel ect  di f f er ent  behavi or s f or  t he LEDs of  each 
access- cont r ol l ed r eader .

2. 4. 2. 30   Tr aced Car ds

Pr ovi de t he capabi l i t y  of  sel ect i ng any number  of  car dhol der s f or  t he 
pur pose of  l i mi t i ng r epor t s t o onl y t r aced user s di spl ayi ng al l  t r aced 
car dhol der  event s i n a user - sel ect ed al t er nat e col or .

[ 2. 4. 2. 31   Badge Pr i nt  Tr acki ng

Suppor t  set t i ng a pr i nt  l i mi t  f or  any badge.   The sof t war e wi l l  t r ack t he 
number  of  t i mes any badge has been pr i nt ed,  as wel l  as di spl ay t he dat e 
and t i me of  t he most  r ecent  pr i nt i ng.

] 2. 4. 3   Er r or  and Thr oughput  Rat es

Rat es must  be por t al  t o por t al  per f or mance aver ages obt ai ned when 
pr ocessi ng i ndi v i dual s one at  a t i me.   Feat ur es ar e not  t o r educe 
capabi l i t y  t o meet  t hr oughput  r equi r ement s when ser i al  ver i f i cat i on 
t echni ques or  mul t i pl e at t empt s ar e r equi r ed t o sat i sf y er r or  per f or mance 
r equi r ement s.

A Type I  er r or  deni es access t o an aut hor i zed enr ol l ed i ndi v i dual .   A Type 
I I  er r or  gr ant s access t o an unaut hor i zed i ndi v i dual .   Subsyst em Type I  
and Type I I  er r or  r at es must  bot h be l ess t han [ 0. 1]  [ _____]  per cent .   At  
t he er r or  r at es,  subsyst em access t hr oughput  r at e must  be mi ni mum of  [ 12]  
[ _____]  i ndi v i dual s per  mi nut e t hr ough one car d r eader  and keypad access 
cont r ol  devi ce.

2. 4. 4   Access Cont r ol  Syst em Cent r al  Pr ocessi ng

a.   Pr ovi de ser i al  management  and cont r ol  of  syst em pr ocessi ng.   Pr ovi de a 
mi cr opr ocessor  cont r ol  devi ce abl e t o moni t or  and cont r ol  uni t s and up 
t o [ 32]  [ _____]  car d r eader  and keypad access cont r ol  devi ces.   
Cent r al  pr ocessor  must  i nt er r ogat e and r ecei ve r esponses f r om each ACU 
wi t hi n 100 mi l l i seconds.   Fai l ur e t o r espond t o an i nt er r ogat i on i s t o 
cause an al ar m.   

b.   Pr ovi de t he cent r al  pr ocessor  wi t h a [ Et her net ]  [ USB]  [ _____]  
i nt er f ace por t  t o communi cat e wi t h t he pr i nt er .   Pr ovi de an oper at or  
i nt er f ace t o cont r ol  syst em oper at i ng f unct i ons.   Pr ovi de t he cent r al  
pr ocessor  wi t h a f aci l i t y- t ai l or abl e dat a base f or  a mi ni mum of  [ 1000]  
[ _____]  car dhol der s wi t h by- name al phanumer i c pr i nt out ,  and f or  
aut omat ed [ subsyst em]  [ I DS]  moni t or i ng,  management ,  and cont r ol  
f unct i ons.   

c.   Pr ovi de enr ol l ment  equi pment  as r equi r ed i n par agr aph ENROLLMENT 
CENTER EQUI PMENT.   

d.   Pr ovi de syst em conf i gur at i on cont r ol s and el ect r oni c di agnost i c ai ds 
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f or  subsyst em set up and t r oubl eshoot i ng wi t h t he cent r al  pr ocessor .   
Component s ar e not  t o be accessi bl e t o oper at i ons per sonnel  and must  
be t amper  al ar med.

2. 4. 5   Access Cont r ol  Uni t ( ACU)

Pr ovi de mi cr o- pr ocessor  based ACU wi t h al l  access and i nput  and out put  
deci s i ons t o be made by t he i ndi v i dual  ACU( s) .   Pr ovi de modul ar  sol ut i on 
whi ch wi l l  al l ow f or  pr esent  secur i t y r equi r ement s and t he capabi l i t y  t o 
expand.   Conf i gur e al l  f i el d ACU panel s t o i nt er communi cat e v i a 
[ RS- 422/ 485]  or  [ RS- 232 har dwi r ed]  or  [ TCP/ I P] .   Equi p al l  f i el d ACU( s)  
wi t h a t amper  cont act .  

Desi gnat e one ACU as " Pr i mar y" ,  r esponsi bl e f or  al l  ACS- t o- ACU 
communi cat i ons.   Al l  ot her  ACU( s)  up t o a maxi mum of  [ 16]  [ 32]  [ 64]  [ 256]  
[ _____]  ar e t o be desi gnat ed as " Secondar y"  and communi cat e wi t h t he 
" Pr i mar y"  v i a an [ RS- 422/ 485 har dwi r e] ,  [ TCP/ I P net wor k]  or  [ f i ber - opt i c 
conf i gur at i on] .   Pr ovi de ACU capabl e of ,  but  not  l i mi t ed t o,  t he f ol l owi ng:

a.   Bui l t - i n sur ge suppr essi on ci r cui t r y on pl ug- i n modul ar  c i r cui t  boar ds 
wi t h sur ge suppr essi on,  conf i gur ed as an i nt egr al  component  of  t he 
syst em and sel f - sacr i f i c i ng i n t he event  of  ext r eme sur ges or  spi kes.

b.   Capabl e of  suppor t i ng at  l east  [ 2]  [ _____]  por t s and be expandabl e i n 
i ncr ement s of  t wo por t s up t o a maxi mum of  [ 4]  [ 8]  [ 16]  [ _____]  por t s 
per  ACU.

c.   Each por t  conf i gur ed by ACS t o suppor t  any one of  t he f ol l owi ng 
per i pher al  devi ces:  

( 1)  Car d r eader

( 2)  Al ar m Moni t or i ng Modul e

( 3)  Out put  Rel ay Modul e

( 4)  El evat or  Reader

( 5)  El evat or  Out put  Modul e

Any devi ce combi nat i on can be suppor t ed on each ACU,  up t o a t ot al  of  
[ 2]  [ 4]  [ 8]  [ 16]  [ _____]  devi ces per  ACU.

d.   Capabi l i t y  of  suppor t i ng mul t i pl e car d r eader  t echnol ogi es 
s i mul t aneousl y,  i ncl udi ng:  

( 1)  Keypad

( 2)  Car d and Keypad

( 3)  [ CAC]  [ PI V]  compat i bl e

( 4)  Bi omet r i cs

Thi s capabi l i t y  must  be an i nt egr al  par t  of  t he ACU and wi l l  not  
r equi r e speci al  ext er nal  equi pment .   See NI ST SP 800- 116.

e.   Bui l t - i n bat t er y back- up of  pr ogr ammed i nf or mat i on sust ai nabl e f or  a 
per i od of  at  l east  90 days.
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f .   Power ed by a [ 12]  [ 24]  [ ____]  VDC power  sour ce r at ed at  a mi ni mum of  
[ 2]  [ _____]  amper es wi t h a bat t er y back- up f or  compl et e syst em 
oper at i on i n t he event  of  power  f ai l ur e.   Pr ovi de bat t er y backup f or  
al l  ACU( s)  t o suf f i c i ent l y power  t he ACU f or  [ 8]  [ _____]  hour s 
cont i nuous ser vi ce.

g.   El ect r i c st r i kes,  ot her  l ocki ng devi ces and anci l l ar y per i pher al s on a 
separ at e power  suppl y wi t h bat t er y back- up f or  cont i nued oper at i on i n 
t he event  of  power  f ai l ur e as speci f i ed i n par agr aph BACKUP POWER.

h.   A mi ni mum of  a [ 10, 300]  [ _____]  event  l og buf f er  per  ACU t o r ecor d and 
hol d access and al ar m act i v i t y i nf or mat i on unt i l  t he ACS i s connect ed 
and r ecei ves t he i nf or mat i on.   Pr ovi de a sof t war e- conf i gur abl e war ni ng 
l og buf f er  f i l l i ng not i f i cat i on f or  ACU( s)  conf i gur ed wi t h net wor k 
swi t ch capabi l i t i es.

2. 4. 6   Access Cont r ol  Devi ces

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *
NOTE:   The Common Access Cr edent i al  ( CAC)  car ds ar e 
onl y suppl i ed by t he Gover nment  and must  meet  t he 
r equi r ement s i n UFC 4- 021- 02.   Pr ovi de a car d r eader  
wi t h an i nt egr at ed keypad f or  por t al s wher e t he 
added secur i t y of  cr edent i al  pl us code access i s 
r equi r ed.

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *
NOTE:  Thi s par agr aph may be r emoved by t he desi gner  
i f  encr ypt i on i s not  r equi r ed by t he pr oj ect .

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *

UL 294.   The car d,  car d r eader ,  and panel s must  meet  encr ypt i on 
r equi r ement s t hat  ar e speci f i ed i n par agr aph DATA ENCRYPTI ON.   Devi ces ar e 
t o be t amper  al ar med,  t amper  and vandal  r esi st ant ,  and sol i d st at e,  
cont ai ni ng no el ect r oni cs whi ch coul d compr omi se t he access cont r ol  
subsyst em shoul d t he subsyst em be at t acked.

2. 4. 6. 1   Car d Reader s

Pr ovi de [ sur f ace] ,  [ semi  f l ush] ,  [ pedest al ] ,  or  [ weat her pr oof  mount abl e]  
car d r eader s as i ndi cat ed f or  each i ndi v i dual  l ocat i on.   Pr ovi de 
cont act l ess [ cont act l ess w/ keypad]  [ cont act / cont act l ess w/ keypad]  
[ cont act / cont act l ess w/ keypad and f i nger pr i nt ]  t ype car d r eader s capabl e 
of  r eadi ng [ Keypad]  [ [ CAC]  [ PI V]  and Keypad]  [ [ CAC]  [ PI V]  car ds]  
[ Bi omet r i c]  t ype of  access cont r ol  car ds.

Keypads must  cont ai n an al phanumer i c and speci al  symbol s keyboar d wi t h 
symbol s [ ar r anged i n ascendi ng ASCI I  code or di nal  sequence]  [ scr ambl e 
t ype] .   Pr ovi de keypad [ as a st and- al one devi ce]  [ or ]  [ i nt egr at ed i nt o t he 
car d r eader ] .

2. 4. 6. 1. 1   Cont act  Car d Reader s

Pr ovi de cont act  car d r eader s t hat  can r ead cr edent i al  [ PI V]  [ CAC]  car ds 
whose char act er i st i cs of  s i ze and t echnol ogy meet  t hose def i ned by 
ANSI  I SO/ I EC 7816 and meet  NDAA Compl i ance and NI ST FI PS 201- 2 Appr oval  
Let t er  f or  ACS Pr oduct s.
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Pr ovi de r eader s wi t h " f l ash"  downl oad capabi l i t y  t o accommodat e car d 
f or mat  changes and t he capabi l i t y  of  r eadi ng t he car d dat a and 
t r ansmi t t i ng t he dat a,  or  a por t i on t her eof ,  t o t he ESS cont r ol  panel .

2. 4. 6. 1. 2   Cont act l ess Car d Reader s

Pr ovi de cont act l ess car d r eader s t hat  can r ead cr edent i al  [ PI V]  [ CAC]  
car ds whose char act er i st i cs of  s i ze and t echnol ogy meet  t hose def i ned by 
ANSI  I SO/ I EC 7816 i n c l ose pr oxi mi t y t o t he car d r eader  and meet  NDAA 
Compl i ance and NI ST FI PS 201- 2 Appr oval  Let t er  f or  ACS Pr oduct s.

Pr ovi de r eader s wi t h " f l ash"  downl oad capabi l i t y  t o accommodat e car d 
f or mat  changes and t he capabi l i t y  of  r eadi ng t he car d dat a and 
t r ansmi t t i ng t he dat a,  or  a por t i on t her eof ,  t o t he ESS cont r ol  panel .

2. 4. 6. 1. 3   Car d Reader s Wi t h I nt egr al  Keypad and Bi omet r i c Reader

Equi p cont act  and cont act l ess car d r eader s wi t h i nt egr al  keypads and 
bi omet r i c r eader s as speci f i ed i n par agr aph KEYPADS and as i n FI NGERPRI NT 
ANALYSI S SCANNER.

2. 4. 6. 1. 4   Car d Reader s wi t h I nt egr al  Keypad

Equi p cont act  and cont act l ess car d r eader s wi t h i nt egr al  keypads as 
speci f i ed i n par agr aph KEYPADS.

2. 4. 6. 1. 5   Car d Reader  Di spl ay

Pr ovi de car d r eader s wi t h an LED or  ot her  v i sual  i ndi cat or  di spl ay whi ch 
i ndi cat e power  ON and OFF and whet her  user  passage r equest s have been 
accept ed or  r ej ect ed.

2. 4. 6. 1. 6   Car d Reader  Response Ti me

The car d r eader  i s t o r espond t o passage r equest s by gener at i ng a s i gnal  
t o t he l ocal  pr ocessor .

2. 4. 6. 1. 7   Car d Reader  Power

Power  t he car d r eader  f r om t he sour ce as shown on t he dr awi ngs.   The car d 
r eader  must  not  di ssi pat e mor e t han 5 Wat t s.

2. 4. 6. 1. 8   Car d Reader  Mount i ng Met hod

Pr ovi de car d r eader s sui t abl e f or  [ sur f ace] ,  [ semi - f l ush] ,  [ pedest al ] ,  or  
[ weat her pr oof ]  mount i ng as r equi r ed.

2. 4. 6. 2   Keypads

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *
NOTE:   The desi gner  wi l l  speci f y t he t ype of  keypad 
needed f or  t he s i t e.   The scr ambl ed keypad shoul d be 
speci f i ed f or  ver y hi gh secur i t y needs.   I f  a 
scr ambl ed keypad i s speci f i ed,  t he desi gner  wi l l  
speci f y t he r educed vi ewi ng angl e f eat ur e.   The 
desi gner  wi l l  speci f y whet her  v i sual  and audi bl e 
pr ompt s ar e needed.

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *
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Ent r y cont r ol  keypads ar e t o use uni que al phanumer i c and ot her  symbol  
combi nat i ons as an i dent i f i er .   Keypads must  cont ai n an i nt egr al  
al phanumer i c and speci al  symbol s keyboar d wi t h symbol s ar r anged i n 
[ ascendi ng ASCI I  code or di nal  sequence]  [ r andom scr ambl ed or der ] .   
Communi cat i ons pr ot ocol  i s  t o be compat i bl e wi t h t he l ocal  pr ocessor .

2. 4. 6. 2. 1   Keypad Di spl ay

Keypads ar e t o i ncl ude an LED or  ot her  t ype of  v i sual  i ndi cat or  di spl ay 
and pr ovi de [ v i sual ]  [ v i sual  and audi bl e]  st at us i ndi cat i ons i ndi cat i ng 
power  ON and OFF and whet her  user  passage r equest s have been accept ed or  
r ej ect ed.

The maxi mum hor i zont al  and ver t i cal  v i ewi ng angl es ar e t o be l i mi t ed by 
t he keypad di spl ay or  encl osur e.   The maxi mum hor i zont al  v i ewi ng angl e 
must  be no mor e t han pl us and mi nus 5 degr ees of f  a ver t i cal  pl ane 
per pendi cul ar  t o t he pl ane of  t he f ace of  t he keypad di spl ay.   The maxi mum 
ver t i cal  v i ewi ng angl e must  be no mor e t han pl us and mi nus 15 degr ees of f  
a hor i zont al  pl ane per pendi cul ar  t o t he pl ane of  t he f ace of  t he keypad 
di spl ay.

2. 4. 6. 2. 2   Keypad Response Ti me

The keypad i s t o r espond t o passage r equest s by gener at i ng a s i gnal  t o t he 
l ocal  pr ocessor .

2. 4. 6. 2. 3   Keypad Power

Power  t he keypad f r om t he sour ce as shown on t he dr awi ngs.   The keypad 
must  not  di ssi pat e mor e t han 5 Wat t s.

2. 4. 6. 2. 4   Keypad Mount i ng Met hod

Pr ovi de keypads sui t abl e f or  [ sur f ace] ,  [ semi - f l ush] ,  [ pedest al ] ,  or  
[ weat her pr oof ]  mount i ng as r equi r ed.

2. 4. 6. 2. 5   Keypad Dur ess Codes

Pr ovi de a means f or  user s t o i ndi cat e a dur ess s i t uat i on by ent er i ng a 
speci al  code i nt o t he keypad.

2. 4. 6. 3   Access Cont r ol  Car ds

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *
NOTE:   Det er mi ne t he f or mat ,  l ogo,  and wor di ng f or
t he car ds f r om t he usi ng act i v i t y bef or e f i nal  
desi gn.   A uni que f aci l i t y  code may onl y be 
avai l abl e wi t h t he pur chase of  5000 car ds or  mor e.  
CAC car ds wi l l  be pr ovi ded by t he Gover nment .

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *

Pr ovi de car ds wi t h t he capabi l i t y  of  modi f i cat i on and l ami nat i on dur i ng 
enr ol l ment  pr ocess wi t hout  r eadabi l i t y  r educt i on f or  use as a pi ct ur e and 
i dent i f i cat i on badge.   Car ds must  cont ai n bi nar y coded dat a ar r anged i n a 
scr ambl ed pat t er n as a uni que i dent i f i cat i on code st or ed on or  wi t hi n t he 
car d and of  t he t ype r eadabl e by t he subsyst em car d r eader s.   I ncl ude a 
non- dupl i cat ed uni que f aci l i t y  access cont r ol  subsyst em i dent i f i cat i on 
code common t o access cont r ol  car ds wi t hi n t he car d bi nar y dat a.   
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[ Conf i gur e car ds f or  use as a phot o i dent i f i cat i on car d sui t abl e f or  
l ami nat i on. ]

PI V car ds must  be be l i s t ed on t he " FI PS 201 Appr oved Pr oduct s Li st  -  PI V 
Car d"  f ound on t he www. i dmanagement . gov websi t e.

2. 4. 6. 3. 1   Cr edent i al  Car d Modi f i cat i on

Pr ovi de ent r y cont r ol  car ds t hat  can be modi f i ed by l ami nat i on or  di r ect  
pr i nt  pr ocess dur i ng t he enr ol l ment  pr ocess f or  use as a pi ct ur e and 
i dent i f i cat i on badge as needed f or  t he s i t e wi t hout  r eadabi l i t y  
r educt i on.   Cr edent i al  car ds must  al l ow addi ng at  l east  one sl ot  or  hol e 
f or  a c l i p af f i x i ng t he cr edent i al  car d t o t he t ype of  badge hol der  used 
at  t he s i t e.

2. 4. 6. 3. 2   Car d Si ze and Di mensi onal  St abi l i t y

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *
NOTE:   Speci f y t he st andar d car d s i ze of  54 x 85 mm 
2- 1/ 8 x 3- 3/ 8 i nch unl ess a di f f er ent  s i ze car d i s 
needed.   I f  a non- st andar d s i ze car d i s speci f i ed,  
t he desi gner  must  make cer t ai n t hat  t he car d s i ze 
speci f i ed wi l l  wor k wi t h t he phot o badgi ng syst em 
and t he car d r eader  speci f i ed.

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *

Pr ovi de cr edent i al  car ds t hat  ar e [ 54 x 85]  [ _____]  mm [ 2- 1/ 8 x 3- 3/ 8]  
[ _____]  i nches.   The cr edent i al  car d mat er i al  must  be di mensi onal l y st abl e 
so t hat  an undamaged car d wi t h def or mat i ons r esul t i ng f r om nor mal  use i s 
r eadabl e by t he car d r eader .

2. 4. 6. 3. 3   Car d Mat er i al s and Physi cal  Char act er i st i cs

Pr ovi de cr edent i al  car ds t hat  ar e abr asi on r esi st ant ,  non- f l ammabl e,  and 
pr esent  no t oxi c hazar d t o humans when used i n accor dance wi t h 
manuf act ur er ' s i nst r uct i ons.   The cr edent i al  car d i s t o be i mper vi ous t o 
sol ar  r adi at i on and t he ef f ect s of  ul t r a- v i ol et  l i ght .

2. 4. 6. 3. 4   Car d Const r uct i on

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *
NOTE:  Speci f y whet her  addi t i onal  secur i t y
enhancement s ar e needed.   Choose whi ch secur i t y 
enhancement  i s needed.   Speci f y car d l ami nat i on and 
assembl y equi pment  i f  needed at  t he s i t e.

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *

Pr ovi de cr edent i al  car ds of  cor e and l ami nat e or  monol i t hi c const r uct i on.   
Hot  st amp i nt o mat er i al  or  di r ect  pr i nt  ont o l et t er i ng,  l ogos and ot her  
mar ki ngs.   [ I ncor por at e [ hol ogr aphi c i mages]  [ phosphor ous i nk]  as a 
secur i t y enhancement . ]   [ Pr ovi de a means t o al l ow onsi t e assembl y and 
cr edent i al  car ds l ami nat i on by Gover nment . ]

2. 4. 6. 3. 5   Car d Dur abi l i t y  and Mai nt ai nabi l i t y

The cr edent i al  car ds must  y i el d a usef ul  l i f et i me of  at  l east  5 year s.   
The cr edent i al  car d must  be abl e t o be cl eaned by wi pi ng t he cr edent i al  
car d wi t h a sponge or  c l ot h wet  wi t h a soap and wat er  sol ut i on.
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2. 4. 6. 3. 6   War r ant y

I ncl ude a mi ni mum 3- year  war r ant y.

[ 2. 4. 6. 4   Per sonal  I dent i t y Ver i f i cat i on Equi pment

Ent r y cont r ol  per sonnel  i dent i t y ver i f i cat i on equi pment  must  use a uni que 
per sonal  char act er i st i c or  uni que per sonal  physi ol ogi cal  measur ement  t o 
est abl i sh t he i dent i t y of  aut hor i zed,  enr ol l ed per sonnel .   Pr ovi de a means 
t o const r uct  i ndi v i dual  t empl at es or  pr of i l es based upon measur ement s 
t aken f r om t he per son t o be enr ol l ed.   Thi s t empl at e i s t o be st or ed as 
par t  of  t he Syst em Ref er ence Dat abase Fi l es.   The st or ed t empl at e i s t o be 
used as a compar at i ve base by t he per sonnel  i dent i t y ver i f i cat i on 
equi pment  t o gener at e appr opr i at e s i gnal s t o t he associ at ed l ocal  
pr ocessor s.

2. 4. 6. 4. 1   Hand Geomet r y

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *
NOTE:   The desi gner  wi l l  speci f y i f  audi bl e st at us 
i ndi cat i on i s r equi r ed.

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *

a.   Hand geomet r y devi ces ar e t o use uni que human hand measur ement s t o 
i dent i f y aut hor i zed,  enr ol l ed per sonnel .   The devi ce i s t o i ncor por at e 
posi t i ve measur es t o est abl i sh t hat  t he hand bei ng measur ed by t he 
devi ce bel ongs t o a l i v i ng human bei ng.   Pr ovi de al i gnment  syst em 
whi ch al l ows t he user ' s hand t o r emai n i n f ul l  v i ew of  t he user  at  al l  
t i mes.   

b.   Dur i ng t he scan pr ocess t he hand geomet r y devi ce i s t o make 3 
di mensi onal  measur ement s of  t he s i ze and shape of  t he user ' s hand.   
The hand geomet r y devi ce i s t o aut omat i cal l y i ni t i at e t he scan pr ocess 
once t he user ' s hand i s pr oper l y posi t i oned by t he al i gnment  syst em.   
Ei t her  l ef t  or  r i ght  hands ar e t o be abl e t o be used f or  enr ol l ment  
and ver i f i cat i on.   User  hand geomet r y t empl at e must  not  r equi r e mor e 
t han 50 ei ght - bi t  byt es of  st or age medi a space.   

c.   Hand geomet r y devi ces must  i ncl ude an LED or  ot her  t ype of  v i sual  
i ndi cat or  di spl ay and pr ovi de [ v i sual ]  [ v i sual  and audi bl e]  st at us 
i ndi cat i ons and user  pr ompt s.   The di spl ay i s t o i ndi cat e power  ON and 
OFF and whet her  user  passage r equest s have been accept ed or  r ej ect ed.

2. 4. 6. 4. 1. 1   Templ at e Updat e and Accept ance Tol er ances

Hand geomet r y devi ces ar e not  t o aut omat i cal l y updat e a user ' s pr of i l e.   
Si gni f i cant  changes i n an i ndi v i dual ' s hand geomet r y ar e t o r equi r e 
r e- enr ol l ment .   Pr ovi de an adj ust abl e accept ance t ol er ance or  t empl at e 
mat ch cr i t er i a under  t he syst em manager  or  oper at or  cont r ol .   The hand 
geomet r y devi ce i s t o det er mi ne when mul t i pl e at t empt s ar e needed f or  hand 
geomet r y ver i f i cat i on,  and aut omat i cal l y pr ompt  t he user  f or  addi t i onal  
at t empt s up t o a maxi mum of  t hr ee.   Thr ee f ai l ed at t empt s ar e t o gener at e 
an ent r y cont r ol  al ar m.

2. 4. 6. 4. 1. 2   Aver age Ver i f i cat i on Ti me

The hand geomet r y devi ce i s t o r espond t o passage r equest s by gener at i ng 
s i gnal s t o t he l ocal  pr ocessor .   The ver i f i cat i on t i me must  be 1. 5 seconds 
or  l ess f r om t he moment  t he hand geomet r y devi ce i ni t i at es t he scan 
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pr ocess unt i l  t he hand geomet r y devi ce gener at es a r esponse si gnal .

2. 4. 6. 4. 1. 3   Modes

a.   Pr ovi de an enr ol l ment  mode,  r ecogni t i on mode,  and code or  cr edent i al  
ver i f i cat i on mode t hat  i s sel ect abl e by t he syst em manager  or  oper at or  
f r om t he SCC.   

b.   The enr ol l ment  mode i s t o cr eat e a hand t empl at e f or  new per sonnel  and 
ent er  t he t empl at e i nt o t he ent r y cont r ol  dat abase f i l e cr eat ed f or  
t hat  per son.   Templ at e i nf or mat i on must  be compat i bl e wi t h t he syst em 
appl i cat i on sof t war e.  

c.   The hand geomet r y devi ce al l ows passage when t he hand scan dat a f r om 
t he ver i f i cat i on at t empt  mat ches a hand geomet r y t empl at e st or ed i n 
t he dat abase f i l es when oper at i ng i n r ecogni t i on mode.

d.   The hand geomet r y devi ce al l ows passage when t he hand scan dat a f r om 
t he ver i f i cat i on at t empt  mat ches t he hand geomet r y t empl at e associ at ed 
wi t h t he i dent i f i cat i on code ent er ed i nt o a keypad or  mat ches t he hand 
geomet r y t empl at e associ at ed wi t h cr edent i al  car d dat a r ead by a car d 
r eader  when oper at i ng i n code or  cr edent i al  ver i f i cat i on mode.

2. 4. 6. 4. 1. 4   Repor t s

The hand geomet r y devi ce i s t o cr eat e and st or e t empl at e mat ch scor es f or  
al l  t r ansact i ons i nvol v i ng hand geomet r y scans.   The t empl at e mat ch scor es 
ar e t o be st or ed i n t he mat chi ng per sonnel  dat a f i l e i n a f i l e f or mat  
compat i bl e wi t h t he syst em appl i cat i on sof t war e and be used f or  r epor t  
gener at i on.

2. 4. 6. 4. 1. 5   El ect r i cal

The hand geomet r y devi ce must  not  di ssi pat e mor e t han 45 Wat t s f r om t he 
sour ce i ndi cat ed.

2. 4. 6. 4. 1. 6   Mount i ng Met hod

Pr ovi de hand geomet r y devi ces sui t abl e f or  [ sur f ace] ,  [ f l ush] ,  or  
[ pedest al ]  mount i ng as r equi r ed.

2. 4. 6. 4. 1. 7   Communi cat i ons Pr ot ocol

The communi cat i ons pr ot ocol  bet ween t he hand geomet r y devi ce and t he l ocal  
pr ocessor  must  be compat i bl e.

2. 4. 6. 4. 2   Fi nger pr i nt  Anal ysi s Scanner

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *
NOTE:  The desi gner  wi l l  speci f y i f  audi bl e st at us 
i ndi cat i on i s r equi r ed.

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *

a.   Fi nger pr i nt  anal ysi s scanner s ar e t o use a uni que human f i nger pr i nt  
pat t er n t o i dent i f y aut hor i zed,  enr ol l ed per sonnel .   The devi ce i s t o 
i ncor por at e posi t i ve measur es t o est abl i sh t hat  t he f i nger s bei ng 
measur ed by t he devi ce bel ong t o a l i v i ng human bei ng.   Pr ovi de 
al i gnment  syst em whi ch al l ows t he user ' s f i nger s t o al ways r emai n i n 
f ul l  v i ew of  t he user .   

SECTI ON 28 10 05  Page 56



b.   The f i nger pr i nt  anal ysi s scanner  i s t o per f or m an opt i cal  or  ot her  
t ype of  scan of  t he user ' s f i nger s dur i ng t he scan pr ocess.   The 
f i nger pr i nt  anal ysi s scanner  i s t o aut omat i cal l y i ni t i at e t he scan 
pr ocess pr ovi ded t he user ' s f i nger s ar e pr oper l y posi t i oned.   Each 
user  f i nger pr i nt  t empl at e must  not  r equi r e mor e t han 1250 ei ght - bi t  
byt es of  st or age medi a space.   

c.   I ncl ude an LED or  ot her  t ype of  v i sual  i ndi cat or  di spl ay and pr ovi de 
[ v i sual ]  [ v i sual  and audi bl e]  st at us i ndi cat i ons and user  pr ompt s.   
The di spl ay i s t o i ndi cat e power  ON and OFF,  and whet her  user  passage 
r equest s have been accept ed or  r ej ect ed.

2. 4. 6. 4. 2. 1   Templ at e Updat e and Accept ance Tol er ances

Fi nger pr i nt  anal ysi s scanner s ar e not  t o aut omat i cal l y updat e an user ' s 
pr of i l e.   Si gni f i cant  changes i n an i ndi v i dual ' s f i nger pr i nt s r equi r e 
r e- enr ol l ment .   Pr ovi de an adj ust abl e accept ance t ol er ance or  t empl at e 
mat ch cr i t er i a under  syst em manager  or  oper at or  cont r ol .   The f i nger pr i nt  
anal ysi s scanner  i s t o det er mi ne when mul t i pl e at t empt s ar e needed f or  
f i nger pr i nt  ver i f i cat i on,  and aut omat i cal l y pr ompt  t he enr ol l ee f or  
addi t i onal  at t empt s up t o a maxi mum of  3.   Thr ee f ai l ed at t empt s ar e t o 
gener at e an ent r y cont r ol  al ar m.

2. 4. 6. 4. 2. 2   Aver age Ver i f i cat i on Ti me

The f i nger pr i nt  anal ysi s scanner  i s t o r espond t o passage r equest s by 
gener at i ng s i gnal s t o t he l ocal  pr ocessor .   The ver i f i cat i on t i me must  be 
2. 0 seconds or  l ess f r om t he moment  t he f i nger pr i nt  anal ysi s scanner  
i ni t i at es t he scan pr ocess unt i l  t he f i nger pr i nt  anal ysi s scanner  
gener at es a r esponse si gnal .

2. 4. 6. 4. 2. 3   Modes

a.   Pr ovi de an enr ol l ment  mode,  r ecogni t i on mode,  and code or  cr edent i al  
ver i f i cat i on mode t hat  i s sel ect abl e by t he syst em manager  or  oper at or  
f r om t he SCC.   

b.   The enr ol l ment  mode i s t o cr eat e a f i nger pr i nt  t empl at e f or  new 
per sonnel  and ent er  t he t empl at e i nt o t he syst em dat abase f i l e cr eat ed 
f or  t hat  per son.   Templ at e i nf or mat i on must  be compat i bl e wi t h t he 
syst em appl i cat i on sof t war e.   

c.   The f i nger pr i nt  anal ysi s scanner  i s t o al l ow passage when t he 
f i nger pr i nt  dat a f r om t he ver i f i cat i on at t empt  mat ches a f i nger pr i nt  
t empl at e st or ed i n t he dat abase f i l es when oper at i ng i n r ecogni t i on 
mode.   

d.   The f i nger pr i nt  anal ysi s scanner  al l ows passage when t he f i nger pr i nt  
dat a f r om t he ver i f i cat i on at t empt  mat ches t he f i nger pr i nt  t empl at e 
associ at ed wi t h t he i dent i f i cat i on code ent er ed i nt o a keypad or  
mat ches t he f i nger pr i nt  t empl at e associ at ed wi t h cr edent i al  car d dat a 
r ead by a car d r eader  when oper at i ng i n code or  cr edent i al  
ver i f i cat i on mode.

2. 4. 6. 4. 2. 4   Repor t s

The f i nger pr i nt  anal ysi s scanner  i s t o st or e t empl at e t r ansact i ons 
i nvol v i ng f i nger pr i nt  scans.   The t empl at e mat ch scor es ar e t o be st or ed 
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i n t he mat chi ng per sonnel  dat a f i l e i n a f i l e f or mat  compat i bl e wi t h t he 
syst em appl i cat i on sof t war e,  and t o be used f or  r epor t  gener at i on.

2. 4. 6. 4. 2. 5   El ect r i cal

The f i nger pr i nt  anal ysi s scanner  must  not  di ssi pat e mor e t han 45 Wat t s 
f r om t he sour ce i ndi cat ed.

2. 4. 6. 4. 2. 6   Mount i ng Met hod

Pr ovi de f i nger pr i nt  anal ysi s scanner s sui t abl e f or  [ sur f ace] ,  [ f l ush] ,  or  
[ pedest al ]  mount i ng.

2. 4. 6. 4. 2. 7   Communi cat i ons Pr ot ocol

The communi cat i ons pr ot ocol  bet ween t he f i nger pr i nt  anal ysi s scanner  and 
i t s associ at ed l ocal  pr ocessor  must  be compat i bl e.

2. 4. 6. 4. 3   I r i s  Scan Devi ce

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *
NOTE:   The desi gner  wi l l  speci f y i f  audi bl e st at us 
i ndi cat i on i s r equi r ed.

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *

The i r i s  scan i dent i f i cat i on devi ce i s t o use t he uni que pat t er ns f ound i n 
t he i r i s  of  t he human eye t o i dent i f y aut hor i zed,  enr ol l ed per sonnel .   The 
devi ce i s t o use ambi ent  l i ght  t o capt ur e an i mage of  t he i r i s  of  a per son 
pr esent i ng t hemsel ves f or  i dent i f i cat i on.   The r esul t i ng v i deo i mage i s t o 
be compar ed agai nst  a st or ed t empl at e t hat  was capt ur ed dur i ng t he 
enr ol l ment  pr ocess.   The devi ce aut hent i cat es t he pr esent i ng i ndi v i dual  as 
i dent i f i ed when t he pr esent ed i mage i s suf f i c i ent l y s i mi l ar  t o t he st or ed 
i mage t empl at e.   Pr ovi de t he abi l i t y  t o adj ust  t he t hr eshol d of  s i mi l ar i t y.

User s who wear  cont act  l enses or  eyegl asses ar e not  t o adver sel y af f ect  
t he ef f i c i ency and accur acy of  t he devi ce.   Faci al  cont act  wi t h t he devi ce 
i s not  t o be r equi r ed f or  i dent i f i cat i on.   Pr ovi de a manual  push- but t on t o 
i ni t i at e t he scan pr ocess when t he user  has al i gned t hei r  eye i n f r ont  of  
t he devi ce.   Pr ovi de adj ust ment s t o accommodat e di f f er ences i n user  hei ght .

2. 4. 6. 4. 3. 1   Di spl ay Type

I ncl ude an LED or  ot her  t ype of  v i sual  i ndi cat or  di spl ay and pr ovi de 
[ v i sual ]  [ v i sual  and audi bl e]  st at us i ndi cat i ons and user  pr ompt s.   The 
di spl ay i s t o i ndi cat e power  ON and OFF and whet her  user  passage r equest s 
have been accept ed or  r ej ect ed.

2. 4. 6. 4. 3. 2   Templ at e Updat e and Accept ance Tol er ances

I r i s scanner s ar e not  t o aut omat i cal l y updat e a user ' s t empl at e.   
Si gni f i cant  changes i n an i ndi v i dual ' s eye r equi r es r e- enr ol l ment .   
Pr ovi de an adj ust abl e accept ance t ol er ance or  t empl at e mat ch cr i t er i a 
under  syst em manager  or  oper at or  cont r ol .   The i r i s  scanner  i s t o 
det er mi ne when mul t i pl e at t empt s ar e needed t o ver i f y t he i r i s  bei ng 
scanned,  and aut omat i cal l y pr ompt  t he enr ol l ee f or  addi t i onal  at t empt s up 
t o a maxi mum of  t hr ee.   Thr ee f ai l ed at t empt s gener at es an ent r y cont r ol  
al ar m.
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2. 4. 6. 4. 3. 3   Aver age Ver i f i cat i on Ti me

The i r i s  scanner  i s t o r espond t o passage r equest s by gener at i ng s i gnal s 
t o t he l ocal  pr ocessor .   The ver i f i cat i on t i me must  be 1. 5 seconds or  l ess 
f r om t he moment  t he eye scanner  i ni t i at es t he scan pr ocess unt i l  t he eye 
scanner  gener at es a r esponse si gnal .

2. 4. 6. 4. 3. 4   Modes

a.   Pr ovi de an enr ol l ment  mode,  r ecogni t i on mode,  and code or  cr edent i al  
ver i f i cat i on mode t hat  i s sel ect abl e by t he syst em manager  or  oper at or  
f r om t he Secur i t y Command Cent er .   

b.   The enr ol l ment  mode i s t o cr eat e an i r i s  t empl at e f or  new per sonnel  
and ent er  t he t empl at e i nt o t he syst em dat abase f i l e cr eat ed f or  t hat  
per son.   Templ at e i nf or mat i on must  be compat i bl e wi t h t he syst em 
appl i cat i on sof t war e.   

c.   The i r i s  scanner  i s t o al l ow passage when t he i r i s  scan dat a f r om t he 
ver i f i cat i on at t empt  mat ches t he i r i s  scan t empl at e st or ed i n t he 
dat abase f i l es when oper at i ng i n r ecogni t i on mode.   

d.   The i r i s  scanner  al l ows passage when t he i r i s  scan dat a f r om t he 
ver i f i cat i on at t empt  mat ches t he i r i s  scan t empl at e associ at ed wi t h 
t he i dent i f i cat i on code ent er ed i nt o a keypad or  mat ches t he i r i s  scan 
t empl at e associ at ed wi t h cr edent i al  car d dat a r ead by a car d r eader  
when oper at i ng i n code or  cr edent i al  ver i f i cat i on mode.

2. 4. 6. 4. 3. 5   Repor t s

The i r i s  scanner  i s t o st or e t empl at e t r ansact i ons i nvol v i ng i r i s  scans.   
The t empl at e mat ch scor es ar e t o be st or ed i n t he mat chi ng per sonnel  dat a 
f i l e i n a f i l e f or mat  compat i bl e wi t h t he syst em appl i cat i on sof t war e and 
be used f or  r epor t  gener at i on.

2. 4. 6. 4. 3. 6   El ect r i cal

The eye scanner  must  not  di ssi pat e mor e t han 45 Wat t s f r om t he vol t age 
sour ce i ndi cat ed.

2. 4. 6. 4. 3. 7   Mount i ng Met hod

Pr ovi de eye scanner s sui t abl e f or  [ sur f ace] ,  [ f l ush] ,  or  [ pedest al ]  
mount i ng.

2. 4. 6. 4. 4   Faci al  Scanner

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *
NOTE:  The desi gner  wi l l  speci f y i f  audi bl e st at us 
i ndi cat i on i s r equi r ed.

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *

a.   Faci al  r ecogni t i on scanner s ar e t o use a uni que human f aci al  pat t er ns 
t o i dent i f y aut hor i zed,  enr ol l ed per sonnel .   The devi ce i s t o 
i ncor por at e posi t i ve measur es t o est abl i sh t hat  t he f ace bei ng 
measur ed by t he devi ce bel ong t o a l i v i ng human bei ng.   Pr ovi de 
al i gnment  syst em whi ch al l ows t he user ' s f ace t o al ways r emai n i n f ul l  
v i ew of  t he user .
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b.   The f aci al  r ecogni t i on scanner  i s t o per f or m an opt i cal  or  ot her  t ype 
of  scan of  t he user ' s f ace dur i ng t he scan pr ocess.   The f aci al  
r ecogni t i on scanner  i s t o aut omat i cal l y i ni t i at e t he scan pr ocess 
pr ovi ded t he user ' s f ace i s pr oper l y posi t i oned.   

c.   I ncl ude an LED or  ot her  t ype of  v i sual  i ndi cat or  di spl ay and pr ovi de 
[ v i sual ]  [ v i sual  and audi bl e]  st at us i ndi cat i ons and user  pr ompt s.   
The di spl ay i s t o i ndi cat e power  ON and OFF,  and whet her  user  passage 
r equest s have been accept ed or  r ej ect ed.

2. 4. 6. 4. 4. 1   Templ at e Updat e and Accept ance Tol er ances

Faci al  r ecogni t i on scanner s ar e not  t o aut omat i cal l y updat e an user ' s 
pr of i l e.   Si gni f i cant  changes i n an i ndi v i dual ' s f ace r equi r e 
r e- enr ol l ment .   Pr ovi de an adj ust abl e accept ance t ol er ance or  t empl at e 
mat ch cr i t er i a under  syst em manager  or  oper at or  cont r ol .   The f aci al  
r ecogni t i on scanner  i s t o det er mi ne when mul t i pl e at t empt s ar e needed f or  
dat a ver i f i cat i on,  and aut omat i cal l y pr ompt  t he enr ol l ee f or  addi t i onal  
at t empt s up t o a maxi mum of  3.   Thr ee f ai l ed at t empt s ar e t o gener at e an 
ent r y cont r ol  al ar m.

2. 4. 6. 4. 4. 2   Aver age Ver i f i cat i on Ti me

The f aci al  r ecogni t i on scanner  i s t o r espond t o passage r equest s by 
gener at i ng s i gnal s t o t he l ocal  pr ocessor .   The ver i f i cat i on t i me must  be 
2. 0 seconds or  l ess f r om t he moment  t he f aci al  r ecogni t i on scanner  
i ni t i at es t he scan pr ocess unt i l  t he f aci al  r ecogni t i on scanner  gener at es 
a r esponse si gnal .

2. 4. 6. 4. 4. 3   Modes

a.   Pr ovi de an enr ol l ment  mode,  r ecogni t i on mode,  and code or  cr edent i al  
ver i f i cat i on mode t hat  i s sel ect abl e by t he syst em manager  or  oper at or  
f r om t he SCC.   

b.   The enr ol l ment  mode i s t o cr eat e a f aci al  t empl at e f or  new per sonnel  
and ent er  t he t empl at e i nt o t he syst em dat abase f i l e cr eat ed f or  t hat  
per son.   Templ at e i nf or mat i on must  be compat i bl e wi t h t he syst em 
appl i cat i on sof t war e.   

c.   The f aci al  r ecogni t i on scanner  i s t o al l ow passage when t he f aci al  
dat a f r om t he ver i f i cat i on at t empt  mat ches a f aci al  t empl at e st or ed i n 
t he dat abase f i l es when oper at i ng i n r ecogni t i on mode.   

d.   The f aci al  r ecogni t i on scanner  al l ows passage when t he f aci al  dat a 
f r om t he ver i f i cat i on at t empt  mat ches t he f aci al  t empl at e associ at ed 
wi t h t he i dent i f i cat i on code ent er ed i nt o a keypad or  mat ches t he 
f aci al  t empl at e associ at ed wi t h cr edent i al  car d dat a r ead by a car d 
r eader  when oper at i ng i n code or  cr edent i al  ver i f i cat i on mode.

2. 4. 6. 4. 4. 4   Repor t s

The f aci al  r ecogni t i on scanner  i s t o st or e t empl at e t r ansact i ons i nvol v i ng 
f aci al  scans.   The t empl at e mat ch scor es ar e t o be st or ed i n t he mat chi ng 
per sonnel  dat a f i l e i n a f i l e f or mat  compat i bl e wi t h t he syst em 
appl i cat i on sof t war e,  and t o be used f or  r epor t  gener at i on.
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2. 4. 6. 4. 4. 5   El ect r i cal

The f aci al  r ecogni t i on scanner  must  not  di ssi pat e mor e t han 45 Wat t s f r om 
t he sour ce i ndi cat ed.

2. 4. 6. 4. 4. 6   Mount i ng Met hod

Pr ovi de f aci al  r ecogni t i on scanner s sui t abl e f or  [ sur f ace] ,  [ f l ush] ,  or  
[ pedest al ]  mount i ng.

2. 4. 6. 4. 4. 7   Communi cat i ons Pr ot ocol

The communi cat i ons pr ot ocol  bet ween t he f aci al  r ecogni t i on scanner  and i t s 
associ at ed l ocal  pr ocessor  must  be compat i bl e.

2. 4. 6. 4. 5   Pal m Scanner

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *
NOTE:  The desi gner  wi l l  speci f y i f  audi bl e st at us 
i ndi cat i on i s r equi r ed.

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *

a.   Pal m scanner s ar e t o use a uni que human hand pat t er n t o i dent i f y 
aut hor i zed,  enr ol l ed per sonnel .   The devi ce i s t o i ncor por at e posi t i ve 
measur es t o est abl i sh t hat  t he pal m bei ng scanned by t he devi ce 
bel ongs t o a l i v i ng human bei ng.   Pr ovi de al i gnment  syst em whi ch 
al l ows t he user ' s hand t o al ways r emai n i n f ul l  v i ew of  t he user .   

b.   The pal m scanner  i s t o per f or m an opt i cal  or  ot her  t ype of  scan of  t he 
user ' s hand dur i ng t he scan pr ocess.   The pal m scanner  i s t o 
aut omat i cal l y i ni t i at e t he scan pr ocess pr ovi ded t he user ' s hand i s 
pr oper l y posi t i oned.   Each user ' s hand t empl at e must  not  r equi r e mor e 
t han 1250 ei ght - bi t  byt es of  st or age medi a space.   

c.   I ncl ude an LED or  ot her  t ype of  v i sual  i ndi cat or  di spl ay and pr ovi de 
[ v i sual ]  [ v i sual  and audi bl e]  st at us i ndi cat i ons and user  pr ompt s.   
The di spl ay i s t o i ndi cat e power  ON and OFF,  and whet her  user  passage 
r equest s have been accept ed or  r ej ect ed.

2. 4. 6. 4. 5. 1   Templ at e Updat e and Accept ance Tol er ances

Pal m scanner s ar e not  t o aut omat i cal l y updat e a user ' s pr of i l e.   
Si gni f i cant  changes i n an i ndi v i dual ' s hand r equi r es r e- enr ol l ment .   
Pr ovi de an adj ust abl e accept ance t ol er ance or  t empl at e mat ch cr i t er i a 
under  syst em manager  or  oper at or  cont r ol .   The pal m scanner  i s t o 
det er mi ne when mul t i pl e at t empt s ar e needed f or  dat a ver i f i cat i on,  and 
aut omat i cal l y pr ompt  t he enr ol l ee f or  addi t i onal  at t empt s up t o a maxi mum 
of  3.   Thr ee f ai l ed at t empt s ar e t o gener at e an ent r y cont r ol  al ar m.

2. 4. 6. 4. 5. 2   Aver age Ver i f i cat i on Ti me

The pal m scanner  i s t o r espond t o passage r equest s by gener at i ng s i gnal s 
t o t he l ocal  pr ocessor .   The ver i f i cat i on t i me must  be 2. 0 seconds or  l ess 
f r om t he moment  t he pal m scanner  i ni t i at es t he scan pr ocess unt i l  t he pal m 
scanner  gener at es a r esponse si gnal .

2. 4. 6. 4. 5. 3   Modes

a.   Pr ovi de an enr ol l ment  mode,  r ecogni t i on mode,  and code or  cr edent i al  
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ver i f i cat i on mode t hat  i s sel ect abl e by t he syst em manager  or  oper at or  
f r om t he SCC.   

b.   The enr ol l ment  mode i s t o cr eat e a hand t empl at e f or  new per sonnel  and 
ent er  t he t empl at e i nt o t he syst em dat abase f i l e cr eat ed f or  t hat  
per son.   Templ at e i nf or mat i on must  be compat i bl e wi t h t he syst em 
appl i cat i on sof t war e.   

c.   The pal m scanner  i s t o al l ow passage when t he hand dat a f r om t he 
ver i f i cat i on at t empt  mat ches a hand t empl at e st or ed i n t he dat abase 
f i l es when oper at i ng i n r ecogni t i on mode.   

d.   The pal m scanner  al l ows passage when t he hand dat a f r om t he 
ver i f i cat i on at t empt  mat ches t he hand t empl at e associ at ed wi t h t he 
i dent i f i cat i on code ent er ed i nt o a keypad or  mat ches t he hand t empl at e 
associ at ed wi t h cr edent i al  car d dat a r ead by a car d r eader  when 
oper at i ng i n code or  cr edent i al  ver i f i cat i on mode.

2. 4. 6. 4. 5. 4   Repor t s

The pal m scanner  i s t o st or e t empl at e t r ansact i ons i nvol v i ng hand scans.   
The t empl at e mat ch scor es ar e t o be st or ed i n t he mat chi ng per sonnel  dat a 
f i l e i n a f i l e f or mat  compat i bl e wi t h t he syst em appl i cat i on sof t war e,  and 
t o be used f or  r epor t  gener at i on.

2. 4. 6. 4. 5. 5   El ect r i cal

The pal m scanner  must  not  di ssi pat e mor e t han 45 Wat t s f r om t he sour ce 
i ndi cat ed.

2. 4. 6. 4. 5. 6   Mount i ng Met hod

Pr ovi de pal m scanner s sui t abl e f or  [ sur f ace] ,  [ f l ush] ,  or  [ pedest al ]  
mount i ng.

2. 4. 6. 4. 5. 7   Communi cat i ons Pr ot ocol

The communi cat i ons pr ot ocol  bet ween t he pal m scanner  and i t s associ at ed 
l ocal  pr ocessor  must  be compat i bl e.

] 2. 4. 6. 5   Por t al  Cont r ol  Devi ces

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *
NOTE:   Por t al  Cont r ol  Devi ces must  be desi gned i n 
accor dance wi t h NFPA 101,  Means of  Egr ess.  

I f  ESS i s t o be i nt egr at ed wi t h t he Fi r e Al ar m 
Syst em pr ovi de appr opr i at e s i gnage i n accor dancewi t h 
NFPA 101.

The desi gner  must  meet  t he r equi r ement s i n Sect i on 
08 71 00 DOOR HARDWARE.

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *

Por t al  cont r ol  devi ces must  meet  t he r equi r ement s i n Sect i on 08 71 00 DOOR 
HARDWARE.
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2. 4. 6. 5. 1   Push- But t on Swi t ches

a.   Pr ovi de moment ar y cont act ,  back l i t  push but t ons and st ai nl ess- st eel  
swi t ch encl osur es f or  each push but t on.   Pr ovi de swi t ch encl osur es 
sui t abl e f or  [ f l ush]  [ sur f ace]  mount i ng as r equi r ed and push but t ons 
sui t abl e f or  f l ush mount  i n t he swi t ch encl osur es.   The push but t on 
swi t ches ar e t o meet  t he r equi r ement s of  NEMA 250 f or  t he ar ea i n 
whi ch t hey ar e t o be i nst al l ed.   

b.   Wher e mul t i pl e pushbut t ons ar e housed wi t hi n a s i ngl e swi t ch encl osur e 
st ack ver t i cal l y wi t h each push but t on swi t ch l abel ed wi t h 7 mm 1/ 4 
i nch hi gh t ext  and symbol s.   The push but t on swi t ches ar e t o be 
connect ed t o t he l ocal  pr ocessor  associ at ed wi t h t he por t al  t o whi ch 
t hey ar e appl i ed and oper at e t he appr opr i at e el ect r i c st r i ke,  el ect r i c 
bol t  or  ot her  f aci l i t y  r el ease devi ce.   

c.   The cont i nuous cur r ent  of  t he I DS ci r cui t  i s  t o be no mor e t han 50 
per cent  of  t he cont i nuous cur r ent  r at i ng of  t he devi ce suppl i ed.   
Pr ovi de push but t on swi t ches wi t h doubl e- br eak si l ver  cont act s t hat  
wi l l  make 720 VA at  60 amper es and br eak 720 VA at  10 amper es.

2. 4. 6. 5. 2   Pani c Bar

I ncl ude pani c bar  emer gency exi t  har dwar e on emer gency exi t  door s as 
i ndi cat ed.   Pr ovi de an al ar m shunt  s i gnal  f r om t he pani c  bar  emer gency 
exi t  har dwar e t o t he appr opr i at e l ocal  pr ocessor .   Pr ovi de pani c bar  
compat i bl e wi t h [ mor t i se- ]  [ r i m- ]  mount  door  har dwar e and oper at e by 
r et r act i ng t he bol t .

2. 4. 6. 5. 2. 1   Emer gency Egr ess Wi t h Al ar m

[ I ncl ude a conspi cuous war ni ng si gn wi t h 25 mm 1 i nch hi gh,  r ed l et t er i ng 
not i f y i ng per sonnel  t hat  an al ar m wi l l  be annunci at ed i f  t he pani c bar  i s 
oper at ed.

] Pani c bar  har dwar e oper at i on i s t o gener at e an i nt r usi on al ar m [ and l ocal  
al ar m annunci at i on] .   The pani c bar  must  depend upon a mechani cal  
connect i on onl y and not  depend upon el ect r i c power  f or  oper at i on,  except  
f or  l ocal  al ar m annunci at i on and al ar m communi cat i ons.

2. 4. 6. 5. 2. 2   Nor mal  Egr ess

Pani c bar  har dwar e oper at i on i s not  t o gener at e an i nt r usi on al ar m.   The 
pani c bar  must  depend upon a mechani cal  connect i on onl y when exi t i ng.   
Pr ovi de t he ext er i or ,  non- secur e s i de of  t he door  wi t h an el ect r i f i ed 
t humb l at ch or  l ever  t o pr ovi de access af t er  t he cr edent i al  I . D.  
aut hent i cat i on by t he ESS.

Si gnal  Swi t ches:   St r i kes/ bol t s ar e t o i ncl ude si gnal  swi t ches i ndi cat i ng 
t o t he syst em when t he bol t  i s  not  engaged,  or  t he st r i ke mechani sm i s 
unl ocked.   The si gnal  swi t ches ar e t o r epor t  a f or ced ent r y t o t he syst em.

2. 4. 6. 5. 2. 3   Del ay Egr ess Wi t h Al ar m

I ncl ude a conspi cuous war ni ng si gn wi t h 25 mm 1 i nch hi gh,  r ed l et t er i ng 
not i f y i ng per sonnel  t hat  an al ar m wi l l  be annunci at ed i f  t he pani c bar  i s 
oper at ed.

Del ay oper at i on [ 15]  [ _____]  seconds af t er  i ni t i at i on f or  por t al  cont r ol  
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devi ces.

2. 4. 6. 5. 3   El ect r i c Door  St r i kes and Bol t s

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *
NOTE:   The desi gner  wi l l  speci f y whet her  t he 
el ect r i c st r i ke or  l ock wi l l  f ai l  open,  f ai l  secur e,  
or  ot her  conf i gur at i on ( such as f ai l  secur i t y f or  
ent r y i nt o hi gher  secur i t y ar ea,  whi l e f ai l i ng open 
f or  egr ess f r om t he ar ea) .  The desi gner  must  
coor di nat e t hi s wi t h r equi r ement s of  t he s i t e saf et y 
and f i r e per sonnel .   The desi gner  wi l l  det er mi ne i f  
s i gnal  swi t ches ar e r equi r ed f or  t he s i t e.

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *

Conf i gur e el ect r i c door  st r i kes and bol t s t o [ r el ease aut omat i cal l y]  
[ r emai n secur e]  i n case of  power  f ai l ur e usi ng DC power  t o ener gi ze t he 
sol enoi ds.   I ncor por at e end- of - l i ne r esi st or s t o f aci l i t at e l i ne 
super vi s i on by t he syst em.   I nst al l  met al - oxi de var i st or s ( MOVs)  t o 
pr ot ect  t he cont r ol l er  f r om r ever se cur r ent  sur ges i f  not  i ncor por at ed 
i nt o t he el ect r i c st r i ke or  l ocal  cont r ol l er .   El ect r i c st r i kes must  have 
a mi ni mum f or ci ng st r engt h of  101 kN 2300 pounds.

2. 4. 6. 5. 3. 1   Sol enoi d

The act uat i ng sol enoi d f or  t he st r i kes and bol t s f ur ni shed must  not  
di ssi pat e mor e t han 12 Wat t s and oper at e on [ 12]  [ 24]  VDC.   The i nr ush 
cur r ent  must  not  exceed 1 amper e and t he hol di ng cur r ent  must  not  be 
gr eat er  t han 500 mi l l i - amper es.   The act uat i ng sol enoi d must  move f r om t he 
f ul l y secur e t o f ul l y  open posi t i ons i n not  mor e t han 500 mi l l i seconds.

2. 4. 6. 5. 3. 2   Si gnal  Swi t ches

St r i kes and bol t s ar e t o i ncl ude si gnal  swi t ches i ndi cat i ng t o t he syst em 
when [ t he bol t  i s  not  engaged]  [ t he st r i ke mechani sm i s unl ocked] .   The 
si gnal  swi t ches ar e t o r epor t  a f or ced ent r y t o t he syst em.

2. 4. 6. 5. 3. 3   Tamper  Resi st ance

The el ect r i c st r i ke and bol t  mechani sm i s t o be encased i n har dened guar d 
bar r i er s t o det er  f or ced ent r y.

2. 4. 6. 5. 3. 4   Si ze and Wei ght

El ect r i c st r i kes and bol t s ar e t o be compat i bl e wi t h st andar d door  f r ame 
pr epar at i ons.

2. 4. 6. 5. 3. 5   Mount i ng Met hod

Pr ovi de el ect r i c st r i kes and bol t s sui t abl e f or  use wi t h s i ngl e and doubl e 
door  i nst al l at i ons,  wi t h [ mor t i se- ]  [ r i m- ]  t ype har dwar e as i ndi cat ed,  and 
compat i bl e wi t h r i ght -  or  l ef t - hand mount i ng.

2. 4. 6. 5. 3. 6   Ast r agal s

See Sect i on 08 71 00 DOOR HARDWARE f or  Ast r agal  l ock guar ds.
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2. 4. 6. 5. 4   El ect r i f i ed Mor t i se Lock

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *
NOTE:   The el ect r i f i ed mor t i se l ocks pr ovi de an
excel l ent  sol ut i on f or  st ai r wel l  door s t hat  r equi r e 
posi t i ve l at chi ng when unl ocked.   The door s shoul d 
be bui l t  wi t h a r aceway wi t hi n t he door  f or  t he 
power  and si gnal  wi r e.   A wi r e t r ansf er  hi nge or  
ot her  devi ce i s r equi r ed t o get  t he wi r e f r om t he 
door  t o t he door  f r ame f or  connect i on wi t h t he 
access cont r ol  syst em.

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *

Conf i gur e el ect r i f i ed mor t i se l ocks t o [ r el ease aut omat i cal l y]  [ r emai n 
secur e]  i n case of  power  f ai l ur e usi ng DC power  t o ener gi ze t he 
sol enoi ds.   Pr ovi de sol enoi ds r at ed f or  cont i nuous dut y.   I ncor por at e 
end- of - l i ne r esi st or s t o f aci l i t at e l i ne super vi s i on by t he syst em.   
I nst al l  met al - oxi de var i st or s ( MOVs)  t o pr ot ect  t he cont r ol l er  f r om 
r ever se cur r ent  sur ges i f  not  i ncor por at ed i nt o t he el ect r i c st r i ke or  
l ocal  cont r ol l er .

2. 4. 6. 5. 4. 1   Sol enoi d

The act uat i ng sol enoi d f or  t he mor t i se l ocks f ur ni shed must  not  di ssi pat e 
mor e t han 12 Wat t s and oper at e on [ 12]  [ 24]  VDC.   The i nr ush cur r ent  must  
not  exceed 1 amper e and t he hol di ng cur r ent  must  not  be gr eat er  t han 500 
mi l l i - amper es.   The act uat i ng sol enoi d must  move f r om t he f ul l y secur e t o 
f ul l y  open posi t i ons i n not  mor e t han 500 mi l l i seconds.

2. 4. 6. 5. 4. 2   Si gnal  Swi t ches

The mor t i se l ocks ar e t o i ncl ude si gnal  swi t ches i ndi cat i ng t o t he syst em 
when t he l ocks ar e not  engaged.   The si gnal  swi t ches ar e t o r epor t  a 
f or ced ent r y t o t he syst em.

2. 4. 6. 5. 4. 3   Power  Tr ansf er

Pr ovi de an el ect r i c power  t r ansf er  wi t h each mor t i se l ock t o get  power  and 
moni t or i ng s i gnal s f r om t he l ockset  t o t he door  f r ame.

2. 4. 6. 5. 4. 4   Si ze and Wei ght

El ect r i f i ed mor t i se l ocks ar e t o be compat i bl e wi t h st andar d door  
pr epar at i ons.

2. 4. 6. 5. 4. 5   Mount i ng Met hod

Pr ovi de el ect r i f i ed mor t i se l ocks sui t abl e f or  use wi t h s i ngl e and doubl e 
door  i nst al l at i ons.   The l ock woul d be i n t he act i ve l eaf  and t he f i xed 
l eaf  woul d be moni t or ed i n doubl e door  i nst al l at i ons.

2. 4. 6. 5. 5   El ect r omagnet i c Lock

El ect r omagnet i c l ocks ar e t o cont ai n no movi ng par t s and depend sol el y 
upon el ect r omagnet i sm t o secur e a por t al  by gener at i ng at  l east  5. 3 kN 
1200 pounds of  hol di ng f or ce.   I nt er f ace t he l ock wi t h t he l ocal  
pr ocessor s wi t hout  ext er nal ,  i nt er nal ,  or  f unct i onal  l ocal  pr ocessor  
al t er at i on.   I ncor por at e an end- of - l i ne r esi st or  t o f aci l i t at e l i ne 
super vi s i on by t he syst em.   I nst al l  MOVs t o pr ot ect  t he cont r ol l er  f r om 
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r ever se cur r ent  sur ges i f  not  i ncor por at ed i nt o t he el ect r omagnet i c l ock 
or  l ocal  cont r ol l er .   Pr ovi de i n accor dance wi t h ANSI / BHMA A156. 23.

2. 4. 6. 5. 5. 1   Ar mat ur e

The el ect r omagnet i c l ock i s t o cont ai n i nt er nal  c i r cui t r y t o el i mi nat e 
r esi dual  magnet i sm and i nduct i ve k i ckback.   The act uat i ng ar mat ur e must  
oper at e on [ 12]  [ 24]  VDC and not  di ssi pat e mor e t han 12 Wat t s.   The 
hol di ng cur r ent  must  be not  gr eat er  t han 500 mi l l i - amper es.   The act uat i ng 
ar mat ur e must  t ake not  mor e t han 300 mi l l i - seconds t o change t he st at us of  
t he l ock f r om f ul l y secur e t o f ul l y  open or  f ul l y  open t o f ul l y  secur e.

2. 4. 6. 5. 5. 2   Tamper  Resi st ance

The el ect r omagnet i c l ock mechani sm i s t o be encased i n har dened guar d 
bar r i er s t o det er  f or ced ent r y.

2. 4. 6. 5. 5. 3   Mount i ng Met hod

Pr ovi de el ect r omagnet i c l ock sui t abl e f or  use wi t h s i ngl e and doubl e door  
i nst al l at i ons wi t h [ mor t i se- ]  [ r i m- ]  t ype har dwar e as i ndi cat ed,  and 
compat i bl e wi t h r i ght -  or  l ef t - hand mount i ng.

2. 4. 6. 5. 6   Ent r y Boot h

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *
NOTE:   The desi gner  wi l l  choose ei t her  keypads or  
car d r eader s as needed.   The out si de di mensi ons of  
t he ent r y boot h wi l l  not  exceed t he si t e l i mi t at i ons 
r equi r ed f or  t he pr oper  i nst al l at i on and 
f unct i onal i t y of  t he boot h.

I f  a pr oj ect  r equi r ement ,  t he ent r y boot h must  have 
t he capabi l i t y  t o be used f or  egr ess.

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *

a.   Ent r y boot hs ar e t o be const r uct ed as an i nt egr al  par t  of  t he physi cal  
st r uct ur e of  t he boundar y f or  t he ar ea or  f aci l i t y  t o whi ch ent r y i s 
bei ng cont r ol l ed.   The ent r y boot h i s t o aut omat i cal l y l ock t he hi gh 
secur i t y s i de door ' s [ el ect r i c st r i ke and bol t ]  [ el ect r i f i ed mor t i se 
l ock]  [ el ect r omagnet i c l ock]  or  ot her  f aci l i t y  i nt er f ace r el ease 
devi ce and aut omat i cal l y open t he l ow secur i t y s i de door ' s el ect r i c 
st r i ke or  ot her  f aci l i t y  i nt er f ace r el ease devi ce i n case of  power  
f ai l ur e.

b.   Connect  ent r y boot hs t o t he SCC and i ncl ude a l ocal  pr ocessor .   The 
ent r y boot h l ocal  pr ocessor  subsyst em i s t o suppor t  pai r ed car d 
r eader s on a s i ngl e ent r y boot h f or  ant i - pass back f unct i ons.

[ c.   Pr ovi de t he ent r y boot h wi t h egr ess capabi l i t i es.

] 2. 4. 6. 5. 6. 1   Local  Al ar m Annunci at i on

Pr ovi de l ocal  al ar m annunci at i on f or  al l  syst em equi pment  l ocat ed wi t hi n 
t he ent r y boot h i t sel f  and i t s associ at ed por t al s or  zones and t er mi nal  
devi ces and a means t o enabl e and di sabl e t hi s f eat ur e f r om t he SCC under  
oper at or  cont r ol .
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2. 4. 6. 5. 6. 2   Ter mi nal  and Faci l i t y  I nt er f ace Devi ce Suppor t

The ent r y boot h l ocal  pr ocessor  subsyst em i s t o suppor t  t he f ul l  r ange of  
syst em t er mi nal  and f aci l i t y  i nt er f ace devi ces as speci f i ed.

2. 4. 6. 5. 6. 3   Response Ti mes

The ent r y boot h l ocal  pr ocessor  subsyst em must  r espond t o a SCC 
i nt er r ogat i on wi t hi n 100 mi l l i seconds.   The ent r y boot h l ocal  pr ocessor  i s 
t o r espond t o val i d passage r equest s f r om i t s associ at ed t er mi nal  devi ces 
by gener at i ng a s i gnal  t o t he appr opr i at e [ el ect r i c st r i ke and bol t ]  
[ el ect r i f i ed mor t i se l ock]  [ el ect r omagnet i c l ock]  wi t hi n 100 mi l l i seconds 
af t er  ver i f i cat i on.

2. 4. 6. 5. 6. 4   Aut onomous Local  Cont r ol

I n t he event  of  a communi cat i on l oss,  t he ent r y boot h l ocal  pr ocessor  
subsyst em must  aut omat i cal l y conver t  t o aut onomous l ocal  cont r ol  and 
moni t or i ng of  i t s  associ at ed car d r eader s,  keypads,  [ el ect r i c st r i ke and 
bol t ]  [ el ect r i f i ed mor t i se l ock]  [ el ect r omagnet i c l ock]  and aut omat i cal l y 
r ever t  t o cent r al  cont r ol  upon communi cat i on r est or at i on.   Tr ansact i ons 
occur r i ng dur i ng t he communi cat i ons out age ar e t o be r ecor ded and r et ai ned 
i n l ocal  memor y and r epor t ed t o t he cent r al  dat abase f i l es upon 
communi cat i on r est or at i on wi t hi n 10 seconds.

2. 4. 6. 5. 6. 5   Ent r y Boot h Local  Pr ocessor  Subsyst em Capaci t i es

As a mi ni mum,  t he ent r y boot h l ocal  pr ocessor  subsyst em i s t o have 
suf f i c i ent  capaci t y t o cont r ol  and moni t or  a combi nat i on of  6:

a.   Car d r eader s

b.   Keypads

[ c.   El ect r i c st r i kes and bol t s

] [ d.   El ect r i f i ed mor t i se l ock

] [ e.   El ect r omagnet i c l ock

] Al l  ent r y cont r ol  i dent i f i cat i on deci s i ons and cont r ol s ar e t o be 
per f or med by t he l ocal  pr ocessor  subsyst em.   The ent r y boot h l ocal  
pr ocessor  subsyst em must  pr ovi de a l ocal  t r ansact i on hi st or y f i l e wi t h 
capaci t y t o st or e at  l east  1000 ent r y cont r ol  t r ansact i ons wi t hout  l osi ng 
any dat a.

2. 4. 6. 5. 6. 6   Di agnost i cs

Pr ovi de bui l t - i n di agnost i cs i mpl ement ed i n sof t war e,  f i r mwar e,  or  
har dwar e.   The boot h i s t o aut omat i cal l y execut e a ser i es of  bui l t - i n 
t est s and r epor t  equi pment  mal f unct i ons,  conf i gur at i on er r or s,  and 
i naccur aci es t o t he SCC each t i me t he ent r y boot h l ocal  pr ocessor  
subsyst em i s st ar t ed up or  r e- boot ed.   The syst em must  annunci at e a 
f ai l - saf e al ar m i f  t he l ocal  pr ocessor  f ai l s  t he bui l t - i n di agnost i cs.   
Pr ovi de di agnost i c ai ds wi t hi n t he ent r y boot h l ocal  pr ocessor  subsyst em 
t o ai d i n syst em set - up,  mai nt enance,  and t r oubl eshoot i ng.
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2. 4. 6. 5. 6. 7   Memor y Type and Si ze

Dat a ent er ed i s t o be st or ed f or  a mi ni mum of  1 year  i n t he absence of  
power  f r om ext er nal  sour ce t o t he ent r y boot h.

2. 4. 6. 5. 6. 8   Tamper  Pr ot ect i on

The l ocal  pr ocessor  subsyst em i s t o moni t or  al l  ser vi ce ent r y panel s f or  
t amper .   Tamper  l i nes must  not  be accessi bl e except  t hr ough t amper  
pr ot ect ed ent r y panel s.   Pr ovi de ent r y panel s wi t h key l ocks.   Pr ovi de t he 
capabi l i t y  t o t ake t he boot h of f - l i ne f or  ser vi ce.

2. 4. 6. 5. 6. 9   Ent r y Boot h Conf i gur at i on

Pr ovi de a c l osed- i n st r uct ur es sui t abl e f or  occupancy by 1 per son wi t h a 
per sonnel  passage ar ea,  equi pment  st or age,  a l ow secur i t y ent r y or  exi t  
door  and a hi gh secur i t y ent r y or  exi t  door .   Conf i gur e wi t h pai r ed [ car d 
r eader s]  [ keypads] ,  1 each,  on t he hi gh secur i t y ent r y or  exi t  door  and 
l ow secur i t y ent r y or  exi t  door ;  a key r el ease swi t ch out si de t he l ow 
secur i t y door ;  a gl ass br eak t ype emer gency r el ease swi t ch.   Bot h door s t o 
t he ent r y boot h ar e t o be nor mal l y secur ed.

2. 4. 6. 5. 6. 10   Ent r y Boot h Oper at i on

a.   Conf i gur e t o al l ow passage r equest s t o be i ni t i at ed f r om onl y 1 door  
at  a t i me.   Dur i ng emer gency si t uat i ons bot h door s must  have t he 
capabi l i t y  t o abl e t o be opened at  t he same t i me.   The per son i s t o be 
al l owed ent r y t o t he boot h by pr esent i ng val i d cr edent i al  car d t o t he 
car d r eader  or  keypad i dent i f i cat i on code dat a t o t he keypad devi ce.   
An unsuccessf ul  at t empt  t o ent er  t he boot h ar e t o gener at e an ent r y 
deni al  al ar m.   

b.   I ncor por at e a per sonal  i dent i t y ver i f i cat i on devi ce as speci f i ed and 
gr ant  t he per son egr ess f r om t he boot h af t er  successf ul  per sonal  
i dent i t y ver i f i cat i on.   The ent r y boot h i s t o conf i ne t he per son and 
gener at e an ent r y cont r ol  al ar m i f  t he per son f ai l s t he per sonal  
i dent i t y ver i f i cat i on t est .   The l ocal  pr ocessor  i s t o gr ant  t he 
per son' s passage r equest  i f  al l  pr ovi ded dat a i s val i d.  

c.   The per son i s t o be conf i ned i f  a t amper  al ar m i s gener at ed by any of  
t he equi pment  associ at ed wi t h t he subj ect  ent r y boot h whi l e a per son 
i s i nsi de.   Oper at i ng t he gl ass br eak t ype emer gency r el ease swi t ch i s 
t o command t he ent r y door  [ el ect r i c st r i ke and bol t ]  [ el ect r i f i ed 
mor t i se l ock]  [ el ect r omagnet i c l ock]  r el ease t o t he f ul l y open 
posi t i on or  wi t h a del ay af t er  t he egr ess door  has been conf i r med 
secur ed.   The per son may exi t  t hr ough t he door  used f or  ent r y once 
i nsi de t he ent r y boot h and pr i or  t o per sonal  i dent i t y ver i f i cat i on 
t est  i ni t i at i on.

2. 4. 6. 5. 6. 11   Di spl ay Type

I ncl ude an LED or  ot her  t ype of  v i sual  i ndi cat or  di spl ay and pr ovi de 
vi sual  st at us i ndi cat i ons and per son pr ompt s.   The di spl ay i s t o i ndi cat e 
power  on/ of f ,  and whet her  enr ol l ee passage r equest s have been accept ed or  
r ej ect ed.   Pr ovi de 3 st at us l i ght s out si de each door  i ndi cat i ng ent r y 
boot h st at us by mar ki ng:

a.   Gr een l i ght  i ndi cat es READY
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b.   Amber  l i ght  i ndi cat es BUSY

c.   Red l i ght  i ndi cat es I NOPERATI VE

2. 4. 6. 5. 6. 12   Li ght i ng

Pr ovi de l i ght s r ecessed above an acr yl i c l i ght  di f f user  i n t he cei l i ng of  
t he ent r y boot h.   Pr ovi de a separ at e l i ght  sour ce wi t hi n t he over head 
l i ght i ng f i x t ur e assembl y t o pr ovi de emer gency l i ght i ng i n case of  a power  
f ai l ur e.

2. 4. 6. 5. 6. 13   Heat i ng and Vent i l at i on Equi pment

I ncl ude bui l t - i n heat i ng and cool i ng equi pment  t o sust ai n t he speci f i c  
oper at i ng t emper at ur e r ange f or  t he el ect r oni c equi pment  i nst al l ed.

2. 4. 6. 5. 6. 14   Ent r y Boot h Wal l  and Fr ame Const r uct i on

Pr ovi de a r i gi d st r uct ur e wi t h t he st r engt h of  t he wal l s gr eat er  t han or  
equal  t o 12- gauge st eel  wi t h 25 mm 1 i nch st andi ng seams.   Al l  gl ass i s t o 
be at  l east  8 mm 5/ 16 i nch l ami nat ed,  anneal ed gl ass and meet i ng UL 972 
cer t i f i cat i on r equi r ement s.   The ent r y boot h must  meet  f l ame spr ead r at i ng 
25 or  l ess,  f uel  cont r i but i on of  50 or  l ess,  smoke devel opment  of  50 or  
l ess,  i n accor dance wi t h t est  met hod ASTM E84.

Pr ovi de ent r y boot hs const r uct ed t o mi ni mi ze t he heat i ng ef f ect s of  sol ar  
r adi at i on,  by usi ng t he manuf act ur er ' s st andar d c l ear ,  t i nt ed,  or  br onzed 
gl ass wi t h over - hangi ng r oof s or  ot her  st r uct ur al  means t o shade t he 
wi ndows.

2. 4. 6. 5. 6. 15   Ent r y Boot h Door s

Door s must  be at  l east  889 mm wi de,  by 2. 0 m hi gh 35 i nches wi de,  by 79 
i nches hi gh wi t h gl ass panel s at  l east  788 mm wi de,  by 1. 9 m hi gh 31 
i nches wi de,  by 74 i nches hi gh.   Pr ovi de door  hi nges and cl oser s wi t h 
adj ust ment s f or  ver t i cal ,  hor i zont al ,  and t or que.   Pr ovi de an i nsi de push 
bar ,  and an out si de mechani cal  pul l  handl e.   Al umi num par t s ar e t o be 
anodi zed f i ni sh.

2. 4. 6. 5. 6. 16   Ent r y Boot h Fl oor  Const r uct i on

Pr ovi de ent r y boot h wi t h a r i gi d f l oor  cover ed by a r ubber  mat  or  i ndoor  
or  out door  car pet i ng.   The r ubber  mat  or  car pet  must  be at  l east  1. 6 mm 
1/ 16 i nch t hi ck and pr ovi de a cont i nuous f l oor  cover i ng wi t hout  seams.

2. 4. 6. 5. 6. 17   El ect r i cal  Requi r ement s

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *
NOTE:   The desi gner  wi l l  speci f y whet her  t he 
el ect r i c st r i ke or  l ock wi l l  f ai l  open,  f ai l  secur e,  
or  ot her  conf i gur at i on ( such as f ai l  secur e f or  
ent r y i nt o hi gher  secur i t y ar ea,  whi l e f ai l i ng open 
f or  egr ess f r om t he ar ea) .   The desi gner  must  
coor di nat e t hi s wi t h r equi r ement s of  t he s i t e saf et y 
and f i r e per sonnel .   Li f e saf et y wi l l  be desi gned i n 
accor dance wi t h NFPA 101,  Li f e Saf et y Code.

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *

The ent r y boot h,  i ncl udi ng associ at ed t er mi nal  and f aci l i t y  i nt er f ace and 

SECTI ON 28 10 05  Page 69



ot her  t ype of  devi ces housed wi t hi n t he ent r y boot h must  not  di ssi pat e 
mor e t han 1500 Wat t s.   Pr ovi de boot h wi t h an i nt egr al  bat t er y back- up 
syst em.   The bat t er y back- up syst em must  power  t he ent r y cont r ol  devi ces 
and [ el ect r i c st r i ke and bol t ]  [ el ect r i f i ed mor t i se l ock]  [ el ect r omagnet i c 
l ock]  f or  at  l east  30 mi nut es.   The door s t o t he boot h ar e t o be [ secur ed]  
[ opened] ,  and t he boot h must  go i nt o an i noper at i ve st at us i f  AC power  i s 
not  r est or ed t o t he boot h wi t hi n 30 mi nut es.   Upon AC power  r est or at i on,  
t he boot h i s t o upl oad al l  ent r y t r ansact i ons f r om t he l ocal  pr ocessor  
subsyst em t o t he SCC.

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *
NOTE:   The desi gner  wi l l  speci f y t he equi pment  and
f eat ur es f or  t he boot h conf i gur at i on and el i mi nat e 
t he subpar agr aphs not  needed.

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *

2. 4. 6. 5. 6. 18   VSS Camer a

Desi gn and conf i gur e t he VSS camer a f or  cont i nuous oper at i on and  t r ansmi t  
v i deo i nf or mat i on t o t he [ SCC]  [ and]  [ l ocal  v i deo r ecor der ]  as speci f i ed 
and desi gned.

2. 4. 6. 5. 6. 19   Wei ght  Check Moni t or

Pr ovi de a wei ght  check moni t or  whi ch cont i nuousl y moni t or s t he wei ght  of  
t he boot h pl us any occupant .   The wei ght  check moni t or  i s t o consi st  of  
synchr oni zed,  mat ched,  el ect r oni c l oad cel l s l ocat ed at  t he base of  t he 
ent r y boot h and be connect ed t o t he l ocal  pr ocessor  subsyst em.   The wei ght  
check moni t or  must  be accur at e t o wi t hi n pl us or  mi nus 2. 3 kg 5 pounds.   
Conf i gur e t he ent r y boot h t o compensat e f or  s i de l oadi ng t o pr event  damage 
t o t he l oad cel l s by t he passage of  equi pment  t hr ough t he boot h.   I ncl ude 
i ndi v i dual  wei ght s f or  each user  i n t he r ef er ence dat abase f i l es as par t  
of  t he enr ol l ment  pr ocess.   Pr ovi de a met hod t o ent er  a cust om,  pr edef i ned 
t ol er ance on val i d wei ght s of  aut hor i zed per sons.

Aut omat i cal l y updat e each per son' s wei ght  pr of i l e based upon t he l ast  
t hr ee uses of  ent r y cont r ol  boot hs.   Gener at e an ent r y cont r ol  al ar m f or  
any passage at t empt  f or  whi ch t he per son' s wei ght  does not  agr ee wi t h 
syst em r ef er ence dat abase f i l e dat a and conf i ne t he per son.   The wei ght  
check moni t or  i s not  t o i ncr ease t he por t al  door  t hr eshol d hei ght  by mor e 
t han 6 mm 1/ 4 i nch.

2. 4. 6. 5. 6. 20   Doubl e Occupancy Sensor

I ncor por at e a sensor  connect ed t o t he l ocal  pr ocessor  subsyst em whi ch 
moni t or s t he ent i r e occupant  ar ea t o det ect  at t empt s at  doubl e occupancy.   
A doubl e occupancy sensor  act i vat i on i s t o gener at e a syst em al ar m and 
conf i ne t he enr ol l ees.

2. 4. 6. 5. 6. 21   I nt er com

Pr ovi de t hr ee combi nat i on speaker  and mi cr ophones t o pr ovi de 2- way 
communi cat i ons at  each speaker  and mi cr ophone l ocat i on.   The speaker s must  
be at  l east  100 mm 4 i nches i n di amet er .   Locat e t wo of  t he speaker s and 
mi cr ophones at  t he hi gh and l ow secur i t y ent r y or  exi t  door s,  behi nd 
l ouver ed panel s,  t o pr ovi de communi cat i ons f or  peopl e out si de t he boot h.   
The t hi r d speaker  and mi cr ophone ar e t o be l ocat ed i nsi de t he boot h behi nd 
a per f or at ed met al  scr een above t he per sonal  i dent i t y ver i f i cat i on devi ce 
t o pr ovi de communi cat i ons f or  peopl e i nsi de t he boot h.   Connect  each of  
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t he speaker s and mi cr ophones t o t he oper at or  consol e at  t he SCC and t o t he 
voi ce pr ompt  syst em as i ndi cat ed.

2. 4. 6. 5. 6. 22   Voi ce Pr ompt s

I ncl ude a voi ce pr ompt  syst em usi ng human voi ce commands t o speed up t he 
ent r y cont r ol  pr ocess and i mpr ove t hr oughput  r at e.   Thi s audi bl e pr ompt  
syst em i s t o r espond t o t he next  sequent i al  act i v i t y r equi r ement  as each 
empl oyee accesses t he boot h.   Al l  commands ar e t o be st or ed i n 
el ect r i cal l y pr ogr ammabl e r ead onl y memor y chi ps l ocat ed i n t he l ocal  
pr ocessor  subsyst em.   The voi ce pr ompt s ar e t o onl y be di r ect ed t o t he 
speaker  and mi cr ophone near est  t he empl oyee.   Use t he voi ce pr ompt s onl y 
i f  t he empl oyee does not  per f or m t he next  st ep i n t he ent r y boot h ent r y 
cont r ol  pr ocess wi t hi n a 5 second t i me wi ndow.   The SCC must  be abl e t o 
enabl e and di sabl e of  voi ce pr ompt s and adj ust ment  of  t he t i me wi ndow 
under  oper at or  cont r ol .

[ 2. 4. 6. 5. 7   Vehi c l e Gat e Oper at or

Pr ovi de vehi c l e gat e oper at or s sui t abl e f or  connect i on t o,  moni t or i ng,  and 
cont r ol  by t he syst em' s l ocal  pr ocessor s and i ncl ude al l  addi t i onal  
equi pment  and wi r i ng t o be an oper abl e syst em.   Pr ovi de a hand cr ank f or  
t he manual  vehi c l e gat e oper at or  and a sol enoi d act uat ed br ake oper at i on 
t o pr event  gat e coast i ng.  

Pr ovi de an aut o r ever se t i me del ay of  at  l east  1 second and not  mor e t han 
3 seconds t o mi ni mi ze shock l oads on vehi c l e gat e oper at or  dr i ve 
component s.   I ncl ude a cont act or  t ype mot or  st ar t er  t hat  i s  appr opr i at e 
f or  t he gat e oper at or  mot or .

2. 4. 6. 5. 7. 1   I nput  Power

Pr ovi de vehi c l e gat e oper at or  t hat  oper at es f r om t he vol t age sour ce as 
shown on t he dr awi ngs.   I ncl ude manual  r eset  t ype t her mal  and el ect r i cal  
over l oad devi ces.

2. 4. 6. 5. 7. 2   Audi bl e War ni ng

Pr ovi de an audi bl e war ni ng syst em t o s i gnal  per sonnel  i n t he v i c i ni t y of  
t he vehi c l e gat e oper at or  t hat  an openi ng or  c l osi ng i s about  t o 
commence.   The audi bl e war ni ng must  sound at  l east  2 seconds and no mor e 
t han 5 seconds bef or e movement  begi ns.

2. 4. 6. 5. 7. 3   Maxi mum Run Ti mer

The vehi c l e gat e oper at or  must  i ncor por at e an i nt er nal  maxi mum r un t i mer  
whi ch l i mi t s t he mot or  r un t i me.   The maxi mum r un t i me i s t o be oper at or  
adj ust abl e f or  at  l east  t he maxi mum amount  of  t i me gat e openi ng or  c l osi ng 
t akes dur i ng nor mal  oper at i on.

2. 4. 6. 5. 7. 4   Adj ust abl e Load Moni t or  f or  Obst r uct i on Sensi ng

Pr ovi de oper at or  adj ust abl e l oad moni t or  t hat  senses obst r uct i ons i n t he 
pat h of  t he gat e and aut omat i cal l y r ever ses t he vehi c l e gat e oper at or  
dr i ve mot or .   Do not  al l ow t he gat e t o open once t he gat e has r eached t he 
l i mi t  swi t ch.
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2. 4. 6. 5. 7. 5   Oper at or  Over r i de Cont r ol s

Pr ovi de t he vehi c l e gat e oper at or  wi t h an i nt er f ace t o a t hr ee pushbut t on 
cont r ol  st at i on l ocat ed wi t hi n an ent r y- cont r ol l ed ar ea.   The t hr ee 
pushbut t on swi t ches ar e t o be l abel ed and f unct i on as Open,  Cl ose,  and 
St op cont r ol s,  and meet  t he r equi r ement s of  par agr aph PUSH- BUTTON SWI TCHES.

2. 4. 6. 5. 7. 6   Li mi t  Swi t ches

Pr ovi de adj ust abl e l i mi t  swi t ches t o def i ne t he r ange of  gat e t r avel  and 
pr ovi de a means t o secur el y l ock t he swi t ches i n pl ace af t er  adj ust ment .

2. 4. 6. 5. 7. 7   Type of  Gat e

Pr ovi de t he vehi c l e gat e oper at or s t o be compat i bl e wi t h cant i l ever ,  
r ol l er ,  v- t r ack,  over head,  s l i de,  and swi ng gat es.

2. 4. 6. 5. 7. 8   Saf et y

Pr ovi de saf et y compat i bl e wi t h par agr aph TYPE OF GATE f or  ent r apment  
pr ot ect i on.

] 2. 4. 6. 6   Act i ve Bar r i er  I nt er f ace

Pr ovi de act i ve bar r i er  i nt er f ace i n accor dance wi t h Sect i on 34 75 13. 13 
CRASH RATED ACTI VE VEHI CLE BARRI ERS AND CONTROLS sui t abl e f or  connect i on 
t o,  moni t or i ng,  and cont r ol  by t he syst em' s l ocal  pr ocessor s and i ncl ude 
al l  addi t i onal  equi pment  and wi r i ng t o be an oper abl e syst em.

2. 4. 7   El evat or  Cont r ol

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *
NOTE:   The desi gner  wi l l  det er mi ne i f  f l oor  t r acki ng 
i s appr opr i at e f or  t he s i t e,  see i t em b bel ow.

I f  t he ESS desi gn i ncl udes Medi cal  Faci l i t i es t he 
el evat or  cont r ol  must  i nt er f ace wi t h I nf ant  
Pr ot ect i on Al ar m Syst em ( I PAS) .

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *

2. 4. 7. 1   Cont r ol  El evat or  Oper at i on wi t h Ent r y Cont r ol  Ter mi nal  Devi ces

The el evat or ' s st andar d cont r ol  equi pment ,  component s,  and act uat or s must  
ser ve as t he f aci l i t y  i nt er f ace.   Syst em component s and subsyst ems must  
i nt er f ace wi t h st andar d el evat or  cont r ol  equi pment  wi t hout  el evat or  
cont r ol  equi pment  modi f i cat i on.   The syst em i s t o pr ovi de a means t o 
def i ne access- cont r ol l ed f l oor s of  a f aci l i t y ,  deny access t o t hese f l oor s 
by unaut hor i zed i ndi v i dual s,  and i mpl ement  al l  ot her  syst em f unct i ons as 
speci f i ed.

2. 4. 7. 2   Fl oor  Tr acki ng

Depl oy t he el evat or  cont r ol  syst em i n such a manner  as t o pr ovi de " f l oor  
t r acki ng"  r epor t s wher e t he syst em r ecor ds t he i ndi v i dual ' s f l oor  
sel ect i on when el evat or  cont r ol  i s  i n ef f ect .

2. 4. 8   Access Cont r ol  Syst em Dat e and Ti me

Pr ovi de syst em dat e and t i me per  par agr aph DATE AND TI ME GENERATOR.
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2. 5   VI DEO SURVEI LLANCE SYSTEM ( VSS)

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *
NOTE:   Scene i l l umi nat i on must  be even acr oss t he
f i el d of  v i ew of  t he camer a,  wi t h a maxi mum l i ght  t o 
dar k r at i o of  8 t o 1.

For  v i sual  assessment  of  al ar ms use a mi ni mum of  t wo 
moni t or s.   Speci f y t he opt i mum number  of  moni t or s 
f or  t he number  of  camer as r equi r ed.   I t  i s  di f f i cul t  
t o v i ew and r espond t o t oo many moni t or s.   
Typi cal l y,  f or  16 camer as or  l ess,  use one moni t or .

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *

Sel ect  syst em component s t hat  conf or m t o t he Open Net wor k Vi deo I nt er f ace 
For um ( ONVI F)  speci f i cat i on.   Pr ovi de compat i bl e [ UL 62368- 1]  [ and]  [
UL 2802]  l i s t ed VSS component s t o pr ovi de vi sual  assessment  of  ESS al ar ms 
aut omat i cal l y upon al ar m or  upon SCC oper at or  sel ect i on.   Ot her wi se,  t he 
subsyst em i s t o cont i nuousl y di spl ay t he cover age ar ea.   Di spl ay 
al phanumer i c camer a l ocat i on I D on al l  moni t or s.   Pr ovi de t he number  of  
al ar m moni t or s as r equi r ed.   The scene f r om each camer a must  appear  c l ear ,  
cr i sp,  and st abl e on t he r espect i ve moni t or  dur i ng bot h dayt i me and 
ni ght t i me oper at i on.   Pr ovi de component  equi pment  t hat  mi ni mi zes bot h 
pr event i ve and cor r ect i ve mai nt enance.   Pr ovi de component s f r om a si ngl e 
manuf act ur er  or  j ust i f y mi xi ng manuf act ur er  component s and demonst r at e 
compat i bi l i t y  i n submi t t al  i nf or mat i on.

2. 5. 1   Camer as

2. 5. 1. 1   VSS Camer a

Pr ovi de I nt er net  Pr ot ocol  ( I P)  camer as of  f i xed,  pan- t i l t - zoom ( PTZ) ,  or  
panor ami c t ype as i ndi cat ed on t he dr awi ngs.

a.   Day- Ni ght  [ Col or ]  [ B&W]  f i xed,  PTZ or  panor ami c camer as ar e t o be used 
i n al l  out door  envi r onment s.   St andar d f i xed,  PTZ,  or  panor ami c 
camer as ar e t o be used f or  al l  i ndoor  appl i cat i ons except  when 
backl i ght i ng i ssues ar e obser ved.   Use Day- Ni ght  camer as or  st andar d 
camer as wi t h backl i ght i ng compensat i on f or  backl i ght i ng or  hi gh 
cont r ast  appl i cat i ons.

b.   Pr ovi de PTZ camer as wi t h a di r ect  dr i ve mot or  assembl y.   Bel t  dr i ven 
PTZ camer a uni t s ar e not  accept abl e.   Equi p PTZ camer as wi t h a s l i p 
r i ng assembl y havi ng an opt i cal  i nt er f ace and be r at ed f or  cont i nuous 
dut y.   PTZ camer as must  be f ul l y i nt egr at ed uni t s.   The pan- t i l t  
mechani sm must  be an i nt egr al  par t  of  t he camer a.   The PTZ cont r ol  
syst em f r om t he [ j oyst i ck]  [ and]  [ mouse]  t o t he camer a t o t he v i ewed 
i mage must  oper at e i n r eal - t i me wi t h no i mpact  t o oper at i onal  accur acy 
of  pan t i l e zoom f unct i on.

c.   Pr ovi de camer as t hat  oper at e over  a vol t age r ange of  [ 12 VDC]  [ 24 VDC]  
[ 12]  [ 24]  VAC at  [ 50]  [ 60]  Hz Power  over  Et her net  ( PoE)  I EEE 802. 3.

d.   Al l  camer as must  be const r uct ed t o pr ovi de r i gi d suppor t  f or  
el ect r i cal  and opt i cal  syst ems so t hat  uni nt ent i onal  changes i n 
al i gnment  or  mi cr ophoni c ef f ect s do not  occur  dur i ng oper at i on,  
movement ,  or  l ens adj ust ment s.
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e.   Vi deo Fr ame Rat e:  [ 30]  [ 60]  [ 120]  f r ames per  second ( f ps)

f .   Camer as wi t hout  on- boar d SD car d r ecor di ng may be used.

g.   Camer as wi t h on- boar d SD car d r ecor di ng must  be addr essed i n t he 
syst em pr ogr ammi ng r egar di ng t he use of  SD car d r ecor di ng.   Net wor k 
out ages must  be addr essed r egar di ng t he upl oad pr ocedur e f or  t he SD 
car d dat a.   Audi o r ecor di ng ( i f  used)  must  be addr essed al so,  
i ncl udi ng pr oper  s i gnage per  al l  appl i cabl e l aws.  

2. 5. 1. 1. 1   Sensi t i v i t y

Mi ni mum I l l umi nat i on:   0. 7 l ux 0. 07 f oot - candl es at  F1. 4 col or  mode;  0. 09 
l ux 0. 009 f oot - candl es at  F1. 4 i n t he B&W mode.

2. 5. 1. 1. 2   Si gnal - To- Noi se Rat i o

Show a si gnal - t o- noi se r at i o of  not  l ess t han 50 deci bel s ( dB)  at  
Aut omat i c Gai n Cont r ol  ( AGC)  " Of f " ,  wei ght  " On" .

2. 5. 1. 1. 3   Resol ut i on

Pr ovi de a mi ni mum of  [ 2. 1]  [ _____]  megapi xel  r esol ut i on.   The i mager  must  
have a mi ni mum of  1080P pi ct ur e i n pr ogr essi ve scan f or mat .   Resol ut i on i s 
t o be mai nt ai ned over  t he speci f i ed i nput  vol t age and f r equency r ange,  and 
not  var y f r om mi ni mum speci f i cat i on over  t he speci f i ed oper at i ng 
t emper at ur e r ange.

2. 5. 1. 1. 4   Synchr oni zat i on 

Pr ovi de camer as t hat  have i nt er nal  and l i ne l ock.

2. 5. 1. 1. 5   Low Li ght  Level

Pr ovi de Day- Ni ght  camer as t hat  have a B- W mode t hat  may be aut omat i cal l y 
engaged on l ow l i ght  l evel  and per mi t  t he use of  i nt egr at ed or  ext er nal  
i nf r ar ed i l l umi nat or .   El ect r oni c r emoval  of  t he col or  s i gnal  i s  not  
accept abl e.   The camer a must  have an i nf r ar ed cut  f i l t er  capabl e of  bei ng 
r emoved aut omat i cal l y upon l ow l i ght  t hr eshol d or  manual l y.

2. 5. 1. 2   Camer a Lenses

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *
NOTE:   The desi gner  wi l l  pr ovi de dr awi ngs of  t he 
l ens f i el d of  v i ew l abel ed wi t h t he cor r ect  l ens 
f ocal  l engt h f or  each camer a,  or  a t abl e t hat  
r ef er ences t he camer a l ocat i on and t he r equi r ed l ens 
f ocal  l engt h i n or der  t o suppor t  t hi s par agr aph.

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *

Camer a l enses ar e t o be al l  gl ass wi t h coat ed opt i cs.   Pr ovi de l ens mount  
t hat  i s  [ C or  CS mount ] ,  [ compat i bl e wi t h t he camer as sel ect ed]  
[ i nt egr at ed wi t h t he camer as] .   Pr ovi de l ens wi t h t he camer a t hat  have a 
maxi mum f - st op openi ng of  f / 1. 2 or  t he maxi mum avai l abl e f or  t he f ocal  
l engt h speci f i ed.   The l ens i s t o have an aut o- i r i s  mechani sm unl ess 
ot her wi se speci f i ed.   Lenses havi ng aut o i r i s ,  manual  i r i s ,  or  zoom and 
f ocus f unct i ons ar e t o be suppl i ed wi t h connect or s,  wi r i ng,  r ecei ver  and 
dr i ver  uni t s,  and cont r ol s as needed t o oper at e t he l ens f unct i ons.   
Pr ovi de l enses wi t h suf f i c i ent  c i r c l e of  i l l umi nat i on t o cover  t he i mage 
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sensor  evenl y.   Lenses ar e not  t o be used on a camer a wi t h an i mage f or mat  
l ar ger  t han t he l ens i s conf i gur ed t o cover .   Pr ovi de l ens wi t h f ocal  
l engt hs as i ndi cat ed or  speci f i ed i n t he manuf act ur er ' s l ens sel ect i on 
t abl es.

2. 5. 1. 3   Camer a Housi ng and Mount s

The camer a and l ens ar e t o be encl osed i n a t amper  r esi st ant  housi ng 
i nst al l ed on a camer a suppor t .   Any anci l l ar y housi ng mount i ng har dwar e 
needed t o i nst al l  t he housi ng at  t he camer a l ocat i on i s t o be pr ovi ded as 
par t  of  t he housi ng.   The camer a suppor t  must  be capabl e of  suppor t i ng t he 
mount ed equi pment  and wi t hst andi ng wi nd and i ce l oads nor mal l y encount er ed 
at  t he s i t e.

2. 5. 1. 3. 1   Envi r onment al l y Seal ed Camer a Housi ng

The housi ng i s t o pr ovi de an envi r onment  needed f or  camer a oper at i on and 
be condensat i on f r ee;  dust  and wat er t i ght ;  keep t he vi ewi ng wi ndow f r ee of  
f og,  snow,  and i ce,  and be f ul l y oper at i onal  i n 100 per cent  condensi ng 
humi di t y.   Pr ovi de housi ng equi pped wi t h a sunshi el d.   Bot h t he housi ng 
and sunshi el d ar e t o be whi t e i n col or .   Housi ng must  be pur ged of  
at mospher i c ai r  and pr essur i zed wi t h dr y ni t r ogen,  equi pped wi t h a f i l l  
val ve,  over pr essur e val ve,  and i ncl ude a humi di t y i ndi cat or  v i s i bl e f r om 
t he ext er i or .   Housi ng must  not  have a l eak r at e gr eat er  t han 13. 8 kPa 2 
psi  at  sea l evel  wi t hi n a 90 day per i od.   Housi ng must  r esi st  i nf l ux of  
r ai n or  snow f r om ver t i cal  t o wi nd dr i ven hor i zont al  di r ect i ons.

Pr ovi de housi ng equi pped wi t h suppl ement ar y camer a mount i ng bl ocks or  
suppor t s needed t o posi t i on t he camer a and l ens t o mai nt ai n t he pr oper  
opt i cal  cent er l i ne.   Al l  el ect r i cal  and si gnal  connect i ons r equi r ed f or  
camer a and l ens oper at i on ar e t o be suppl i ed.   Pr ovi de a mount i ng br acket  
as par t  of  t he housi ng whi ch al l ows wei ght  adj ust ment  t o cent er  t he wei ght  
of  t he assembl y.

2. 5. 1. 3. 2   I ndoor  Camer a Housi ng

Pr ovi de housi ng wi t h a t amper  r esi st ant  encl osur e f or  i ndoor  camer a 
oper at i on and wi t h t he pr oper  mount i ng br acket s f or  t he speci f i ed camer a 
and l ens.   The housi ng and appur t enances col or  ar e not  t o conf l i c t  wi t h 
t he bui l di ng i nt er i or  col or  scheme.

2. 5. 1. 3. 3   I nt er i or  Mount

Pr ovi de camer a mount  sui t abl e f or  ei t her  wal l  or  cei l i ng mount i ng and have 
an adj ust abl e head f or  mount i ng t he camer a.   The wal l  mount  and head must  
be const r uct ed of  al umi num or  st eel  wi t h a cor r osi on- r esi st ant  f i ni sh.   
Pr ovi de adj ust abl e head wi t h 360 degr ees of  pan and pl us or  mi nus 90 
degr ees of  t i l t .

2. 5. 1. 3. 4   Low Pr of i l e Cei l i ng Mount

Pr ovi de t amper pr oof  cei l i ng housi ng whi ch i s l ow pr of i l e and sui t abl e f or  
use i n 610 by 610 mm 2-  by 2- f oot  cei l i ng t i l es.   The housi ng must  be 
equi pped wi t h a camer a mount i ng br acket  and al l ows a 360- degr ee vi ewi ng 
set up.

2. 5. 1. 3. 5   I nt er i or  Dome Housi ng

The dome housi ng i s t o be capabl e of  bei ng mount ed by pendant ,  pol e,  
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cei l i ng,  sur f ace,  or  cor ner  as shown on t he dr awi ngs.   The l ower  dome i s 
t o be bl ack opaque acr yl i c and have a l i ght  at t enuat i on f act or  of  not  mor e 
t han 1 f - st op.   Pr ovi de housi ng wi t h:

a.   I nt egr al  pan- t i l t  compl et e wi t h wi r i ng

b.   Wi r i ng har nesses

c.  Connect or s

[ d.   Recei ver - dr i ver

] [ e.   Pan- t i l t  cont r ol  syst em

] [ f .   Pr e- posi t i on car ds

] [ g.   Heavy dut y bear i ngs

] [ h.   Har dened st eel  gear s

] i .   Per manent  l ubr i cat i on

j .   Mot or s t hat  ar e t her mal l y or  i mpedance pr ot ect ed agai nst  over l oad 
damage.

k.   Any ot her  har dwar e and equi pment  as needed t o pr ovi de a f ul l y  
f unct i onal  pan- t i l t  dome.   Pr ovi de pan movement  of  360 degr ees and 
t i l t  movement  of  at  l east  pl us or  mi nus 90 degr ees.   Pan speed must  be 
at  l east  20 degr ees per  second and t i l t  speed be at  l east  10 degr ees 
per  second.

2. 5. 1. 3. 6   Ext er i or  Dome Housi ng

Pr ovi de dome housi ng capabl e of  bei ng mount ed by pendant ,  pol e,  cei l i ng,  
sur f ace,  or  cor ner  as shown on t he dr awi ngs and const r uct ed t o be dust  and 
wat er t i ght ,  and f ul l y oper at i onal  i n 100 per cent  condensi ng humi di t y.   
Pur ge t he housi ng of  at mospher i c ai r  and pr essur i ze wi t h dr y ni t r ogen.   
Pr ovi de a f i l l  val ve and over pr essur e val ve wi t h a pr essur e i ndi cat or  
v i s i bl e f r om t he ext er i or .   The housi ng i s t o be equi pped wi t h 
suppl ement ar y camer a mount i ng bl ocks or  suppor t s as needed t o posi t i on t he 
speci f i ed camer a and l ens t o mai nt ai n t he pr oper  opt i cal  cent er l i ne.

Pr ovi de al l  el ect r i cal  and si gnal  connect i ons r equi r ed f or  camer a and l ens 
oper at i on.   The housi ng i s t o pr ovi de t he envi r onment  needed f or  camer a 
oper at i on.   The l ower  dome i s t o be bl ack opaque acr yl i c wi t h a l i ght  
at t enuat i on f act or  of  not  mor e t han 1 f - st op.   Pr ovi de housi ng wi t h:

a.   I nt egr al  pan- t i l t  compl et e wi t h wi r i ng

b.   Wi r i ng har nesses

c.  Connect or s

[ d.   Recei ver - dr i ver

] [ e.   Pan- t i l t  cont r ol  syst em

] [ f .   Pr e- posi t i on car ds
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] [ g.   Heavy dut y bear i ngs

] [ h.   Har dened st eel  gear s

] i .   Per manent  l ubr i cat i on

j .   Mot or s t hat  ar e t her mal l y or  i mpedance pr ot ect ed agai nst  over l oad 
damage.

k.   Any ot her  har dwar e and equi pment  as needed t o pr ovi de a f ul l y  
f unct i onal  pan- t i l t  dome.   Pr ovi de pan movement  of  360 degr ees and 
t i l t  movement  of  at  l east  pl us or  mi nus 90 degr ees.   Pan speed must  be 
at  l east  20 degr ees per  second and t i l t  speed be at  l east  10 degr ees 
per  second.

2. 5. 1. 3. 7   Ext er i or  Wal l  Mount

Pr ovi de ext er i or  camer a wal l  mount  t hat  i s  [ 406. 4]  [ 609. 6]  [ 914. 4]  [ ____]  
mm [ 16]  [ 24]  [ 36]  [ _____]  i nches l ong and has an adj ust abl e head f or  
mount i ng t he camer a.   The wal l  mount  and head must  be const r uct ed of  
al umi num,  st ai nl ess st eel ,  or  st eel  wi t h a cor r osi on- r esi st ant  f i ni sh.   
Pr ovi de adj ust abl e head f or  at  l east  pl us and mi nus 90 degr ees of  pan,  and 
at  l east  pl us and mi nus 45 degr ees of  t i l t .   I f  t o be used i n conj unct i on 
wi t h a pan- t i l t ,  pr ovi de br acket  wi t hout  t he adj ust abl e mount i ng head,  and 
a bol t  hol e pat t er n t o mat ch t he pan- t i l t  base.   Wi nd speeds up t o [ 27]  
[      ]  m/ s [ 60]  [ _____]  mph must  not  change al i gnment  of  t he camer a nor  
af f ect  t he PTZ oper at i on.

2. 5. 1. 3. 8   Pan- Ti l t  Mount

a.   Pr ovi de pan- t i l t  mount  capabl e of  suppor t i ng t he camer a,  l ens,  and 
housi ng speci f i ed t hat  i s weat her pr oof  and si zed t o accommodat e t he 
camer a,  l ens and housi ng wei ght  pl us maxi mum wi nd l oadi ng encount er ed 
at  t he i nst al l at i on s i t e i f  t he pan- t i l t  i s  t o be mount ed out door s.   
Pr ovi de pan- t i l t  wi t h:

( 1)  Heavy dut y bear i ngs

( 2)  Har dened st eel  gear s

( 3)  Ext er nal l y adj ust abl e l i mi t  st ops f or  pan and t i l t

( 4)  Mechani cal ,  dynami c,  or  f r i c t i on br akes

( 5)  Per manent  l ubr i cat i on

( 6)  Mot or s t hat  ar e t her mal l y or  i mpedance pr ot ect ed agai nst  over l oad 
damage.

b.   Pr ovi de pan movement  of  360 degr ees pan r ot at i on,  a mi ni mum t i l t  
movement  of  pl us and mi nus 90 degr ees.   Manual  pan speed must  be a 
mi ni mum of  [ 0 t o 80 degr ees per  second]  [ _____] ,  and a mi ni mum t i l t  
speed of  [ 10 degr ees per  second]  [ _____] .   A mi ni mum aut omat i c pan 
speed of  [ 280 degr ee per  second]  [ _____]  and t i l t  speed of  [ 160 degr ee 
per  second]  [ _____] .

c.   The pan- t i l t  i s  t o be suppl i ed compl et e wi t h wi r i ng,  wi r i ng har nesses,  
connect or s,  r ecei ver - dr i ver ,  pan- t i l t  cont r ol  syst em,  pr e- posi t i on 
car ds,  or  any ot her  har dwar e and equi pment  as needed t o pr ovi de a 
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f ul l y  f unct i onal  pan- t i l t  mount  t o f ul f i l l  t he s i t e desi gn 
r equi r ement s.

2. 5. 1. 3. 9   Expl osi on Pr oof  Housi ng

The expl osi on pr oof  housi ng must  meet  t he r equi r ement s i n par agr aph 
COMPONENT ENCLOSURE f or  hazar dous l ocat i ons,  see par agr aph HAZARDOUS 
LOCATI ONS.   Conf i gur e housi ng t o pr ovi de a t amper  r esi st ant  encl osur e and 
suppl y wi t h t he pr oper  mount i ng br acket s f or  t he speci f i ed camer a and l ens.

2. 5. 2   Ther mal  I magi ng Syst em

I P Ther mal  Camer as

a.   Pr ovi de an i nt egr at ed t her mal  i magi ng devi ce i n an envi r onment al  
encl osur e.

b.   Pr ovi de a nat i ve di gi t al  i mage f r om t he i mage sensor  t o t he I P v i deo 
st r eam.

c.   Pr ovi de of  an uncool ed,  sun- saf e amor phous si l i con mi cr o bol omet er ,  
l ong- wavel engt h i nf r ar ed ( LWI R)  camer a capabl e of  640 x 480 and 384 x 
288 r esol ut i on f or mat s.

d.   Pr ovi de a t empor al  Noi se Equi val ent  Temper at ur e Di f f er ence ( NETD)  
bel ow 50mK at  f / 1. 0 capabl e of  mul t i pl e di spl ay f or mat s i ncl udi ng 
whi t e hot ,  bl ack hot ,  and r ai nbow.

e.   Al l ow f or  i nput  vol t age of  [ 24 VAC] ,  [ 24 VDC] ,  [ or ]  [ a sel ect abl e 
power  sour ce of  [ 120]  [ 230]  VAC] .

f .   Pr ovi de a bui l t - i n heat er  and def r ost er  and sun shr oud i n accor dance 
wi t h par agr aph COMPONENT ENCLOSURE.

g.   Suppor t  t wo si mul t aneous,  conf i gur abl e v i deo st r eams.   MJPEG and H. 264 
compr essi on f or mat s t hat  ar e avai l abl e f or  pr i mar y and secondar y 
st r eams wi t h sel ect abl e Uni cast  and Mul t i cast  pr ot ocol s.   The st r eams 
ar e t o be conf i gur abl e i n a var i et y of  f r ame r at es,  bi t  r at es,  and 
gr oup of  pi ct ur es ( GOP)  st r uct ur es.

h.   Use a st andar d Web br owser  i nt er f ace f or  r emot e admi ni st r at i on and 
camer a par amet er  conf i gur at i ons.

i .   Pr ovi de a [ 100Base- TX]  [ _____]  net wor k por t  f or  l i ve st r eami ng t o a 
st andar d Web br owser .  

j .   Pr ovi de bui l t - i n v i deo anal yt i cs.

2. 5. 3   Vi deo Anal yt i cs ( VA)

2. 5. 3. 1   Sof t war e

Pr ovi de capabi l i t y  r ange f r om basi c act i v i t y det ect i on t o t he sear ch 
t hr ough dat abases t o pr e- empt  ser i ous i nci dent s.   The VA i s t o pr ovi de 
gr aphi c i dent i f i ed movement  i dent i f i cat i on,  user - sel ect abl e moni t or ed 
ar eas,  compensat i on f or  envi r onment al  movement ,  and ot her  f eat ur es 
speci f i ed when pr ovi ded as a capabi l i t y  of  t he NVR.   Pr ovi de t he f ol l owi ng 
f eat ur es:
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2. 5. 3. 1. 1   Basi c Mot i on Det ect i on

a.   Adapt i ve Mot i on 

b.   Abandoned Obj ect

c.   Obj ect  Removal

d.   Camer a Sabot age
 

e.   Di r ect i onal  Mot i on 

f .   Obj ect  Count i ng

g.   Loi t er i ng Det ect i on

h.   St opped Vehi c l e

2. 5. 3. 1. 2   Advanced VA

2. 5. 3. 1. 2. 1   I nt r uder  I dent i f i cat i on

Thi s r ef er s t o i dent i f y i ng unaut hor i zed humans i n speci f i ed ar eas wi t hi n 
t he f i el d of  v i ew.

2. 5. 3. 1. 2. 2   Envi r onment al  Compensat i on

Recogni z i ng and i gnor i ng wi nd- bl own debr i s,  ani mal s,  backgr ound t r af f i c ,  
and so on.

2. 5. 3. 1. 2. 3   Count i ng

Thi s r ef er s t o r ecogni z i ng a quant i t y of  a par t i cul ar  obj ect  movi ng or  
act i v i t y per f or med.

2. 5. 3. 1. 2. 4   Di r ect i onal  I dent i f i cat i on

Thi s r ef er s t o t he abi l i t y  t o i gnor e obj ect s movi ng i n one di r ect i on,  
whi l e al ar mi ng f or  obj ect s movi ng i n unaut hor i zed di r ect i ons.

2. 5. 3. 1. 2. 5   I t em Recogni t i on

Thi s r ef er s t o act i vat i on when speci f i c  user - sel ect ed i t ems ar e r emoved 
f r om,  pl aced i n,  or  passed t hr ough t he f i el d of  v i ew.

2. 5. 3. 1. 2. 6   Subj ect  Tr acki ng

Hi ghl i ght i ng and f ol l owi ng a speci f i c  per son or  i t em as i t  moves about  t he 
f i el d of  v i ew,  or  f r om t he f i el d of  v i ew of  one camer a t o anot her .

2. 5. 3. 1. 2. 7   Mul t i pl e Subj ect  Tr acki ng

Hi ghl i ght i ng and f ol l owi ng mul t i pl e per sons or  i t ems si mul t aneousl y as 
t hey move about  t he f i el d of  v i ew,  or  f r om t he f i el d of  v i ew of  one camer a 
t o anot her .

2. 5. 3. 1. 2. 8   Obj ect  Lef t  Behi nd

Thi s r ef er s t o t he abi l i t y  t o det ect  obj ect s l ef t  behi nd or  added wi t hi n 
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t he f i el d of  v i ew i n a scene.

2. 5. 3. 2   Embedded VA

2. 5. 3. 2. 1   I nt el l i gent  Vi deo Anal ysi s

a.   Pr ovi de camer a capabl e of  pr ocessi ng and anal yzi ng vi deo wi t hi n t he 
camer a i t sel f ,  wi t h no ext r a har dwar e r equi r ed.

b.   The camer a i s t o be capabl e of  det ect i ng and sendi ng al ar ms f or  
abnor mal  event s.

c.   The camer a i s t o be conf i gur abl e t o anal yze up t o 10 di f f er ent  scenes 
f or  one or  mor e of  t he f ol l owi ng event s:

( 1)  Li ne Cr ossi ng

( 2)  Loi t er i ng

( 3)  I dl e Obj ect

( 4)  Removed Obj ect

( 5)  Condi t i onal  Change

( 6)  Tr aj ect or y Tr acki ng

( 7)  Fi l t er s

d.   The camer a i s t o al l ow user s t o set  up t o 10 separ at e pr of i l es and 
swi t ch pr of i l es based on a day,  ni ght ,  or  hol i day schedul e.

e.   The camer a i s t o suppor t  scene t our s t hat  aut omat i cal l y r eposi t i on t he 
camer a t o each scene f or  a speci f i ed dur at i on.

f .   The camer a i s t o i ncor por at e an Al ar m Rul e Engi ne,  enabl i ng abnor mal  
event s t hat  VA det ect s t o pr ompt  t he camer a t o t ake one or  mor e 
act i ons:

 ( 1)  Tr i gger  a r el ay connect ed t o an al ar m si r en,  st r obe,  or  bot h.

 ( 2)  Tr i gger  a v i sual  al er t  t o be di spl ayed on t he oper at or ' s scr een.

  ( 3)  Go t o a speci f i ed scene ( pr eset  posi t i on) .

g.   Camer a must  pr ovi de [ 100]  [ _____]  hor i zont al  and [ 80]  [ _____]  ver t i cal  
pi xel s per  f oot  at  desi r ed di st ance f or  Li cense Pl at e Recogni t i on.   
Camer a must  al so pr ovi de [ 24]  [ _____]  f r ames per  second f or  Li cense 
Pl at e Recogni t i on.  

2. 5. 3. 2. 2   Mot i on Tr acki ng wi t h PTZ Camer as

a.   The camer a i s t o of f er  I nt el l i gent  Tr acki ng t o cont i nuousl y t r ack an 
obj ect  usi ng pan,  t i l t ,  and zoom act i ons.

b.   The camer a i s t o pr ovi de aut omat i c mot i on t r acki ng usi ng i nt el l i gent  
v i deo anal yt i cs.  

c.   Pr ovi de camer a wi t h t he abi l i t y  t o f ol l ow an obj ect  cont i nual l y when 

SECTI ON 28 10 05  Page 80



passi ng behi nd a pr i vacy mask.  

d.   Pr ovi de camer a wi t h t he abi l i t y  t o r est ar t  t r acki ng i f  a t ar get  st ar t s 
movi ng i n t he same ar ea wher e t he i ni t i al  t ar get  st opped movi ng or  i f  
t he camer a det ect s an obj ect  movi ng al ong t he l ast  known t r aj ect or y.

e.   The camer a i s t o al l ow an oper at or  t o sel ect  an obj ect  t o t r ack i n t he 
l i ve i mage vi ew.

2. 5. 4   Col or  Comput er  Moni t or s

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *
NOTE:   Cer t ai n di spl ay uni t  t ypes may not  be 
accept abl e f or  use by t he Act i v i t y.   Ver i f y wi t h t he 
SSO/ CTTA f or  your  pr oj ect  f or  accept abl e f or mat s.

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *

Except  as speci f i ed,  pr ovi de comput er  moni t or s t hat :

a.   Ar e r at ed f or  cont i nuous oper at i on.

b.   LED f l at  panel  comput er  moni t or  wi t h [ HDMI ]  [ and]  [ DP]  [ USB- C]  [ DVI ]  
i nput .

c.   Have a [ 16: 9] [ 16: 10]  aspect  r at i o nomi nal l y measur es 
[ 685] [ 1066] [ 1397] [ 1651] [ _____]  mm [ 27] [ 42] [ 55] [ 65] [ _____]  i nches f or  
LED di spl ays.

2. 5. 4. 1   Mount i ng

a.   Mount  moni t or s wi t h compat i bl e wal l  mount  or  manuf act ur er  pr ovi ded 
desk t op st and.

2. 5. 4. 2   Vi deo and Si gnal  I nput

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *
NOTE:   Cer t ai n di spl ay i nput  t ypes may not  be 
accept abl e f or  use by t he Act i v i t y.   Ver i f y wi t h t he 
SSO/ CTTA f or  your  pr oj ect  f or  accept abl e f or mat s.

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *

Moni t or s ar e t o oper at e wi t h v i deo i nput  r equi r i ng a one [ HDMI ]  [ DVI - D]  
[ DP]  [ USB- C]  swi t chabl e t o ei t her  l oop- t hr ough or  i nt er nal  75- ohm 
t er mi nat i ng i mpedance.

Si gnal  i nput  connect or s must  be [ HDMI ]  [ DVI - D]  [ DP]  [ USB- C]  t ype.

2. 5. 5   Anci l l ar y Equi pment

Equi pment  i s t o consi st  of  t he i t ems speci f i ed bel ow:

2. 5. 5. 1   Vi deo Syst em Dat e and Ti me

Pr ovi de syst em dat e and t i me per  par agr aph DATE AND TI ME GENERATOR and 
par agr aph VI DEO RECORDI NG PERFORMANCE.

2. 5. 5. 2   Camer a I dent i f i er s

Label  v i deo si gnal  f r om each camer a usi ng al phanumer i c i dent i f i er s.   
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Camer a al phanumer i c i dent i f i er s may or i gi nat e f r om ei t her  t he camer a or  
t he v i deo r ecor der .

2. 5. 5. 3   Vi deo Recor di ng

2. 5. 5. 3. 1   Anal og t o I P Vi deo Conver t er

For  new const r uct i on pr oj ect s or  new i nst al l at i on of  new camer as on an 
exi st i ng s i t e anal og camer as ar e not  al l owed.   For  exi st i ng anal og camer as 
t hat  must  r emai n i n ser vi ce,  pr ovi de an anal og ( base band vi deo)  t o I P 
conver t er  t o al l ow t he camer a i mages t o be r ecor ded i n t he I P based syst em.

2. 5. 5. 3. 2   I P Based Vi deo Recor di ng Devi ce/ Syst em

a.   Pr ovi de vi deo r ecor di ng devi ce/ syst em wi t h an i nt egr al  v i deo 
management  sof t war e ( VMS) .   Dedi cat ed VSS moni t or s and aut hor i zed 
comput er s net wor ked t o t he v i deo r ecor di ng devi ce/ syst em ar e t o be 
capabl e of  v i ewi ng r ecor ded and l i ve v i deo f r om t he net wor k.   The 
vi deo r ecor di ng devi ce/ syst em i s t o be abl e t o r ecor d and t r ansmi t  
v i deo wi t h mi ni mum 24 f ps at  maxi mum camer a r esol ut i on.   The vi deo 
r ecor di ng devi ce/ syst em i s t o net wor k wi t h and ut i l i ze smal l er ,  
non- ser ver  comput er s at  of f - s i t e camer a l ocat i ons as l ocal  r ecor der s.

b.   Pr ovi de vi deo r ecor di ng devi ce/ syst em wi t h t he capabi l i t y  t o de- war p 
l i ve and r ecor ded i mages.

c.   The st or age memor y capaci t y of  t he v i deo r ecor di ng devi ce/ syst em i s t o 
be suf f i c i ent  t o st or e a mi ni mum of  [ 7]  [ 14]  [ 30]  [ _____]  days of  
v i deo at  [ 3]  [ 6]  [ 9]  [ 15]  [ _____]  f ps,  [ 2. 1]  [ _____]  megapi xel  
r esol ut i on and be expandabl e f or  an i ncr eased capaci t y of  [ _____]  [ GB]  
[ TB]  and be capabl e of  i ncl udi ng Redundant  Ar r ay of  I ndependent  Di sc 
( RAI D)  ar r ays [ 0]  [ 1]  [ 5]  [ 6]  [ 10]  [ _____] .   

d.   The vi deo r ecor di ng devi ce/ syst em must  have t he capaci t y t o addr ess 
and pr ocess up t o [ 8]  [ 16]  [ 24]  [ 32]  [ 64]  [ 128]  [ 256]  [ 512]  [ _____]  
dual - st r eami ng camer as.   The vi deo r ecor di ng devi ce/ syst em must  r ecor d 
al l  camer as ont o a har d dr i ve and al l ow r emot e net wor k v i ewi ng vi a 
[ i nt er net ]  [ i nt r anet ]  br owser .   Har d dr i ve capabi l i t y  must  be si zed t o 
st or e al l  camer as r ecor di ng 24 hour s a day 7 days a week at  [ 3]  [ 6]  
[ 9]  [ 15]  [ _____]  f r ames per  second per  camer a f or  [ 1]  [ 2]  [ 4]  [  ]  
weeks.

2. 5. 5. 3. 3   Vi deo Recor di ng Per f or mance

 The vi deo r ecor di ng per f or mance i s t o be as f ol l ows:

a.   The NVR [ v i deo ser ver ]  i s  t o use modul ar  har d di sk medi a,  wi t h a 
di gi t al  f or mat  capaci t y of  [ 2TB]  [ _____]  per  modul e.

b.   Pr ovi de a [ 1000Base- T]  [ _____]  connect i on f or  r ecor d r evi ew and camer a 
vi ew and cont r ol  t hat  i s  compat i bl e f or  a PC wor kst at i on equi pped wi t h 
l at est  [ Mi cr osof t  Wi ndows [ _____]  Pr of essi onal  oper at i ng syst em 
sof t war e] ,  [ I nt er net  Br owser  Sof t war e] .

c.   PC wor kst at i on Vi ewi ng:   I ncl ude di r ect  access f r om t he ESS PC 
wor kst at i ons t o each NVR [ v i deo ser ver ]  v i a a i nt er net  web br owser .   
Al l  necessar y descr i pt i ve bookmar ks and shor t cut s ar e t o be pr epar ed 
on each PC wor kst at i on t o al l ow t hi s di r ect  access.   Al l  f unct i ons ar e 
t o be accessi bl e t hr ough HTML commands f r om a user ' s web br owser  
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i nt er f ace.   Pi ct ur es ar e t o be avai l abl e f or  at t achment  v i a a 
user - pr ovi ded SMTP- based e- mai l  t r anspor t  syst em and i ncl uded 
capabi l i t y  f or  16 user s and 3 user  access l evel s ( admi n,  cont r ol  and 
user ) .

d.   I ncl ude sampl i ng at  720( H)  by 480( V)  and 320( H)  by 240( V)  ( Pi xel  
Memor y)  wi t h [ _____]  f r ames per  second and 3- D scan conver si on t o 
enabl e j i t t er - f r ee st abi l i zed pi ct ur es i n a s i ngl e f r ame.   Modes 
i ncl ude:

( 1)  Emer gency

( 2)  Event

( 3)  Schedul e

( 4)  Manual  Recor di ng

e.   Each camer a i s t o suppor t  i ndi v i dual  Recor di ng Rat e and I mage Qual i t y 
set t i ngs f or  each mode ( Emer gency,  Event ,  Schedul e,  and Manual  
Recor di ng) .   Thi s ar r ay of  Camer a Recor di ng Rat e and I mage Qual i t y 
set t i ngs by t he Recor di ng Modes i s t o f or m one of  f our  Pr ogr am 
Act i ons.   The Pr ogr am Act i on i s t o be assi gnabl e t o a t i met abl e t o 
f or m one of  16 I ndependent  Recor di ng Pr of i l es.   Al l ow each Recor di ng 
Pr of i l e t o be manual l y act i vat ed,  act i vat ed vi a RS- 232C i nt er f ace,  
aut omat i cal l y act i vat ed by t i met abl e,  or  act i vat ed by separ at e al ar m 
or  emer gency i nput s.

f .   Pr ovi de syst em dat e and t i me per  par agr aph DATE AND TI ME GENERATOR.   
Syst em Dat e and t i me t o be di gi t al l y  di spl ayed on t he moni t or  and al so 
c l ear l y shown on di gi t al l y  st or ed r ecor di ngs.   The f ol l owi ng 
i nf or mat i on i s t o be i ncl uded as par t  of  t he dat e and t i me st amps:

( 1)  Year

( 2)  Mont h

( 3)  Day

( 4)  Hour

( 5)  Mi nut e

( 6)  Second

( 7)  Al phanumer i c camer a l ocat i on I D up t o 8 char act er s.   The NVR 
[ v i deo ser ver ]  i s  t o f eat ur e v i deo l oss det ect i on on al l  channel s.

g.   Pr e- event  r ecor di ng:   Pr e- event  r ecor di ng shoul d mat ch t he 
conf i gur at i on i n sof t war e t o r ecor d [ 0. 50 second]  [ 1 mi nut e]  [ 3 
mi nut es]  or  [ _____ mi nut es]  pr e- event .

h.   Mot i on- based Recor di ng:   Advanced i nt egr at ed VMD i s t o be used t o 
det ect  a speci f i c  ar ea,  di r ect i on and mot i on dur at i on f or  each camer a 
channel ,  i ndependent l y and si mul t aneousl y.   Mot i on Sear ch may be 
execut ed f or  a s i ngl e camer a channel  f or  a sel ect ed ar ea on t he i mage.

i .   Di sk Par t i t i oni ng:   Pr ovi de wi t hi n t he NVR [ v i deo ser ver ] an aut omat ed 
di sk management  and a RTOS ( r eal - t i me oper at i ng syst em)  pl at f or m t o 
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i ncl ude a mi ni mum of  [ 4. 8]  [ _____]  TB of  di gi t al  v i deo st or age on a 
s i ngl e par t i t i on.   

The vi deo r ecor di ng syst em i s t o pr ovi de a choi ce of  Physi cal  
Par t i t i oni ng as RAI D [ 0]  [ 1]  [ 5]  [ 6]  [ 10]  [ _____]  t o pr ovi de a 
r edundant  ar r ay of  i ndependent  di scs t o i ncr ease per f or mance and 
r edundancy.   Rai d l evel s shoul d be coor di nat ed wi t h user  
r equi r ement s.   Al l ow t he oper at or  t o be abl e t o par t i t i on t he 
avai l abl e r ecor di ng ar eas i n a Vi r t ual  Par t i t i on by Regul ar ,  Event ,  
and Copy Par t i t i ons.   Manual l y and schedul ed r ecor ded vi deo 
i nf or mat i on i s t o be assi gned t o a Regul ar  Recor di ng Par t i t i on,  whi ch 
may be over wr i t t en.   Event  and Emer gency Recor di ng Dat a i s t o be 
assi gnabl e t o an Event  Par t i t i on,  wher e i mage over wr i t i ng i s be 
pr ohi bi t ed.   Any copi ed dat a i s t o be abl e t o be assi gned t o t he Copy 
Par t i t i on,  whi ch may be over wr i t t en or  saved as r equi r ed.

j .   Pl ayback:   Per mi t  di r ect  camer a sel ect i on f or  r ecor di ng pl ayback of  
any of  [ 4]  [ 9]  [ 16]  [ _____]  v i deo sour ces at  t he same t i me as 
mul t i scr een vi ewi ng and mul t i pl exed camer a encodi ng ( t r i pl ex 
mul t i pl exer  capabi l i t y) .

k.   Mul t i pl exer  Funct i ons:   I ncl ude an i nt egr al ,  sof t war e based I P 
swi t chi ng capabi l i t y  t hat  aut omat i cal l y swi t ches mul t i pl e camer a 
i mages t o enabl e sequent i al  spot  moni t or i ng and si mul t aneous f i el d 
r ecor di ng.   The uni t  must  have f ul l  scr een,  [ 4]  [ 7]  [ 9]  [ 10]  [ 13]  [ 16]  
mul t i scr een moni t or i ng modes.

 
l .   Out put s 

( 1)  Pr ovi de vi a HDMI  f emal e connect i ons [ 4]  [ 9]  [ 16]  [ _____]  out put s 
f or  al l  v i deo sour ce connect i ons t o ext er nal  moni t or i ng syst ems 
i ncl udi ng mul t i scr een and spot  moni t or  v i deo out put s.  

   ( 2)  Pr ovi de vi r t ual  camer a number  pr ogr ammi ng capabi l i t y  t o suppor t  
[ 64]  [ 128]  [ 256]  [ 512]  [ _____]  camer a channel s on a s i ngl e syst em.  

m.   Al l  camer a sel ect i on but t ons ar e t o have Tr i - St at e I ndi cat i on,  
cor r espondi ng t o Recor di ng,  Vi ewi ng and Cont r ol  f unct i ons i n t he NVR 
[ v i deo ser ver ]  sof t war e.   Fur ni sh t he f ol l owi ng i ndi cat or s:

( 1)  Al ar m

( 2)  Al ar m Suspend

( 3)  Oper at e

( 4)  HDD1,  Har d dr i ve i dent i f i er

( 5)  Ti mer  and Er r or  i ndi cat or s

( 6)  Camer a Sel ect i on

( 7)  I r i s

( 8)  Pr eset

( 9)  Camer a Aut omat i c Mode

( 10)  Pan- Ti l t
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( 11)  Set

( 12)  Jog Di al

( 13)  Shut t l e Di al

( 14)  Set up- Esc

( 15)  Recor d

( 16)  Sear ch

( 17)  Pl ay- Pause

( 18)  Pan- Ti l t  Sl ow

( 19)  St op

( 20)  Pan- Ti l t  Go t o Last

( 21)  Zoom- Focus

( 22)  A- B

( 23)  Repeat

( 24)  Shi f t

( 25)  Al ar m Reset  But t ons

n.   Net wor ki ng:   Al l  NVR [ v i deo ser ver ]  r ecor di ng,  r evi ew,  pl ayback,  
camer a cont r ol  and set up ar e t o be avai l abl e v i a t he i nt er nal l y 
mount ed Net wor k I nt er f ace.   A [ 1000Base- T]  [ _____]  connect i on f or  
r ecor d r evi ew and camer a vi ew and cont r ol  wi l l  be r equi r ed on a 
per sonal  comput er  equi pped wi t h I nt er net  Br owser  Sof t war e and an 
Et her net  1000Base- T connect i on.   Per mi t  di r ect  camer a sel ect i on f or  
r ecor di ng pl ayback of  any of  [ 4]  [ 9]  [ 16]  [ _____]  v i deo sour ces at  t he 
same t i me as mul t i scr een vi ewi ng and mul t i pl exed camer a encodi ng 
( t r i pl ex mul t i pl exer  mode) .   Suppor t  a mi ni mum of  [ 8]  [ _____]  
s i mul t aneous cl i ent s v i ewi ng and [ 2]  [  ]  s i mul t aneous FTP sessi ons.

o.   Power :   The vi deo r ecor di ng equi pment  must  have a power  sour ce of  
[ 120]  [ 230]  VAC at  [ 50]  [ 60]  Hz.

2. 5. 5. 3. 4   Recor di ng Audi o Wi t h Vi deo

Recor di ng audi o wi t h v i deo i s accept abl e pr ovi ded al l  appl i cabl e l aws ar e 
f ol l owed.   Audi o r ecor di ng i s not  al l owed under  any ci r cumst ances i n 
cer t ai n ar eas per  t he l aw,  and i f  al l owed of t en has st r i ct  s i gnage 
r equi r ement s.

2. 5. 5. 4   Camer a Cont r ol

Pr ovi de access t o camer a f unct i ons and r eal  t i me cont r ol  f or  al l  camer as 
vi a t he v i deo management  sof t war e f or  al l  camer a cont r ol ,  set - up and al ar m 
f unct i ons,  i ncl udi ng pr eset  sequence,  di gi t al  mot i on det ect or  mask set ,  
and back l i ght  compensat i on set - up.   Cont r ol l abl e camer a f unct i ons ar e t o 
be accessi bl e v i a f r ont  panel  cont r ol s or  t he opt i onal  syst em cont r ol l er  
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cont r ol s t o be accompl i shed by [ j oyst i ck]  [ mouse] .   These f unct i ons ar e t o 
i ncl ude:

( 1)  Di r ect  access of  pr eset  posi t i on

  ( 2)  Zoom ( near / f ar )

  ( 3)  Focus ( near / f ar )

  ( 4)  I r i s  ( open/ cl ose)

  ( 5)  Pan ( l ef t / r i ght )

2. 5. 6   Camer a Mount i ng St r uct ur es

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *
NOTE:   Show f oot i ng det ai l s on dr awi ngs.   For  a 
camer a pol e,  i nst al l at i on must  meet  t he r equi r ement s 
as speci f i ed i n Sect i on 33 71 01 OVERHEAD 
TRANSMI SSI ON AND DI STRI BUTI ON.   For  sel f - suppor t i ng 
t ower s,  f oot i ngs must  be desi gned i n accor dance wi t h 
UFC 3- 301- 01.

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *

Pr ovi de camer a mount i ng st r uct ur es desi gned speci f i cal l y f or  VSS camer as.   
The st r uct ur e i s t o accommodat e appr opr i at e wi r i ng pat hways f or  power  and 
communi cat i on as wel l  as pr oper  gr oundi ng and sur ge pr ot ect i on.   Desi gn 
l oads f or  t he camer a mount i ng st r uct ur e must  conf or m t o TI A- 222 and al l  
appl i cabl e addendums of  t he TI A st andar d.   Al l owabl e pol e def l ect i on i s 
det er mi ned f r om t he poi nt  of  t he camer a mount  and must  not  exceed 0. 5 
per cent  of  t he pol e hei ght  under  adj ust ed maxi mum wi nd l oad condi t i ons.   
Adj ust ed maxi mum wi nd l oad condi t i ons f or  def l ect i on cal cul at i ons must  be 
48 km per  hour  30 mi l es per  hour  ( mph)  or  35 per cent  of  t he basi c wi nd 
speed as det er mi ned by TI A- 222,  whi chever  i s gr eat er .   Conf i r m compl i ance 
t o TI A st andar ds by st r uct ur e manuf act ur er  dat a or  by anal ysi s.   Pr ovi de 
addi t i onal  measur es as r equi r ed t o st abi l i ze t he camer a i f  pl aced i n an 
envi r onment  t hat  i s  subj ect  t o i nduced vi br at i ons such as heavy wi nds or  
excessi ve t r af f i c .

2. 5. 7   Vi deo Sur vei l l ance Syst em ( VSS)  Schedul e

Pr ovi de a spr eadsheet  descr i bi ng each i ndi v i dual  camer a i nst al l at i on 
l ocat i on i ncl udi ng t he f ol l owi ng i t ems:

a.   Uni que camer a l ocat i on i dent i f i er .

b.   Make/ model / t ype ( PTZ,  f i xed,  f i xed I R,  et c. ) / par t - number  of  camer a.

c.   Make/ model / par t - number  of  camer a mount .

d.   I nt ended camer a f i el d of  v i ew.

e.   Any addi t i onal  i nf or mat i on per t i nent  t o t hat  uni que l ocat i on.

2. 6   SECURI TY COMMAND CENTER ( SCC)

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *
NOTE:   The speci f i c  s i ze and speed of  t he comput er s
i s di r ect l y r el at ed t o t he s i ze and compl exi t y of  
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t he i nst al l at i on al ong wi t h t he ESS sof t war e.   The 
f ol l owi ng mi ni mum r equi r ement s ar e devel oped f or  
I DS,  ACS,  and VSS wor kst at i ons,  enr ol l ment  cent er  
equi pment  ( badgi ng st at i on) ,  admi ni st r at i ve 
wor kst at i on,  and an Ent er pr i se ser ver .

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *

The SCC must  i nt egr at e al l  subsyst ems and communi cat i ons and pr ovi de 
oper at or  cont r ol  i nt er f ace t o t he ESS syst em.   The component s ar e as 
f ol l ows:

a.   ESS Sof t war e

b.   Moni t or i ng Di spl ay Sof t war e

c.   Gr aphi cal  Map Sof t war e

d.   Pr i nt er s

e.   Cont r ol s and Di spl ay I nt egr at i on

f .   Enr ol l ment  Cent er  Equi pment

2. 6. 1   ESS Sof t war e

a.   Pr ovi de commer ci al  of f - t he- shel f  ESS sof t war e t hat  ut i l i zes a s i ngl e 
dat abase f or  t he subsyst em i nt egr at i ons pr ovi ded under  a s i ngl e 
oper at i ng envi r onment .   The syst em i s t o ar chi ve al l  event s i n a 
dat abase st or ed ei t her  on a l ocal  har d dr i ve or  a net wor ked dat abase 
ser ver .   The sof t war e has t o suppor t  conf i gur at i on and si mul t aneous 
moni t or i ng of  al l  subsyst ems.

b.   Al l ow t he net wor ked PC wor kst at i on conf i gur at i ons connect ed vi a a 
TCP/ I P net wor k.   Admi ni st r at i ve t asks i ncl udi ng conf i gur at i on,  
moni t or i ng,  schedul es,  r epor t  gener at i on and gr aphi c di spl ay ar e 
pr ovi ded f r om any PC wor kst at i on on t he net wor k.   Al l  syst em 
pr ogr ammi ng dat a must  be i nst ant l y accessi bl e t o ever y PC Wor kst at i on 
connect ed t o t he net wor k.   The syst em i s t o ut i l i ze a non- pr opr i et ar y 
SQL- based,  ODBC- compl i ant  dat abase,  managed by Sybase Adapt i ve Ser ver  
Anywher e,  Mi cr osof t  SQL Ser ver ,  or  Or acl e.

c.   Ut i l i ze a pr eempt i ve mul t i - t aski ng oper at i ng syst em,  such as t he 
l at est  Mi cr osof t  Wi ndows [ _____]  Pr of essi onal  envi r onment ,  t hat  i s  
mul t i t aski ng,  wi t h many pr ocesses r unni ng at  t he same t i me wi t hout  
i nt er f er ence wi t h each ot her  and wi t h hi gher  pr i or i t y t asks t aki ng 
pr ecedence over  l ower  pr i or i t y t asks.

d.   Pr ovi de capabi l i t i es t o def i ne v i sual  excl usi on ar eas.

[ e.   Pr ovi de de- war pi ng sof t war e f or  panor ami c camer as.

] 2. 6. 1. 1   Al ar m Cal l  up

Suppor t  r esponses t o al ar ms ent er i ng t he syst em wi t h each al ar m capabl e of  
i ni t i at i ng one or  mor e of  t he f ol l owi ng act i ons:

a.   Sendi ng al ar m commands t o a VSS syst em i nt er f ace

b.   Tr i gger i ng event  r ecor di ng
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c.   Act i vat i ng out put  devi ces

d.   Pl ayi ng PC audi o f i l es

e.   Cont r ol l i ng door s

f .   Di spl ay gr aphi cal  maps associ at ed wi t h t he al ar m devi ce

Pr ovi de mode of  syst em oper at i on t hat  r equi r es an oper at or  t o acknowl edge 
any al ar m.   Whi l e al ar m i s st i l l  act i ve,  t he al ar m cannot  be cl ear ed.

2. 6. 1. 2   Pr ogr ammi ng

Pr ovi de t he capabi l i t y  of ,  but  not  l i mi t ed t o,  t he f ol l owi ng pr ogr ammi ng 
and f unct i onal i t y:

2. 6. 1. 2. 1   Dayl i ght  Savi ngs Ti me Adj ust ment

The ACU( s)  and PCU( s)  must  not  need t o be connect ed t o t he ESS i n or der  
f or  t he adj ust ment  t o occur .

2. 6. 1. 2. 2   Oper at or  Pr i v i l eges

Suppor t  an unl i mi t ed number  of  syst em oper at or s,  each wi t h a uni que l ogi n 
and passwor d combi nat i on.   Oper at or s ar e t o be assi gned pr i v i l eges based 
on t he l oops,  commands,  or  pr ogr ammed f eat ur es t hat  ar e avai l abl e t o each 
i ndi v i dual  oper at or .

2. 6. 1. 2. 3   Al ar m Pr i or i t i es

Pr ovi de t he abi l i t y  f or  each al ar m devi ce t o be user  conf i gur ed t o bel ong 
t o one of  [ 10, 000]  [ _____]  pr i or i t y l evel s whi ch ar e assi gned t o an al ar m 
based on al ar m i mpor t ance.   These pr i or i t i es ar e t o def i ne whi ch al ar m 
event s t o di spl ay on i ndi v i dual l y speci f i ed ESS wor kst at i ons.

2. 6. 1. 2. 4   Repor t s

I ncl ude i nt egr at ed r epor t i ng capabi l i t i es as wel l  as t he abi l i t y  t o r un 
[ Cr yst al  Repor t ]  [ _____]  t empl at es.

2. 6. 1. 2. 5   User  I nt er f ace

The ESS pr ogr ammi ng i s t o be menu- dr i ven,  wi t h " wi zar ds"  t o assi st  wi t h 
sof t war e conf i gur at i on,  and i ncl ude ' Hel p'  i nf or mat i on.

2. 6. 1. 2. 6   Messages

Per mi t  t he use of  user - sel ect ed col or s f or  event  messages.

2. 6. 1. 2. 7   Gr aphi cs

Pr ovi de t he capabi l i t y  t o di spl ay a f l oor - pl an gr aphi c f or  car d act i v i t y 
and al ar m event s as par t  of  t he ESS i nt egr at i on.

2. 6. 1. 2. 8   Devi ce St at us

Pr ovi de t he capabi l i t y  t o di spl ay t he dynami c st at us of  a user - sel ect ed 
l i s t  of  devi ces,  i ncl udi ng door s,  i nput s,  and out put s.
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2. 6. 1. 2. 9   Di agnost i cs

I ncl ude di agnost i c sof t war e t ool s t hat  i nt er f ace and quer y t he har dwar e 
f or  i nf or mat i on and t o i ssue commands.

2. 6. 1. 2. 10    Mandat or y Dat a Fi el ds

Requi r e any car dhol der  dat a f i el d t o be sel ect ed by t he user  as mandat or y.

2. 6. 1. 2. 11   User  Def i ned Dat a Fi el ds

Pr ovi de [ 20]  [ _____]  unassi gned dat a f i el ds f or  st or i ng user - def i ned dat a 
t hat  suppor t  user - def i ned l abel s,  and ar e user - conf i gur abl e as pl ai n t ext  
f i el ds or  dr op- down sel ect i on l i s t s.

2. 6. 1. 2. 12   Ar chi ve Dat abase

I ncl ude a connect i on t o an ar chi ve dat abase whi ch st or es pur ged event s and 
del et ed pr ogr ammi ng whi ch can be accessed f or  r epor t i ng.

2. 6. 1. 2. 13   Pr ogr ammabl e Dat abase Backup

I ncl ude t he capabi l i t y  of  per f or mi ng user - schedul ed dat abase backups 
wi t hout  t he use of  t hi r d- par t y backup sof t war e.

2. 6. 1. 2. 14   Pr ogr ammabl e Dat abase Pur gi ng

I ncl ude t he capabi l i t y  of  per f or mi ng user - schedul ed dat abase pur gi ng,  
movi ng sel ect ed event s t o an ar chi ve dat abase when t he event s have aged a 
user - speci f i ed number  of  days.

2. 6. 1. 2. 15   Dat abase I mpor t i ng

I ncl ude t he capaci t y t o i mpor t  user  dat a f r om an ODBC dat a sour ce ( Access,  
Excel ,  t ext ) .

2. 6. 1. 2. 16   Dat a Expor t i ng

I ncl ude t he capaci t y t o expor t  dat a f r om any t abl e i n t he dat abase t o 
ei t her  a [ t ext ]  [ HTML]  [ Excel ]  [ Access]  f i l e i n any user - sel ect ed or der .

2. 6. 1. 2. 17   Event  Log Out put

I ncl ude t he capaci t y t o send a cont i nuous st r eam of  user - sel ect ed t ypes of  
event  messages t o a t ext  f i l e,  ser i al  por t ,  or  TCP/ I P addr ess.

2. 6. 1. 2. 18   Dat a Audi t  Tr ai l

Recor d changes t o pr ogr ammi ng,  r ecor di ng t he dat e and t i me st amp of  t he 
change,  t he name of  t he oper at or  maki ng t he change,  and t he nat ur e of  t he 
change.   Thi s dat a audi t  i s  t o be avai l abl e i n hi st or y f or  r epor t i ng.

2. 6. 1. 2. 19   Al ar m For war di ng

Pr ovi de t he capabi l i t y  t o f or war d al ar ms t o cel l ul ar  t el ephones vi a 
dedi cat ed appl i cat i ons or  t ext  message t o be ut i l i zed by aut hor i zed syst em 
per sonnel  when t hey ar e away f r om t he SCC.
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2. 6. 2   ESS Moni t or  Di spl ay Sof t war e

ESS Moni t or  di spl ay sof t war e i s t o pr ovi de f or  t ext  and gr aphi c map 
di spl ays t hat  i ncl ude zone and devi ce st at us i nt egr at ed i nt o t he di spl ay.   
Di f f er ent  col or s ar e t o be used f or  t he var i ous component s and r eal  t i me 
dat a.   Col or s must  be uni f or m on al l  di spl ays.   Fol l ow t he col or  codi ng as 
f ol l ows.  

a.   FLASHI NG RED t o al er t  an oper at or  t hat  a zone has gone i nt o an al ar m 
or  t hat  pr i mar y power  has f ai l ed.

b.   RED t o al er t  an oper at or  t hat  a zone i s i n al ar m and t hat  t he al ar m 
has been acknowl edged.

c.   YELLOW t o advi se an oper at or  t hat  a zone i s i n access.

d.   GREEN t o i ndi cat e t hat  a zone i s secur e or  t hat  power  i s on.

2. 6. 3   Gr aphi cal  I nt er act i ve Map Sof t war e

a.   ESS gr aphi cal  map sof t war e i s t o show t he [ gr aphi c and]  v i sual  dat a of  
al l  subsyst em devi ces.   Use a [ 480]  [ 533] [ 762]  [ 1066]  [ _____]  mm [ 19]  
[ 21]  [ 30]  [ 42]  [ _____]  i nches,  LED f l at  scr een di spl ay wi t h messages 
di spl ayed i n t he Engl i sh l anguage.   Pr ovi de gr aphi cal  maps showi ng a 
l ayout  of  al l  t he pr ot ect ed f aci l i t i es.   Hi ghl i ght  zones cor r espondi ng 
t o t hose moni t or ed by t he ESS on t he gr aphi cal  maps.   Di spl ay st at us 
of  each zone usi ng gr aphi cal  i cons as r equi r ed wi t hi n each desi gnat ed 
zone.  

b.   Pr ovi de capabi l i t y  f or  gr aphi cal  maps t o be l i nked t oget her  usi ng a 
l ayer ed t r ee st r uct ur e.   For  exampl e,  a t op- l evel  map mi ght  be a t op 
v i ew of  t he s i t e and i t s bui l di ngs,  t he next  l evel  t he i ndi v i dual  
bui l di ngs f l oor ,  f ol l owed by a map of  t he ar ea on a f l oor  cont ai ni ng 
t he devi ce i n al ar m.   Al l ow f or  [ 3]  [ 6]  [ _____]  l ayer s of  maps t o be 
def i ned f or  any gi ven ESS devi ce.   To speed an i nci dent  l ocat i on,  each 
map l evel  cont ai ns a c l ear l y v i s i bl e i ndi cat or  as t o whi ch sub map t he 
oper at or  shoul d sel ect  next  t o f i nd t he devi ce t hat  i s i n al ar m.

c.   The ESS may al so be conf i gur ed t o di spl ay a map aut omat i cal l y on a new 
al ar m pr esent at i on,  pr ovi di ng t he oper at or  wi t h pr ompt  v i sual  
i ndi cat i on t hat  an al ar m has occur r ed.

d.   The st at us of  i nt r usi on devi ces,  access cont r ol  r eader s,  door s,  
auxi l i ar y moni t or  poi nt s,  and auxi l i ar y out put s i s t o be abl e t o be 
r equest ed f r om any map by s i mpl y sel ect i ng t he i con r epr esent i ng t he 
devi ce and i t s cur r ent  st at e wi l l  be di spl ayed.   VSS camer a cont r ol ,  
di gi t al  v i deo r evi ew,  al ar m panel  t r ansact i ons and i nt er com r equest s 
ar e t o be avai l abl e f or  i ncl usi on on t he map wi t h t he associ at ed 
management  modul e i nst al l ed.

e.   Al l ow f or  SCC oper at or s t o change a cur r ent  set t i ng by pr essi ng t he 
r i ght  mouse but t on anywher e on t he scr een or  on a speci f i c  syst em 
devi ce i con.   Pr essi ng t he r i ght  mouse but t on i s t o cause t he 
appr opr i at e command opt i ons l i s t  t o appear  f or  sel ect i on.   
Conf i r mat i on i s pr ovi ded by r ef l ect i ng t he change i n st at us on t he 
di spl ay af t er  a command i s sel ect ed.

f .   The di spl ay of  i nt r usi on or  auxi l i ar y door  al ar ms may be aut omat i cal l y 
enabl ed or  di sabl ed by t he use of  t i med commands,  ei t her  by devi ce or  
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by a gr oup of  devi ces.   Thi s may be used,  f or  exampl e,  t o di sabl e al l  
door  al ar ms on i nt er nal  door s,  dur i ng nor mal  of f i ce hour s.

g.   Cr eat e maps usi ng st andar d of f i ce t ool s al l owi ng dr awi ngs t o be 
i mpor t ed i n Jpeg,  Bi t map,  Wi ndows met af i l e,  PDF or  DXF f i l e f or mat s t o 
pr ovi de maxi mum f l exi bi l i t y .

2. 6. 4   Pr i nt er s

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *
NOTE:   A shar ed pr i nt er  can be used f or  r epor t s and 
al ar ms.   I f  a pr oj ect  r equi r ement  i ncl udes t he badge 
pr i nt er  a separ at e badge pr i nt er  i s r equi r ed.

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *

2. 6. 4. 1   Repor t  Pr i nt er

Pr ovi de a l aser  t ext  pr i nt er  t o gener at e r epor t s t hat  i s  a [ USB]  [ wi r ed 
net wor k ( RJ45) ]  i nt er f ace dr y- t ype l aser  pr ocess pr i nt er .   Pr ovi de a 
pr i nt er  wi t h t he capabi l i t y  of  hol di ng a mi ni mum of  500 pages.   The uni t  
must  pr i nt  a mi ni mum of  30 pages per  mi nut e at  600 dpi  r esol ut i on.

2. 6. 4. 2   Al ar m Pr i nt er

Pr ovi de an al ar m pr i nt er  i nt er connect ed t o t he SCC equi pment  wi t h a 
mi ni mum pr i nt  r at e of  30 char act er s per  second t o pr oduce har d copy of  
syst em event s.   Pr i nt er  must  meet  r equi r ement s per  par agr aph REPORT 
PRI NTER.

[ 2. 6. 4. 3   Badge Pr i nt er

Pr ovi de a dye- subl i mat i on or  r esi n t her mal  t r ansf er  t ype i mage pr i nt er  f or  
Badge I dent i f i cat i on cr edent i al s t hat  i s  capabl e of  pr i nt i ng t wo si des,  
edge t o edge,  di r ect l y ont o a whi t e- unf i ni shed 0. 030 PVC,  PVH or  PVCH car d 
at  a r at e of  appr oxi mat el y 80 seconds per  car d.   [ Pr ovi de an encoder  t o be 
an i nt egr al  par t  of  t he pr i nt er  wi t h encodi ng conf or mi ng t o ABA Tr ack I I  
and ANSI  speci f i cat i ons] .

] 2. 6. 5   Cont r ol  and Di spl ay I nt egr at i on

I nt egr at e human engi neer  SCC cont r ol s so t he ent i r e SCC can be oper at ed by 
a s i ngl e or  mul t i pl e oper at or ( s) .   I nt egr at e swi t chi ng and moni t or i ng 
component s of  t he assessment  subsyst em wi t h t he SCC so t hat  SCC 
oper at or ( s)  can ef f ect i vel y moni t or ,  assess al ar ms,  and cont r ol  t he ESS.   
[ Met hod of  syst em i nt egr at i on must  be as a s i ngl e consol e.   Pr ovi de 
chassi s,  and modul es r equi r ed f or  consol e SCC conf i gur at i on. ]

2. 6. 6   Enr ol l ment  Cent er  Equi pment

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *
NOTE:   The desi gner  wi l l  cal cul at e i f  25 per cent  i s
adequat e f or  f ut ur e use.   I f  i t  i s  not ,  t he desi gner  
wi l l  speci f y t he cor r ect  per cent age.

SCI F and SAPF enr ol l ment  equi pment  must  be i nsi de 
t he SCI F or  SAPF ar eas.

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *

Pr ovi de enr ol l ment  st at i ons t o enr ol l  per sonnel  i nt o,  and di senr ol l  
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per sonnel  f r om,  t he syst em dat abase.   The enr ol l ment  equi pment  i s t o onl y 
be accessi bl e t o aut hor i zed ent r y cont r ol  enr ol l ment  per sonnel . [   Pr ovi de 
a quant i t y of  cr edent i al  car ds equal  t o or  gr eat er  t han t he number  of  
per sonnel  t o be enr ol l ed at  t he s i t e pl us an ext r a [ 25]  [ _____]  per cent  
f or  f ut ur e use. ]   The enr ol l ment  equi pment  i s t o i ncl ude subsyst em 
conf i gur at i on cont r ol s and el ect r oni c di agnost i c ai ds f or  subsyst em set up 
and t r oubl eshoot i ng wi t h t he SCC.   Pr ovi de a [ CAC]  [ PI V]  [ pr oxi mi t y]  car d 
r eader  at  t he enr ol l ment  st at i on. [   Al so pr ovi de a [ f i nger pr i nt  r eader ]  
[ pal m scanner ]  [ f aci al  scanner ]  and [ keypad]  at  t he enr ol l ment  st at i on. ] [   
Pr ovi de a pr i nt er  f or  t he enr ol l ment  st at i on whi ch meet s t he r equi r ement s 
of  par agr aph REPORT PRI NTER. ]

2. 6. 6. 1   Enr ol l ment  Cl i ent  Accessor i es

a.   Pr ovi de a st eel  desk- t ype consol e and equi pment  r acks.   The consol e i s 
t o be i n accor dance wi t h ECI A EI A/ ECA 310- E and as i ndi cat ed.

b.   Rack mount  al l  equi pment  i n t he consol e and equi pment  r acks,  except  
f or  pr i nt er .   Col or  coor di nat e t he consol e and equi pment  r acks and 
cabi net s,  obt ai ni ng appr oved by t he Cont r act i ng Of f i cer .

[ c.   Pr ovi de a l ocki ng cabi net  appr oxi mat el y 1. 8 m 6 f eet  hi gh,  900 mm 3 
f eet  wi de,  and 600 mm 2 f eet  deep wi t h t hr ee adj ust abl e shel ves,  and 
t wo st or age r acks f or  st or age of  CDs,  DVDs,  pr i nt out s,  pr i nt er  paper ,  
i nk/ t oner ,  manual s,  and ot her  document at i on.

] 2. 6. 6. 2   Enr ol l ment  Cent er  I . D.  Pr oduct i on

a.   Equi p t he enr ol l ment  c l i ent  wi t h a hi gh- r esol ut i on di gi t al  camer a 
st r uct ur al l y mount ed or  pr ovi ded wi t h a r el i abl e t r i pod.   The camer a 
model  i s t o be as r ecommended by t he manuf act ur er  of  t he ESS.   Pr ovi de 
commer ci al  of f - t he- shel f  component s.   

b.   Desi gn and pr ovi de a l i ght i ng syst em suf f i c i ent  f or  qual i t y,  
st i l l - v i deo capt ur e.   

c.   Equi p t he enr ol l ment  c l i ent  wi t h a dye- subl i mat i on [ _____]  pr i nt er  
capabl e of  pr i nt i ng di r ect l y t o t he access cont r ol  or  I . D.  
cr edent i al .   Pr ovi de pr i nt er  t oner  k i t s and ot her  pr i nt i ng suppl i es t o 
compl et e t he i ni t i al  enr ol l ment  by 200 per cent .

2. 6. 6. 3   Enr ol l ment  Cl i ent  Sof t war e

Pr ovi de dat abase management  f unct i ons f or  t he syst em and al l ow an oper at or  
t o change and modi f y t he dat a ent er ed i n t he syst em as needed.   The 
enr ol l ment  st at i on i s not  t o have any al ar m r esponse or  acknowl edgment  
f unct i ons as a pr ogr ammabl e syst em f unct i on.   Mul t i pl e,  passwor d- pr ot ect ed 
access l evel s ar e t o be pr ovi ded at  t he enr ol l ment  st at i on.   Dat abase 
management  and modi f i cat i on f unct i ons ar e t o r equi r e a hi gher  oper at or  
access l evel  t han per sonnel  enr ol l ment  f unct i ons.   Pr ovi de a means f or  
di sabl i ng t he enr ol l ment  st at i on when i t  i s  unat t ended t o pr event  
unaut hor i zed use.

Pr ovi de a met hod t o ent er  per sonnel  i dent i f y i ng i nf or mat i on i nt o t he ent r y 
cont r ol  dat abase f i l es t hr ough enr ol l ment  st at i ons t o i ncl ude a cr edent i al  
uni t  i n use at  t he i nst al l at i on.   I n t he case of  per sonnel  i dent i t y 
ver i f i cat i on subsyst ems,  t hi s dat a i s t o i ncl ude bi omet r i c dat a.   Al l ow 
ent r y of  t hi s dat a i nt o t he syst em dat abase f i l es usi ng si mpl e menu 
sel ect i ons and dat a f i el ds.   The dat a f i el d names ar e t o be cust omi zed t o 
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sui t  user  and si t e needs.   Al l  per sonnel  i dent i t y ver i f i cat i on subsyst ems 
sel ect ed f or  use wi t h t he syst em ar e t o f ul l y  suppor t  t he enr ol l ment  
f unct i on and be compat i bl e wi t h t he ent r y cont r ol  dat abase f i l es.

2. 7   COMMUNI CATI ONS

a.   Communi cat i ons ar e t o l i nk t oget her  subsyst ems of  t he ESS and be i n 
accor dance wi t h Sect i on 27 10 00 BUI LDI NG TELECOMMUNI CATI ONS CABLI NG 
SYSTEM.   I nt er f aces bet ween subsyst ems cannot  be accompl i shed by use 
of  an el ect r o- mechani cal  r el ay assembl y.   Communi cat i ons l i nks must  be 
super vi sed.   Pr ovi de common communi cat i ons i nt er f ace devi ces 
t hr oughout  t he ESS.   Pr ovi de t he sensor  t o cont r ol  uni t  i nt er f ace as a 
dr y cont act  r el ay t hat  i s  nor mal l y open ( NO)  or  nor mal l y c l osed ( NC) ,  
except  as speci f i ed ot her wi se.   

b.   Use di gi t al ,  asynchr onous,  or  mul t i pl exed dat a cont r ol  uni t  f or  
cent r al  al ar m r epor t i ng and di spl ay pr ocessor  i nt er f ace.   Gr oup 
i ndi v i dual  dat a bi t s i nt o wor d f or mat  and t r ansmi t  as coded messages.   
I mpl ement  i nt er f ace wi t h net wor k swi t ches whi ch f unct i on as a 
communi cat i ons cont r ol l er ,  per f or m dat a acqui s i t i on and di st r i but i on,  
buf f er i ng message handl i ng,  er r or  checki ng,  and si gnal  r egener at i on as 
r equi r ed t o mai nt ai n communi cat i ons.

c.   Pr ovi de t ot al l y aut omat i c st at us changes communi cat i on,  commands,  
f i el d- i ni t i at ed i nt er r upt s,  and any ot her  communi cat i ons r equi r ed f or  
pr oper  syst em oper at i on.   Do not  r equi r e syst em communi cat i on oper at or  
i ni t i at i on or  r esponse.   Syst em communi cat i on i s t o r et ur n t o nor mal  
af t er  any par t i al  or  t ot al  net wor k i nt er r upt i on i ncl udi ng power  l oss 
or  t r ansi ent  upset .   Aut omat i cal l y annunci at e communi cat i on f ai l ur es 
t o t he oper at or  wi t h communi cat i on l i nk i dent i f i cat i on t hat  has 
exper i enced a par t i al  or  t ot al  f ai l ur e.

2. 7. 1   Li nk Super vi s i on

2. 7. 1. 1   Har dwi r e Di r ect  Cur r ent  Li ne Super vi s i on

Pr ovi de onl y f or  t he sensor  t o cont r ol  uni t  l i nks whi ch ar e wi t hi n t he ESS 
pr ot ect ed ar ea.   Super vi se c i r cui t s by moni t or i ng changes i n t he cur r ent  
t hat  f l ows t hr ough t he det ect i on c i r cui t  and a t er mi nat i ng r esi st or  of  at  
l east  2. 2 K ohms.   Super vi s i on c i r cui t r y i s t o i ni t i at e an al ar m i n 
r esponse t o openi ng,  c l osi ng,  shor t i ng,  or  gr oundi ng of  conduct or s by 
empl oyi ng Cl ass C st andar d l i ne secur i t y.   Cl ass C ci r cui t  super vi sor  
uni t s ar e t o pr ovi de an al ar m r esponse i n t he annunci at or  i n not  mor e t han 
one second because of  t he f ol l owi ng changes i n nor mal  t r ansmi ssi on l i ne 
cur r ent :

a.   Fi ve per cent  or  mor e i n nor mal  l i ne s i gnal  when i t  consi st s of  di r ect  
cur r ent  f r om 0. 5 t hr ough 30 mi l l i amper es.

b.   Ten per cent  or  mor e i n nor mal  l i ne s i gnal  when i t  consi st s of  di r ect  
cur r ent  f r om 10 mi cr oamper es t o 0. 5 mi l l i amper es.

c.   Fi ve per cent  or  mor e of  an el ement  or  el ement s of  a compl ex s i gnal  
upon whi ch secur i t y i nt egr i t y of  t he syst em i s dependent .   Thi s 
t ol er ance wi l l  be appl i ed f or  f r equenci es up t o 100 Hz.

d.   Fi f t een per cent  or  mor e of  an el ement  or  el ement s of  a compl ex s i gnal  
upon whi ch t he secur i t y i nt egr i t y of  t he syst em i s dependent .   Thi s 
t ol er ance wi l l  be appl i cabl e f or  al l  f r equenci es above 100 Hz.
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2. 7. 1. 2   Har dwi r e Al t er nat i ng Cur r ent  Super vi s i on

Super vi s i on i s not  t o be capabl e of  compr omi se by use of  r esi st ance,  
vol t age,  or  cur r ent  subst i t ut i on t echni ques.   Use t hi s met hod on ci r cui t s 
whi ch empl oy a t one modul at ed f r equency- shi f t  keyi ng ( FSK) ,  
i nt er r ogat e- and- r epl y communi cat i ons met hod.   Super vi sor y c i r cui t  ar e t o 
be i mmune t o t r ansmi ssi on l i ne noi se,  cr osst al k,  and t r ansi ent s.   
Ter mi nat e det ect i on c i r cui t  by compl ex i mpedance.   Mai nt ai n l i ne 
super vi s i on by moni t or i ng cur r ent  ampl i t ude and phase.   Si ze compl ex 
i mpedance so t hat  cur r ent  l eads or  l ags t he dr i v i ng vol t age by 0. 785 pl us 
or  mi nus 0. 087 r ad 45 pl us or  mi nus 5 degr ees.

Al ar m when r ms cur r ent  changes by mor e t han 5 per cent ,  or  phase changes by 
mor e t han 0. 087 r ad 5 degr ees f or  super vi s i on cur r ent  of  0. 5 t o 30 
mi l l i amper es r ms.   Al ar m when r ms cur r ent  changes by mor e t han 10 per cent ,  
or  phase changes by mor e t han 0. 139 r ad 8 degr ees f or  l i nes wi t h 
super vi s i on cur r ent s of  0. 01 t o 0. 5 mi l l i amper es.   I dent i f i ed l i ne 
super vi s i on al ar m must  be communi cat ed wi t hi n one second of  t he al ar m.

2. 7. 1. 3   Har dwi r e Di gi t al  Super vi s i on

Local  pr ocessor s ar e t o exchange di gi t al  dat a t o i ndi cat e secur e or  al ar m 
at  l east  ever y 2 seconds.   Al ar m i f  dat a i s mi ssed f or  mor e t han one 
second f or  passi ve super vi sor y c i r cui t s.   Codi ng used f or  dat a cannot  be 
deci pher abl e by mer el y v i ewi ng dat a on an osci l l oscope.   Super vi sor y 
c i r cui t s ar e t o asynchr onousl y t r ansmi t  bur st s of  di gi t al  dat a f or  
t r ansponder  schemes.   Dat a pat t er n i s t o be r andom i n nat ur e.   Remot e 
det ect or s ar e t o r ecei ve dat a and encode a r esponse based on a pr opr i et ar y 
codi ng scheme.

Pr ovi de a uni que encodi ng scheme;  [ an i ndust r y- wi de or  vendor  st andar d i s 
not  accept abl e. ]   Tr ansmi t  encoded r esponse back t o super vi sor y c i r cui t .   
Super vi sor y c i r cui t  i s  t o compar e t he r esponse t o an ant i c i pat ed 
r esponse.   Al ar m on f ai l ur e of  t he det ect or  t o r et ur n a dat a bur st  or  
r et ur n an i ncor r ect  r esponse.

2. 7. 2   Har dwi r e

2. 7. 2. 1   El ect r i cal  Conduct or  Li nes

a.   Use el ect r i cal  conduct or  l i nes f or  har dwi r e t hat  r el y on cur r ent  pat h 
except  f or  el ect r i cal  wi r es;  neut r al  conduct or s of  el ect r i cal  
di st r i but i on syst ems cannot  be used as s i gnal  t r ansmi t t er s.   

b.   Conduct or s out si de t he pr ot ect ed ar ea ar e t o be [ shi el ded cabl e]  
[ bur i ed]  [ [ i nst al l ed i n Gal vani zed Ri gi d St eel  Condui t  ( GRC,  RMC) ]  
[ i nst al l ed i n El ect r i cal  Met al l i c  Tubi ng ( EMT) ]  i n accor dance wi t h 
Sect i on 26 20 00 I NTERI OR DI STRI BUTI ON SYSTEM] .   Super vi s i on c i r cui t r y 
i s not  t o i ni t i at e nui sance al ar ms i n r esponse t o nor mal  l i ne noi se,  
t r ansi ent s,  cr osst al k,  or  i n r esponse t o nor mal  par amet r i c changes i n 
t he l i ne over  a t emper at ur e r ange of  mi nus 35 t o 52 degr ees C 30 t o 
125 degr ees F.

c.   Ambi ent  cur r ent  l evel s chosen f or  l i ne super vi s i on must  be suf f i c i ent  
t o det ect  t amper i ng and be wi t hi n t he nor mal  oper at i ng r ange of  
el ect r i cal  component s.   Repor t  l i ne super vi s i on and t amper  al ar ms 
r egar dl ess of  mode of  oper at i on.   
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d.   Pr ovi de har dwi r e l i nks i n accor dance wi t h UL 1076 and Sect i on 26 20 00 
I NTERI OR DI STRI BUTI ON SYSTEM f or  i nt er i or  appl i cat i ons wi t h addi t i ons 
and modi f i cat i ons speci f i ed.   Conduct or s ar e t o be copper .   Conduct or s 
f or  l i nks whi ch al so car r y AC vol t age,  ar e t o be No.  12 AWG mi ni mum;  
s i ngl e conduct or s f or  l ow- vol t age DC l i nks ar e t o be No.  [ 14]  [ 16]  AWG 
mi ni mum.   Conduct or s ar e t o be col or  coded.   Conceal  wi r i ng i n 
f i ni shed ar eas of  new const r uct i on and wher ever  pr act i cal  i n exi st i ng 
const r uct i on i f  not  ot her wi se pr ecl uded by t he Gover nment .

e.   I dent i f y conduct or s wi t hi n each encl osur e wher e a t ap,  spl i ce,  or  
t er mi nat i on i s made.   I dent i f y conduct or s by pl ast i c- coat ed,  
sel f - st i cki ng,  pr i nt ed mar ker s or  by heat - shr i nk t ype sl eeves.   
Connect  sensor s,  cont r ol  uni t s,  and communi cat i on devi ces so t hat  
r emoval  wi l l  cause a t amper  al ar m t o sound.   Pi gt ai l  or  " T"  t ap 
connect i ons ar e not  accept abl e.   Each conduct or  used f or  i dent i cal  
f unct i ons i s t o be di st i nct i vel y col or - coded.   Each ci r cui t  
col or - coded wi r e i s t o r emai n uni f or m t hr oughout  c i r cui t .   Tamper  
swi t ches meet  r equi r ement s of  par agr aph TAMPER SWI TCHES.

2. 7. 2. 2   Communi cat i on Li nk

a.   Pr ovi de a dedi cat ed ci r cui t  communi cat i on l i nk f r om sensor  t o cont r ol  
uni t .   Openi ng or  c l osi ng a r el ay cont act  wi l l  i ndi cat e an al ar m.   
Conver t  anal og si gnal s t o di gi t al  val ues or  a r el ay c l osur e or  openi ng 
wi t hi n 76 m 250 f eet  of  t he sensi ng poi nt .   Communi cat i ons f r om 
cont r ol  uni t  t o cent r al  al ar m r epor t i ng and di spl ay pr ocessor  ar e t o 
oper at e i n a cont i nuous i nt er r ogat i on and r esponse mode,  usi ng 
t i me- mul t i pl exed di gi t al  communi cat i ons t echni ques at  a dat a r at e of  
[ 5. 12]  [ 10. 24]  [ _____]  k i l obaud.

b.   I nt er r ogat i on and r esponse communi cat i ons bet ween t he cont r ol  uni t  and 
cent r al  pr ocessor  i s t o be hal f - dupl ex and bi di r ect i onal  on one dual  
t wi st ed pai r  cabl e ( one pai r  f or  i nt er r ogat i on and one f or  r esponse) ,  
whi ch may have one or  mor e par al l el  br anches.   I ndi v i dual  cont r ol  uni t  
l i nes ar e t o be at  l east  22 AWG wi r e.   Connect  cont r ol  wi r es i n 
par al l el  t o t he har dwi r e l i nk.   Communi cat i on syst em i s t o pr ovi de as 
many as [ 255]  [ _____]  cont r ol  uni t  connect i ons.

c.   The communi cat i on syst em must  mai nt ai n speci f i ed per f or mance over  a 
l i nk l engt h of  2287 m 7500 f eet  when oper at i ng wi t hout  l i ne r epeat er s 
or  ot her  s i gnal  r egener at i ng or  ampl i f y i ng devi ces.   The 
communi cat i ons syst em must  mai nt ai n speci f i ed per f or mance over  a l i nk 
l engt h of  22, 865 m 75, 000 f eet  when oper at i ng wi t h s i gnal - r egener at i ng 
l i ne r epeat er s.

d.   Cont r ol  uni t  t o cent r al  al ar m r epor t i ng and di spl ay pr ocessor  
communi cat i ons l i nk i s t o al so be capabl e of  oper at i ng over  a maxi mum 
of  [ t wo]  [ f our ]  [ _____]  st andar d voi ce gr ade t el ephone l eased or  
pr opr i et ar y l i nes.   Li nk i s t o be capabl e of  oper at i ng hal f - dupl ex 
over  a Type 3002 dat a t r ansmi ssi on pai r  and be capabl e of  modul ar  
expansi on.   Tel ephone l i nes wi l l  be pr ovi ded by t he Gover nment .   
Coor di nat e and check out  syst em oper at i on.   Gener al  char act er i st i cs 
and t el ephone l i ne ser vi ce ar e t o be as f ol l ows:
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Connect i ons Two-  or  f our - wi r e

I mpedance at  1000 Hz 600 ohms

Tr ansmi t t i ng l evel 0 t o 12 dBm

Tr ansmi t t i ng l evel  adj ust ment 3 dB i ncr ement s

Type Dat a

Di r ect i on Two- way al t er nat e ( hal f - dupl ex)

Maxi mum speed [ 1. 2]  [ 5. 12]  [ 10. 24]  [ _____]  k i l obaud

Maxi mum l oss at  1000 Hz 33 dB

2. 7. 3   Radi o Fr equency Li nk

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *
NOTE:   Radi o f r equency l i nks may not  be al l owed on 
some of  Gover nment  f aci l i t i es.   Recommended usage 
f or  RF l i nks i s as backup t o har dwi r e l i nks or  t o a 
r emot e l ocat i on l acki ng t el ephone l i nes.   As soon as 
possi bl e,  but  no l at er  t han schemat i c desi gn,  t he 
desi gner  must  cont act  t he ar ea r adi o f r equency 
coor di nat or  ( usual l y t he base r adi o of f i cer )  t o 
det er mi ne t he avai l abi l i t y  of  r adi o f r equenci es and 
t o ensur e t hat  t he usi ng act i v i t y submi t s a DD For m 
1494,  " Appl i cat i on f or  Fr equency Al l ocat i on, "  f or  a 
St age 1 ( " Concept ual  Devel opment " )  al l ocat i on ( see 
DD For m 1494 Pr epar at i on Gui de) .   St age 1 al l ocat i on 
aut hor i t y ( i . e. ,  appr oval )  must  be obt ai ned pr i or  t o 
adver t i sement  of  t he cont r act .

The 138 t o 150. 8 MHz band i s t he pr ef er r ed r ange 
si nce speci f i c  f r equenci es i n t hi s r ange ar e 
r eser ved f or  DODI  use.   Fr equenci es i n t he 162 t o 
174 MHZ and 450 t o 470 MHz bands ar e shar ed wi t h 
ot her  user s on a f i r st - come,  f i r st - ser ved basi s.   I n 
or der  t o avoi d pot ent i al  cont r act  del ays,  t he 
f r equency assi gnment  shoul d be i ncl uded i n t he 
speci f i cat i on when possi bl e.   For  addi t i onal  
i nf or mat i on,  cont act  t he base r adi o of f i cer  or  
l ocal / r egi onal  cont act  r esponsi bl e f or  f r equency 
al l ocat i on.

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *

a.   Pr ovi de a f ul l - dupl ex,  super vi sed RF,  pol l i ng syst em speci f i cal l y used 
f or  al ar m dat a communi cat i ons wi t h component s manuf act ur ed by one 
manuf act ur er  oper at i ng i n t he VHF,  [ 134 t o 154 MHz]  [ _____]  band.   
Syst em i s t o i nt er f ace di r ect l y wi t h ESS har dwi r e dat a l i nk f r om 
cont r ol  uni t  t o cent r al  al ar m r epor t i ng and di spl ay l ocat i on and i s t o 
t r ansl at e ( r educe)  t he dat a r at e f or  RF t r ansmi ssi on,  modul at e and 
demodul at e t he dat a s i gnal ,  and t r ansmi t  and r ecei ve ESS dat a.   

b.   Pr ovi de a f act or y- t est ed compl et e RF l i nk whi ch bot h aut omat i cal l y and 
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upon oper at or  command t r ansmi t s a s i gnal  wi t h a uni que i dent i f i cat i on 
f r om t he cent r al  al ar m moni t or i ng l ocat i on t o t he cont r ol  uni t  
l ocat i ons.   Message r ecei pt  at  cont r ol  uni t  l ocat i on i s t o be i gnor ed 
by al l  uni t s except  t he addr essee.   Uni t  wi t h t he cor r ect  addr ess i s 
t o decode t he i nt er r ogat i on s i gnal  and r espond t o t he i nt er r ogat i on 
wi t h t he st at us of  t he r epor t i ng sensor s.   Re- i nt er r ogat e when t he 
addr essee f ai l s t o r espond.   Al ar m upon f ai l ur e t o r espond a second 
t i me.

c.   Remot e uni t s i n t he RF syst em ar e t o be i ndi v i dual l y pol l ed i n t ur n.   
Pol l i ng r esponse t i me and t r ansmi ssi on dat a r at e,  dat a er r or  r at e,  and 
equi pment  r el i abi l i t y  i s  t o ensur e t hat  over al l ,  ESS al ar m 
annunci at i on t i me r el i abi l i t y  and Pd i s not  degr aded.   

d.   Pr ovi de RF t r ansmi t t er s,  r ecei ver s,  or  t r anscei ver s i n suf f i c i ent  
quant i t i es t o meet  speci f i ed r equi r ement s.   RF l i nk t r ansmi ssi ons ar e 
t o be on one or  mor e of  t he f r equenci es wi t hi n t he speci f i ed band as 
r equi r ed t o meet  speci f i ed r equi r ement s and nei t her  i nt er f er e wi t h 
ot her  ESS component s nor  any f aci l i t y  el ect r oni c component s.   Pr ovi de 
t r ansmi t t er s whi ch ar e i n accor dance wi t h appl i cabl e r equi r ement s of  
47 CFR 15.

e.   Message t ypes and cont ent  ar e t o be i dent i cal  t o t hose t r ansmi t t ed by 
ot her  por t i ons of  t he ESS dat a communi cat i ons subsyst em.   ESS al ar ms 
sent  by RF l i nk ar e not  t o f ai l  and ar e t o be t r ansmi t t ed by t he RF 
l i nk due t o event  occur r ence dur i ng " of f  ai r "  per i ods.   RF l i nk i s t o 
pr ovi de message t r ansmi ssi on pr i or i t y i n t he f ol l owi ng or der :

( 1)  I nt r usi on al ar ms

( 2)  Tamper  al ar ms

( 3)  Access deni al  al ar ms

( 4)  Ot her  al ar ms on a f i r st - i n,  f i r st - out  basi s i ncl udi ng l oss of  
communi cat i on s i gnal ,  f ai l - saf e,  l ow bat t er y,  and power  l oss.

f .   Pr ovi de [ omni di r ect i onal ,  coaxi al ,  hal f - wave di pol e]  [ _____]  ant ennas 
f or  al ar m t r ansmi t t er s and t r anscei ver s wi t h a dr i v i ng poi nt  i mpedance 
t o mat ch t r ansmi ssi on out put .   Pr ovi de ant ennas and ant enna mount s 
t hat  ar e cor r osi on r esi st ant  and abl e t o wi t hst and wi nd vel oci t i es of  
[ 160]  [ _____]  km per  hour  [ 100]  [ _____]  mph and physi cal  damage caused 
by vandal i sm.   Ant ennas cannot  be mount ed di r ect l y t o any f aci l i t y  
f ence or  r oof i ng syst em.   

g.   Pr ovi de ant ennas f r om t he same manuf act ur er  as t he r est  of  t he RF 
l i nk.   Pr ovi de coaxi al  cabl e i n l engt hs as r equi r ed.   Cabl es ar e t o 
use PL- t ype f i t t i ngs or  connect or s,  pr oper l y pr ot ect ed agai nst  
moi st ur e.   Cabl es must  mat ch t r ansmi t t er  out put  i mpedance.

2. 7. 4   Dat a Encr ypt i on

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *
NOTE:   Dat a encr ypt i on shoul d be used when r equi r ed 
by gover ni ng r egul at i ons or  when i t  has been 
det er mi ned t hat  unaut hor i zed per sons may have access 
t o syst em i nt er communi cat i ons.   The desi gner  must  
i ndi cat e whi ch DTS ci r cui t s r equi r e dat a encr ypt i on 
t o i ncl ude car d r eader  t o cont r ol  panel  c i r cui t s 
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when appr opr i at e.   The desi gner  shoul d choose whi ch 
encr ypt i on i s r equi r ed.   AES i s t he st r ongest  but  
may not  be avai l abl e f r om al l  manuf act ur er s,  TDES 
next ,  and DES i s t he l owest  l evel  of  dat a 
encr ypt i on.   Dat a encr ypt i on must  be i n accor dance 
wi t h NI ST FI PS 140- 2.

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *

I ncor por at e dat a encr ypt i on equi pment  on dat a t r ansmi ssi on ci r cui t s as 
shown on t he dr awi ngs.   The al gor i t hm used f or  encr ypt i on must  be t he 
[ Advanced Encr ypt i on St andar d ( AES)  al gor i t hm descr i bed i n NI ST FI PS 197]  
of  [ TDES] ,  ASC/ X9 X9. 52,  as a mi ni mum.   Dat a encr ypt i on must  be i n 
accor dance wi t h NI ST FI PS 140- 2.

2. 7. 5   Net wor k Swi t ch

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *
NOTE:   Desi gner  t o det er mi ne t he hi er ar chy of  t he 
net wor k such as st ar ,  sel f - heal i ng r i ng,  et c.   Layer  
3 swi t ches shoul d be consi der ed f or  use t hr oughout  
t he desi gn t o accommodat e f ut ur e net wor k 
r equi r ement s.   Ver i f y t he exi st i ng envi r onment al  
condi t i ons t o make sur e t he swi t ch t emper at ur e r ange 
i s compl i ant .   Det er mi ne i f  mul t i mode f i ber  or  
s i ngl e mode f i ber  i s r equi r ed f or  Out si de Pl ant  
( OSP)  and I nsi de Pl ant  ( I SP)  t o accommodat e f ut ur e 
net wor k r equi r ement s.

Ver i f y net wor k swi t ch wi t h l ocal  act i v i t y 
t el ecommuni cat i ons manager .

For  Ar my pr oj ect s r ef er ence UFC 3- 580- 01.
* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *

[ For  Depar t ment  of  Def ense pr oj ect s net wor k swi t ches must  compl y wi t h DI SA 
APL.   ] The smal l  f or m- f act or  pl uggabl e ( SFP)  i s t o pr ovi de f ul l - dupl ex 
1000/ 100/ 10- Mbps connect i v i t y bet ween swi t ches over  [ mul t i mode f i ber  
( MMF) ]  [ s i ngl e mode ( SM) ]  i nf r ast r uct ur es.   Pr ovi de mount i ng accessor i es 
f or  a t ypi cal  [ f i el d di st r i but i on box]  [ cabi net ]  [ r ack] .   Rack 
r equi r ement s as speci f i ed i n par agr aph EQUI PMENT RACK.

2. 7. 5. 1   I nsi de Pl ant

Pr ovi de a net wor k swi t ch f or  ESS syst em wi t h [ 8]  [ 12]  [ 24]  [ 48]  [ 64]  
[ _____]   SFP Et her net  por t s.   Al l ow dynami c por t  base secur i t y and r api d 
spanni ng t r ee pr ot ocol  wi t h VLAN assi gnment s f or  speci f i c  user s r egar dl ess 
of  wher e t he swi t ch i s connect ed.   The swi t ch wi l l  use AC i nput  vol t age 
nomi nal  of  [ 120]  [ 230]  VAC at  [ 50]  [ 60]  Hz.   The swi t ch i s t o be l ess t han 
2 Rack Uni t s ( RU)  and Layer  3 capabl e.   The swi t ch i s t o have t he 
capabi l i t y  of  commandi ng a sel f - heal i ng r i ng conf i gur at i on.   1000Base- LX 
SFP Fast  Et her net  I nt er f ace Conver t er  i s t o be a hot  swappabl e devi ce t hat  
pl ugs i nt o a Gi gabi t  f i ber  SFP upl i nk por t  on t he swi t ch.   The swi t ch i s 
t o be a f ul l y  managed power  over  Et her net  ( PoE)  t o al l  por t s.   Pr ovi de 
swi t ch capabl e of  usi ng a Layer  3 ( r out ed)  por t  t o connect  t o a LAN 
gat eway por t  f or  I nt er net  and web base access.   The Mean Ti me Bet ween 
Fai l ur e ( MTBF)  must  be gr eat er  t han 210, 000 hour s.
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2. 7. 5. 2   Out si de Pl ant

Pr ovi de har dened managed Et her net  swi t ch wi t h a mi ni mum of  [ 6]  [ 8]  [ 12]  
10/ 100/ 1000 swi t ched RJ- 45 por t s and t wo 1000 Mb f i ber  por t s desi gned f or  
uncondi t i oned out door  appl i cat i ons.   The swi t ch i s t o be seal ed,  
conduct i on cool ed,  use a r ugged case wi t h no f ans and no ai r  vent  
openi ngs.   The ambi ent  oper at i ng t emper at ur e r ange i s - 40 t o 75 degr ee C 
40 t o 170 degr ee F.   The sof t war e i ncl udes SNMP,  QoS,  Tel net ,  Secur i t y,  
STP,  VLAN,  Boot P /  DHCP.

2. 7. 6   Vi deo and ESS Tr ansmi ssi on

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *
NOTE:   I ncl ude i ndust r y st andar d f or  each cabl e t ype 
on cabl e dat a sheet s at  t he end of  sect i on.

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *

Tr ansmi ssi on i s t o be by opt i cal  f i ber  dedi cat ed t o t he associ at ed 
ci r cui t .   Vi deo and ESS t r ansmi ssi on cabl es must  conf or m t o t he i ndust r y 
st andar ds i n [ Sect i on 27 10 00 BUI LDI NG TELECOMMUNI CATI ONS CABLI NG SYSTEM]  
[ Sect i on 33 82 00 TELECOMMUNI CATI ONS OUTSI DE PLANT ( OSP) ] .

I nst al l  i nt er i or  cabl e i n [ Ri gi d Met al  Condui t  ( RMC) ]  [ El ect r i cal  Met al l i c  
Tubi ng ( EMT) ]  condui t  unl ess i ndi cat ed ot her wi se.   Pr ovi de condui t  and 
f i t t i ngs i n accor dance wi t h Sect i on  26 20 00 I NTERI OR DI STRI BUTI ON.   Use 
onl y compr essi on f i t t i ngs f or  EMT condui t .   No set  scr ew f i t t i ngs 
al l owed.   Cabl e i s t o be r at ed f or  t he i nst al l at i on met hod i nt ended.   
I nst al l  ext er i or  cabl e under gr ound i nst al l ed i n [ Schedul e 40]  [ Schedul e 
80]  Pol yvi nyl  chl or i de ( PVC)  condui t s.

2. 7. 7   Wi r e and Cabl e

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *
NOTE:   Desi gner  t o pr ovi de wi r e and cabl e dat a 
sheet s f or  each wi r e and cabl e t ype.   Ref er  t o I C 
Tech Spec f or  I DC- I CS 705 and UFC 4- 010- 05 SCI F f or  
f or  cabl es associ at ed wi t h SCI F envi r onment s.

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *

Pr ovi de al l  wi r e and cabl e ( i ncl udi ng copper  power  cabl e,  UTP dat a cabl e,  
opt i cal  f i ber  cabl e,  and coaxi al  cabl e)  not  i ndi cat ed as 
Gover nment - f ur ni shed equi pment .   Wi r i ng must  meet  NFPA 70 st andar ds and as 
i ndi cat ed i n t he Wi r e and Cabl e Dat a Sheet s At t achment  at  t he end of  t hi s 
sect i on.   Pr ovi de opt i cal  f i ber  t est  dat a and UTP t est  dat a f or  f i el d 
connect or i zed cabl e,  i ncl udi ng any exi st i ng opt i cal  f i ber  cabl e and/ or  
exi st i ng UTP whi ch wi l l  be used t o t r ansmi t  dat a f or  any ESS i t ems 
pr ovi ded i n t he pr oj ect . .

2. 7. 8   Di gi t al  Dat a I nt er connect i on Wi r i ng

I nt er connect i ng cabl es car r y i ng di gi t al  dat a bet ween equi pment  l ocat ed at  
t he SCC or  at  a secondar y cont r ol  and moni t or i ng s i t e i s t o be opt i cal  
f i ber  cabl e.   I nt er connect i ng cabl es conf or m t o t he i ndust r y st andar ds i n 
[ Sect i on 27 10 00 BUI LDI NG TELECOMMUNI CATI ONS CABLI NG SYSTEM]  [ Sect i on 
33 82 00 TELECOMMUNI CATI ONS OUTSI DE PLANT ( OSP) ] .

2. 7. 9   Abovegr ound Sensor  Wi r i ng

Sensor  wi r i ng i s t o be 20 AWG mi ni mum,  t wi st ed and shi el ded,  2,  3,  4,  or  6 
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pai r s t o mat ch har dwar e.   Pr ovi de mul t i conduct or  wi r e wi t h a PVC out er  
j acket .

2. 7. 10   Di r ect  Bur i al  Sensor  Wi r i ng

Sensor  wi r i ng i s t o be 20 AWG mi ni mum,  t wi st ed and shi el ded,  2,  3,  4,  or  6 
pai r s t o mat ch har dwar e.

2. 7. 11   Local  Ar ea Net wor k ( LAN)  Cabl i ng

Cat egor y 6 cabl i ng must  be i n accor dance wi t h TI A- 568. 2.   Pr ovi de 
per manent  l i nk t est i ng and a t est  r epor t  f or  al l  Cat egor y 6 cabl i ng.

2. 7. 12   Cabl e Const r uct i on

Pr ovi de al l  cabl e component s t hat  wi l l  wi t hst and t he envi r onment  i n whi ch 
t he cabl e i s i nst al l ed f or  a mi ni mum of  20 year s.

[ 2. 8   SECURI TY LI GHTI NG I NTERFACE

Pr ovi de an i nt er f ace f or  cont r ol  of  t he secur i t y l i ght i ng syst em i n 
accor dance wi t h [ Sect i on 26 56 00 EXTERI OR LI GHTI NG]  and as shown on t he 
dr awi ngs. [   Pr ovi de mot i on act i vat i on of  l i ght s f or  enhanced VSS 
per f or mance. ]

] [ 2. 9   MEDI CAL FACI LI TY SYSTEM

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *
NOTE:   I f  t he ESS desi gn i ncl udes Medi cal  
Faci l i t i es,  t he desi gner  t o i ncl ude addi t i onal  
secur i t y f eat ur es t o meet  t he r equi r ement s i n UFC 
4- 510- 01 Medi cal  Mi l i t ar y Faci l i t i es.

I f  t he ESS desi gn i ncl udes Medi cal  Faci l i t i es t he 
el evat or  cont r ol  must  i nt er f ace wi t h I PAS.

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *

2. 9. 1   I nf ant  Pr ot ect i on Al ar m Syst em ( I PAS)  Per f or mance Requi r ement s

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *
NOTE:   The Hospi t al  wi l l  have a met hod of  not i f y i ng 
r esponder s t o Medi cal  Emer genci es such as Radi o Page 
or  ot her  Wi r el ess Per sonal  Communi cat i ons Devi ce.   
Use t he same syst em t o not i f y t he st af f  i n t he 
pr ot ect ed ar ea and any on si t e secur i t y t eam 
desi gnat ed by t he f aci l i t y  user s.

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *

a.   Ful l y i nt egr at e t he I PAS wi t h t he ESS syst em.   I nf ant  abduct i on al ar ms 
( exi t  al ar ms and t ag t amper  al ar ms)  f r om t he I PAS ar e t o be r ecei ved 
and pr ocessed t he same as al l  ot her  al ar ms and concur r ent l y r out ed i n 
r eal  t i me t o al l  Oper at or  Wor kst at i ons.   Send not i f i cat i ons v i a r adi o 
page or  ot her  wi r el ess Per sonal  Communi cat i ons devi ce t o t he secur i t y 
uni t  st af f  and paged t o t he nur si ng st af f  i n t he al ar med uni t .

b.   The I PAS i s t o det ect  and r epor t  al ar ms i f  an at t empt  i s made t o 
r emove an i nf ant  t ag f r om t he secur ed nur si ng ar ea ( exi t  al ar m)  or  of  
an unaut hor i zed r emoval  of  a t ag st r ap f r om an i nf ant  ( t ag t amper  
al ar m) .  
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c.   Wi r el ess r eader s ar e t o adequat el y cover  al l  ar eas of  t he secur ed 
nur si ng uni t s.

2. 9. 2   I nf ant  Pr ot ect i on Al ar m Syst em ( I PAS)  Maj or  Component s

Maj or  component s of  t he I PAS i ncl ude:

a.   Net wor k Adapt er s

b.   I nf ant  Pr ot ect i on Wor kst at i ons

c.   RF Reader s

d.   I nf ant  Tags

e.   Tag St r aps

f .   Ext er nal  Rel ay Boxes

g.   Door  Posi t i on Swi t ches

h.   Dome Li ght s wi t h Buzzer  Devi ce

i .   El ect r omagnet i c Locks & Power  Suppl i es ( par t  of  Door  Har dwar e)

j .   Car d Reader s

  ( 1)  Remot e Di spl ay Uni t s ( RDU)

  ( 2)  I nf ant  Pr ot ect i on Sof t war e

2. 9. 3   I nf ant  Pr ot ect i on Oper at or  Wor kst at i ons

a.   Oper at i on,  management ,  and moni t or i ng of  t he I nf ant  Pr ot ect i on Al ar m 
Syst ems ar e t o be per f or med f r om I nf ant  Pr ot ect i on Wor kst at i ons 
l ocat ed i n t he [ Nur se St at i ons]  [ Labor  and Del i ver y]  [ Mot her  Baby 
Uni t s]  f or  t he pat i ent  car e uni t s ser ved.   Locat e an addi t i onal  
moni t or i ng wor kst at i on at  t he [ Nur se Team Cent er ]  [ _____]  of  t he [ Med 
Sur ge Uni t ]  [ _____] .   Funct i ons per f or med at  t hese wor kst at i ons 
i ncl ude:

( 1)  Management  of  t he subsyst em f or  t he pr ot ect ed uni t

( 2)  I nf ant  Tag i nvent or y,  act i vat i on and assi gnment ,  and deact i vat i on
 

( 3)  St r ap i nvent or y and use

( 4)  I nf ant  dat a,  t ag and st r ap assi gnment ,  and di schar ge

( 5)  Al ar m event  r epor t i ng and moni t or i ng

( 6)  Act i v i t y and event  r epor t s

( 7)  Di spl ay of  al ar m r ecei ver s and st at us

( 8)  Vi deo di spl ay of  al ar med camer as

b.   The i nf ant  pr ot ect i on oper at or  wor kst at i ons i ncl ude:
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( 1)  CPU

( 2)  Comput er  keyboar d

( 3)  Mouse

( 4)  Two vi deo moni t or s

( 5)  Pr i nt er

( 6)  Removabl e medi a st or age uni t  t hat  pr ovi des f or  of f l i ne st or age and 
r et r i eval  of  event  act i v i t y

2. 9. 4   Remot e Di spl ay Uni t

Locat e a RDU and an associ at ed car d r eader  near  t he secur e s i de of  each 
desi gnat ed [ exi t  door ]  [ and el evat or ]  t o al l ow aut hor i zed st af f  t o qui ckl y 
suspend an i nf ant  t ag,  so t hat  an i nf ant  can be t aken out  of  t he secur ed 
nur si ng uni t  wi t hout  gener at i ng an exi t  al ar m.   Al l ow aut hor i zed st af f  t o 
r eact i vat e t he i nf ant  t ag when t he i nf ant  i s r et ur ned t o t he secur ed 
nur si ng uni t .   The RDU i s t o be i noper at i ve unt i l  act i vat ed by t he 
associ at ed car d r eader  when t he car d r eader  senses an access cont r ol  car d 
f r om a st af f  member  t hat  i s  aut hor i zed t o t ake t he i nf ant  out  of  t he 
secur ed nur si ng uni t .   The RDU i s t o r emai n act i ve f or  a pr ogr ammed shor t  
per i od of  t i me t o al l ow t he t r ansact i on t o occur  and t hen t he RDU i s t o 
aut omat i cal l y become i nact i ve.

2. 9. 5   Oper at or  I nt er f ace

The I PAS oper at or  wor kst at i ons ar e t o enabl e t he r eal - t i me di spl ay of  any 
al ar ms on gr aphi cal  f l oor  pl ans.   Pr ovi de gr aphi cal  di spl ay wi t h t he 
abi l i t y  t o sel ect  t he f ol l owi ng vi ews:

a.   Al l  t ags i n t he syst em,  or

b.   A speci f i c  t ag

The syst em oper at or  i nt er f ace i s t o enabl e t ags t o be easi l y 
added or  del et ed f r om t he syst em,  by ei t her  usi ng a but t on pr ess t o 
i dent i f y t he t ag I D code,  or  by t ypi ng i n t he t ag I D code.

2. 9. 6   Al ar m Management

The I PAS i s t o suppor t  sever al  di f f er ent  t ypes of  al ar ms f or  t he t ags,  
i ncl udi ng:

2. 9. 6. 1   Tamper  Al ar m

Thi s i ndi cat es a st r ap at t achi ng a baby t ag has been t amper ed or  
di sconnect ed.   Di spl ay t he t ag' s name,  descr i pt i on,  and l ocat i on i n t he 
al ar m l i ne.

2. 9. 6. 2   Near  Exi t  Al ar m

Thi s i ndi cat es a t ag has moved i nt o t he pr oxi mi t y of  a moni t or ed exi t  door  
or  el evat or .   The t ag name,  descr i pt i on,  and l ocat i on i s t o be di spl ayed 
wi t hi n 0. 5 seconds on t he I PAS Oper at or  Wor kst at i on,  t r ansmi t  t he al ar m t o 
r adi o pager s car r i ed by on- dut y secur i t y and nur si ng st af f ,  and t r ansmi t  
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t he al ar m t o t he syst em dat abase and syst em Oper at or  Wor kst at i ons.

The I PAS i s t o act i vat e t he el ect r i cal  l ocks on t he door s t o t he pr ot ect ed 
ar ea.   The door s wi l l  aut omat i cal l y unl ock ei t her  upon t he st af f  c l ear i ng 
t he al ar m,  a power  out age t o t he el ect r i cal  l ock cont r ol ,  an i ndependent  
act i vat i on of  t he smoke al ar m syst em,  or  wat er  f l ow i n t he spr i nkl er  
syst em.   The st af f  i s  t o have t he abi l i t y  t o unl ock t he door s at  any t i me 
f r om i nsi de t he uni t .   The al ar m event  i s t o al so act i vat e a dome l i ght  
and buzzer  at  t he door  unt i l  t he al ar m i s acknowl edged.   Act i vat i on of  
I PAS wi l l  pr event  t he el evat or  f r om openi ng or  st oppi ng on t he event  f l oor .

2. 9. 6. 3   Bat t er y Al ar m

Thi s i ndi cat es t he bat t er y of  a t ag i s l ow and shoul d be r epl aced.   
Di spl ay t he t ag name,  descr i pt i on,  and i t s l ocat i on i n t he al ar m l i ne.

2. 9. 6. 4   Fai l ed Communi cat i ons Al ar m

Thi s i ndi cat es t he net wor k i s not  wor ki ng or  t he dat abase ser ver  has been 
shut  down.   No t ag l ocat i on or  al ar m can be per f or med whi l e t hi s al ar m i s 
act i ve.

2. 9. 6. 5   Lost  Al ar m

Thi s i ndi cat es t he t ag cannot  be det ect ed by any r eader  i n t he syst em.   
Di spl ay t he t ag name,  descr i pt i on,  and i t s l ast - known l ocat i on i n t he 
al ar m l i ne.

2. 9. 7   I PAS Ar ea Wi r el ess Tag Reader s

The I PAS ar ea wi r el ess t ag r eader s ar e t o be abl e t o be mount ed ei t her  i n 
t he cei l i ng or  on t he wal l s.   Pr ovi de r eader s wi t h 360- degr ee cover age and 
an ef f ect i ve r ead r ange as r equi r ed by t he I PAS.   The syst em i s t o assi gn 
t he t ag t o t he r eader  wi t h t he hi ghest  s i gnal  st r engt h i f  mor e t han one 
ar ea wi r el ess r eader  det ect s t he t ag si gnal .   Mul t i pl e ar ea wi r el ess 
r eader s ar e t o be abl e t o be i nst al l ed i n a s i ngl e r oom t o nar r ow t he 
l ocat i on down t o ar eas as smal l  as a 10 f oot  r adi us usi ng si gnal  st r engt h 
l evel s.   The ar ea wi r el ess r eader s ar e t o oper at e at  an unl i censed r adi o 
f r equency and have al l  necessar y r egul at or y appr oval s.

2. 9. 8   I PAS Door  Wi r el ess Reader

The I PAS door  wi r el ess r eader s ar e t o be abl e t o be mount ed ei t her  i n t he 
cei l i ng or  wal l s.   The r eader s ar e t o t r ansmi t  wi t hi n an adj ust abl e r ange 
( di st ance f r om and wi dt h of  exi t  door )  of  each exi t  door  t o l i mi t  i f ant  
t ags det ect i on wi t hi n a ver y shor t  di st ance of  t he exi t  door .   The r eader s 
ar e t o suppor t  wi r el ess f i el ds synchr oni zat i on i f  mul t i pl e door  wi r el ess 
r eader s ar e used t o cover  a l ar ge ent r y ar ea.   The t r ansmi ssi on f i el d 
gener at ed by t he door  wi r el ess r eader  i s t o i ncl ude an encr ypt ed I D code 
t hat  can be decoded by t ags t hat  ent er  t he f i el d.

SECTI ON 28 10 05  Page 103



2. 9. 9   I nf ant  Tags and St r aps

2. 9. 9. 1   Tag Char act er i st i cs

Technol ogy Ver y l ow power  wi r el ess t r ansmi ssi on

Power  Bat t er y Rechar geabl e l i t hi um bat t er y wi t h 5- year  l i f e

Tr ansmi ssi on Rat es As r equi r ed

LED I ndi cat i on Low bat t er y,  t r ansmi ssi on

Tag I D Uni que f act or y pr ogr ammed

Wat er  Resi st ance Wat er pr oof  and compl et el y seal ed housi ng

2. 9. 9. 2   Tag Feat ur es

a.   Aut omat i cal l y act i vat e when at t ached t o a baby

b.   Manuf act ur ed wi t h l at ex f r ee adj ust abl e st r ap made f r om ski n saf e 
mat er i al  t hat  i ncl udes a sof t  pad t o pr event  ski n i r r i t at i on

c.   Have a r e- adj ust abl e st r ap t o sui t  ankl e shr i nkage

d.   Be easy t o c l ean

e.   Be manuf act ur ed wi t h di sposabl e par t s,  ensur i ng r e- use of  t ag up t o 
1000 t i mes wi t hout  compr omi si ng hygi ene l evel

f .   Be r echar geabl e by pl aci ng t hem i n a deskt op char ger  t hat  i s  suppl i ed 
wi t h t he syst em.   Mul t i pl e t ags can be r echar gi ng si mul t aneousl y

2. 9. 10   I PAS Dome Li ght s 

Mount  a dome l i ght  conf i gur ed wi t h i ndi cat or  l amps and a t one devi ce over  
exi t  door s f r om ar eas equi pped wi t h an I PAS.   A r ed l i ght  i s  t o i l l umi nat e 
and t he t one sound when an exi t  al ar m i s act i vat ed.   The l i ght  and t one 
ar e t o r emai n on unt i l  t he exi t  al ar m i s acknowl edged.

[ 2. 9. 11   Radi o Page I nt er f ace

a.   Uni t  i s  t o i nt er f ace wi t h t he r adi o page syst em capabi l i t y  of  Sect i on 
27 52 24 NURSE CALL SYSTEM.   Thi s i nt er f ace must  be a har dwi r ed 
connect i on t o an i nput  por t  on t he r adi o page encoder .

b.   Rout e al l  al ar ms t o t he r adi o page syst em f or  t r ansmi ssi on t o 
al phanumer i c pager s car r i ed by t he secur i t y st af f .

c.   Tr ansmi t t ed al phanumer i c al ar m i nf or mat i on i s t o i ncl ude t he t ype,  
l ocat i on,  dat e,  and t i me of  t he al ar m event .

d.   I nf ant  pr ot ect i on al ar m event  i s t o be r adi o paged t o t he nur si ng 
st af f  i n t he pat i ent  car e ar ea wher e t he al ar m or i gi nat ed.
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] ] 2. 10   SURVEI LLANCE AND DETECTI ON EQUI PMENT

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *
NOTE:   For  Ar my pr oj ect s,  cont act  t he El ect r oni c 
Secur i t y Syst em Mandat or y Cent er  of  Exper t i se ( ESS 
MCX)  f or  assi st ance i n det er mi ni ng r equi r ement s f or  
t hese devi ces.   The ESS MCX e- mai l  addr ess i s
AskESSMCX@usace. ar my. mi l

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *

2. 10. 1   Ar t i c l e Sur vei l l ance and X- Ray

Pr ovi de X- r ay package sear ch syst em sui t abl e f or  [ aut omat ed]  [ manual ]  
det ect i on and mat er i al  densi t y i dent i f i cat i on.   The ar t i c l e sur vei l l ance 
i s t o f unct i on as a sensor  or  det ect or  subsyst em and connect  t o t he l ocal  
pr ocessor s and al ar m moni t or i ng.

The ar t i c l e sur vei l l ance and X- r ay devi ce ar e t o pr ovi de adj ust abl e 
cont r ast  and a sur f ace ar ea t hr eshol d set t i ng.   I ncor por at e a l ong- t er m 
i mage st or age syst em t o document  subsyst em oper at i ons.   The ar t i c l e 
sur vei l l ance and X- r ay devi ce must  have a mi ni mum t hr oughput  r at e of  600 
packages per  hour  and be r at ed f or  cont i nuous oper at i on.   The ar t i c l e 
sur vei l l ance and X- r ay devi ce must  meet  t he r equi r ement s of  21 CFR 1020,  
Sect i on 1020. 40.

2. 10. 1. 1   Si ze and Wei ght

The ar t i c l e sur vei l l ance and X- r ay devi ce i s not  t o exceed 3. 1 m l ong,  by 
1. 02 m wi de,  by 1. 5 m hi gh 120 i nches l ong,  by 40 i nches wi de,  by 60 
i nches hi gh and not  wei gh mor e t han 910 kg 2000 pounds.

2. 10. 1. 2   Local  Audi bl e Al ar ms

Pr ovi de l ocal  audi bl e al ar m annunci at i on and aut omat i c t hr eat  al er t  based 
upon an adj ust abl e cont r ast  and a sur f ace ar ea t hr eshol d set t i ng.   
I mmedi at el y communi cat e t o and annunci at e al ar ms gener at ed by t he ar t i c l e 
sur vei l l ance and X- r ay devi ce at  t he SCC.

2. 10. 1. 3   Maxi mum Package Si ze

Al l ow i nspect i on of  packages and ot her  ar t i c l es up t o 380 mm t al l ,  by 610 
mm wi de and 1. 5 m l ong 15 i nches t al l ,  by 24 i nches wi de,  and 60 i nches 
l ong.

2. 10. 1. 4   X- Ray Tube

Out put  f r om t he X- r ay t ube i s t o be abl e t o penet r at e st eel  up t o 3. 2 mm 
1/ 8 i nch t hi ck.

2. 10. 1. 5   El ect r i cal

The ar t i c l e sur vei l l ance and X- r ay devi ce i s t o oper at e f r om t he power  
sour ce as i ndi cat ed.

2. 10. 1. 6   Saf et y

I ncl ude dual  l ead- l i ned cur t ai ns at  t he ent r ance and exi t  t o t he conveyer  
syst em package scanni ng r egi on.   The r adi at i on exposur e t o oper at or  f or  
each package i nspect i on must  be no mor e t han 0. 2 mi l l i - r oent gens.   The 
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ar t i c l e sur vei l l ance and X- r ay devi ce i s not  t o adver sel y af f ect  magnet i c 
st or age medi a as i t  i s  passed t hr ough t he devi ce.

2. 10. 1. 7   Di spl ay

Use a st andar d 525 l i ne [ LCD]  [ LED]  moni t or  t o pr esent  X- r ay dat a t o t he 
ar t i c l e sur vei l l ance and X- r ay devi ce oper at or .   Conf i gur e t he ar t i c l e 
sur vei l l ance and X- r ay devi ce t o pr ovi de at  l east  64 gr ay scal e shades or  
at  l east  64 di st i nct  col or s.   The ar t i c l e sur vei l l ance and X- r ay devi ce i s 
t o pr ovi de:

a.   I mage enhancement

b.   Zoom

c.   Pan

d.   Spl i t  scr een

e.   Fr eeze- f r ame capabi l i t i es

2. 10. 1. 8   Conveyor

Pr ovi de ar t i c l e sur vei l l ance and X- r ay devi ce wi t h a conveyor  syst em wi t h 
f oot  swi t ch cont r ol s.   The conveyor  i s t o be r ever si bl e and sui t abl e f or  
i nt er mi t t ent  oper at i on wi t h a mi ni mum speed r ange of  0 t o 0. 18 m per  second
 0 t o 35 f eet  per  mi nut e.

2. 10. 1. 9   Mat er i al  I dent i f i cat i on and Resol ut i on

The ar t i c l e sur vei l l ance and X- r ay devi ce i s t o be abl e t o det ect  and 
i dent i f y t he f ul l  r ange of  f er r ous and non- f er r ous met al s,  pl ast i cs,  and 
ot her  cont r aband as r equi r ed.   The devi ce r esol ut i on,  i ncl udi ng i t s 
di spl ay,  i s  t o be suf f i c i ent  t o i dent i f y a 30 AWG sol i d copper  wi r e.

2. 10. 2   Met al  Det ect or

a.   The met al  det ect or  i s t o f unct i on as a sensor  or  det ect or  subsyst em 
and connect  t o t he l ocal  pr ocessor s and al ar m moni t or i ng.   The met al  
det ect or  i s t o be r at ed f or  cont i nuous oper at i on.   The met al  det ect or  
i s t o use an act i ve pul sed or  cont i nuous wave i nduct i on det ect i on 
f i el d.   

b.   The met al  det ect or  i s t o cr eat e a f i el d det ect i on pat t er n wi t h no 
hol es or  gaps f r om t op t o bot t om and acr oss t he passage ar ea and 
pr ovi de 100 per cent  Far aday shi el di ng of  t he sensor  coi l .   The met al  
det ect or  i s t o i ncor por at e measur es t o mi ni mi ze f al se al ar ms f r om 
ext er nal  sour ces.   Pr ovi de a synchr oni zat i on modul e t o al l ow 
si mul t aneous mul t i pl e met al  det ect i on subsyst em oper at i on,  wi t h no 
sensi t i v i t y or  f unct i on degr adat i on,  when separ at ed by 1. 5 m 5 f eet  or  
mor e.

c.   The met al  det ect or  i s not  t o adver sel y af f ect  magnet i c st or age medi a.

d.   When i ncor por at ed i nt o an ent r y boot h,  t he met al  det ect or  i s t o be 
physi cal l y compat i bl e wi t h t he ent r y boot h conf i gur at i on and connect ed 
t o t he ent r y boot h l ocal  pr ocessor  subsyst em.
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2. 10. 2. 1   Si ze and Wei ght

Fr eest andi ng met al  det ect or s ar e not  t o exceed 1. 0 m deep,  by 1. 3 m wi de,  
by 2. 3 m hi gh 40 i nches deep,  by 50 i nches wi de,  by 90 i nches hi gh and 
wei gh 160 kg 350 pounds or  l ess.   Met al  det ect or s t o be used i n ent r y 
cont r ol  boot hs may have di mensi ons as needed t o f i t  i nsi de t he ent r y 
cont r ol  boot h.

2. 10. 2. 2   Local  Al ar ms

Pr ovi de met al  det ect or  wi t h l ocal  audi bl e and vi sual  al ar m annunci at i on 
t hat  ar e al so i mmedi at el y communi cat ed t o and annunci at ed at  t he SCC.

2. 10. 2. 3   Mat er i al  I dent i f i cat i on and Sensi t i v i t y

Pr ovi de met al  det ect or  wi t h a cont i nuousl y adj ust abl e sensi t i v i t y cont r ol  
whi ch al l ows i t  t o be set  t o det ect  100 gr ams of  f er r ous or  non- f er r ous 
met al  pl aced anywher e on or  i n an i ndi v i dual ' s body.

2. 10. 2. 4   Tr af f i c  Count er

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *
NOTE:   I f  t r af f i c  count er s ar e not  r equi r ed,  
el i mi nat e t hi s par agr aph.

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *

I ncl ude a bui l t - i n t r af f i c  count er  wi t h manual  r eset  capabi l i t y .   The 
t r af f i c  count er  i s t o be sensor  act uat ed and aut omat i cal l y i ncr ement  each 
t i me a per son passes t hr ough t he met al  det ect or .   The met al  det ect or  i s 
al so t o pr ovi de vi sual  pr ompt s di r ect i ng t he i ndi v i dual  t o pr oceed t hr ough 
t he met al  det ect or  at  t he pr oper  t i me or  t o wai t  unt i l  t he met al  det ect or  
i s r eset  and r eady f or  anot her  scan.

2. 10. 2. 5   El ect r i cal

The met al  det ect or  must  not  di ssi pat e mor e t han 250 Wat t s.   Nei t her  t he 
met al  det ect or ' s sensi t i v i t y nor  i t s f unct i onal  capabi l i t y  i s  t o be 
adver sel y af f ect ed by power  l i ne vol t age var i at i ons of  pl us or  mi nus 10 
per cent  or  l ess f r om nomi nal  val ues.

2. 11   BACKUP POWER

a.   I nt r usi on al ar ms ar e not  t o be gener at ed because of  power  swi t chi ng;  
however ,  Pr ovi de a power  swi t chi ng i ndi cat i on and on- l i ne sour ce at  
t he al ar m moni t or .

b.   The syst em i s t o aut omat i cal l y swi t ch back t o t he pr i mar y sour ce upon 
pr i mar y power  r est or at i on.   Det ect  and r epor t  f ai l ur e of  an on- l i ne 
bat t er y as a f aul t  condi t i on.   Power  pr oduct s must  be i n accor dance 
wi t h Sect i on 26 20 00 I NTERI OR DI STRI BUTI ON SYSTEM.

c.   Pr ovi de backup power  t o t he pr i mar y power  by [ backup bat t er i es i n each 
el ement  or  subsyst em]  [ uni nt er r upt i bl e power  suppl y ( UPS) ] .

[ 2. 11. 1   Uni nt er r upt i bl e Power  Suppl y ( UPS)  

Backup power  r equi r ed f or  uni nt er r upt ed ESS oper at i on [ unt i l  a di esel  
engi ne gener at or  set  can assume t he f ul l  l oad]  i s t o be pr ovi ded by a UPS.
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The UPS i s t o consi st  of  a r ect i f i er ,  bat t er y and suppor t  r acks,  a st at i c 
i nver t er ,  st at i c swi t ch t r ansf er ,  and a manual  bypass swi t ch.   Pr ovi de UPS 
wi t h a cont i nuous out put  t o suppl y t he maxi mum l oad r equi r ement s of  t he 
ESS.   Si ze t he bat t er y t o sust ai n t he UPS at  f ul l  r at ed l oad [ f or  [ 8]  [ 24]  
[ _____]  hour s]  [ f or  15 mi nut es]  [ unt i l  di esel  engi ne gener at or  set  can 
assume t he l oad]  [ _____] .   [ The UPS i s t o be i n accor dance wi t h Sect i on 
26 33 53 STATI C UNI NTERRUPTI BLE POWER SUPPLY ( UPS) . ]

] [ 2. 11. 2   Bat t er i es  

Pr ovi de backup by dedi cat ed bat t er i es i n r emot el y l ocat ed syst em el ement s 
i ncl udi ng i ndi v i dual  sensor s or  cont r ol  uni t s.   Bat t er i es ar e t o be an 
i nt egr al  par t  of  di sper sed syst em el ement s when r adi o f r equency ( RF)  
oper at i on i s r equi r ed.   Bat t er i es ar e t o be capabl e of  oper at i on i n any 
posi t i on and be pr ot ect ed agai nst  vent i ng caust i c chemi cal s or  f umes 
wi t hi n an equi pment  cabi net .   Pr ovi de bat t er i es capabl e of  cont i nuous 
oper at i on f or  up t o [ 8]  [ 24]  [ _____]  hour s wi t hout  r echar ge or  r epl acement .

] 2. 12   SURGE SUPPRESSI ON DEVI CES

Compl y wi t h r equi r ement s i n Sect i on 33 82 00 TELECOMMUNI CATI ON OUTSI DE 
PLANT ( OSP) .

2. 12. 1   Power l i ne Sur ge Pr ot ect i on

Power  Li ne Sur ge Pr ot ect i on Equi pment  connect ed t o al t er nat i ng cur r ent  
c i r cui t s must  be pr ot ect ed f r om power  l i ne sur ges.   Equi pment  pr ot ect i on 
must  wi t hst and sur ge t est  wavef or ms descr i bed i n I EEE C62. 41. 1 and 
I EEE C62. 41. 2.   Fuses must  not  be used f or  sur ge pr ot ect i on.

2. 12. 2   Power l i ne Sensor  Devi ce Wi r i ng and Communi cat i on Ci r cui t  Sur ge 
Pr ot ect i on

Sensor  Devi ce Wi r i ng and Communi cat i on Ci r cui t  Sur ge Pr ot ect i on I nput s 
must  be pr ot ect ed agai nst  sur ges i nduced on devi ce wi r i ng.   Out put s must  
be pr ot ect ed agai nst  sur ges i nduced on cont r ol  and devi ce wi r i ng i nst al l ed 
out door s and as shown.   Communi cat i ons equi pment  must  be pr ot ect ed agai nst  
sur ges i nduced on any communi cat i ons c i r cui t .   Cabl es and conduct or s,  
except  f i ber  opt i cs,  whi ch ser ve as communi cat i ons c i r cui t s f r om consol e 
t o f i el d equi pment ,  and bet ween f i el d equi pment ,  must  have sur ge 
pr ot ect i on c i r cui t s i nst al l ed at  each end.   Pr ot ect i on must  be f ur ni shed 
at  equi pment ,  and addi t i onal  t r i pl e el ect r ode gas sur ge pr ot ect or s r at ed 
f or  t he appl i cat i on on each wi r e l i ne c i r cui t  must  be i nst al l ed wi t hi n 1 m 
3 f eet  of  t he bui l di ng cabl e ent r ance.   Fuses must  not  be used f or  sur ge 
pr ot ect i on.   The i nput s and out put s must  be t est ed i n bot h nor mal  mode and 
common mode usi ng t he f ol l owi ng t wo wavef or ms:

a.   A 10- mi cr osecond r i se t i me by 1000 mi cr osecond pul se wi dt h wavef or m 
wi t h a peak vol t age of  1500 Vol t s and a peak cur r ent  of  60 Amper es.

b.   An 8- mi cr osecond r i se t i me by 20- mi cr osecond pul se wi dt h wavef or m wi t h 
a peak vol t age of  1000 Vol t s and a peak cur r ent  of  500 Amper es.

2. 13   COMPONENT ENCLOSURE

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *
NOTE:   Desi gner  wi l l  show on t he dr awi ngs whi ch 
speci f i c  encl osur e i s needed.   Show met al l i c  
encl osur es f or  bot h st andar d i nst al l at i ons and hi gh 
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secur i t y ar eas.
* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *

Al ar m encl osur es wi t h a t amper  swi t ch( es) .   Ref er  t o par agr aph TAMPER 
SWI TCHES.   Encl osur es i s t o be f or med and assembl ed t o be st ur dy and 
r i gi d.   These i ncl ude:

a.   Consol es

b.   Annunci at or  housi ngs

c.   Power  suppl y encl osur es

d.   Sensor  cont r ol  and t er mi nal  cabi net s

e.   Cont r ol  uni t s

f .   Wi r i ng gut t er s

g.   Ot her  component  housi ngs

2. 13. 1   I nt er i or  Sensor

Pr ovi de sensor s t o be used i n an i nt er i or  envi r onment  wi t h a housi ng t hat  
pr ovi des pr ot ect i on agai nst  dust ,  f al l i ng di r t ,  and dr i ppi ng noncor r osi ve 
l i qui ds.   Ref er  t o par agr aph I NTERI OR ENCLOSURES f or  encl osur e r at i ngs.

2. 13. 2   Ext er i or  Sensor

Pr ovi de sensor s t o be used i n an ext er i or  envi r onment  wi t h a housi ng t hat  
pr ovi des pr ot ect i on agai nst  wi ndbl own dust ,  r ai n and spl ashi ng wat er ,  and 
hose di r ect ed wat er .   Sensor s ar e not  t o be damaged by t he i ce f or mat i on 
on t he encl osur e.   Ref er  t o par agr aph " Exposed- t o- Weat her  Encl osur es"  and 
" Cor r osi on- Resi st ant  Encl osur es"  f or  encl osur e r at i ngs.

2. 13. 3   I nt er i or  Encl osur es

Encl osur es t o house equi pment  i n an i nt er i or  envi r onment  must  be housed i n 
a met al l i c  encl osur e and meet  t he r equi r ement s of  NEMA 250 Type [ 12]  [ 1]  
[ ____] .

2. 13. 4   Exposed- t o- Weat her  Encl osur es

Encl osur es t o house equi pment  i n an out door  envi r onment  must  be housed i n 
a met al l i c  encl osur e and meet  t he r equi r ement s of  NEMA 250 Type [ 3R]  [ 4]  
[ 4X]  [ ____] .

2. 13. 5   Cor r osi on- Resi st ant  Encl osur es

Encl osur es t o house equi pment  i n a cor r osi ve envi r onment  must  be housed i n 
a met al l i c  encl osur e and meet  t he r equi r ement s of  NEMA 250 Type 4X.

2. 13. 6   Hazar dous Envi r onment  Equi pment

Al l  syst em el ect r oni cs t o be used i n a hazar dous envi r onment  must  be 
housed i n a met al l i c  encl osur e whi ch meet s t he r equi r ement s of  par agr aph 
HAZARDOUS LOCATI ONS.
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2. 13. 7   Met al  Thi ckness

Thi cknesses of  met al  i n cast  and sheet  met al  encl osur es of  al l  t ypes must  
be not  l ess t han t hose l i s t ed i n Tabl es 8. 1,  8. 2,  and 8. 3 of  UL 1610 f or  
al ar m component s,  and NEMA I CS 2 and NEMA I CS 6 f or  ot her  encl osur es.   
Sheet  st eel  used i n encl osur e f abr i cat i on i s t o be at  l east  16 gauge;  
consol es ar e t o be at  l east  18 gauge.

2. 13. 8   Door s and Cover s

a.   Door s and cover s ar e t o be f l anged.   Pr ovi de t i ght  pi n hi nges or  t he 
ends of  hi nge pi ns ar e t o be t ack wel ded t o pr event  r eady r emoval  
wher e door s ar e mount ed on hi nges wi t h exposed pi ns.

b.   Pr ovi de door s havi ng a l at ch edge l engt h of  l ess t han 600 mm 24 i nches 
wi t h a s i ngl e l ock.   Pr ovi de t he door  wi t h a t hr ee- poi nt  l at chi ng 
devi ce wi t h l ock wher e l at ch edge of  a hi nged door  i s 600 mm 24 i nches 
or  mor e i n l engt h;  or  al t er nat i vel y wi t h t wo l ocks,  one l ocat ed near  
each end.

c.   Cover s of  pul l  and j unct i on boxes pr ovi ded t o f aci l i t at e i ni t i al  
i nst al l at i on of  t he syst em need not  be pr ovi ded wi t h t amper  swi t ches 
i f  t hey cont ai n no spl i ces or  connect i ons,  but  must  be pr ot ect ed by 
per manent l y af f i x i ng t he cover s i n pl ace or  by t amper  r esi st ant  
secur i t y f ast ener s.   Label s must  be af f i xed t o such boxes i ndi cat i ng 
t hey cont ai n no connect i ons.

2. 13. 9   Vent i l at i on

Vent i l at i on openi ngs i n encl osur es and cabi net s must  conf or m t o 
r equi r ement s of  UL 1610.

2. 13. 10   Mount i ng

Sheet  met al  encl osur es ar e t o be r at ed f or  wal l  mount i ng wi t h t op hol e 
s l ot t ed,  unl ess ot her wi se i ndi cat ed.   Mount i ng hol es ar e t o be i n 
posi t i ons whi ch r emai n accessi bl e when maj or  oper at i ng component s ar e i n 
pl ace and door  i s open and be i naccessi bl e when door  i s c l osed.

2. 13. 11   Label s

Junct i on Boxes ut i l i zed f or  ESS and ESS syst em connect i ons must  be l abel ed 
wi t h " ESS" .

2. 13. 12   Test  Poi nt s

Pr ovi de r eadi l y v i s i bl e and accessi bl e wi t h mi ni mum di sassembl y of  
equi pment  t o t est  poi nt s,  cont r ol s,  and ot her  adj ust ment s i nsi de 
encl osur es.   Test  poi nt s and ot her  mai nt enance cont r ol s must  be r eadi l y 
accessi bl e t o oper at or  per sonnel .

2. 14   EQUI PMENT RACK

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *
NOTE:   The desi gner  wi l l  pr ovi de a dr awi ng showi ng
t he amount  of  r ack space needed f or  t he r ack mount ed 
I DS,  ACS, and VSS equi pment ,  and pl acement  of  t he 
equi pment  i n t he r ack.   Coor di nat e t he I DS,  ACS,  and 
VSS equi pment  r ack wi t h act ual  equi pment  bei ng 
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i nst al l ed.
* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *

Pr ovi de st andar d 483 mm 19 i nch el ect r oni c r ack cabi net s conf or mi ng t o 
UL 50 f or  t he ESS syst em at  t he SCC and r emot e cont r ol  and moni t or i ng 
s i t es as shown on t he dr awi ngs.   Equi pment  r ack must  be i n accor dance wi t h 
Sect i on 27 10 00 BUI LDI NG TELECOMMUNI CATI ONS CABLI NG SYSTEM.

2. 14. 1   Label s

Pr ovi de a l abel i ng syst em f or  cabl i ng as r equi r ed by TI A- 606 and UL 969.   
Pr ovi de st enci l ed l et t er i ng f or  voi ce and dat a c i r cui t s usi ng [ t her mal  i nk 
t r ansf er  pr ocess] [ l aser  pr i nt er ]  [ _____] .

2. 15   LOCKS AND KEY LOCK

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *
NOTE:   Ei t her  r ound key or  convent i onal  key t ype 
l ocks ar e accept abl e f or  use.   Sel ect i on shoul d be 
based on har dwar e avai l abi l i t y  at  t he t i me of  desi gn 
and t he r equi r ement s f or  mat chi ng l ocks cur r ent l y i n 
use at  t he s i t e.   I f  t he l ocks do not  have t o be 
mat ched t o l ocks i n use,  and t he desi gner  has no 
pr ef er ence,  al l  br acket s may be r emoved.

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *

2. 15. 1   Lock

Pr ovi de l ocks on syst em encl osur es f or  mai nt enance pur poses t hat  meet  
UL 437 and ar e [ r ound- key t ype,  wi t h t hr ee dual ,  one mushr oom,  and t hr ee 
pl ai n pi n t umbl er s]  [ or ]  [ convent i onal  key t ype l ock havi ng a 
f i ve- cyl i nder  pi n and f i ve- poi nt  t hr ee posi t i on s i de bar  combi nat i on] .   
Keys must  be st amped " U. S.  GOVT.  DO NOT DUP. " .   Keys ar e onl y t o be 
wi t hdr awn when i n t he l ocked posi t i on.   Key al l  mai nt enance l ocks al i ke 
and f ur ni sh onl y t wo keys f or  al l  of  t hese l ocks.

2. 15. 2   Key- Lock Oper at ed Swi t ches

Al l  key- l ock- oper at ed swi t ches r equi r ed t o be i nst al l ed on syst em 
component s ar e t o be UL 437,  [ wi t h t hr ee dual ,  one mushr oom,  and t hr ee 
pl ai n pi n t umbl er s, ]  [ or ]  [ convent i onal  key t ype l ock havi ng a 
f i ve- cyl i nder  pi n and f i ve- poi nt  t hr ee posi t i on s i de bar  combi nat i on] .   
Keys must  be st amped " U. S.  GOVT.  DO NOT DUP. " .   Key- l ock- oper at ed swi t ches 
ar e t o have t wo posi t i ons,  wi t h t he key r emovabl e i n ei t her  posi t i on.   Key 
al l  key- l ock- oper at ed swi t ches di f f er ent l y and f ur ni sh onl y t wo keys f or  
each key- l ock- oper at ed- swi t ch.

2. 15. 3   Const r uct i on Locks

Use a set  of  t empor ar y l ocks dur i ng i nst al l at i on and const r uct i on.   Do not  
i ncl ude any of  t he t empor ar y l ocks i n t he f i nal  set  of  l ocks i nst al l ed and 
del i ver ed t o t he Gover nment .

2. 16   FI ELD FABRI CATED NAMEPLATES

Namepl at es must  compl y wi t h ASTM D709.   Pr ovi de l ami nat ed pl ast i c 
namepl at es f or  each equi pment  encl osur e,  r el ay,  swi t ch,  and devi ce as 
speci f i ed or  as i ndi cat ed on t he dr awi ngs.   Each namepl at e i nscr i pt i on i s 
t o i dent i f y t he f unct i on and,  when appl i cabl e,  t he posi t i on.
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Namepl at es ar e t o be mel ami ne pl ast i c,  3 mm 0. 125 i nch t hi ck,  whi t e wi t h 
[ bl ack]  [ _____]  cent er  cor e.   Sur f ace i s t o be mat t e f i ni sh.   Cor ner s ar e 
t o be squar e.   Accur at el y al i gn l et t er i ng and engr ave i nt o t he cor e.   
Mi ni mum si ze of  namepl at es must  be 25 by 65 mm 1 by 2. 5 i nches.   Pr ovi de 
l et t er i ng a mi ni mum of  6. 35 mm 0. 25 i nch hi gh nor mal  bl ock st y l e.   
Namepl at es ar e not  r equi r ed f or  devi ces smal l er  t han 25 x 75 mm 1 x 3 
i nches.

2. 16. 1   Manuf act ur er ' s Namepl at e

Each i t em of  equi pment  i s t o have a namepl at e bear i ng t he manuf act ur er ' s 
name,  addr ess,  model  number ,  and ser i al  number  secur el y af f i xed i n a 
conspi cuous pl ace;  t he namepl at e of  t he di st r i but i ng agent  wi l l  not  be 
accept abl e.

2. 17   FACTORY APPLI ED FI NI SH

El ect r i cal  equi pment  i s t o have f act or y- appl i ed pai nt i ng syst ems whi ch 
meet s t he r equi r ement s of  t he NEMA 250 cor r osi on- r esi st ance t est  as a 
mi ni mum.

PART 3   EXECUTI ON

3. 1   I NSTALLATI ON

I nst al l  t he syst em i n accor dance wi t h saf et y and t echni cal  st andar ds 
NFPA 70,  UL 681,  UL 1037,  and  UL 1076.   Conf i gur e component s wi t hi n t he 
syst em wi t h appr opr i at e ser vi ce poi nt s t o pi npoi nt  syst em t r oubl e i n l ess 
t han 20 mi nut es.

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *
NOTE:   El ect r i c met al l i c  t ubi ng ( EMT)  may be 
consi der ed f or  use i f  i t  i s  used sol el y wi t hi n t he 
secur e pr ot ect ed ar ea.

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *

I nst al l  al l  syst em component s,  i ncl udi ng any equi pment  t hat  i s  f ur ni shed 
by t he Gover nment ,  and appur t enances i n accor dance wi t h t he manuf act ur er ' s 
i nst r uct i ons,  NFPA 70 and as shown on t he dr awi ngs,  and f ur ni sh al l  
necessar y connect or s,  t er mi nat or s,  i nt er connect i ons,  ser vi ces,  and 
adj ust ment s r equi r ed f or  a compl et e and oper abl e syst em.

3. 1. 1   Exi st i ng Equi pment

Connect  t o and ut i l i ze exi st i ng equi pment ,  cont r ol  s i gnal  t r ansmi ssi on 
l i nes,  and devi ces as shown on t he dr awi ngs.   Any equi pment  and si gnal  
l i nes t hat  ar e usabl e i n t hei r  or i gi nal  conf i gur at i on wi t hout  modi f i cat i on 
may be r eused wi t h Gover nment  appr oval .

Make wr i t t en r equest s and obt ai n appr oval  pr i or  t o di sconnect i ng any 
si gnal  l i nes and equi pment  t hat  cr eat es equi pment  out age.   Such wor k can 
pr oceed onl y af t er  r ecei v i ng Gover nment  appr oval  of  t hese r equest s.   I f  
any devi ce f ai l s  af t er  wor k has commenced on t hat  devi ce,  s i gnal ,  or  
cont r ol  l i ne,  di agnose t he f ai l ur e and per f or m any necessar y cor r ect i ons 
t o t he equi pment .   The Gover nment  i s r esponsi bl e f or  mai nt enance and 
r epai r  of  Gover nment  equi pment .   The Cont r act or  wi l l  be hel d r esponsi bl e 
f or  r epai r  cost s due t o negl i gence or  abuse of  Gover nment  equi pment  on 
t hei r  par t .
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3. 1. 2   Sof t war e I nst al l at i on

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *
NOTE:   Coor di nat e Sof t war e I nst al l at i on wi t h 
Gover nment ' s cyber secur i t y r equi r ement s and 
i nt er pr et at i ons.

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *

Load sof t war e as speci f i ed and r equi r ed f or  an oper at i onal  syst em,  
i ncl udi ng dat abases and speci f i ed pr ogr ams.   Pr ovi de or i gi nal  and backup 
copi es on [ opt i c di scs]  [ _____]  of  al l  accept ed sof t war e,  i ncl udi ng 
di agnost i cs,  upon successf ul  endur ance t est  compl et i on.

3. 1. 3   Encl osur e Penet r at i ons

Encl osur es ar e t o be penet r at ed f r om t he bot t om unl ess shown ot her wi se.   
Penet r at i ons of  i nt er i or  encl osur es havi ng t r ansi t i ons of  condui t  f r om 
i nt er i or  t o ext er i or ,  and penet r at i ons of  ext er i or  encl osur es ar e t o be 
seal ed wi t h r ubber  s i l i cone seal ant  t o pr ecl ude t he ent r y of  wat er .   
Ter mi nat e condui t  r i ser s i n a hot - di pped gal vani zed met al  cabl e t er mi nat or  
t hat  i s  f i l l ed wi t h a seal ant  as r ecommended by t he cabl e manuf act ur er ,  
and i n a manner  t hat  does not  damage t he cabl e.

3. 1. 4   Cabl e and Wi r e Runs

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *
NOTE:   Desi gn r equi r ement s must  conf or m t o NFPA 70,  
Sect i on 26 20 00 I NTERI OR DI STRI BUTI ON SYSTEM,  and 
I CS 705- 1.

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *

Per f or m r equi r ed cabl e and wi r e r out i ngs per  NFPA 70 [ and]  [ Sect i on 
26 20 00 I NTERI OR DI STRI BUTI ON SYSTEM, ]  [ I CS 705- 1] ,  and as speci f i ed.   
Ter mi nat e condui t s i ncl udi ng f l exi bl e met al  and ar mor ed cabl e i n t he 
sensor  or  devi ce encl osur e.   Fi t  ends of  condui t  wi t h i nsul at ed bushi ngs.   
Exposed conduct or s at  ends of  condui t s ext er nal  t o sensor s and devi ces ar e 
not  accept abl e.

3. 1. 5   Sol der i ng

Sol der ed el ect r i cal  connect i ons must  use composi t i on Sn60,  Type AR or  S,  
f or  gener al  pur poses;  use composi t i on Sn62 or  Sn63,  Type AR or  S,  f or  
speci al  pur poses.   Fl ux must  conf or m t o ASTM B32 when Type S sol der  i s 
used f or  sol der i ng el ect r i cal  connect i ons.

3. 1. 6   Gal vani z i ng

Fer r ous met al  i s  t o be hot - di p gal vani zed i n accor dance wi t h 
ASTM A123/ A123M.   Pr ovi de scr ews,  bol t s,  nut s,  and ot her  f ast eni ngs and 
suppor t s t hat  ar e cor r osi on r esi st ant .

Fi el d wel ds or  br azi ng on f act or y gal vani zed boxes,  encl osur es,  condui t s,  
and so on,  ar e t o be coat ed wi t h a col d gal vani zed pai nt  cont ai ni ng at  
l east  95 per cent  z i nc by wei ght .

3. 1. 7   Condui t s

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *
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NOTE:   Desi gn r equi r ement s f or  i nt er i or  condui t s 
must  conf or m t o NFPA 70,  Sect i on 26 20 00 I NTERI OR 
DI STRI BUTI ON SYSTEM,  and I CS 705- 1.   Desi gn 
r equi r ement s f or  ext er i or  condui t s must  conf or m t o 
NFPA 70,  Sect i on 33 71 02 UNDERGROUND ELECTRI CAL 
DI STRI BUTI ON,  and I CS 705- 1.

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *

I nst al l  i nt er i or  condui t s i n accor dance wi t h NFPA 70,  Sect i on 26 20 00 
I NTERI OR DI STRI BUTI ON SYSTEM and I CS 705- 1.   I nst al l  ext er i or  condui t s i n 
accor dance wi t h NFPA 70,  Sect i on 33 71 02 UNDERGROUND ELECTRI CAL 
DI STRI BUTI ON and I CS 705- 1.

3. 1. 8   Under gr ound Cabl e I nst al l at i on

I nst al l  under gr ound conduct or s connect i ng pr ot ect ed st r uct ur es and obj ect s 
t o t he cent r al  al ar m updat i ng and di spl ay uni t  as di r ect  bur i al  or  i n 
condui t  i n accor dance wi t h Sect i on 33 71 02 UNDERGROUND ELECTRI CAL 
DI STRI BUTI ON.   Coaxi al  cabl e cannot  be spl i ced.

3. 1. 9   Ext er i or  Fences

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *
NOTE:   Coor di nat e t hi s r equi r ement  wi t h r equi r ement s 
of  Sect i on 32 31 13 CHAI N LI NK FENCES AND GATES;  
32 31 13. 53 HI GH- SECURI TY FENCES ( CHAI N LI NK AND 
ORNAMENTAL)  AND GATES.

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *

Pr epar e [ exi st i ng f ence]  [ new f ence i nst al l at i on]  t o ensur e a r i gi d f ence 
syst em f or  f ence- mount ed det ect i on syst em i nst al l at i on or  a det ect i on 
syst em wher e l oose f ence f abr i c mi ght  pr ove t r oubl esome.   A r i gi d f ence 
and f ence f abr i c must  be pr ovi ded t o mi ni mi ze nui sance al ar ms.   Fences ar e 
t o be addi t i onal l y br aced,  pr ovi ded wi t h f abr i c gr ound anchor s or  cur bs,  
t ensi oni ng devi ces,  t op or  bot t om r ai l s or  bot h,  sof t - seat ed gat e l at ches,  
and r e- anchor ed out r i gger s f or  bar bed wi r e t o ensur e a v i br at i on- f r ee 
i nst al l at i on.   Rel ocat e l ar ge,  f ence- suppor t ed si gns t o separ at e suppor t  
post s t o pr ecl ude i nt er f er ence wi t h f ence det ect i on syst ems.

3. 1. 10   Camer a Housi ngs,  Mount s,  and Pol es

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *
NOTE:   Desi gner  wi l l  speci f y cor r ect  Sect i on number s 
f or  concr et e camer a pol e f oundat i ons,  el ect r i cal  
wor k,  and cont r ol  s i gnal  cabl e.

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *

a.   Pr ovi de a f oundat i on f or  each camer a pol e as speci f i ed and desi gned.

b.   Pr ovi de a gr ound r od f or  each camer a pol e and connect  t he camer a pol e 
t o t he gr ound r od [ as shown on t he dr awi ngs]  [ i n accor dance wi t h 
Sect i on 33 71 01 OVERHEAD TRANSMI SSI ON AND DI STRI BUTI ON. ]

3. 1. 11   Fi el d Appl i ed Pai nt i ng

Pai nt  el ect r i cal  equi pment  as r equi r ed t o mat ch f i ni sh of  adj acent  
sur f aces or  t o meet  t he i ndi cat ed or  speci f i ed saf et y cr i t er i a.   Pai nt i ng 
must  be i n accor dance wi t h Sect i on 09 90 00 PAI NTS AND COATI NGS.
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3. 1. 12   Bondi ng,  Gr oundi ng,  and Shi el di ng

Pr ovi de i n accor dance wi t h TI A- 607 and NFPA 70.   Pr ovi de gr ound r ods,  
bondi ng conduct or s,  and gr oundi ng busbar s i n accor dance wi t h Sect i on 
26 20 00 I NTERI OR DI STRI BUTI ON SYSTEM.

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *
NOTE:   Gener al  r equi r ement s f or  gr oundi ng,  bondi ng 
and shi el di ng ar e cont ai ned i n MI L- STD- 188- 124B and 
MI L- HDBK- 419A.   Desi gner  wi l l  ensur e t hat  pr oper  
gr oundi ng,  bondi ng,  and shi el di ng i s pr ovi ded t o al l  
secur i t y equi pment .

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *

3. 1. 12. 1   Gr oundi ng

Pr ovi de a gr ound syst em t hat  consi st s of  t he ear t h el ect r ode and l i ght ni ng 
pr ot ect i on,  sur ge pr ot ect i on,  f aul t  pr ot ect i on and si gnal  r ef er ence 
subsyst ems.

3. 1. 12. 1. 1   Ear t h El ect r ode Subsyst em

Pr ovi de an ear t h el ect r ode subsyst em t hat  pr ovi des a pat h of  l ow 
r esi st ance t o ear t h f or  l i ght ni ng and power  f aul t  cur r ent s.

3. 1. 12. 1. 1. 1   Gr ound Rod

Pr ovi de gr ound r ods as needed.   Gr ound r ods must  be [ copper  c l ad 
gal vani zed]  [ st ai nl ess st eel ] ,  a mi ni mum of  [ 3. 0]  [ _____]  m [ 10]  [ _____]  
f oot  i n l engt h and not  l ess t han [ 19. 1]  [ _____]  mm [ 3/ 4]  [ _____]  i nch i n 
di amet er .   I nst al l  gr ound r ods ver t i cal l y wi t h t he t op at  l east  [ 304. 8]  
[ _____]  mm [ 12]  [ _____]  i nches bel ow gr ade.   The r esi st ance t o ear t h 
shoul d not  exceed 10 ohms f or  any gr ound r od l ocat i on suppor t i ng an 
el ect r oni c sensor .   Consi der  al t er nat e met hods f or  r educi ng t he r esi st ance 
t o ear t h wher e 10 ohms cannot  be obt ai ned due t o hi gh soi l  r esi st i v i t y,  
r ock f or mat i ons,  et c.

3. 1. 12. 1. 1. 2   Per i met er  Fence

Gr ound per i met er  ani mal  cont r ol  or  secur i t y f ences f or  per sonnel  saf et y 
and t o mi ni mi ze t he pot ent i al  f or  equi pment  damage caused by l i ght ni ng 
st r i kes.   Gr ound sensor ed f ences wi t h gr ound r ods at  ever y sensor  post  
suppor t i ng an el ect r oni c sensor .   Gr ound f ences wi t h no el ect r oni c 
secur i t y equi pment  wi t h gr ound r ods at  i nt er val s of  198. 12 met er s 650 f eet .   
Gr ound al l  f ences on each si de of  al l  gat es,  at  each cor ner ,  or  change i n 
f ence di r ect i on,  at  poi nt s 45. 72 met er s 150 f eet  on each si de of  hi gh 
t ensi on wi r i ng cr ossi ngs,  and at  t he c l osest  appr oach t o any bui l di ng 
l ocat ed wi t hi n 15. 24 met er s 50 f eet  of  t he f ence.   For  al l  f ences,  bond a 
#2 AWG copper  wi r e t o t he f ence post ,  bot t om st eel  t ensi on wi r e,  and 
gr ound r od.   Bondi ng wi l l  be i n accor dance wi t h MI L- HDBK- 419.   Bond gr ound 
st r aps t o post s and gr ound r ods by exot her mi c wel di ng or  br azi ng.   Bond 
hi nged gat es t o gat e post s.   Ensur e each bend i n t he copper  cabl e i s 
gr adual  and does not  exceed a r adi us of  203. 2 mm 8 i nches.   The angl e of  
any bend wi l l  not  be l ess t han 90 degr ees.   The f ence t o ear t h gr ound wi l l  
not  exceed 10 ohms.   Non- el ect r oni c,  sensor ed f ences may be gr ounded t o 25 
ohms.
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3. 1. 12. 1. 1. 3   Fi el d Di st r i but i on Boxes ( FDBs)

Gr ound each FDB wi t h a gr oundi ng r od,  whi ch wi l l  be commonl y bonded wi t h 
power  and sensor  gr ound i n t he FDB on a common gr ound bus.   Ver i f y t hat  
al l  pai nt  and or  f or ei gn subst ance t hat  woul d pr ecl ude cont i nui t y of  t he 
s i gnal  pat h has been r emoved when secur i ng a gr ound bus/ st r i p.   At t ach t he 
FDB gr ound wi r e t o t he gr oundi ng r od by exot her mi c wel di ng.  

3. 1. 12. 1. 1. 4   Tower s and St r uct ur es

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *
NOTE:   NFPA 70 and MI L- HDBK- 419A pr ovi de desi gn 
gui dance on pr ot ect i on of  st r uct ur es and sur ge 
pr ot ect i on f or  equi pment .

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *

Pr ovi de secur i t y al ar m moni t or i ng f aci l i t i es t hat  cont ai n maj or  
concent r at i ons of  secur i t y equi pment  such as consol es wi t h a l i ght ni ng 
pr ot ect i on syst em i ncl udi ng ai r  t er mi nal s,  down conduct or s,  sur ge 
ar r est or s and st at i on gr ounds,  al l  connect ed t o a common count er poi se 
syst em.

3. 1. 12. 2   Sur ge Pr ot ect i on Subsyst em

3. 1. 12. 2. 1   Ext er i or  Equi pment

Pr ovi de l i ght ni ng sur ge pr ot ect i on f or  ext er i or  sensor  equi pment ,  Fi el d 
Di st r i but i on Boxes,  and camer a equi pment .   Pr ovi de sur ge pr ot ect i on on 
i nput  and out put  c i r cui t s of  f i el d equi pment  boxes t o pr ot ect  t r ansponder s 
and power  suppl i es.

3. 1. 12. 2. 2   I nt er i or  Equi pment

Gr ound i nt er i or  sensor  sur ge pr ot ect i on devi ces t o an exi st i ng f aci l i t y  
gr ound pr ovi ded t he gr ound i s t hor oughl y checked f or  i nt egr i t y.   I f  a 
pr oper  f aci l i t y  gr ound i s not  avai l abl e,  i nst al l  a code compl i ant  gr ound 
i n accor dance wi t h t he Nat i onal  El ect r i c Code.

3. 1. 12. 2. 3   Faul t  Pr ot ect i on Subsyst em

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *
NOTE:   The f aul t  pr ot ect i on subsyst em consi st s of  a 
separ at e gr oundi ng conduct or  t o pr ovi de pr ot ect i on 
t o per sonnel  and equi pment  f r om st at i c char ge 
bui l dup and el ect r i cal  f aul t s.

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *

I nst al l  a f aul t  pr ot ect i on subsyst em t hat  pr ovi des a conduct i ve pat h 
bet ween t he ear t h el ect r ode subsyst em and al l  exposed met al  par t s of  
el ect r i cal  encl osur es.   Pr ovi de f aul t  pr ot ect i on f or  ext er i or  and i nt er i or  
equi pment  by means of  an equi pment - gr oundi ng conduct or  r out ed f r om t he 
equi pment  t o t he AC power  di st r i but i on panel .

3. 1. 12. 2. 4   Si gnal  Ref er ence Subsyst em

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *
NOTE:   Thi s i nt er i or  subsyst em i s t hat  par t  of  a 
gr ound syst em t hat  i s used t o pr ovi de a gr ound 
r ef er ence pl ane f or  al l  s i gnal  pat hs.   I t  i s  used 
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essent i al l y  t o cont r ol  noi se.
* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *

I nst al l  a pr oper  Si gnal  Ref er ence Subsyst em f or  secur i t y syst ems i n 
accor dance wi t h MI L- HDBK- 419.   Bond al l  secur i t y equi pment  cases or  
cabi net s t o t he equi pot ent i al  pl anes by t he shor t est  and most  di r ect  r out e.

3. 1. 12. 3   Bondi ng

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *
NOTE:   Bondi ng i s essent i al  i n al l  c i r cui t s,  bot h 
communi cat i ons and power ,  as wel l  as i n l i ght ni ng 
pr ot ect i on,  wher e conduct or s must  be j oi ned.   The 
engi neer  must  speci f y bondi ng r equi r ement s per  
MI L- STD- 188- 124 and MI L- HDBK- 419A.

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *

Pr ovi de bondi ng by [ wel di ng]  [ br azi ng]  [ c l ampi ng]  i n accor dance wi t h 
MI L- STD- 188- 124 and MI L- HDBK- 419.

3. 1. 12. 4   Shi el di ng

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *
NOTE:   Shi el di ng pr event s t he secur i t y equi pment  or  
cabl i ng f r om pr opagat i ng i nt er f er ence and al so 
pr ot ect s i t  f r om si mi l ar  ef f ect s by ot her  el ect r i cal  
or  el ect r oni c syst ems.   I t  i s  t he engi neer s '  
r esponsi bi l i t y  t o speci f y t he pr oper  t ype of  
shi el di ng t o be used f or  secur i t y equi pment  and 
cabl i ng,  and t o adher e t o st andar ds i n MI L- HDBK- 419A.

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *

Pr ovi de [ _____]  shi el di ng i n accor dance wi t h t he st andar ds i n MI L- HDBK- 419.

3. 1. 13   Namepl at e Mount i ng

Pr ovi de namepl at e number ,  l ocat i on,  and l et t er  desi gnat i on as i ndi cat ed.   
Fast en namepl at es t o t he devi ce wi t h a mi ni mum of  t wo sheet - met al  scr ews 
or  r i vet s.

3. 2   ADJUSTMENT,  ALI GNMENT,  SYNCHRONI ZATI ON,  AND CLEANI NG

a.   Cl ean each syst em component  of  dust ,  di r t ,  gr ease,  or  oi l  i ncur r ed 
dur i ng and af t er  i nst al l at i on or  accr ued subsequent  t o i nst al l at i on 
f r om ot her  pr oj ect  act i v i t i es subsequent  t o i nst al l at i on.   

b.   Pr epar e f or  syst em act i vat i on by manuf act ur er ' s r ecommended pr ocedur es 
f or  adj ust ment ,  al i gnment ,  or  synchr oni zat i on.   

c.   Pr epar e each component  i n accor dance wi t h appr opr i at e pr ovi s i ons of  
component  i nst al l at i on,  oper at i ons,  and mai nt enance manual s.   

d.   Remove l ar ge veget at i on t hat  may sway i n t he wi nd and t ouch f enci ng.

e.   Adj ust  sensor s so t hat  cover age i s [ over l appi ng and]  maxi mi zed wi t hout  
mut ual  i nt er f er ence.
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3. 3   SYSTEM STARTUP

Do not  appl y power  t o t he syst em unt i l  af t er :

a.   Set  up syst em equi pment  i t ems and communi cat i ons i n accor dance wi t h 
manuf act ur er ' s i nst r uct i ons.

b.   Conduct  a syst em vi sual  i nspect i on t o ensur e t hat  def ect i ve equi pment  
i t ems have not  been i nst al l ed and t hat  t her e ar e no l oose connect i ons.

c.   Test  and ver i f y syst em wi r i ng as cor r ect l y connect ed.

d.   Ver i f y syst em gr oundi ng and t r ansi ent  pr ot ect i on syst ems as pr oper l y 
i nst al l ed.

e.   Ver i f y t he cor r ect  vol t age,  phasi ng,  and f r equency of  t he syst em power  
suppl i es.

Sat i sf act i on of  t he r equi r ement s above does not  r el i eve t he cont r act or  of  
r esponsi bi l i t y  f or  i ncor r ect  i nst al l at i ons,  def ect i ve equi pment  i t ems,  or  
col l at er al  damage as r esul t  of  Cont r act or  wor k or  equi pment .

3. 4   SUPPLEMENTAL CONTRACTOR QUALI TY CONTROL

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *
NOTE:   The Cont r act or  qual i t y cont r ol  r equi r ement s
f or  al l  el ect r oni c secur i t y pr oj ect s,  as st at ed i n 
01 45 00 QUALI TY CONTROL,  must  be i ncl uded i n 
cont r act s,  r egar dl ess of  i ncr ease i n pr oj ect  cost .   
Nor mal l y t hi s Cont r act or  qual i t y cont r ol  r equi r ement  
i s appl i cabl e t o pr oj ect s i n excess of  $1, 000, 000.

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *

Pr ovi de t he ser vi ces of  t echni cal  r epr esent at i ves who ar e f ami l i ar  wi t h 
al l  component s and i nst al l at i on pr ocedur es of  t he i nst al l ed syst em;  and 
ar e appr oved by t he Cont r act i ng Of f i cer .   These r epr esent at i ves ar e t o be 
pr esent  on t he j ob s i t e dur i ng t he pr epar at or y and i ni t i al  phases of  
qual i t y cont r ol  t o pr ovi de t echni cal  assi st ance.   These r epr esent at i ves 
ar e al so t o be avai l abl e on an as needed basi s t o ai d wi t h f ol l ow- up 
phases of  qual i t y cont r ol .   These t echni cal  r epr esent at i ves ar e t o 
par t i c i pat e i n t he syst em t est i ng and val i dat i on and pr ovi de cer t i f i cat i on 
t hat  t hei r  r espect i ve syst em por t i ons meet  t he cont r act ual  r equi r ement s.  

The above r equi r ement s suppl ement  t he qual i t y cont r ol  r equi r ement s 
speci f i ed el sewher e i n t he cont r act .

3. 5   ESS SYSTEM TESTI NG 

Al l  ESS Test i ng r equi r ement s ar e speci f i ed i n Sect i on 28 08 10 ELECTRONI C 
SECURI TY SYSTEM ACCEPTANCE TESTI NG.

3. 6   ESS TRAI NI NG

Conduct  t r ai ni ng cour ses f or  [ 10]  [ _____]  desi gnat ed per sonnel  i n syst em 
mai nt enance and oper at i on.   Coor di nat e t r ai ni ng wi t h t he Gover nment .   The 
t r ai ni ng i s t o be or i ent ed t o t he speci f i c  syst em bei ng i nst al l ed.   
Tr ai ni ng cont ent  i s t o i ncl ude t r ai ni ng manual s and audi o- vi sual  
mat er i al s.   Del i ver  t r ai ni ng manual s f or  each t r ai nee wi t h 2 addi t i onal  
copi es del i ver ed f or  ar chi v i ng at  t he pr oj ect  s i t e.   The manual s ar e t o 
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i ncl ude an agenda,  def i ned obj ect i ves f or  each l esson,  and a det ai l ed 
subj ect  mat t er  descr i pt i on f or  each l esson.

Fur ni sh audi o- vi sual  equi pment  and ot her  t r ai ni ng mat er i al s and suppl i es.   
Del i ver  copi es of  t he audi o- vi sual  mat er i al s t o t he Gover nment  ei t her  as a 
par t  of  t he pr i nt ed t r ai ni ng manual s or  on t he same medi a as t hat  used 
dur i ng t he t r ai ni ng sessi ons when cour se por t i ons ar e pr esent ed usi ng 
audi o- vi sual  mat er i al .

3. 6. 1   ESS Tr ai ni ng Out l i ne

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *
NOTE:  The desi gner  wi l l  coor di nat e t he t r ai ni ng
r equi r ement s wi t h t he i nst al l at i on and desi gnat e t he 
number  of  per sons t o be t r ai ned.

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *

Submi t  a t r ai ni ng pl an f or  t he t r ai ni ng phases,  i ncl udi ng t ype of  t r ai ni ng 
t o be pr ovi ded,  out l i ne of  t r ai ni ng manual s,  t r ai ni ng cour se agendas,  and 
a l i s t  of  r ef er ence mat er i al ,  f or  Gover nment  appr oval .   

3. 6. 2   Typi cal  Tr ai ni ng Day

A t r ai ni ng day i s def i ned as:  

a.   Ei ght  hour s of  c l assr oom i nst r uct i on,  wi t h 

( 1)  Two 15- mi nut e br eaks

( 2)  One hour  l unch br eak

b.   Conduct ed:  

( 1)  Monday t hr ough Fr i day

( 2)  Dur i ng t he dayt i me shi f t  i n ef f ect  at  a gover nment - pr ovi ded 
t r ai ni ng f aci l i t y

For  gui dance i n pl anni ng t he r equi r ed i nst r uct i on,  assume t hat  at t endees 
wi l l  have a hi gh school  educat i on or  equi val ent ,  and ar e f ami l i ar  wi t h 
ESS.   Appr oval  of  t he pl anned t r ai ni ng schedul e i s t o be obt ai ned f r om t he 
Gover nment  at  l east  30 days pr i or  t o t he t r ai ni ng.

3. 6. 3   ESS Admi ni st r at or  Tr ai ni ng

a.   ACS and I DS Admi ni st r at or  Tr ai ni ng i ncl udes:

( 1)   [ Two]  [ _____]  ei ght - hour  on- si t e t r ai ni ng sessi ons 

( 2)   Oper at i ng syst em pr ocedur es and conf i gur at i on

( 3)   Oper at or  f unct i ons

( 4)   Dat abase f unct i ons and set up

( 5)   Car d hol der  i nput  and del et i on pr ocedur es

( 6)   Repor t  gener at i on
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( 7)   Appl i cat i ons pr ogr ams ( as appl i cabl e)

( 8)  Gr aphi cs gener at i on and mani pul at i on

( 9)   I t ems uni que t o t he ACS and I DS i nt er f aces wi t h ot her  syst ems

( 10)  Syst em backup and r est or e

b.   VSS Admi ni st r at or  Tr ai ni ng i ncl udes:

( 1)   [ One]  [ _____]  ei ght - hour  sessi on on si t e

( 2)   Tr ai ni ng i s t o i ncl ude al l  admi ni st r at or  and oper at or  f unct i ons,  
and i t ems uni que t o t he i nst al l ed VSS,  and i nt er f aces wi t h ot her  
syst ems.

3. 6. 4   ESS Oper at or  Tr ai ni ng

Coor di nat e t he oper at or  t r ai ni ng syl l abus wi t h t he Gover nment  pr i or  t o 
conduct i ng oper at or  t r ai ni ng.

a.   ACS and I DS Oper at or  Tr ai ni ng i ncl udes:

( 1)   [ Four ]  [ _____]  ( one- day)  [ 8]  [ _____]  hour  on- si t e t r ai ni ng 
sessi ons

( 2)   Syst em oper at i ng pr ocedur es

( 3)   Syst em conf i gur at i on or i ent at i on

( 4)   Al ar m acknowl edgment

( 5)   Al ar m r esponse l oggi ng

( 6)   Gr aphi cs f unct i onal i t y

( 7)   I t ems uni que t o t he ACS and I DS i nt er f aces wi t h ot her  syst ems

b.   VSS Oper at or  Tr ai ni ng i ncl udes:

( 1)   [ Two]  [ _____]  ( one- day)  [ 8]  [ _____]  hour  on- si t e t r ai ni ng sessi ons

( 2)   Syst em oper at i ng pr ocedur es 

( 3)   Syst em conf i gur at i on 

( 4)   Vi deo cal l - up

( 5)   Camer a and moni t or  cont r ol
 

( 6)   Gr aphi cs f unct i onal i t y

( 7)   Basi c devi ce t er mi nol ogy and t r oubl eshoot i ng

3. 6. 5   Mai nt enance Per sonnel  Tr ai ni ng

The syst em mai nt enance cour se i s t o be t aught  at  t he pr oj ect  s i t e af t er  
endur ance t est  compl et i on f or  a per i od of  f i ve t r ai ni ng days.   A maxi mum 
of  [ f i ve]  [ _____]  per sonnel ,  desi gnat ed by t he Gover nment ,  wi l l  at t end t he 
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cour se.   The t r ai ni ng i ncl udes:

a.   Physi cal  l ayout  of  each pi ece of  har dwar e.

b.   Tr oubl eshoot i ng and di agnost i cs pr ocedur es of  each pi ece of  har dwar e.

c.   Component  r epai r  and r epl acement  pr ocedur es of  each pi ece of  har dwar e.

d.   Mai nt enance pr ocedur es and schedul es t o i ncl ude syst em t est i ng af t er  
r epai r  of  each pi ece of  har dwar e.

e.   Cal i br at i on pr ocedur es of  each pi ece of  har dwar e.   Upon cour se 
compl et i on,  t he st udent s ar e t o be pr of i c i ent  i n syst em mai nt enance.

f .   Revi ew of  s i t e- speci f i c  dr awi ng package,  devi ce l ocat i on,  
communi cat i on,  t opol ogy,  and f l ow.

3. 6. 6   Fol l ow- up Tr ai ni ng

a.   Pr ovi de [ One]  [ t wo]  [ _____]  hour  t r ai ni ng sessi on each mont h f or  [ t wo]  
[ _____]  mont hs af t er  i ni t i al  t r ai ni ng.

b.   Fol l ow- up t r ai ni ng i s t o begi n one mont h af t er  i ni t i al  t r ai ni ng.  

c.   Tr ai ni ng i s t o i ncl ude t est i ng f or  syst em compet ence.

        - -  End of  Sect i on - -
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