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**************************************************************************
NOTE:   Thi s gui de speci f i cat i on cover s t he 
r equi r ement s f or  accept ance t est i ng of  el ect r oni c 
secur i t y syst ems.   An el ect r oni c secur i t y syst em 
i ncl udes al l  equi pment ,  component s,  cont r ol  syst ems,  
devi ces,  and associ at ed sof t war e used t o secur e 
f aci l i t i es and asset s t hr ough i nt r usi on det ect i on,  
access cont r ol ,  and vi deo assessment  and 
surveillance.

Adher e t o UFC 1-300-02  Uni f i ed Faci l i t i es Gui de 
Speci f i cat i ons ( UFGS)  For mat  St andar d when edi t i ng 
t hi s gui de speci f i cat i on or  pr epar i ng new pr oj ect  
speci f i cat i on sect i ons.   Edi t  t hi s gui de 
speci f i cat i on f or  pr oj ect  speci f i c  r equi r ement s by 
addi ng,  del et i ng,  or  r evi s i ng t ext .   For  br acket ed 
i t ems,  choose appl i cabl e i t em( s)  or  i nser t  
appr opr i at e i nf or mat i on.

Remove i nf or mat i on and r equi r ement s not  r equi r ed i n 
r espect i ve pr oj ect ,  whet her  or  not  br acket s ar e 
present.

Comment s,  suggest i ons and r ecommended changes f or  
t hi s gui de speci f i cat i on ar e wel come and shoul d be 
as a Criteria Change Request (CCR) ..

**************************************************************************

PART 1   GENERAL

**************************************************************************
NOTE:   When t hi s speci f i cat i on i s used,  i t  wi l l  be 
i n conj unct i on wi t h UFGS 28 10 05 ELECTRONI C 
SECURI TY SYSTEMS ( ESS) .

For  Ai r  For ce pr oj ect s,  use t hi s speci f i cat i on i n 
conj unct i on wi t h appl i cabl e Ai r  For ce t est i ng pol i cy 
and st andar ds.

**************************************************************************
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1.1   SUMMARY

This specification defines the process and procedures for initial 
acceptance testing of electronic security systems (ESS) to include 
intrusion detection, access control and video as well as associated power 
and communications.  Requirements to plan, conduct, and document all 
testing activities are covered along with the Government responsibility to 
witness testing and review and approve submittals.  During the course of 
the acceptance test, demonstrate that, without exception, the completed 
and integrated ESS complies with the contract requirements.

1.2   DEFINITIONS

The Government Representative is a qualified individual given specific 
authority to witness system acceptance testing and evaluate the results.

1.3   REFERENCES

**************************************************************************
NOTE:   Thi s par agr aph i s used t o l i s t  t he 
publ i cat i ons c i t ed i n t he t ext  of  t he gui de 
speci f i cat i on.  The publ i cat i ons ar e r ef er r ed t o i n 
t he t ext  by basi c desi gnat i on onl y and l i s t ed i n 
t hi s par agr aph by or gani zat i on,  desi gnat i on,  dat e,  
and t i t l e.

Use t he Ref er ence Wi zar d' s Check Ref er ence f eat ur e 
when you add a Ref er ence I dent i f i er  ( RI D)  out si de of  
t he Sect i on' s Ref er ence Ar t i c l e t o aut omat i cal l y 
pl ace t he r ef er ence i n t he Ref er ence Ar t i c l e.   Al so 
use t he Ref er ence Wi zar d' s Check Ref er ence f eat ur e 
t o updat e t he i ssue dat es.

Ref er ences not  used i n t he t ext  wi l l  aut omat i cal l y 
be del et ed f r om t hi s sect i on of  t he pr oj ect  
speci f i cat i on when you choose t o r econci l e 
r ef er ences i n t he publ i sh pr i nt  pr ocess.

**************************************************************************

The publications listed below form a part of this specification to the 
extent referenced.  The publications are referred to within the text by 
the basic designation only.

1.4   SUBMITTALS

**************************************************************************
NOTE:   Revi ew submi t t al  descr i pt i on ( SD)  def i ni t i ons 
i n Sect i on 01 33 00 SUBMI TTAL PROCEDURES and edi t  
t he f ol l owi ng l i s t ,  and cor r espondi ng submi t t al  
i t ems i n t he t ext ,  t o r ef l ect  onl y t he submi t t al s 
r equi r ed f or  t he pr oj ect .   The Gui de Speci f i cat i on 
t echni cal  edi t or s have cl assi f i ed t hose i t ems t hat  
r equi r e Gover nment  appr oval ,  due t o t hei r  compl exi t y 
or  cr i t i cal i t y,  wi t h a " G. "   Gener al l y,  ot her  
submi t t al  i t ems can be r evi ewed by t he Cont r act or ' s 
Qual i t y Cont r ol  Syst em.   Onl y add a “ G”  t o an i t em,  
i f  t he submi t t al  i s  suf f i c i ent l y i mpor t ant  or  
compl ex i n cont ext  of  t he pr oj ect .
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For  Ar my pr oj ect s,  f i l l  i n t he empt y br acket s 
f ol l owi ng t he " G"  c l assi f i cat i on,  wi t h a code of  up 
t o t hr ee char act er s t o i ndi cat e t he appr ovi ng 
aut hor i t y.   Codes f or  Ar my pr oj ect s usi ng t he 
Resi dent  Management  Syst em ( RMS)  ar e:   " AE"  f or  
Ar chi t ect - Engi neer ;  " DO"  f or  Di st r i ct  Of f i ce 
( Engi neer i ng Di v i s i on or  ot her  or gani zat i on i n t he 
Di st r i ct  Of f i ce) ;  " AO"  f or  Ar ea Of f i ce;  " RO"  f or  
Resi dent  Of f i ce;  and " PO"  f or  Pr oj ect  Of f i ce.   Codes 
f ol l owi ng t he " G"  t ypi cal l y ar e not  used f or  Navy,  
Ai r  For ce,  and NASA pr oj ect s.

The " S"  c l assi f i cat i on i ndi cat es submi t t al s r equi r ed 
as pr oof  of  compl i ance f or  sust ai nabi l i t y  Gui di ng 
Pr i nci pl es Val i dat i on or  Thi r d Par t y Cer t i f i cat i on 
and as descr i bed i n Sect i on 01 33 00 SUBMI TTAL 
PROCEDURES.

Choose t he f i r st  br acket ed i t em f or  Navy,  Ai r  For ce 
and NASA pr oj ect s,  or  choose t he second br acket ed 
i t em f or  Ar my pr oj ect s.

**************************************************************************

Government approval is required for submittals with a "G" or "S" 
classification.  Submittals not having a "G" or "S" classification are 
[for Contractor Quality Control approval.][for information only.  When 
used, a code following the "G" classification identifies the office that 
will review the submittal for the Government.]  Submit the following in 
accordance with Section 01 33 00  SUBMITTAL PROCEDURES:

SD-05 Design Data

Test Plan ; G[, [_____]]

SD-06 Test Reports

Draft Test Report

Final Test Report ; G[, [_____]]

SD-07 Certificates

Qualifications

1.5   QUALITY ASSURANCE

1.5.1   Qualifications

**************************************************************************
NOTE:   Adj ust  year s of  exper i ence r equi r ed f or  t he 
Test  Di r ect or ,  Oper at or ,  and Techni c i an t o r ef l ect  
t he s i ze and compl exi t y of  t he ESS.

**************************************************************************

1.5.1.1   General

The Test Director, Operator, and Technician must have prior experience 
with the specific equipment, hardware and software installed under the 
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contract.

1.5.1.2   Test Director

The Test Director must have at least [five] [_____] years of hands-on ESS 
experience to include any combination of design, installation, testing and 
maintenance.

1.5.1.3   Operator

The Operator must have at least [two] [_____] years of hands-on experience 
installing and maintaining ESS workstations to include both hardware and 
software.  The Operator must be capable of demonstrating all workstation 
features and capabilities.

1.5.1.4   Technician

The technician must have at least [two] [_____] years of hands-on 
experience installing and maintaining ESS field equipment to include 
sensors, card readers, cameras, local processors, and communications 
equipment.  The Technician must be capable of demonstrating all features 
and capabilities of ESS field equipment.  Qualifications may be met by the 
individual experience of one technician or by the combined experience of a 
team of technicians.

[ 1.5.1.5   Test Intruder

**************************************************************************
NOTE:   I ncl ude t he qual i f i cat i ons f or  a t est  
i nt r uder onl y i f  t he pr oj ect  i ncl udes i nt r usi on 
sensor s t hat  ar e act i vat ed by:  1)  an i nt r uder  movi ng 
t hr ough a vol umet r i c or  l i near  det ect i on pat t er n or  
2)  an i nt r uder  c l i mbi ng a f ence.   These sensor s 
i ncl ude passi ve i nf r ar ed,  act i ve i nf r ar ed,  
mi cr owave,  bur i ed por t ed coaxi al  cabl e,  and 
f ence- mount ed st ai n- sensi t i ve or  f i ber  opt i c cabl e.   
I nser t  t he al l owabl e hei ght  and wei ght  r ange t o 
mat ch t he  desi gn basi s t hr eat   f or  t he pr oj ect .   Be 
awar e of  t he secur i t y c l assi f i cat i on of  t he desi gn 
basi s t hr eat .   I f  i nt r uder  hei ght  and wei ght  ar e 
c l assi f i ed,  do not  i ncl ude t hese val ues i n t hi s 
speci f i cat i on.   Pr ovi de cl assi f i ed i nf or mat i on t o 
t he Cont r act or  t hr ough aut hor i zed channel s.

I f  t her e i s no desi gn basi s t hr eat  f or  t he pr oj ect ,  
use t he def aul t  hei ght  and wei ght  r ange whi ch 
cor r esponds t o t he aver age hei ght  and wei ght  of  a US 
mal e i n t he 20 -  29 year  ol d age br acket .

For  Ar my pr oj ect s,  cont act  t he El ect r oni c Secur i t y 
Syst em Mandat or y Cent er  of  Exper t i se ( ESS MCX)  f or  
assi st ance i n det er mi ni ng r equi r ement s f or  t he Test  
I nt r uder .   ESS MCX emai l  addr ess i s 
AskESSMCX@usace.army.mil

**************************************************************************

The purpose of the test intruder is to activate intrusion sensors in a 
realistic and repeatable manner.  The test intruder must be between  1780 
to 1830 mm  [70] [_____] and [72][____] inches  tall and weigh between  80 to 
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85 kg  [175] [____] and [190] [_____] pounds .  The test intruder must 
possess sufficient physical strength, agility, and endurance to perform 
movements required for intrusion testing.  These movements may include, 
but are not limited to, walking, running, crawling, jumping, and climbing.

] PART 2   PRODUCTS

Not Used

PART 3   EXECUTION

3.1   TEST PLAN

Clearly establish the scope for ESS testing prior to beginning testing.  
Submit a Test Plan  that addresses the following topics:

3.1.1   Personnel

Identify the Test Director, Operator, Technician, [Test Intruder], and any 
other personnel that will be performing test activities.

3.1.2   Equipment

List all equipment that is required to support testing.  State the purpose 
of each piece of equipment.  Describe equipment that will be used to 
enable voice communications between the monitoring location and the field.

3.1.3   Procedures

Provide a step-by-step procedure for conducting each functional test.  
Describe actions and expected results.  Ensure that functional test 
procedures address performance standards described in contract 
specifications.

**************************************************************************
NOTE:   Exampl e ESS f unct i onal  t est  pr ocedur es may be 
downl oaded f r om 
http://www.wbdg.org/ffc/dod/unified-facilities-guide-specifications-ufgs/forms-graphics-tables
These ar e i nt ended t o ai d t he Cont r act or  i n 
pr epar i ng t est  pl ans.

**************************************************************************

Download example procedures from 
http://www.wbdg.org/ffc/dod/unified-facilities-guide-specifications-ufgs/forms-graphics-tables
 and review for applicability and completeness.  Adapt example procedures 
to meet specific project requirements and develop additional ones as 
needed.  Follow TEST-MASTERTP0023-005 for Air Force projects.

3.1.4   Special Provisions

Discuss any special test provisions such as facility access, safety, 
integration with existing systems, and coordination with other work.

3.1.5   Test Logs

Provide logs for recording all data from functional testing and burn-in 
testing.

**************************************************************************
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NOTE:   Exampl e ESS t est  l ogs may be downl oaded f r om 
http://www.wbdg.org/ffc/dod/unified-facilities-guide-specifications-ufgs/forms-graphics-tables
These ar e i nt ended t o ai d t he Cont r act or  i n 
pr epar i ng t est  pl ans.

**************************************************************************

Download example logs from 
http://www.wbdg.org/ffc/dod/unified-facilities-guide-specifications-ufgs/forms-graphics-tables
 and review for applicability and completeness.  Adapt example logs to 
meet specific project requirements and develop additional ones as needed.

3.1.6   Schedule

Provide an overall schedule that includes all testing milestones.

3.2   PRE-ACCEPTANCE TESTING

Conduct a complete test of all field equipment, workstations, and central 
system hardware and software in accordance with the approved Test Plan.  
The Test Director must be on site to conduct a pre-test inspection and 
oversee all testing activities.  Prior to testing, visually inspect all 
ESS components and correct workmanship and neatness deficiencies as 
needed.  During the pre-test inspection, verify the accuracy of redline 
drawings and update drawings as needed.  Conduct testing in two phases - 
functional testing followed by burn-in testing.

3.2.1   Phased Testing

3.2.1.1   Functional Testing Phase

During the functional testing phase, verify system performance in 
accordance with approved Test Plan.  Record results in approved Test Logs, 
and provide a written explanation of each failure to include cause, 
corrective action, and retest result.  Continue functional testing until 
all tests have been successfully completed with no unresolved failures.

3.2.1.2   Burn-In Testing Phase

**************************************************************************
NOTE:   Consi der  t he s i ze and compl exi t y of  t he ESS 
i nst al l at i on pr oj ect  when speci f y i ng t he dur at i on of  
bur n- i n t est i ng.   For  most  pr oj ect s,  a bur n- i n 
t est i ng dur at i on i n t he r ange of  72 t o 120 hour s 
wi l l  be adequat e t o eval uat e syst em per f or mance wi t h 
a r easonabl e degr ee of  conf i dence i n t he r esul t s.   
Consi der  a 24- hour  bur n- i n t est i ng dur at i on onl y f or  
a ver y s i mpl e ESS i nst al l at i on i nvol v i ng no mor e 
t han 25 di scr et e component s.   Consi der  a bur n- i n 
t est i ng dur at i on gr eat er  t han 120 hour s f or  a 
pr oj ect  wi t h a l ar ge number  of  I DS zones,  especi al l y 
out door  per i met er  zones f or  whi ch nui sance and f al se 
al ar ms ar e a concer n.

**************************************************************************

Begin burn-in testing after successful completion of all functional 
testing.During the burn-in testing phase, place the ESS in normal 
operating mode and evaluate system performance for a continuous [24-hour] 
[72-hour] [120-hour] [_____-hour] period.  During this time, the ESS must 
be fully functional and programmed such that all features can be exercised 

SECTION 28 08 10  Page 8



and evaluated through normal use.  Record all system anomalies in approved 
Test Logs.  Include a description of each anomaly along with any actions 
taken in response.  Immediately correct minor deficiencies observed during 
the course of testing and continue with burn-in testing.   Determine the 
root cause of any failures and make necessary repairs or modifications to 
restore full functionality.  After a failure is corrected repeat 
functional tests for  components and features associated with the failure, 
and repeat the entire burn-in testing phase .

3.2.2   Draft Test Report

Prepare and submit a Draft Test Report detailing the results of the 
testing.  Refer to paragraph FINAL TEST REPORT for required content.  
Include a cover letter signed by the Test Director stating that 
pre-acceptance testing has been completed and that the system is ready for 
acceptance testing.  

3.3   SYSTEM ACCEPTANCE

Test the ESS in accordance with the approved Test Plan in the presence of 
the Government Representative to certify acceptable performance.  Verify 
that the total system meets all requirements of the specification and 
complies with the specified standards.

Begin acceptance testing upon arrival of the Government Representative at 
the project site.  Place the ESS in normal operating mode and evaluate 
system performance during the testing period.  Immediately report any 
deficiencies observed during testing to the Government Representative and 
discuss possible causes and corrective measures.  Obtain Government 
approval prior to making any adjustments, repairs or modifications.  The 
Government retains the right to terminate testing at any time the ESS is 
found to be incomplete or fails to perform as specified.  Such termination 
of acceptance testing constitutes a FAILED system acceptance test.

3.3.1   Preparation

**************************************************************************
NOTE:   Adj ust  t he not i f i cat i on r equi r ement  as needed 
t o accommodat e t he schedul i ng needs of  t he 
Gover nment  Repr esent at i ve.   Consi der  t r avel  pl anni ng 
i f  t he Gover nment  Repr esent at i ve' s nor mal  dut y 
l ocat i on i s not  t he pr oj ect  s i t e.   For ei gn t r avel  
may r equi r e sever al  weeks advance not i ce.

**************************************************************************

Nofity the Contracting Officer of system readiness [15] [_____] days prior 
to the expected start date of acceptance testing.  Prior to acceptance 
testing, complete all clean-up and patch work requirements.  Ensure that 
security equipment closets and similar areas are free of accumulation of 
waste materials or rubbish caused by prior installation work.

3.3.2   Personnel

Ensure that the following personnel are on site to perform test 
activities:  Test Director, Operator, Technician[, and Test Intruder].  
Ensure that the Quality Control Manager is on site during acceptance 
testing.
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3.3.3   Visual Inspection

Assist the Government Representative in conducting a visual inspection of 
ESS equipment and wiring.  This inspection will focus on the general 
neatness and quality of workmanship and compliance with applicable codes 
and manufacturers' recommended installation methods.  Provide a 
comprehensive listing of installed equipment and software along with a 
complete set of ESS red line drawings to be used during the inspection.  
Document deficiencies identified during the inspection.

3.3.4   Functional Testing

Comply with requests from the Government Representative to repeat 
functional tests performed previously during pre-acceptance testing.  The 
Government reserves the right to request the Contractor to repeat all 
functional tests or a representative sampling thereof as a means of 
performance verification.    Add all test results to approved Test Logs.

3.3.5   System Activity Reports

Retrieve archived data from the system and provide activity reports as 
requested by the Government Representative.  Reports may address any type 
of activity to include alarms, portal transactions, and video archives.  
Assist with analyzing reports to identify trends and anomalies.

3.3.6   Corrective Actions

Correct any deficiencies in coordination with the Government 
Representative.  Maintain a punch list and review status at the end of 
each day.  Work diligently to complete corrective actions the same day 
that deficiencies are observed.  Add deficiencies not corrected on the 
same day to the rework items list maintained by the Quality Control 
Manager.  Failure to resolve punch list items to the satisfaction of the 
Government constitutes a FAILED system acceptance test.

3.4   FINAL TEST REPORT

Submit a Final Test Report  following the successful completion of 
acceptance testing to include resolution of all punch list items.  Address 
the following topics in the Final Test Report:

3.4.1   Summary

Provide a chronological summary of all testing.  Describe test activities 
and results in narrative form.

3.4.2   Personnel

Provide a list of all Contractor and Government personnel who participated 
in the testing.

3.4.3   Test Logs

Provide all completed test logs along with a test log verification signed 
by the Test Director.

       -- End of Section --
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