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SECTION 25 10 10

UTI LI TY MONI TORI NG AND CONTROL SYSTEM (UMCS) FRONT END AND | NTEGRATI ON

11/15

NOTE: This gui de specification covers the

requi renents for a Utility Mnitoring and Contr ol
System (UMCS) Front End using Open protocols
(LonWor ks, BACnet, Modbus, DNP and OPC), a UMCS
using the Niagara Franmework, and the integration of
field control systens.

This specification includes tailoring options to
sel ect the protocol (s) required to be supported at
the Monitoring and Controls Software (Front-end).
Not e that unsel ected protocols can be integrated

t hrough the use of a gateway.

Thi s gui de specification also includes tailoring
options for service-specific requirenments for the
Air Force, Army and Navy as well as a "Service
Generic" tailoring option for use on ot her

projects. In order for this specification to be
properly tailored one (and only one) of the services
tailoring options (Air Force, Arny, Navy, Service
Generic) nust be sel ected.

Adhere to UFC 1-300-02 Unified Facilities Guide
Speci fications (UFGS) Fornmat Standard when editing
this gui de specification or preparing new project
specification sections. Edit this guide
specification for project specific requirenents by
addi ng, deleting, or revising text. For bracketed
itens, choose applicable iten(s) or insert
appropriate information.

Renmove information and requirements not required in
the specific project, whether or not brackets are
present.

Conment s, suggestions and reconmmended changes for
this gui de specification are wel cone and shoul d be
submtted as a Criteria Change Request (CCR).

kkkkkkkkkkkkkkkkkkkkkkkhkkhkkkkkkkkkkkkhkhhkkkkkkkkkkkkkkhkhkhkk
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PART 1 GENERAL
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NOTE: Use of this UFGS, and the UMCS design, nust be
in accordance with UFC 3-470-01 Uility Monitoring
and Control System (UMCS) Front End and

Integration. The release process for UFCs is | onger
than for UFGS. Once rel eased UFC 3-470-01 will be
avai |l abl e online at

http://www.wbdg.org/

Note that the previous (outdated) version of the UFC
contains "LonWorks" in the title and shoul d not be
used.

Tenpl ate Points Schedules in electronic format for
use with this section are available in online at:
http://www.wbdg.org/FFC/NAVGRAPH/graphtoc.pdf

*% *% *% *% *% *% * *
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NOTE: NOTE ON THE USE OF THI S SECTI ON W TH OTHER
SECTION.  When using this Section on the sane
project with specifications for building control
systens (Section 23 09 00 | NTRUMVENTATI ON AND CONTROL
FOR HVAC, 23 09 23.01 LONWORKS DI RECT DI A TAL
CONTROL FOR HVAC AND OTHER BUI LDI NG CONTROL SYSTEMS
23 09 23.02 BACNET DI RECT DI G TAL CONTROL FOR HVAC
AND OTHER BUI LDI NG CONTROL SYSTEMS) there may

requi renents that appear at first to be conflicting
but which are actually designed to be conpl enentary.

For exanple, Section 23 09 00 | NTRUMENTATI ON AND
CONTROL FOR HVAC excludes a front end while this
section (Section 25 10 10) requires a front end -
this is to avoid getting nmultiple front ends.

*% *% *% *% *% *% *% *% *% *% *% *% *%%
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NOTE: This specification makes use of Specslntact
Tailoring Options. This note describes these
options and how to use them

" PRI NTVI EW TAI LORI NG TAGS"
When printed to PDF there is no easy way to
differentiate between different tailoring options.
For this reason tenporary "tags" have been added to
the text to indicate which tailoring options applies
to which text. These "tags" take the form of an
opening tag and a closing tag in curly braces ("{
and }"). For exanple, the follow ng text would be
shown to be in Arnmy tailoring option tags:

{ARMY} Text for specific tailoring{/ARM}

These tenporary tags are in turn in the "PRI NTVI EW
TAI LORI NG TAGS" tailoring option. Wen selecting
tailoring options for this specification DESELECT
the " PRI NTVI EW TAI LORI NG TAGS" tailoring option to
renove these tenporary tags.
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WARNI NG - YOU HAVE NOT DESELECTED THE " PRI NTVI EW
TAI LORI NG TAGS" TAI LORI NG OPTION.  YOU MUST DESELECT
THI'S TAI LORI NG OPTI ON

Protocol Tailoring Options
This specification includes tailoring options for
sel ection of protocol, and whether the N agara
Framework is required. There are five tailoring
options:
1) BACnet: A (non-N agara Franmework) BACnet
front end (using a BACnet B-AW5)

2) LonWorks: A LonWrks front end using LNS.

3) Niagara Franmework: A Niagara Franmework
front end

4) MODBUS: The front end nust al so support the
MODBUS pr ot ocol .

5) OPC. The front end nust al so support OPC.

In general, it is recommended that only one of
BACnet, LonWrks or N agara Framework be sel ect ed.
It is also recommended neither MODBUS and OPC be
sel ected wi th BACnet.

You have currently selected the foll ow ng options:
{BACNET}BACnet{/BACNET}

{LONWORKSLonWorks {{LONWORKS}

{ Nl AGARA FRAMEWORK} Ni agar a Franewor k{/{NIAGARA
FRAMEWORK}

{MODBUSMODBU{/MODBUS}

{OPC} OP{/OPC}

If you don't see any text between dashes above, you
have desel ected all of the protocol tailoring
options and this specification is not valid. Select
at least one of the tailoring options.

If you see nore than one line of text between the
dashes above you have left nultiple tailoring
options related to protocol selected. This may
result in conflicting requirements. See UFC
3-470-01 UTILITY MONI TORI NG AND CONTROL SYSTEM
(UMCS) FRONT END AND | NTEGRATION to deternine if one
or nore tailoring options should be desel ect ed.

Service Tailoring Option

This specification also includes tailoring options
for the Service (Air Force, Arny, Navy) the
specification is used for. There is a "Service
CGeneric" tailoring option that can al so be used.
Only ONE of the four tailoring options related to
the services should be used. You have currently
sel ected the follow ng options:

SECTION 25 10 10 Page 9



{ Al R FORCE} Al R FORCE{/ Al R FORCE}

{ARMY}ARMY{/ARMY}

{NAVY} NAVY/NAVY}

{ SERVI CE GENERI C} SERVI CE GENERI ¢{/ SERVI CE GENERI C}
If nore than one item appears between the dashes
above you have left nore than one services tailoring
options selected and need to deselect all but one of
them.

*kkkkkkkkkkkkkkk

kkkkkkkkkkkkkkkkkkkkkkkkkhkhhkkkkkkkkkkkkkkhhhhhkhkkkkkkkkkik

{BACNET}{ LONWORKS or MODBUS or OPC or NI AGARA FRAMEWORK}

*

*% *% *% *% *% *% *% *%%

NOTE: WARNI NG - The BACnet tailoring option has
been sel ected with another protocol tailoring option
({LONWORKESLonWorks { MODBUS or OPC or N AGARA
FRAMEWOR, {/MODBUS or OPC or N AGARA FRAMEWORK}
{{LONWORKS{MODBUSModbus{ OPC or N AGARA FRAVEWORK},
{/ OPC or NI AGARA FRAMEWORK} {{MODBUS} {OPC}OPC

{ NI AGARA FRAMEWORK}, {/ NI AGARA FRAVEWORK} {/OPC}

{ Nl AGARA FRAMEWORK} Ni agar a Franewor k{/{NIAGARA
FRAMEWOR). As described in UFC 3-470-01, many of
the Monitoring and Control Software packages which
support BACnet support ONL) BACnet, so the inclusion
of other protocol tailoring options nay
unnecessarily limt the nunber of vendors able to
provide the UMCS. The need for supporting multiple
protocols at the Monitoring and Control Software
shoul d be verified/ checked with the project site.
Note that any protocol can be integrated to the UMCS
with the use of a gateway, so omtting a tailoring
option does not prohibit the integration of systens
usi ng that protocol.

See UFC 3-470-01 for nore infornmation.

*% *% *% *% *% *% *% *% *% *% *% *% *%%

{/ LOW\ORKS or MODBUS or OPC or N AGARA FRAVEWORK} {{BACNET}
{ N AGARA FRAVEWORK} {LONWORKS}

*kkkkkkkkkkkkkkk
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NOTE: WARNING - The Niagara Framework tail oring
option has been selected with the LonWwrks tailoring
option. As described in UFC 3-470-01, LNS-based
LonWorks (required by the LonWrks tailoring option)
is generally not conpatible with the N agara
Framework.

*kkkkkkkkkkkkkkk

{/LONWORKS]{

kkkkkkkkkkkkkkkkkkkkkkkkkhkhhkhkkkkkkkkkkkkhhhkhkhkkkkkkkkkk

/ NI AGARA FRAMEVORK}

1.1 SUMMARY

NOTE: Designer nust add location and site specific
requirements.

*kkkkkkkkkkkkkkk

Provi de a

kkkkkkkkkkkkkkkkkkkkkkkkkhkhhkhkkkkkkkkkkkkhhhhhkhkkkkkkkkkk

Utility Mnitoring and Control System (UMCS) which perforns

supervi sory nonitoring and supervisory control of base-w de building
control systens and utility control systens using one or nore of:

CEA-709.1-D
(BACnet),
with Fox p

(LonWorks) with LonWirks Network Services (LNS), ASHRAE 135
MODBUS Pr ot ocol, MODBUS TCP/I P, OPC DA, or the Ni agara Framework
rotocol as indicated and shown. {LONWORKSIntegrate | ocal

SECTION 25 10 10 Page 10



1.

CEA-709.1-D building control systens installed per Section 23 09 23.01
LONWORKS DI RECT DI G TAL CONTROL FOR HVAC AND OTHER BUI LDI NG CONTROL SYSTEMS
into the UMCS as specified and maintain the LNS database(s) for the entire
network at the UMCS Front End.{/LONWORKS}{ Nl AGARA FRAMEWORK} I ntegrate field
control systens installed per Section 23 09 23.01 LONWORKS DI RECT DI G TAL
CONTROL FOR HVAC AND OTHER BUI LDI NG CONTROL SYSTEMS or Section 23 09 23.02
BACNET DI RECT DI G TAL CONTROL FOR HVAC AND OTHER BUI LDI NG CONTROL SYSTEMS
to the UMCS via N agara Franmework Supervisory Gateways as specified.

{/ NI AGARA FRAMEWORK} {BACNET}Integrate ASHRAE 135 (BACnet) field control
systens installed per Section 23 09 23.02 BACNET DI RECT DI A TAL CONTROL FOR
HVAC AND OTHER BUI LDI NG CONTROL SYSTEMS as specified. {/{BACNET}

1.1 Syst em Requi renent s

*kkkkkkkkkkkkkkkkkkkkkkkkkhkhhhhkkkkkkkkkkkkhkhhkhhkkkkkkkkkkkkhkhhkhhkhkkkkkkkkkik

NOTE: Select the appropriate text in the type

speci fic comuni cation systemrequirenments to

i ndi cate whether or not the IP network will be
Governnent furnished. |If the IP network is *not*
Gover nment furni shed be sure to include conplete
requi renents for the I P network in the contract
package. This specification does not provide
sufficient requirenments for the procurenent of an IP

network.

Use "[an I P network as specified in [ ] and 1"
only if the contractor is expected to install an IP
network. |In this case provide the information on
the specification for the IP network in the

"I ]" provided.

For Army, coordinate with the installation (DPWand
NEC) but the default selection will be "[the
Governnent furnished | P network]"

*% *% *% *% *% *% *% *% *% *% *% *% *%%

Provide a UMCS as specified and indicated, and in accordance with the
foll owi ng characteristics:

1.1.1.1 General System Requirenents

a. The system perforns supervisory nonitoring and control functions
i ncluding but not Iimted to Scheduling, Al arm Handling, Trending,
Overrides, Report Ceneration, and Electrical Demand Limiting as
specified.

b. The systemincludes a G aphical User Interface which allows for
graphi cal navi gation between systens, graphical representations of
systens, access to real-tine data for systens, ability to override
points in a system and access to all supervisory nonitoring and
control functions.

c. Al software used by the UMCS and all software used to install and
configure the UMCS is licensed to and delivered to the installation

d. Al necessary docunentation, configuration information, configuration
tool s, programs, drivers, and other software is licensed to and
otherwi se remains with the Governnent such that the Government or their
agents are able to repair, replace, upgrade, and expand the system
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wi t hout subsequent or future dependence on the Contractor. Software
licenses must not require periodic fees and nust be valid in perpetuity.

Provi de sufficient docunmentation and data, including rights to
docunent ati on and data, such that the Governnment or their agents can
execute work to repair, replace, upgrade, and expand the system without
subsequent or future dependence on the Contractor

The UMCS interfaces directly to ASHRAE 135, CEA-709.1-D , MODBUS Pr ot ocol
MODBUS TCP/ 1P, OPC DA, and N agara Franmework field control systens as
specified and may interface to field control systems using other
protocols via an M&C Software protocol driver or a Gateway.

For UMCS systenms with Monitoring and Control Software functionality
i mpl emented in Mnitoring and Control (MC) Controller Hardware,
provi de sufficient additional controller hardware to support the ful
capacity requirements as specified.

*% *% *% *% *% *% *% *% *% *% *% *%%

NOTE: Tailoring option in this |ist paragraph are
requi renents specific to Ni agara FraneworKk.

Desel ect the NI AGARA FRAMEWORK tailoring if the
proj ect does not enploy N agara FranmeworKk.

*% *% *% *% *% *%%

Al'l Ni agara Framework conponents have an unrestricted interoperability
license with a Niagara Conpatability Statement (N CS) follow ng the
Tridium Open Ni CS Specification and have a value of "ALL" for "Station
Compatibility In", "Station Conpatability Qut", "Tool Conpatability In
and "Tool Conpatability Qut". Note that this will result in the
following entries in the license.dat file:

accept.station.in="*"

accept.station.out="*"

accept.wb.in="*"

accept. wb. out ="*"

*% *% *% *% *% *% *% *% *% *% *% *%%

NOTE: Tailoring options in this list paragraph are
requi renents specific to Ni agara FraneworKk.

Desel ect the NI AGARA FRAMEWORK tailoring if the
proj ect does not enploy N agara FranmeworKk.

*% *% *% *% *% *%%

kkkkkkkkkkkkkkkkkkkkkkkhhkhkkkkkkkkkkkkkhkhkhkkkkkkkkkkkkkhkhhhkkkkkk

NOTE: Sel ect the required version of the Niagara
Framework. This choice nust be carefully
coordinated with the project site.

Ni agara Franmework is currently (2015) in a
transiti on between two rel eases: "AX'" and "Version
4" . A Version 4 UMCS front end (e.g. as specified
in Section 25 10 10) will work with either an AX or
Version 4 N agara Framewor k Supervi sory Gateway, but
an AX front end will ONLY work with an AX N agara
Franmewor k Supervi sory Gat eway.

If this Section is being used to procure a new front

end AND sufficient [ocal support for Version 4
exi st, keep the bracketed text to require Version
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1.

1.

4., Oherwise, if this section is being used for
integration ORif there is insufficient Iocal
support to allow requiring Version 4 renove the
bracketed text allow either Version 4 or AX

1.

*% *% *% *% *% *% *% *% *% *% *% *%%

The version of N agara Framework used on this project nust be Version
4.0 or later.]

.2 LonWor ks Requi renents

*% *% *% *% *% *% *% *% *% *% *% *%%

NOTE: Tailoring options in this subpart are
requi renents specific to Lonwrks. Deselect the
LONWORKS tailoring if the project does not enploy
LonWorks.

1.

1.

*% *% *% *% *% *% *% *% *% *% *% *%%

The UMCS nust comuni cate usi ng CEA-709.1-D over [the Government
furnished IP network] [an I P network as specified in [ ] and ]{NAVY}
[the Navy PSNet]{/NAVY} in accordance with CEA-852-C as specified and
nmust interface to CEA-709.1-D buil ding control networks using

Lonwbrks/ I P Routers as specified.

Al'l communi cation between the UMCS and LonWirks field control networks
nmust be via the CEA-709.1-D protocol over the IP network in accordance
with CEA-852-C .

Except for communication for device conm ssioning, configuration, and
progranm ng, all communication between the M&C Software and the field
control system devices nust be via SNVT.

3 BACnet Requi renents

*% *% *% *% *% *% *% *% *% *% *% *%%

NOTE: Tailoring options in this subpart are
requi renents specific to BACnet. Deselect the
BACNET tailoring if the project does not enploy
BACnet.

kkkkkkkkkkkkkkkkkkkkkkhhhkhkkkkkkkkkkkkhkhkhkhkkkkkkkkkkkkkhkhhkkkkkkk

The UMCS nust comuni cate usi ng ASHRAE 135 Annex J over [the Gover nnment
furnished I P network][an I P network as specified in | ] and ]{NAVY}
[the Navy PSNet]{/NAVY} as specified.

Al'l communi cati on between the UMCS and ASHRAE 135 field control
networ ks must be via the ASHRAE 135 protocol over the |P network.

Al'l conmmuni cation between the M&C Software and the field control system
devi ces must be via standard ASHRAE 135 services other than
PrivateTransfer and ConfirnedPrivateTransfer except as foll ows:

(1) PrivateTransfer and ConfirmedPrivateTransfer may be used for
devi ce configuration and device progranm ng.

(2) PrivateTransfer and ConfirmedPrivateTransfer may be used for
conmuni cati on between the M&C Software and the field control
systemif and only if both the M&C Software and the field control
system devi ces automatically (wi thout requiring reconfiguration)
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revert to the use of other standard ASHRAE 135 services when one
of the conponents is nodified or replaced.

1.1.1.4 Modbus Requi renents

*%

*% *% *% *% *% *% *% *% *% *% *% *%%

NOTE: Tailoring options in this subpart are
requi renments specific to MODBUS. Desel ect the
MODBUS tailoring if the project does not enploy
MODBUS.

*% *% *% *% *% *% *% *% *% *% *% *%%

The UMCS nust comuni cate using MODBUS Protocol, MODBUS TCP/I P over [the

Government furnished IP network] [an I P network as specified in [

] {NAVY}[the Navy PSNet]{/NAVY} as specified

Modbus communi cations nust support all of the followi ng Moddbus data types:

*%

*% *% *% *% *% *% *% *% *% *% *% *%%

NOTE: FYlI - the four standard data types in Mdbus

are:
1) Discrete Input - a single bit (read only)
2) Coil - a single bit

3) Input Register - 16 bit (read only)
4) Hol di ng Register - 16 bit

The Modbus standard does not define how the data is
interpreted. For exanple it does not say if the 16
bits froma Holding register are 16 different binary
flags, or an integer, or two ASCI| characters or
sonething el se entirely. The bel ow requirenents
specify how to format data for some common data

types.

kkkkkkkkkkkkkkkkkkkkkkhhhkhkkkkkkkkkkkkkhhkhkkkkkkkkkkkkkhkhhhkkkkkk

The four standard data types defined by MODBUS Protocol, MODBUS TCP/ I P:
Discrete Inputs, Coils, Input Registers, and Hol ding Registers. (Note
that these four data types are included in the MODBUS Protocol

MODBUS TCP/ I P standard. The remaining data types indicated in this
Section are not included in the MODBUS Protocol, MODBUS TCP/IP standard
but are defined by this Section to provide a standard for conmunication
bet ween systens.)

Character: Character data using a single Input Register or single
Hol di ng Regi ster where that Mdbus register is interpreted as two 8 bit
| SO 8859-1 characters, with the | ow order bits representing the

ri ght-hand character.

Fl oating Point: Floating point data using two consecutive | nput

Regi sters or two consecutive Hol ding Registers where the resulting 32
bits are interpreted as a Binary32 (Single Precision Floating point)
nunmber as specified in | EEE 754. Use the first Register for the higher
16 bits, and the second Register for the |lower 16 bits.

Integer Date: Date data using three consecutive |Input Registers or

t hree consecutive Hol ding Regi sters where the resulting 48 bits are
interpreted as a 48-bit unsigned big-endian integer. The value is the
nunmber of milliseconds, not including | eap seconds, from

1970- 01- 01T00: 00: 00. 000 (12AM January 1, 1970). Use the first
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1.1.1.

Regi ster for the highest 16 bits and the third Register for the | owest
16 bits.

Character Date: Date data using the format specified in |1 SO 8601 of
"YYYY- MMt DDTHH: MM SS. SSS", where the individual characters are
formatted as specified for character data.

5

OPC Requi renent s

kkkkkkkkkkkkkkkkkkkkkkhkhhkhkkkkkkkkkkkkhkhhkkkkkkkkkkkkkkhkhkhkk

NOTE: Tailoring options in this subpart are
requi renents specific to OPC. Deselect the OPC
tailoring if the project does not enploy OPC

*%*

kkkkkkkkkkkkkkkkkkkkkkkhhkhkkkkkkkkkkkkhkhhkkkkkkkkkkkkkkhkhkhkk

The UMCS nust comuni cate using OPC DA over [the Governnent furnished IP

net wor k]

[an | P network as specified in | ] and ]{NAVY}[the Navy PSNet ]

{INAVY} as shown and specifi ed.

1.1.1.

6

Ni agara Framework Requirenents

kkkkkkkkkkkkkkkkkkkkkkkhkkhkkkkkkkkkkkkhkhhkhkkkkkkkkkkkkhkhkhkk

NOTE: Tailoring options in this subpart are
requi renents specific to Niagara FraneworKk.
Desel ect the NI AGARA FRAMEWORK tailoring if the
proj ect does not enploy N agara FrameworKk.

kkkkkkkkkkkkkkkkkkkkkkhkhkkhkkkkkkkkkkkkhkhhhhkkkkkkkkkkkkhkhkhkk

NOTE: Include the bracketed text "and HTTP' if the
Ni agara Franmework Supervisory Gateways will be
permtted to serve web pages. Renove the bracketed
text "and HTTP" ot herw se. {ARMY}

In general, for the Arny renove the "and HTTP" text.
{{ARMY}

*%

*%

*% *% * *% *% *% *% *% *% *% *%%

The UMCS nust use the Ni agara Framework and must conmunicate with

Ni agara Framework field control systenms using the Fox protocol {AlR FORCE or
ARMY or SERVICE GENERI C}[ {/AlIR FORCE or ARMY or SERVI CE CGENERI C}and HTTP
{AIR FORCE or ARMY or SERVICE GENERIC}]{/AI R FORCE or ARW or SERVICE
GENERIC] over [the Governnent furnished |P network] [an | P network as

specified in [
specified.

[1.1.2

] and ]1{NAVY}[the Navy PSNet]{/INAVY} as indicated and

General Cybersecurity Requirenents

*%

*%

*% *% *% *% *% *% *% *% *% *% *%%

NOTE: The foll owi ng paragraph provides a place to
i ncl ude general system|evel icybersecurity

requi renents above and beyond the requirenents

al ready incorporated into the Product and Execution
parts of this specification. This paragraph may or
may not be required dependi ng on how I nformation
Assurance i s being addressed for the project and
site.

Provi de specific requirenents for Cybersecurity -
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sinmply incorporating the references through the use
of the default test is generally NOT sufficient.
{ARMY}

Cybersecurity requirenents for Arny systens should
be coordinated with the UMCS MCX. {/{/ARMY}

*% *% *% *% *% *% *% *% *% *% *% *% *%%

Address cybersecurity in accordance with {AlR FORCE}[ AF ETL 11-1]{/AIR
FORCE{ARMY}[ DA AR 25- 2] {/{ARMY} .

]1.1.3 Synbol s, Definition and Abbreviations

1.

1.

Use synbols, definitions, and engineering unit abbreviations indicated in
the contract drawi ngs for displays, submittals and reports. For synbols,
definitions and abbreviations not in the contract draw ngs use terns
conformng at a minimumto | EEE Stds Dictionary and the ASHRAE FUN Sl
ASHRAE FUN | P, as appli cabl e.

1.4 System Units and Accuracy

kkkkkkkkkkkkkkkkkkkkkkkkkhkhhhhkkkkkkkkkkkkhkhhkhkkkkkkkkkkkkhkhhkhhkhkkkkkkkkkk

NOTE: Accuracy of calcul ati ons and precision and
resol ution of displays for the UMCS is specified in
terns of the accuracy of the sensors used in the
buil ding controls connected to the UMCS. Edit the
brackets to indicate a reference to UFGS 23 09 00

| NTRUVENTATI ON AND CONTROL FOR HVAC to reference a
di fferent specification, or to include accuracy
requirements.

*% *% *% *% *% *% *% *% *% *% *% *% *%%

Use [netric (SI)] [English (inch-pound)] units for displays, print-outs and
calculations. Performcalculations with an accuracy of at |east three
significant figures. For displays and printouts present values to at |east
three significant figures.

1.5 Dat a Packages/ Submital s Requirenents

*kkkkkkkkkkkkhkkkkkkkkkkkkhkhhkhkkkkkkkkkkkkhkhhkhkhkkkkkkkkkkkhkhhkhhkhkkkkkkkkkk

NOTE: Coordinate the review of all subnmittals with
the project site. The site may have a System
Integrator or other individual/office that should
review all submittals before acceptance of the
system.

The acquisition of all technical data, data bases
and conputer software itens that are identified
herein will be acconplished strictly in accordance
with the Federal Acquisition Regulation (FAR) and

t he Defense Acquisition Regul ati on Suppl enent
(DFARS). Those regul ations as well as the Services
i mpl enent ati ons thereof should al so be consulted to
ensure that a delivery of critical itens of
technical data is not inadvertently |ost.
Specifically, DFARS 252.227-7013 Rights in Technical
Data - Noncommercial Itens as well as any requisite
software licensing agreenents will be nmade a part of
t he CONTRACT CLAUSES or SPECI AL CONTRACT
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1

REQUIREMENTS.

In addition, the appropriate DD Form 1423 Contract
Data Requirenments List, will be filled out for each
di stinct deliverable data itemand nade a part of
the contract. Were necessary, a DD Form 1664, Data
Item Description, will be used to explain and nore
fully identify the data itenms |isted on the DD Form
1423. It is to be noted that all of these clauses
and forns are required to ensure the delivery of the
data in question and that such data is obtained with
the requisite rights to use by the Governnent.

Include with the request for proposals a conpleted
DD Form 1423, Contract Data Requirements List. This
formis essential to obtain delivery of al
docunentation. Each deliverable will be clearly
specified, both description and quantity being
required.

kkkkkkkkkkkkkkkkkkkkkkkkkkhhkkkkhkkkkkkkkkkhkhhkhkkkkkkkkkkkkhkhhkhhkkkkkkkkkkk

Techni cal data packages consisting of conputer software and technical data
(meani ng technical data which relates to conputer software) which are
specifically identified in this project and which may be defined/required
in other specifications nust be delivered strictly in accordance with the
CONTRACT CLAUSES and in accordance with the Contract Data Requirenents
List, DD Form 1423. Data delivered nust be identified by reference to the
particul ar specification paragraph against which it is furnished. Al
submittals not specified as technical data packages are considered shop
drawi ngs under the Federal Acquisition Regulation Supplenent (FARS) and
must contain no proprietary information and nust be delivered with
unrestricted rights.

2 REFERENCES

NOTE: This paragraph is used to list the
publications cited in the text of the guide
specification. The publications are referred to in
the text by basic designation only and listed in
thi s paragraph by organi zation, designation, date,
and title.

Use the Reference Wzard's Check Reference feature
when you add a RID (Reference I D) outside of the
Section's Reference Article to automatically place
the reference in the Reference Article. Also use
the Reference Wzard's Check Reference feature to
update the issue dates.

Ref erences not used in the text will automatically
be deleted fromthis section of the project

speci ficati on when you choose to reconcile
references in the publish print process.

*% *% *% *% *% *% *% *% *% *% *% *% *%%

The publications listed below forma part of this specification to the
extent referenced. The publications are referred to within the text by the
basi ¢ designation only.
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AMERI CAN NATI ONAL STANDARDS | NSTI TUTE ( ANSI )

ANSI INCI TS 154

(1988; R 2004) O fice Machines and
Suppl i es - Al phanuneric Machi nes -
Keyboard Arrangenent

AVERI CAN SOCI ETY OF HEATI NG REFRI GERATI NG AND Al R- CONDI TI ONI NG

ENG NEERS ( ASHRAE)

ASHRAE 135

ASHRAE FUN | P

ASHRAE FUN SI

(2016) BACnet —A Dat a Conmuni cati on
Protocol for Building Autonation and

Cont rol Networks

(2017) Fundanental s Handbook, I-P Edition

(2017) Fundanental s Handbook, SI Edition

CONSUMER ELECTRONI CS ASSCC!I ATI ON ( CEA)

CEA-709.1-D

CEA-709.3

CEA-852-C

I NSTI TUTE OF ELECTRI CAL

| EEE 1815

| EEE 754

| EEE 802. 11

| EEE C62. 41

| EEE Stds Dictionary

(2014) Control Network Protocol
Specification

(1999; R 2004) Free-Topol ogy Twi sted-Pair
Channel Specification

(2014) Tunnel i ng Conmponent Network
Prot ocol s Over Internet Protocol Channels

AND ELECTRONI CS ENG NEERS (| EEE)

(2015; CORR 2016) Exchangi ng | nformation
Bet ween Networks | nplenmenting | EC 61850
and | EEE Std 1815 [Distributed Network
Pr ot ocol (DNP3)]

(2008) Floating-Point Arithnmetic - | EEE
Conput er Soci ety

WARNI NG Text in tags exceeds the naximm
| ength of 300 characters

(1991; R 1995) Recommended Practice on
Surge Vol tages in Low Vol tage AC Power
Circuits

(2009) | EEE Standards Dictionary: d ossary
of Terns & Definitions

| NTERNATI ONAL ORGANI ZATI ON FOR STANDARDI ZATI ON (| SO

I SO 8601

| SO 8859-1

(2004) Data El enents and | nterchange
Formats - Information Interchange -
Representation of Dates and Ti nes

(1998) Information Technol ogy - 8-Bit
Si ngl e-Byte Coded G aphic Character Sets -
Part 1: Latin Al phabet No. 1
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| NTERNET ENG NEERI NG TASK FORCE (| ETF)
| ETF RFC 4361 (2006) Node-specific Cient Identifiers
for Dynanmic Host Configuration Protocol
Ver si on Four (DHCPv4)
| ETF RFC 7465 (2015) Prohibiting RC4 Cipher Suites
RFC 821 (2001) Sinple Mail Transfer Protocol (SMIP)
LONVARK | NTERNATI ONAL ( LonMar k)
LonMark Interoperability Guide (2005) LonMark Application-Layer
Interoperability Quide and LonMark Layer
1-6 Interoperability Guide; Version 3.4
LonMar k SNVT Li st (2014) LonMark SNVT Master List; Version 15

LonMark Xl F Cui de (2001) LonMark External Interface File
Ref erence CQuide; Revision 4.402

MODBUS CORGANI ZATI ON, | NC ( MODBUS)

MODBUS Pr ot ocol (2012) Mbdbus Application Protocol
Speci fication; Version 1.1b3

MODBUS TCP/ | P (2006) Mbdbus Messaging on TCP/IP
| mpl enent ati on CGui de; Version V1.0b

NATI ONAL ELECTRI CAL MANUFACTURERS ASSOCI ATI ON ( NEMVA)

NEMA 250 (2014) Enclosures for Electrical Equiprment
(1000 Volts Maxi num

NATI ONAL FI RE PROTECTI ON ASSOCI ATI ON ( NFPA)
NFPA 262 (2015) Standard net hod of Test for Flane
Travel and Snmoke of Wres and Cabl es for
Use in Air-Handling Spaces
NFPA 70 (2017; ERTA 1-2 2017; TIA 17-1; TIA 17-2;
TIA 17-3; TIA 17-4; TIA 17-5; TIA 17-6;
TIA 17-7; TIA 17-8; TIA 17-9; TIA 17-10;
TIA 17-11; TIA 17-12; TIA 17-13; TIA
17-14) National Electrical Code
OPC FOUNDATI ON ( OPC)
OPC DA (Ver 3.0; Errata) OPC Data Access (DA)

TELECOVMUNI CATI ONS | NDUSTRY ASSOCI ATI ON (Tl A)

TIA-568-C.1 (2009; Add 2 2011; Add 1 2012) Conmerci al
Bui | di ng Tel ecomuni cati ons Cabling
Standard

TIA-606 (2017c) Administration Standard for the

Tel econmmuni cati ons I nfrastructure
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TIA-607 (2011b) Generic Tel ecomuni cati ons Bondi ng
and G ounding (Earthing) for Custoner

Premises
TRIDIUM INC (TR D UM
Ni agara Framewor k (2012) Ni agaraAX User's Guide
Tri di um Open Ni CS (2005) Understandi ng the Ni agaraAX

Conpatibility Statement (N CS)
U S. AR FORCE (USAF)

AF ETL 11-1 (2011) Givil Engineer Industrial Control
System I nformation Assurance Conpliance

U 'S. ARWMY (DA)
DA AR 25-2 (2007; RAR 2009) Information Assurance
U. S. FEDERAL COVMUNI CATI ONS COWM SSI ON ( FCC)

FCC EMC (2002) FCC El ectronagnetic Conpliance
Requirements

FCC Part 15 Radi o Frequency Devices (47 CFR 15)
UNDERWRI TERS LABORATORI ES (UL)

UL 1778 (2014; Reprint Sep 2017) UL Standard for
Safety Uninterruptible Power Systens

UL 60950 (2000; Reprint Cct 2007) Safety of
I nformati on Technol ogy Equi prent

.3 DEFINITIONS

The following list of definitions may contain ternms not found el sewhere in
this Section but are included here for conpleteness. Sone terns are
followed with a protocol reference in parenthesis indicating to which
protocol the termand definition applies. Inclusion of protocol-specific
definitions does not create a requirenent to support that protocol, nor

does it relax any requirenents to support specific protocols as indicated
el sewhere in this section."

.3.1 Alarm Generation

The process of conparing a point value (the point being alarned) with a
pre-defined alarmcondition (e.g. a High Limt) and perform ng sone action
based on the result of the conparison.

. 3.2 Al arm Handl i ng

see Al arm Routing

.3.3 Al arm Rout i ng

Alarmrouting is M&C software functionality that starts with a notification

that an alarmexists (typically as the output of an Al arm Generation
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process) and sends a specific nessage to a specific alarmrecipient or
device.

.3.4 Application CGeneric Controller (ACC) (LonWrks)

A device that is furnished with a (limted) pre-established application
that also has the capability of being programmed. Further, the Program D
and XIF file of the device are fixed. The progranmi ng capability of an AGC
may be less flexible than that of a General Purpose Programmable Controller
(GPPC).

.3.5 Application Specific Controller (ASC) (LonWrks)

A device that is furnished with a pre-established built in application that
is configurable but not re-progranmable. An ASC has a fixed
factory-installed application program (i.e Program|D) w th configurable
settings.

.3.6 BACnet (BACnet)

The term BACnet is used in two ways. First neaning the BACnet Protoco
Standard - the conmunication requirenments as defined by ASHRAE 135
including all annexes and addenda. The second to refer to the overal
technology related to the ASHRAE 135 protocol

.3.7 BACnet Advanced Application Controller (B-AAC) (BACnhet)

A hardware device BTL Listed as a B-AAC. A control device which contains
BI BBs in support of scheduling and alarm ng but otherwi se has linited
resources relative to a B-BC. It may be intended for specific applications
and supports sonme degree of programmability.

.3.8 BACnet Advanced Operator Workstation (B-AWS) (BACnet)

Moni toring and Control (M&C) Software BTL Listed as an Advanced Operator
Workstation and includes the ability to manage scheduling, alarm ng and
trending in an open nmanner. The B-AWS is the advanced operator's w ndow
into a BACnet system It is primarily used to nonitor the performance of a
system and to nodify paraneters that affect the operation of a system

.3.9 BACnet Application Specific Controller (B-ASC) (BACnet)

A hardware device BTL Listed as a B-ASC. A controller with limted
resources relative to a B-AAC. It is intended for use in a specific
application and supports limted programmuability.

.3.10 BACnet Buil ding Controller (B-BC)(BACnet)

A hardware device BTL Listed as a B-BC. A general -purpose,

fiel d- programmabl e devi ce capable of carrying out a variety of building
aut omati on and control tasks including control and nonitoring via direct
digital control (DDC) of specific systens and data storage for trend
information, tine schedules, and alarmdata. Like the other BTL Listed
controller types (B-AAC, B-ASC etc.) a B-BC device is required to support
the server ("B") side of the ReadProperty and WiteProperty services, but
unlike the other controller types it is also required to support the client
("A") side of these services. Conmunication between controllers requires
that one of them support the client side and the other support the server
side, so a B-BC is often used when comuni cati on between controllers is
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needed.
.3.11 BACnet | nternetwork (BACnet)

Two or nore BACnet networks connected with BACnet routers. |n a BACnet
Internetwork, there exists only one nessage path between devi ces.

.3.12 BACnet Interoperability Building Blocks (BIBBs) (BACnet)

A BIBBis a collection of one or nore BACnet services intended to define a
hi gher level of interoperability. BIBBs are conbined to build the BACnet
functional requirenments for a device in a specification. Sone BlIBBs define
addi tional requirenents (beyond requiring support for specific services) in
order to achieve a level of interoperability. For exanple, the BIBB DS-V-A
(Data Sharing-ViewA), which would typically be used by an M&C client, not
only requires the client to support the ReadProperty Service, but also
provides a list of data types (Object / Properties) which the client nust
be able to interpret and display for the user.

.3.13 BACnet COperator Display (B-0OD)(BACnhet)

A hardware device BTL Listed as a B-OD. A basic operator interface with
limted capabilities relative to a BBOA5. It is not intended to perform
direct digital control. The B-OD profile could be used for wall-nounted
LCD devi ces, displays affixed to BACnet devices; hand-held term nals or
ot her very sinple user interfaces.

.3.14 BACnet Operator Wrkstation (B-OA5) (BACnet)

Monitoring and Control (M&C) Software BTL Listed as a B-OA5. An operator
interface with limted capabilities relative to a B-AW5s. The B-OA8 i s used
for monitoring and basic control of a system but differs froma B-AW5 in
that it does not support configuration activities, nor does it provide
advanced troubl eshooting capabilities.

.3.15 BACnet Snart Actuator (B-SA)(BACnet)

A hardware device BTL Listed as a B-SA. A sinple control output device with
limted resources; it is intended for specific applications.

.3.16 BACnet Snmart Sensor (B-SS)(BACnet)

A hardware device BTL Listed as a B-SS. A sinple sensing device with very
limted resources

.3.17 BACnet Testing Laboratories (BTL)(BACnhet)

Est abl i shed by BACnet International to support conpliance testing and
interoperability testing activities and consists of BTL Manager and the BTL
Working Goup (BTL-WE) . BTL al so publishes |Inplenmentation Guidelines.
.3.18 BACnet Testing Laboratories (BTL) Listed (BACnet)

A device that has been certified by BACnet® Testing Laboratory. Devices
may be certified to a specific device profile, in which case the

certification indicates that the device supports the required capabilities
for that profile, or may be certified as "other".

SECTION 25 10 10 Page 22



.3.19 Binary

A two-state systemor signal; for exanple one where an "ON' condition is
represented by a high signal level and an "OFF" condition is represented by
a lowsignal level. 'Digital' is sonetines used interchangeably with
'binary'.

.3.20 Bi ndi ng (LonWr ks)

The act of establishing comunications between CEA-709.1-D devi ces by
associating the output of a device to the input of another so that
information is automatically (and regularly) sent w thout being requested
by the recipient.

.3.21 Broadcast

Unl i ke nost nessages, which are intended for a specific recipient device, a
broadcast nessage is intended for all devices on the network.

.3.22 Bui I di ng Control Network (BCN)

The network used by the Building Control System Typically the BCNis a
BACnet ASHRAE 135 or LonWorks CEA-709.1-D network installed by the building
control system contractor.

.3.23 Bui I di ng Control System (BCS)

One type of Field Control System A control systemfor building electrica
and nechani cal systens, typically HVAC (including central plants) and
lighting. A BCS generally uses Direct Digital Control (DDC) Hardware and
generally does NOT include its own |ocal front end.

.3.24 Bui | di ng Poi nt of Connection (BPOC)

A FPCC for a Building Control System (This termis being phased out of
use in preference for FPOC but is 