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SMALL | NTRUSI ON DETECTI ON SYSTEM
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NOTE: This gui de specification covers the
requirenents for small intrusion detection systens
(32 zones or less) which provide operator

i nteracti on and dynami ¢ process nani pul ati on

i ncludi ng overall system supervision, and control

Edit this guide specification for project specific
requi renents by addi ng, deleting, or revising text.
For bracketed itens, choose applicable itens(s) or
i nsert appropriate information.

Renmove information and requirements not required in
respective project, whether or not brackets are
present.

Comrent s and suggestions on this guide specification
are wel come and should be directed to the technica
proponent of the specification. A listing of
techni cal proponents, including their organization
designation and tel ephone nunber, is on the Internet.

Recommended changes to a UFGS should be subnitted as
a Citeria Change Request (CCR)
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PART 1 GENERAL
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NOTE: This section will be used in conjunction with
Section 26 20 00 I NTERI OR DI STRI BUTI ON SYSTEM
Section 33 71 01 OVERHEAD TRANSM SSI ON AND

DI STRI BUTI ON; Section 33 70 02.00 10 ELECTRI CAL

Dl STRI BUTI ON SYSTEM UNDERGROUND; Secti on

27 15 19.00 10 WRE LI NE DATA TRANSM SSI ON SYSTEM
and any other guide specification sections required
by the design.
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1.1 REFERENCES
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NOTE: This paragraph is used to list the
publications cited in the text of the guide
specification. The publications are referred to in
the text by basic designation only and listed in
thi s paragraph by organization, designation, date,
and title.

Use the Reference Wzard' s Check Reference feature
when you add a RID outside of the Section's
Reference Article to autonmatically place the
reference in the Reference Article. Al so use the
Ref erence Wzard's Check Reference feature to update
the i ssue dates.

Ref erences not used in the text will automatically
be deleted fromthis section of the project

speci ficati on when you choose to reconcile
references in the publish print process.
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The publications listed below forma part of this specification to the
extent referenced. The publications are referred to within the text by the
basi ¢ designation only.

AMERI CAN NATI ONAL STANDARDS | NSTI TUTE (ANSI)

ANSI I NCITS 154 (1988; R 2004) Information Technol ogy
O fice Machi nes and Supplies -
Al phanureri ¢ Machi nes- Keyboard Arrangenent

ANSI INCITS 92 (1980; R 2003) Data Encryption Algorithm
| NSTI TUTE OF ELECTRI CAL AND ELECTRONI CS ENGQ NEERS (| EEE)

| EEE 142 (2007) Recommended Practice for G ounding
of Industrial and Conmercial Power Systens
- | EEE Green Book

| EEE C2 (2007; TIA 2007-1; TIA 2007-2; TIA 2007-3;
TI A 2007-4; TIA 2007-5) Nationa
El ectrical Safety Code

| EEE C62.41.1 (2002; R 2008) Guide on the Surges
Envi ronment in Low Voltage (1000 V and
Less) AC Power Circuits

| EEE C62.41.2 (2002) Recommended Practice on
Characterization of Surges in Low Voltage
(1000 V and Less) AC Power Circuits
| NTERNATI ONAL TELECOMMUNI CATI ON UNI ON (I TU)

| TU V. 34 (1998) Data Comuni cation Over the
Tel ephone Net wor k

| TU V. 42 (2002; Corrigendum 1 2003) Data
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Conmuni cati ons Over the Tel ephone
Net wor k:  Error-Control

| TU V.42 bis (1990) Data Comuni cation over the
Tel ephone Network: Data Conpression
Procedures for Data Circuit Term nating
Equi prent (DCE) Using Error Correction
Procedures

NATI ONAL ELECTRI CAL MANUFACTURERS ASSOCI ATI ON ( NEMA)

NENVA 250 (2008) Enclosures for Electrical Equipnent
(1000 Vol ts Maxi num

NEMA | CS 1 (2000; R 2005; R 2008) Standard for
I ndustrial Control and Systens: General
Requi rement s

NATI ONAL FI RE PROTECTI ON ASSOCI ATI ON ( NFPA)
NFPA 70 (2008; AMD 1 2008) National Electrical Code
TELECOVMMUNI CATI ONS | NDUSTRY ASSOCI ATI ON (Tl A)
TI A-232-F (1997; R 2002) Interface Between Data
Term nal Equi pnent and Dat a
Circuit-Term nati ng Equi pnent Enpl oyi ng
Serial Binary Data |Interchange
U S. NATI ONAL ARCHI VES AND RECORDS ADM NI STRATI ON ( NARA)
47 CFR 15 Radi o Frequency Devi ces

47 CFR 68 Connection of Term nal Equi pnent to the
Tel ephone Net wor k

UNDERWRI TERS LABORATORI ES (UL)

UL 1037 (1999; R 1999 thru 2009) Standard for
Safety Antitheft Alarns and Devices

UL 1076 (1995; R 1996 thru 2005) Standard for
Proprietary Burglar Alarm Units and Systens

UL 294 (1999; R 2001 thru 2009) Standard Access
Control System Units

UL 639 (2007; R 2010) Standard for Intrusion
Detection Units

UL 681 (1999; R 2001) Standard for Installation
and C assification of Burglar and Hol dup
Al arm Syst ens

UL 796 (2006; R 2006 thru 2009) Standard for
Printed-Wring Boards
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.2 DEFI NI TI ONS

2.1 I ntrusion Al arm

An alarmresulting fromthe detection of a specified target and which
results in an attenpt to intrude into the protected area or when entry into
an entry controlled area is attenpted wi thout successfully using entry
control procedures.

.2.2 Nui sance Al arm

An alarmresulting fromthe detection of an alarmstinuli, but which does
not represent an attenpt to intrude into the protected area.

. 2.3 Envi ronnental Al arm

An al arm during environnmental conditions which exceed those specifi ed.

. 2.4 Fal se Al arm

An al arm when there is no alarm sti nul us.

.2.5 Duress Al arm

An alarmcondition which results froma set of pre-established conditions
such as entering a special code into a keypad or by activating a switch.
This al arm category shall take precedence over other al arm categories.

.2.6 Standard | ntruder

I ndi vi dual that wei ghs 45 kg 100 pounds or less and is 1.5 m 5 feet tall or
| ess, dressed in a |ong-sleeved shirt, slacks and shoes, unless
environmental conditions at the site require protective clothing. Standard
i ntruder novenent is defined as any novenent such as wal ki ng, running,
crawing, rolling, or junping through a protected zone in the nost

advant ageous manner for the intruder.

.3 SYSTEM DESCRI PTI ON

. 3.1 Gener al

Configure the Intrusion Detection System (1DS) as descri bed and shown,

i ncl udi ng Government Furni shed Equi prent (GFE). Conputing devices, as
defined in 47 CFR 15, shall be certified to conply with the requirenents
for Cass A conputing devices and | abel ed as set forth in 47 CFR 15.

. 3.2 Overall System Reliability Requirenent

The system including all components and appurtenances, shall be configured
and installed to yield a nean time between failure (MIBF) of at |east

10, 000 hours continuous operation.

.3.3 Probability of Detection

Each zone shall have a continuous probability of detection greater than 90
percent and shall be denobnstrated with a confidence | evel of 95 percent.

This probability of detecting a standard intruder equates to 49 successful
detections out of 50 tests or 98 successful detections out of 100 tests.
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3.4 El ectrical Requirenents
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NOTE: The designer will select the correct line
frequency, and show on the draw ngs the
characteristics of each voltage source.
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El ectrically powered |IDS equi prrent shall operate on 120 or 240 volt [60]
[50] Hz AC sources as shown. Equipnent shall be able to tolerate
variations in the voltage source of plus or minus 10 percent, and
variations in the line frequency of plus or minus 2 percent with no
degradati on of performance.

.3.5 Power Line Surge Protection

Prot ect equi pnent connected to alternating current circuits from power |ine
surges. Equi pnent protection shall wthstand surge test waveforns
described in | EEE C62.41.1 and | EEE C62.41.2. Fuses shall not be used for
surge protection.

.3.6 Sensor Wring and Conmunication Circuit Surge Protection

Protect inputs against surges induced on sensor wiring. Qutputs shall be
prot ect ed agai nst surges induced on control and sensor wiring installed
outdoors and as shown. Al conmunications equi pnent shall be protected
agai nst surges induced on any comunications circuit. Al cables and
conductors, except fiber optics, which serve as comunications circuits
fromthe console to field equipnent, and between field equipnent, shal
have surge protection circuits installed at each end. Protection shall be
furni shed at equi pnment, and additional triple electrode gas surge
protectors rated for the application on each wireline circuit shall be
installed within 900 mr 3 feet of the building cable entrance. Fuses shal
not be used for surge protection. The inputs and outputs shall be tested
in both normal node and common node using the foll owi ng two wavef orns:

a. A 10 microsecond rise time by 1000 nicrosecond pul se wi dth waveform
with a peak voltage of 1500 volts and a peak current of 60 anperes.

b. An 8 mcrosecond rise tinme by 20 m crosecond pul se width waveformw th
a peak voltage of 1000 volts and a peak current of 500 anperes.

. 3.7 Syst em React i on

Al'l alarns shall be annunciated on the displays within 1 second of their
occurring at a | ocal processor.

.3.8 System Capacity

The system shall nonitor and control the nunber of inputs and outputs shown
and shall include an expansion capability of a mninum of 25 percent.

4 SUBM TTALS

EZE IR R R S R R R I I O R R R Ok S R R R R I R I R I O R I O

NOTE: Review submittal description (SD) definitions
in Section 01 33 00 SUBM TTAL PROCEDURES and edit
the following list to reflect only the submttals
required for the project. Submittals should be kept
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to the minimumrequired for adequate quality control.

A“G following a subnmittal itemindicates that the
submittal requires Governnent approval. Sone
submittals are already marked with a “G'. Only
delete an existing “G' if the subnittal itemis not
conpl ex and can be reviewed through the Contractor’s
Quality Control system Only add a “G if the
submittal is sufficiently inportant or conplex in
context of the project.

For submittals requiring Governnent approval on Arny
projects, a code of up to three characters within
the submittal tags nmay be used following the "G
designation to indicate the approving authority.
Codes for Arny projects using the Resident
Managenment System (RMB) are: "AE" for
Architect-Engineer; "DO' for District Ofice

(Engi neering Division or other organization in the
District OOfice); "AO for Area Ofice; "RO for
Resident Ofice; and "PO' for Project Ofice. Codes
following the "G' typically are not used for Navy,
Air Force, and NASA projects.

Choose the first bracketed itemfor Navy, Air Force
and NASA projects, or choose the second bracketed
itemfor Army projects.

IR R R R R R RS EEEEEREEEEEEEEEREEEREREEEREEEREEEREEREEEEREEEEEEEEEEREEEREEEEEEREEEEEEESES

CGovernment approval is required for submttals with a "G' designation;
submittals not having a "G' designation are for [Contractor Quality Control
approval .] [information only. Wen used, a designation following the "G
designation identifies the office that will review the submttal for the
Government.] Submt the following in accordance with Section 01 33 00
SUBM TTAL PROCEDURES:

SD- 03 Product Data

Intrusion Detection Systen[; C[; G [___ 11
a. System block diagram
b. Console installation, block diagrans, and wiring diagrans.
c. Processor installation, typical block, and wiring diagrans.
d. Details of connections to power sources, including power
suppl i es and groundi ng.
e. Details of surge protection device installation.
f. Sensor detection patterns.
g. The qualifications of the Manufacturer, Contractor, and

Installer to performthe work specified herein.
Key Control Plan[; CGI[; G [____ 11
Key control plan including the foll ow ng:
Procedures that will be used to | og and positively control
keys during installation.

a.

I

b. Alisting of all keys and where they are used.

c. Alisting of all persons allowed entry to the keys.

al

SECTION 28 16 01.00 10 Page 9



Spare Parts

Data lists of spare parts, tools, and test equi prent for each
different itemof material and equi pnent specified.

Manufacturer's Instructions[; C[; G |

Printed copies of manufacturer's reconmmendations for
installation of materials prior to installation. Were
installation procedures, or any part thereof, are required to be
in accordance with manufacturer's recomendations, installation of
the itemw |l not be allowed to proceed until the reconmendations
are received and approved.

Testing[; C[; G [___ 1]

Test plan defining all tests required to ensure that the system
nmeets technical, operational and perfornance specifications, [60]
[ ] days prior to proposed test date. The test plan nust be
approved before the start of any testing. The test plan shal
identify the capabilities and functions to be tested, and include
detailed instructions for the setup and execution of each test and
procedures for evaluation and docunentation of the results.

Experi ence
Witten proof of specified experience requirenents.
SD- 06 Test Reports
Performance Verification Test

Test reports, in booklet formwith w tness signatures verifying
execution of tests. Reports shall showthe field tests to verify
conpliance with the specified perfornmance criteria. Test reports
shal | include records of the physical paraneters verified during
testing. Test reports shall be submitted within [7] [14] [
days after conpletion of testing.

SD-07 Certificates
Mat eri al s and Equi prent

Where materials or equipnent are specified to conform be
constructed or tested to neet specific requirenents, certification
that the itens provided conformto such requirenents.
Certification by a nationally recogni zed testing | aboratory that a
representative sanple has been tested to neet the requirenents, or
a published catal og specification statement to the effect that the
itemneets the referenced standard, will be acceptable as evidence
that the itemconfornms. Conpliance with these requirenments does
not relieve the Contractor fromconpliance with other requirenents
of the specifications.

1.5 QUALI TY ASSURANCE

Submit witten proof that the foll owi ng experience requirements are being
met .

SECTION 28 16 01.00 10 Page 10



1.5.1 Har dwar e Manuf act ur er

Al'l system conponents shall be produced by manufacturers who have been
regul arly engaged in the production of intrusion detection system
conmponents of the types to be installed for at |east 3 years.

1.5.2 Sof t war e Manuf act urer

Al system and application software shall be produced by manufacturers who
have been regularly engaged in the production of intrusion detection system

and application software of sinilar type and conplexity as the specified
systemfor at |east 2 years.

1.5.3 System Installer

The systemshall be installed by a Contractor who has been regularly
engaged in the installation of intrusion detection systens of sinmlar type
and conplexity as the specified systemfor at |east 2 years.

1.5.4 Li ne Supervi sion

1.5.4.1 Signal and Data Transm ssion System (DTS) Line Supervision

EE R R R S R I R I R R R R R R R R S I R R I R I R R R S R R R R

NOTE: Specify 5 percent line supervision for Leve
A security assets as defined in UFC 4-020- 04FA

Rk Ik kR IR R R Ik AR Rk R R Rk O kO O R R R I R R Rk ko

Al'l signal or DTS lines between sensors and the al arm annunci ati on consol e
shal | be supervised by the system The system shall supervise the signa
lines by monitoring changes in the direct current that flows through the
signal lines and a termnating resistor. The systemshall initiate an
alarmin response to a current change of [5] [10] percent or greater. The
systemshall also initiate an alarmin response to opening, closing,
shorting, or grounding of the signal and DTS |i nes.

1.5.4.2 Data Encryption

Rk Rk kR IR R R I kO e O O R AR R R R Rk kO I R R I O S R Rk o

NOTE: Data encryption should be used only when
requi red by governing regul ati ons or when it has
been determined that it is undesirable to all ow
unaut hori zed persons access to system

I nt er communi cat | on.
B R R R

The intrusion detection systemshall incorporate data encryption equi pnent
on data transm ssion nedia |inks as shown. The al gorithmused for

encryption shall be the Data Encryption Standard (DES) al gorithm descri bed
in ANSI I NCI TS 92

1.5.5 Data Transmi ssion System (DTS)

EE R R R S I R I R I R I R S R R R R O S R R I R R R R R S R R R O

NOTE: The designer will include in the project
specification the UFGS specified bel ow.

Rk Rk kR IR R R I kO e O O R AR R R R Rk kO I R R I O S R Rk o

Provi de data transm ssion systens as specified in Section 27 15 19.00 10
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W RE LI NE DATA TRANSM SSI ON SYSTEM and as shown.
1.6 ENVI RONVENTAL REQUI REMENTS
1.6.1 Interior, Controlled Environnment

Al'l system conponents, except the console, installed in interior |ocations
havi ng controll ed environments shall be rated for continuous operation
under anbi ent environmental conditions of 2 to 50 degrees C 36 to 122
degrees F dry bulb and 20 to 90 percent relative humdity, noncondensing.

1.6.2 Interior, Uncontrolled Environnent

Al system conponents installed in interior |ocations having uncontrolled
environments shall be rated for continuous operation under ambient
environmental conditions of mnus 18 to plus 50 degrees C 0 to 122 degrees F
dry bulb and 10 to 95 percent relative hum dity, noncondensi ng.

1.6.3 Ext eri or Environment

System conponents that are installed in |ocations exposed to weather shal
be rated for continuous operation under anbient environnmental conditions of
m nus 34 degrees to 50 degrees C minus 30 to 122 degrees F dry bulb and 10
to 95 percent relative humdity, condensing. |In addition, the system
conmponents shall be rated for continuous operation when exposed to
performance conditions as specified in UL 294 and UL 639 for outdoor use
equi prrent. I n addition, conponents shall be rated for continuous operation
when exposed to rain as specified in NEVMA 250, winds up to 137 kmih 85 nph
and snow cover up to 610 mr 2 feet thick, neasured vertically.

1.6.4 Hazar dous Envi r onnent

Syst em conponents | ocated in areas where fire or explosi on hazards nmay
exi st because of flammabl e gases or vapors, flammble |iquids, conbustible
dust, or ignitable fibers or flyings, shall be rated and installed
according to Chapter 5 of NFPA 70 and as shown.

1.6.5 Central Station

Al'l central station equipnent shall, unless designated otherw se, be rated
for continuous operation under anbient environnental conditions of 16 to 29
degrees C 60 to 85 degrees F and a relative humdity of 20 to 80 percent.

1.7 EXTRA MATERI ALS

Submit spare parts data for each different item of equipnent and materi al
specified, after approval of detail drawings and not later than [2] [__ ]
nonths prior to the date of beneficial occupancy. The data shall include a
complete list of parts and supplies, with current unit prices and source of
supply, and a list of the parts recommended for stocking

PART 2 PRODUCTS

2.1 MATERI ALS AND EQUI PMENT

Rk Rk kR IR R R Sk O kb S O I AR R R R Rk O ok O O R IR I bk S A R

NOTE: Some sensors have special or optiona
features that nay be required for this project.
Refer to Techni cal Manual 5-853-4 for guidance on
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2.

2.

2

applicability. Add descriptions of special or
optional features to this specification if they are
required.
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1.1 Cener al

Units of the sane type of equipnent shall be products of a single
manufacturer. Al material and equi prent shall be new and currently in
production. Each mmjor conponent of equi pnent shall have the

manuf acturer's nodel and serial nunber in a conspicuous place. Provide

| am nated pl astic naneplates for |ocal processors. Each nanepl ate shal
identify the local processor and its location within the system Lami nated
plastic shall be 3 my 1/8 inch thick, white with black center core.

Nanmepl ates shall be a mininumof 25 by 75 mr 1 by 3 inches, with mninmum 6
nr 1/4 inch high engraved block lettering. Attach naneplates to the inside
of the encl osure housing the |ocal processor. Qher major conponents of
the system shall have the nmanufacturer's nane, address, type or style,

nodel or serial nunber, and catal og nunmber on a corrosion resistant plate
secured to the itemof equipment. Naneplates will not be required for
devices snmaller than 25 by 75 mr 1 by 3 inches.

1.2 Encl osur es
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NOTE: Show on the draw ngs which specific type of

encl osure is needed. Show netallic enclosures for

very high security areas or when a hi gher degree of
tanper protection is desirable.
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System encl osures shall be as shown.

.1.2.1 I nterior Sensor

Sensors to be used in an interior environment shall be housed in an
encl osure that provides protection against dust, falling dirt, and dripping
noncorrosive |iquids.

.1.2.2 Interior Electronics

System el ectronics to be used in an interior environment shall be housed in
encl osures which neet the requirenents of NEVA 250 Type 12.

.1.2.3 Exteri or El ectronics

System el ectronics to be used in an exterior environment shall be housed in
encl osures which neet the requirements of NEMA 250 Type 4X.

.1.2. 4 Corrosi on Resi stant

System el ectronics to be used in a corrosive environnent as defined in
NEMA 250 shall be housed in an encl osure which neet the requirenments of
NEVA 250 Type 4X.

.1.2.5 Hazar dous Envi ronment Equi prent

System el ectronics to be used in a hazardous environnment shall be housed in
an encl osure whi ch neets the requirenments of paragraph Hazardous
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2.

Envi ronnent .

1.3 Fungus Tr eat nment
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NOTE: Fungus treatnment should only be used on

equi pment to be installed in climtes that are known
to cause problens with fungus growmh. Exanples are
extremely tropical climtes or hunmid, poorly
ventilated areas. |f these conditions do not exist,
del ete the fungus treatnent requirenent.
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Syst em conponents | ocated in fungus grow h inductive environments shall be
completely treated for fungus resistance. Treating materials containing a
nercury bearing fungicide shall not be used. Treating materials shall not
increase the flammability of the naterial or surface being treated.
Treating nmaterials shall cause no skin irritation or other injury to
personnel handling it during fabrication, transportation, operation, or

mai nt enance of the equi pment, or during use of the finished itens when used
for the purpose intended.

.1.4 Tanper Provi sions

.1.4.1 Tanper Switches

Encl osures, cabinets, housings, boxes, and fittings of every description
havi ng hi nged doors or renpvable covers and which contain circuits or
connections of the intrusion detection systemand its power supplies, shal
be provided with cover operated, corrosion-resistant tanper switches,
arranged to initiate an al arm signal when the door or cover is noved. The
encl osure and the tamper switch shall function together in such a manner as
to not allow direct line of sight to any internal conponents before the
switch activates. Mke tanper switches inaccessible until the switch is
activated; have nmounting hardware so conceal ed that the | ocation of the
switch cannot be observed fromthe exterior of the enclosure; be connected
to circuits which are under electrical supervision at all tines,
irrespective of the protection node in which the circuit is operating;
shal | be spring-loaded and held in the closed position by the door or
cover; and shall be wired so that they break the circuit when the door or
cover is disturbed.

a. Nonsensor Enclosures: Tanper switches on nonsensor enclosures, which
nmust be opened to nake routine maintenance adjustnents to the system
and to service the power supplies, shall be push/pull-set, automatic
reset type

b. Sensor Enclosures: Tanper sw tches on sensor enclosures, which nust be
opened to make routine maintenance adjustnents to the sensor, shall be
single pole single throw type.

.1.4.2 Encl osure Covers

Covers of pull and junction boxes provided to facilitate initia
installation of the system need not be provided with tanmper switches if
they contain no splices or connections, but shall be protected by tack
wel di ng or brazing the covers in place or by tanper resistant security
fasteners. Labels shall be affixed to such boxes indicating they contain
no connecti ons.
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2.1.5 Locks and Key-Lock Switches
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NOTE: Either round key or conventional key type

| ocks are acceptable for use in the System

Sel ection should be based on hardware availability
at the tine of design and the requirenents for

mat ching 1 ocks currently in use at the site. |If the
| ocks do not have to be matched to | ocks in use, and
t he desi gner has no preference, all brackets nay be
removed
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2.1.5.1 Locks

Install |ocks on system enclosures for mai ntenance purposes. Locks shal

be UL listed, [round-key type, with three dual, one mushroom and three
plain pin tumblers] [or] [conventional key type |ock having a comnbination
of five cylinder pin and five-point three position side bar]. Keys shal

be stanmped "U. S. GOVT. DO NOT DUP'. The locks shall be so arranged that
the key can only be w thdrawn when in the | ocked position. Al maintenance
| ocks shall be keyed alike and only two keys shall be furnished for all of
these | ocks. These keys shall be controlled in accordance with the key
control plan.

2.1.5.2 Key- Lock- Operated Sw t ches

Al'l key-lock-operated switches required to be installed on system
conponents shall be UL listed, [round-key type, with three dual, one
mushroom and three plain pin tunblers] [or] [conventional key type |ock
havi ng a combi nation of five cylinder pin and five-point three position
side bar]. Keys shall be stanmped "U.S. GOVTI. DO NOT DUP".

Key- | ock-operated switches shall be two position, with the key renovable in
either position. Al key-lock-operated switches shall be keyed differently
and only two keys shall be furnished for each key-I ock-operated-swtch.
These keys shall be controlled in accordance with the key control plan.

2.1.5.3 Constructi on Locks

If the Contractor requires locks during installation and construction, a
set of tenporary |ocks shall be used. The final set of locks installed and
delivered to the Government shall not include any of the tenporary | ocks.

2.1.6 Application of System Conponent

Syst em conponents shall be designed for continuous operation. Electronic
conmponents shall be solid state type, nounted on printed circuit boards
conformng to UL 796. Printed circuit board connectors shall be plug-in
qui ck-di sconnect type. Power dissipating conponents shall incorporate
safety margins of not less that 25 percent with respect to dissipation
ratings, maxi numvoltages, and current carrying capacity. Light duty
relays and sinilar switching devices shall be solid state type or seal ed
el ectro- mechani cal .

2.1.6.1 Mai nt ai nability

Conponents shall be designed to be maintained using commercially avail abl e
tool s and equi prrent. Conponents shall be arranged and assenbl ed so they
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are accessible to mai ntenance personnel. There shall be no degradation in
tanmper protection, structural integrity, EM/RFl attenuation, or line
supervi sion after mai ntenance when it is performed in accordance with
manufacturer's instructions. The systemshall be configured and installed
to yield a nean tine to repair (MITR) of not nore than 8 hours. Repair
time is the clock tinme fromthe tine nmai ntenance personnel are given
entrance to the system and begin work, until the systemis fully functional.

.1.6.2 I nt erchangeability

Construct the systemw th of f-the-shelf conponents which are physically,
electrically and functionally interchangeable w th equival ent conponents as
conplete itens. Replacenent of equival ent conponents shall not require
nodi fication of either the new conponent or of other conponents with which
the replacenent itens are used. Custom designed or one-of-a-kind itens
shal | not be used. Interchangeabl e conponents or nodul es shall not require
trial and error matching in order to neet integrated systemrequirenents,
system accuracy, or restore conplete systemfunctionality.

.1.6.3 El ectromagneti ¢ and Radi o Frequency Interference (EM/RFI)

Syst em conponents generating EM/RFI shall be designed and constructed in
accordance with 47 CFR 15.

.1.6.4 Product Safety

Syst em conponents shall conformto applicable rules and requirements of
NFPA 70. System conponents shall be equi pped with instruction plates,

i ncludi ng warni ngs and cautions, describing physical safety, and special or
i mportant procedures to be followed in operating and servicing system

equi prrent .

1.7 Control s and Designations

Provi de controls and designations as specified in NEVA | CS 1.

.1.8 Speci al Test Equi prent

Provide all special test equipnent, special hardware, software, tools, and
programming or initialization equiprment needed to start or maintain any
part of the systemand its conponents. Special test equiprment is defined
as any test equi pnent not normally used in an el ectroni cs nmai ntenance
facility.

.1.9 Al ar m Qut put

The al arm out put of each sensor shall be a single pole double throw (SPDT)
contact rated for a minimumof 0.25 A at 24 volts DC

.1.10 AlarmIndicator Lights

I ndi cator |ights used throughout the systemshall be |ight emtting diodes
(LED) or long life incandescent |lanps. The indicator |ights used shall be
visible froma distance of 9 nm 30 feet in an area illuninated to 800 |ux 75
foot candles. The indicator lights shall conformto the follow ng col or
codi ng:

a. FLASH NG RED to alert an operator that a zone has gone into an
unacknow edged al armor that prinmary power has fail ed.
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b. RED to alert an operator that a zone is in alarmand that the al arm has
been acknow edged.

c. YELLOWto advise an operator that a zone is in access.
d. GREEN to indicate that a zone is secure or that power is on

2.1.11 Access/ Secur e Devi ces
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NOTE: The designer should refer to the design
manual for proper application of this type of
har dwar e
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Access/ secure devices shall be used to place a protected zone in ACCESS.
The device shall disable all sensor alarmoutputs, with the exception of
tanmper alarmoutputs within the protected zone, and sensors in zones above
false ceilings or other inaccessible |ocations as shown.

2.1.11.1 Swi t ches

The switch shall consist of a double pull key-operated switch housed in a
NEMA 12 equi val ent encl osure.

2.1.11.2 Key Pads

Secur e/ Access keypads shall use a unique conbi nation of al phanuneric and
ot her synbols as an identifier. Keypads shall contain an integra

al phanuneri c/ speci al synbol s keyboard with synbols arranged i n ascendi ng
ASCI | code ordinal sequence. The keypad shall have a contact output.

2.2 I NTERI OR SENSORS
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NOTE: Show sensor patterns and installation details
on drawi ngs. Add requirenent for additional site
specific conditions such as furniture/equi pnent

| ayout within protected areas, hazard | ocation area,
type of hazard, class, and group. Renote test
capability shoul d be used only when required by
governing regul ati ons or when sensors are installed
in hard to reach areas. Wthin the U S., the FCC
regul ates the operating frequencies of all mcrowave
sensors. Oher countries have their own
frequenci es. The designer nust determnm ne what
frequency is allowed at the project site.
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2.2.1 Bal anced Magnetic Switch (BMS)
The BMS shall detect 6 mm 1/4 inch of separating relative novenent between

the magnet and the switch housing. Upon detecting such novenent, it shal
transmt an alarmsignal to the al arm annunciation system

2.2.1.1 BMS Subassenbl i es

The BMS shall consist of a switch assenbly and an actuating magnetic
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assenmbly. The switch mechani smshall be of the bal anced nmagnetic type.
Each switch shall be provided with an overcurrent protective device, rated
tolimt current to 80 percent of the switch capacity. Switches shall be
rated for a mnimumlifetine of one mllion operations. The housings of
surface munted switches and magnets shall be made of nonferrous netal and
shal | be weat herproof. The housings of recess nmounted swi tches and magnets
shal | be nade of nonferrous metal or plastic.

.2.1.2 Remot e Test

Provide a renpte test capability. The renote test shall be initiated when

commanded by the al arm annunci ation system The renpte test shall activate
the sensor's switch nmechani smcausing an alarmsignal to be transmitted to

the al arm annunci ati on system The renote test shall simulate the novenent
of the actuating nmagnet relative to the switch subassenbly.

. 2.2 d ass Break Sensor, Piezoelectric

The gl ass break sensor shall detect high frequency vibrations generated by
the breaking of glass while ignoring all other nechanical vibrations. An
al arm signal shall be transmitted upon detecting such frequencies to the
al arm annunci ati on system

.2.2.1 Sensor El enent

The sensor el enent shall consist of piezoelectric crystals. The sensor

el ement housi ng shall be designed to be nounted directly to the gl ass
surface being protected. Only the adhesive recomended by the manufacturer
of the sensor shall be used to nount detectors to glass. The detection
pattern of a sensor elenent shall be circular with at least a 1.5 m 5 foot
radi us on a continuous pane of glass. A factory installed hookup cable of
not less than 1.8 n 6 feet shall be included with each sensor. The sensor
el ement shall not exceed 2600 square mr 4 square inches. The sensor

el ement shall be equipped with a light emtting diode (LED) activation
indicator. The activation indicator shall |ight when the sensor responds
to the high frequenci es associated with breaking glass. The LED shall be
held on until it is turned off nanually at the sensor signal processor or
by command from the al arm annunci ati on system

.2.2.2 Sensor Signal Processor

The sensor signal processor shall process the signals fromthe sensor

el ements and provide the alarmsignal to the al arm annunciation system
The sensitivity of the sensor shall be adjustable by controls within the
sensor signal processor. The controls shall not be accessible when the
sensor signal processor housing is in place. The sensor signal processor
nmay be integral with the sensor or nay be a separate assenbly.

.2.2.3 G ass Break Simul ator

Provi de a device that can induce frequencies into the protected pane of
glass that will sinmulate breaking glass to the sensor el enent w thout
causi ng danage to the pane of gl ass.

.2.3 G ass Break Sensor, Acoustic

The gl ass break sensor shall detect high frequency vibrations generated by

the breaking of glass while ignoring all other nechanical vibrations. An
al arm signal shall be transmtted upon detecting such frequencies to the
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2.

al arm annunci ati on system

.2.3.1 Acoustic Sensor El enent

The sensor el enent shall be a nicroprocessor based digital device. The
sensor shall detect breakage of plate, |amnate, tenpered, and wired gl ass
while rejecting common causes of false alarnms. The detection pattern of
the sensor element shall be a range of 6 m 20 feet mininum The sensor

el ement shall be equipped with a light emtting di ode (LED) activation
indicator. The activation indicator shall |ight when the sensor responds
to the high frequenci es associated with breaking glass. The LED shall be
held on until it is turned off nanually at the sensor signal processor or
by command from the al arm annunci ati on system The sensor signal processor
shal | process the signals fromthe sensor el enent and provide the alarm
signal to the al arm annunciation system

.2.3.2 Acousti c Sensor Signal Processor

The sensor signal processor shall process the signals fromthe sensor

el ements and provide the alarmsignal to the al arm annunciati on system
The sensitivity of the sensor shall be adjustable by controls within the
sensor signal processor. The controls shall not be accessible when the
sensor signal processor housing is in place. The sensor signal processor
nmay be integral with the sensor or nay be a separate assenbly.

.2.3.3 Acoustic d ass Break Sinulator

A device that can induce frequencies which sinulate breaking glass to the
sensor shall be available for the specific sensor selected. The sinulator
shal | not cause danage to the pane of gl ass.

2.4 Duress Al arm Swi tches
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NOTE: The designer will decide what type of duress
al arm shoul d be used for this project.
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Duress alarm switches shall provide the means for an individual to covertly
notify the alarm annunci ation systemthat a duress situation exists.

.2.4.1 Foot r ai

Footrail duress alarms shall be designed to be foot activated and fl oor
mounted. No visible or audible alarmor noise shall emanate fromthe

swi tch when activated. The switch shall lock in the activated position
until manually reset with a key. The switch housing shall shroud the
activating lever to prevent accidental activation. Switches shall be rated
for a mnimumlifetime of 50,000 operations.

.2.4.2 Pushbut t on

Lat chi ng pushbutton duress alarns shall be designed to be activated by
depressing a pushbutton | ocated on the duress switch housing. No visible
or audible alarmor noise shall emanate fromthe switch. The sw tch shal
lock in the activated position until manually reset with a key. The switch
housi ng shall shroud the activating button to prevent accidenta

activation. Switches shall be rated for a mnimumlifetinme of 50,000
operati ons.
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2.2.4.3 Wrel ess

Wrel ess duress alarns shall consist of portable alarmtransmtters and
permanently installed receivers. The transmitter shall be activated by
depressing a pushbutton | ocated on the housing. An alarmsignal shall be
transmtted to one or nmore receivers located within a protected zone. The

receivers shall, in-turn, transmt an alarmsignal to the alarm
annunci ati on system No visible or audible alarmor noise shall emanate
fromthe transmtter or receiver when activated. The receiver shall |ock

inatransmtting node until manually reset. The transnmitter housing shal
shroud the activating button to prevent accidental activation. The
transmtter shall be designed to be unobtrusive and still be activated in a
covert manner. Switches shall be rated for a mnimumlifetime of 50,000
operations. The transmitters shall have a range of 30 m 100 feet.

2.2.5 Security Screen

Security screens shall detect an standard intruder when the sensor wire is
di sconnected, cut, or broken. An alarmsignal shall be transmtted to the
al arm annunci ati on system The sensor shall be constructed from 26 gauge

i nsul ated hard-drawn copper wire installed in a grid pattern on a wooden
frane or as shown. The sensor grid wires connection to the alarm
annunci ati on system shall be housed within a junction box as shown. A
tamper switch shall be provided to detect attenpts to renove the screen and
to detect attenpts to tanper with connections and end of line resistor.

2.2.6 Vi brati on Sensor
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NOTE: The area protected by a single sensor can be
increased by installing a steel strap grid as
di scussed in the design manual
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The vibration sensor shall detect the high frequency vibrations generated
by the use of such tools as oxyacetyl ene torches; oxygen |ances; high speed
drills and saws; and expl osives, to penetrate a structure while ignoring
all other nmechanical vibrations. An alarmsignal shall be transmitted to
the al arm annunci ati on system The sensor shall consist of a sensor signa
processor and piezoelectric crystal sensor elenents that are designed to be
rigidly nounted to the structure being protected. The sensor signha
processor may be integral with the sensor elenment or may be a separate
assenbly. The sensor signal processor shall process the signals fromthe
sensor elements and provide the alarmsignal to the al arm annunci ati on
system The sensitivity of the sensor shall be adjustable by controls
within the sensor signal processor. The controls shall not be accessible
when the sensor signal processor housing is in place. The detection
pattern of a sensor elenent shall be circular with at least a 1.8 m 6 foot
radius on the protected structure.

2.2.7 M cr owave Mdtion Sensor

The transnmitted mcrowave notion sensor shall detect changes in a mcrowave
signal. Upon detecting a specific change, the sensor shall transmit an
alarm signal to the alarm annunci ation system The sensor shall detect a
standard intruder nmoving within the sensor's detection pattern at a speed of
0.09to 2.3 m0.3to 7.5 feet per second. The sensor shall conply with

47 CFR 15 Subpart F. The sensor's coverage pattern shall be as shown. The
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sensitivity of the sensor shall be adjustable by controls within the
sensor. The controls shall not be accessible when the sensor housing is in
pl ace. The sensor shall be adjustable to obtain the coverage shown.

.2.7.1 Test Indicator, Mcrowave Signa

The nicrowave notion sensor shall be equipped with an LED wal k test
indicator. The walk test indicator shall not be visible during norma

operations. Wen visible, the walk test indicator shall |ight when the
sensor detects an intruder. The sensor shall either be equipped with a
manual control, |ocated within the sensor's housing, to enabl e/disable the

test indicator or the test indicator shall be |ocated within the sensor
such that it can only be seen when the housing is open/renoved.

.2.7.2 Renote Test, M crowave Signa

Provide a renpte test capability. The renpte test hardware nmay be integra
to the sensor or a separate piece of equipnent. The renote test shall be
initiated when commanded by the al arm annunci ati on system The renote test
shal |l excite the sensing el ement and associ ated el ectronics causing an
alarmsignal to be transmitted to the al arm annunci ation system The
sensor stinulation generated by the renbte test hardware shall simulate a
standard intruder noving within the sensor's detection pattern

.2.8 Passi ve Infrared Mdtion Sensor

The passive infrared notion sensor shall detect changes in the anbient

| evel of infrared em ssions caused by the novenent of a standard intruder
within the sensor's field of view. Upon detecting such changes, the sensor
shall transmt an alarmsignal to the alarm annunci ation system The
sensor shall detect a change in tenperature of no nore than 1.1 degrees C 2
degrees F, and shall detect a standard intruder traveling within the
sensor's detection pattern at a speed of 0.091 to 2.29 m 0.3 to 7.5 feet
per second across two adj acent segnents of the field of view Em ssions
nonitored by the sensor shall be in the 8 to 14 micron range. The sensor
shal | be adjustable to obtain the coverage pattern shown. The sensor shal
be equipped with a tenperature conpensation circuit.

.2.8.1 Test Indicator, Infrared Em ssions

The passive infrared notion sensor shall be equipped with an LED wal k test
indicator. The walk test indicator shall not be visible during nornal

operations. \Wen visible, the walk test indicator shall |ight when the
sensor detects an intruder. The sensor shall either be equipped with a
manual control, located within the sensor's housing, to enabl e/disable the

test indicator or the test indicator shall be |located within the sensor
such that it can only be seen when the housing is open/renoved.

.2.8.2 Renpte Test, Infrared En ssions

Provide a renote test capability. The renpte test hardware nay be integra
to the sensor or a separate piece of equipnent. The renote test shall be
initiated when commanded by the al arm annunci ati on system The renote test
shal | excite the sensing el ement and associ ated el ectronics causing an
alarmsignal to be transnmitted to the al arm annunci ati on system The
sensor stimulation generated by the renmpte test hardware shall simulate a
standard intruder noving within the sensor's detection pattern.
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2.

2.9 M crowave- Passi ve Infrared Dual Detection Mtion Sensor

The dual detection notion sensor shall be a single unit conbining a
detector which detects changes in the transmtted m crowave signal and a
detector which detects changes in the anbient |evel of infrared em ssions
caused by the novenent of a standard intruder within the detection

pattern. The detection pattern shall be capable of covering a 6 by 9 m 20
by 30 feet room Upon detection of changes by either detector, a w ndow of
nore than 3 seconds but | ess than 8 seconds shall be opened. |If the other
detector detects a change during this wi ndow, the sensor shall transmt an
alarmsignal to the alarm annunci ation system The passive infrared
detector shall detect a change in tenperature of no nore than 1.1 degrees C
2 degrees F, and shall detect a standard intruder traveling within the
detection pattern at a speed of 0.09 to 2.3 m 0.3 to 7.5 feet per second
across two adj acent segnents of the field of view  Em ssions nonitored by
the sensor shall be in the range of 8 to 14 microns. The m crowave
detector shall detect a standard intruder noving within the detection
pattern at a speed of 0.09 to 2.3 m 0.3 to 7.5 feet per second. The

m crowave detector shall conply with 47 CFR 15 Subpart F. The controls
shal | not be accessible when the sensor housing is in place. The sensor
shal |l be configured to produce an al arm when both detectors sense a target.

.2.9.1 Test 1 ndicator

The sensor shall be equi pped with an LED wal k test indicator for both the
passive infrared detector and the mcrowave detector. The wal k test

i ndi cator shall not be visible during normal operations. When visible, the
wal k test indicator shall |ight when the sensor detects an intruder. The
sensor shall either be equipped with a manual control, |located within the
sensor's housing, to enable/disable the test indicators or the test

i ndi cators shall be l|ocated within the sensor such that it can only be seen
when the housing i s open/renoved.

.2.9.2 Renot e Test

Provide a renpte test capability. The renpte test hardware nay be integra
to the sensor or a separate piece of equipnent. The renote test shall be
initiated when commanded by the al arm annunci ati on system The renote test
shal | excite each sensing el ement and associ ated el ectroni cs causi ng an
alarmsignal to be transmtted to the al arm annunci ati on system The
sensor stinulation generated by the renbte test hardware shall sinmulate a
standard intruder noving within the sensor's detection pattern

.2.10 Phot o- El ectri c Sensor

The photo-electric sensor shall detect an interruption of the |ight beam
that links the transnmitter and receiver caused by a standard intruder

wal king at a speed of less than 2.3 m 7.5 feet per second through the
beam Upon detecting such an interruption, the sensor shall transmit an
alarm signal to the al arm annunciation system The sensor shall use a
pul sed infrared light source. Miltiple sensors shall be able to operate
within the sanme zone without interfering with each other. The coverage
pattern shall be as shown.

.2.10.1 Test | ndicator, Photo-Electric System

The sensor shall be equipped with an LED wal k test indicator. The walk
test indicator shall not be visible during normal operations. Wen
visible, the walk test indicator shall |ight when the sensor detects an
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intruder. The sensor shall either be equipped with a nanual control,

| ocated within the sensor's housing, to enable/disable the test indicator
or the test indicator shall be located within the sensor so that it can
only be seen when the housing is open/renoved.

.2.10.2 Renote Test, Photo Electric System

Provide a renote test capability. The renpte test hardware nay be integra
to the sensor or a separate piece of equipnent. The renote test shall be
initiated when commanded by the al arm annunci ati on system The renote test
shal | excite each sensing el ement and associ ated el ectroni cs causi ng an
alarmsignal to be transnmtted to the al arm annunci ati on system The
sensor stimulation generated by the renote test hardware shall sinmulate a
standard intruder noving within the sensor's detection pattern.

.3  CENTRAL STATI ON HARDWARE

The central station conputer shall be a standard unnodified digita

comput er of nodul ar design. The CPU word size shall be 64 bits or larger.
The operating speed of the processor shall be at |east 150 MHZ

.3.1 Menory

The conputer shall contain at |east 40 negabytes of usable installed nenory.
.3.2 Power Supply

The power supply shall have a m nimum capacity of 250 Watts.

.3.3 Serial Port

a. One TIA-232-F serial port shall be provided for general use.

b. Adjustable data transmi ssion rates from 9600 to 57.6 kbps shall be
sel ect abl e under program control

. 3.4 Paral | el Port

An enhanced parallel port shall be provided.

.3.5 Col or Moni tor

The nonitor shall be no less than 430 mr 17 inches, with a m ninmm

resolution of 1280 by 1024 pixels, noninterlaced, and a maxi mum dot pitch of
0.28 mm 0.0112 inches. The video card shall support at |east 256 colors

at a resolution of 1280 by 1024 pixels at a mnimumrate of 70 Hz.

.3.6 Keyboar d

A 101 keyboard having a m ni mum 64 character standard ASCI| character set
based on ANSI | NCI TS 154 shall be furnished.

.3.7 Enhancenent Har dwar e

Enhancenent hardware such as special function keyboards, special function
keys, touch screen devices, or nouse shall be provided for frequently used
operat or commands such as: Help, A arm Acknow edge, Place Zone In Access,
Pl ace Zone In Secure, System Test, Print Reports, Change Operator, Security
Li ghting Controls, and Display G aphics.

SECTION 28 16 01.00 10 Page 23



2.3.8 Di sk Storage

A hard disk with controller having a maxi nrum average access tinme of 10
mlliseconds shall be provided. The hard disk shall provided a m ni num of
2.0 gigabytes of fornatted storage.

2.3.9 Fl oppy Di sk Drive

A mninmmof 1 high density floppy disk drive and controller in 90 nmv 3-1/2
i nch di aneter size shall be provided.

2.3.10 Magneti c Tape System

A 4 mr 0.16 inch cartridge magnetic tape systemshall be provided. The
system capacity shall be 0.8 gigabytes mni nrum per tape. Each tape shal
be computer grade, in arigid cartridge with spring-|loaded cover and
wite-protect capability.

2.3.11 Modem

Modem shal | operate at 28.000 bps, full duplex on circuits using
asynchronous conmmuni cati ons. The nodem shall have error detection, auto
answer/autodial, and call progress detection. The nodem shall neet the
requirements of I TU V.34, ITU V.42 for error correction and | TU V.42 bis
for data conpression standards, and shall be suitable for operating on
uncondi ti oned voi ce grade tel ephone lines in conformance with 47 CFR 68.

2.3.12 Audible Alarm
The manufacturer's standard audi bl e al arm shall be provi ded.
2.3.13 CD-ROMDrive

A CD-ROM drive having a nom nal storage capacity of 650 nmegabytes shall be
provided. The CD-ROM drive shall have the follow ng m ninmm
characteristics:

a Data Transfer Rate: 1.2 Mbps.

b. Average Access Tine: 150 mlliseconds.

c Cache menory: 256 Kbytes.

d Data t hroughput: 1 Myte/second, m nimum

2.3.14 Dot Matrix AlarmPrinter

A dot matrix alarmprinter shall be provided and interconnected to the
central station equiprment. The dot matrix alarmprinters shall have a

m ni mum 96 character standard ASCI| character set based on ANSI | NCI TS 154
and with graphics capability. The printer shall be able to print in both
red and bl ack without ribbon change. The printers shall have adjustable
sprockets for paper width up to 279 mr 11 inches, print at |east 80 columms
per line and have a m ni nrum speed of 200 characters per second. Character
spaci ng shall be selectable at 10, 12, or 17 characters per inch. The
printers shall utilize sprocket-fed fan fold paper. The units shall have
programuabl e control of top-of-form The printer shall be provided wth
25,000 sheets of printer paper and 12 ri bbons.
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2.3.15 Report Printer

A report printer shall be provided and interconnected to the centra
station equipnent. The printer shall be a |aser printer with printer
resol ution of a mninmmof 600 dots per inch. The printer shall have a
m ni mum of 2 negabytes of RAM Printing speed shall be a m nimumof 8
pages per nminute with a 100 sheet paper cassette and with autonmatic feed.
Two t housand sheets of paper and 5 toner cartridges shall be furnished
after successful conpletion of the endurance test.

2.3.16 Uninterruptible Power Supply (UPS)

A self contained UPS, suitable for installation and operation at the
central station, shall be provided sized to provide a mninumof 6 hours of
operation of the central station equi pnent. Equi pment connected to the UPS
shall not be affected in any manner by a power outage of a duration |ess
than the rated capacity of the UPS. UPS shall be conplete with al

necessary power supplies, transforners, batteries, and accessories and

shal | include visual indication of nornmal power operation, UPS operation,
abnormal operation and visual and audi bl e indication of |ow battery power.
The UPS shall be as specified in Section 26 32 33. 00 10 UNI NTERRUPTI BLE
PONER SUPPLY (UPS) SYSTEM ABOVE 15 kVA CAPACI TY.

2.4 SCOFTWARE

The software shall support all specified functions. The central station
shall be online at all tinmes and shall performall required functions as
specified. Software shall be resident at the central station and/or the
| ocal processor as required to performall specified functions.

2.4.1 Syst em Sof t war e

The operating systemshall performthe follow ng functions:

a. Support nultiuser operator with nmultiple tasks for each user

b. Support operation and nanagenent of all peripheral devices.

c. Provide file nmanagenent functions for disk 1/O including creation and
deletion of files, copying of files, a directory of all files including
size and |l ocation of each sequential and random ordered records.

d. Provide printer spooling.

2.4.2 Appl i cations Software
2.4.2.1 Qper at or Comands

The operator's conmands shall provide the nmeans for entry of nonitoring and
control commands, and for retrieval of systeminformation. Processing of
operat or commands shall comence within 1 second of entry, with sone form
of acknow edgnment provided at that tinme. The operator's conmands shal
perform tasks including:

Request help with the system operation
Acknowl edge al ar ns.

Pl ace zone in access.

Pl ace zone in secure.

Test the system

L
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f. Change operator.
2.4.2.2 Conmmand | nput

Qperator's commands shall be full English | anguage words and acronyns

sel ected to allow operators to use the system wi thout extensive training or
data processi ng backgrounds. The system shall pronpt the operator in
English word, phrase, or acronym Comrands shall be available in an
abbrevi ated node, in addition to the full English |anguage (words and
acronyns) commands, allow ng an experienced operator to disregard portions,
or all, of the pronpt-response requirenents.

2.4.2.3 Conmand | nput Errors

The system shall supervise operator inputs to ensure they are correct for
proper execution. Operator input assistance shall be provi ded whenever a
command cannot be executed because of operator input errors. The system
shall explain to the operator, in English words and phrases, why the
command cannot be executed. The error responses requiring an operator to
| ook up a code in a manual or other document are not acceptabl e.
Conditions for which operator error assist nmessages shall be generated

i ncl ude:

The conmand used is incorrect or inconplete.

The operator is restricted fromusing that conmand.

The conmand addresses a point which is disabled or out of service.
The conmand addresses a poi nt which does not exist.

The command woul d viol ate constraints.

Pooop

2.4.2.4 Enhancenent s

The system shall inplenent the foll ow ng enhancenents by use of special
function keys, touch screen, or nouse, in addition to all other conmand
i nputs specified:

a. Help: Used to produce a display for all conmands available to the
operator. The help comuand, followed by a specific comuand shal
produce a short explanation of the purpose, use, and systemreaction to
t hat command.

b. Acknow edge Alarns: Used to acknow edge that the al arm nessage has
been observed by the operator

c. Place Zone in Access: Used to renotely disable all intrusion alarm
circuits emanating froma specific zone. The system shall be
structured so that tamper circuits cannot be disabled by the console
operator.

d. Place Zone in Secure: Used to renotely activate all intrusion alarm
circuits emanating froma specific zone.

e. SystemTest: Allows the operator to initiate a systemw de operationa
test.

f. Zone Test: Alows the operator to initiate an operational test for a
speci fic zone.

g. Print Reports: Allows the operator to initiate printing of reports.
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h. Change Operator: Used for changi ng operators.

i. Security Lighting Controls: Allows the operator to remptely turn
on/of f security lights.

j. Display Graphics: Used to display any graphic displays inplenented in
t he system

4.3 Site Specific Database Software
4.3.1 Dat abase Definition Process

Software shall be provided to define and nodify each point in the database
usi ng operator commands. The definition shall include all physica
paraneters and constraints associated with each sensor, comuandabl e out put,
zone, etc. Each database itemshall be callable for display or printing,

i ncluding EEPROM ROM and RAM resi dent data. Define and enter the database
into the central station based upon input fromthe Governnent.

.4.3.2 System Access Contro

The system shall provide a neans to define system operator capability and
functions through nmultiple, password operated protected operator |evels.
At | east 3 operator |levels shall be provided. System operators and
managers with appropriate password cl earances shall be able to change
operator levels for all operators. Three successive attenpts by an
operator to execute functions beyond their defined | evel during a 24-hour
period shall initiate a software tanper alarm A mninumof 32 passwords
shal |l be usable with the intrusion detection systemsoftware. The system
shal | display the operator's nane or initials in the console's first
field. The systemshall print the operator's nane or initials, action,
date, and tinme on the systemprinter at |og-on and |og-off. The password
shal | not be displayed or printed. Each password shall be definable and
assignable for the foll ow ng:

a. Commands usabl e.

b. Access to system software.

c. Access to application software.

d. Individual zones which are to be accessed.
e. Access to database.

.4.3.3 Al arm Moni toring Software

This program shall nonitor all sensors, |ocal processors and DIS circuits
and notify the operator of an alarmcondition. Al alarns shall be printed
inred on the alarmprinter and displayed on the console's text and
graphics nap nonitors. Higher priority alarns shall be displayed first and
within alarmpriorities. The ol dest unacknow edged al arm shall be

di spl ayed first. Operator acknow edgnent of one alarm shall not be

consi dered as acknow edgnent of any other alarmnor shall it inhibit
reporting of subsequent alarns. Alarmdata to be displayed shall include
type of alarm and location of alarm and secondary al arm nmessages. Alarm
data to be printed shall include: type of alarm location of alarm date
and tine (to nearest second) of occurrence, and operator response. A

uni que nessage field with a width of 60 characters shall be provided for
each alarm Assignnent of nessages to a zone or sensor shall be an
operator editable function. Secondary nessages shall be assignable by the
operator for printing to provide further information and shall be editable
by the operator. The systemshall provide for 25 secondary nessages with a
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field of 4 lines of 60 characters each. The npbst recent 1000 al arns shal
be stored and shall be recallable by the operator using the report
gener at or.

.4.3. 4 Moni tor Di splay Software

Moni tor di splay software shall provided for text and graphics map di spl ays
that include zone status integrated into the display. Different colors
shal |l be used for the various conponents and real time data. Colors shal
be uniformon all displays. The follow ng color coding shall be followed.

a. FLASH NG RED to alert an operator that a zone has gone into an al arm or
that primary power has failed.

b. REDto alert an operator that a zone is in alarmand that the al arm has
been acknow edged.

c. YELLOWto advise an operator that a zone is in access.
d. GREENto indicate that a zone is secure or that power is on.
.4.3.5 System Test Sof tware

This software shall enable the operator to initiate a test of the system
This test can be of the entire systemor a particular portion of the system
at the operator's option. The results of each test shall be stored for
future display or print out in report form

.4.3.6 Report Gener at or

Software shall be provided with commands to generate reports for

di spl ayi ng, printing, and storing on disk and tape. Reports shall be
stored by type, date, and time and shall be printed on the report printer.
Reports shall be spooled, allowing the printing of one report to be

conpl ete before the printing of another report comrences. The dynamnic
operation of the systemshall not be interrupted to generate a report. The
report generation node, either periodic automatic or on request, shall be
operator selectable. The report shall contain: the time and date when the
report was printed; and the nane of the operator generating the report.

The exact format of each report type shall be operator configurable.

a. Periodic Autonatic Report Mdes: The systemshall allow for
speci fying, nmodifying, or inhibiting the report to be generated, the
time the initial report is to be generated, the tine interval between
reports, end of period, and the output peripheral

b. Request Report Mdde: The systemshall allow the operator to request at
any time an i nmedi ate printout of any report.

c. AlarmReport: The alarmreport shall include all alarnms recorded by
the system over an operator selectable time. The report shall include
such information as: the type of alarm (intrusion, tanper, etc.); the
type of sensor; the location; the tinme; and the action taken

d. System Test Report: This report docunents the operation status of al
system conponents follow ng a systemtest.

e. Access/Secure Report: The report docunents all zones placed in access,
the tine placed in access, and the tine placed in secure node.
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5 FI ELD PROCESSI NG HARDWARE
5.1 Al ar m Annunci ati on Local Processor

The al arm annunci ation | ocal processor shall respond to interrogations from
the field device network, recognize and store alarmstatus inputs unti

they are transmitted to the central station and change outputs based on
commands received fromthe central station. The |ocal processor shall also
automatically restore comunication within 10 seconds after an interruption
with the field device network and provide dc |ine supervision on each of
its alarminputs.

a. Inputs. Local processor inputs shall monitor dry contacts for change
of state that reflect alarmconditions. The |ocal processor shall have
at least 8 alarminputs which allowwiring as nornally open or normally
cl osed contacts for alarmconditions; and shall also provide line
supervision for each input by nonitoring each i nput for abnornal open
grounded, or shorted conditions using dc current change neasurenents.
The | ocal processor shall report for any condition that remains off
normal at an input for longer than 500 milliseconds. Each alarm
condition shall be transmitted to the central conputer during the next
i nterrogation cycle.

b. CQutputs. Local processor outputs shall reflect the state of commands
i ssued by the central station. The outputs shall be a form C contact
and shall include normally open and normally cl osed contacts. The
| ocal processor shall have at |east 4 command out puts.

.5.2 Processor Power Supply

Local processor and sensors shall be powered from an uninterruptible power
source. The uninterruptible power source shall provide 6 hours of battery
back-up power in the event of primary power failure and shall automatically
fully recharge the batteries within 12 hours after primary power is
restored. There will be no equiprent nal functions or perturbations or |oss
of data during the switch fromprimary to battery power and vice versa.
Batteries shall be seal ed, non-outgassing type. The power supply shall be
equi pped with an indicator for ac input power and an indicator for dc

out put power. Loss of primary power shall be reported to the centra
station as an al arm

.5.3 Auxi | i ary Equi prent Power

A GFl service outlet shall be furnished inside the |ocal processor's
encl osure.

.6 FI ELD PROCESSI NG SOFTWARE

Al field processing software described in this specification shall be
furni shed as part of the conplete system

.6.1 Qperating System

Each | ocal processor shall contain an operating systemthat controls and
schedul es that | ocal processor's activities in real time. The |loca
processor shall maintain a point database in its nenory that includes al
paraneters, constraints, and the |atest value or status of all points
connected to that |ocal processor. The execution of |ocal processor

SECTION 28 16 01.00 10 Page 29



application progranms shall utilize the data in nmenory resident files. The
operating systemshall include a real tine clock function that maintains
the seconds, mnutes, hours, date and nonth, including day of the week.
Each | ocal processor real tinme clock shall be automatically synchronized
with the central station clock at |east once per day to plus or minus 10
seconds. The tinme synchronization shall be acconplished w thout operator
intervention and wi thout requiring system shutdown.

.6.1.1 Startup

The | ocal processor shall have startup software that causes autonatic
commencenent of operation wi thout human intervention, including startup of
all connected functions. A local processor restart program based on
detection of power failure at the |local processor shall be included in the
| ocal processor software. The startup software shall initiate operation of
sel f-test diagnostic routines. Upon failure of the | ocal processor, if the
dat abase and application software are no | onger resident, the |oca
processor shall not restart and systens shall remain in the failure node
indicated until the necessary repairs are made. |If the database and
application prograns are resident, the |ocal processor shall imrediately
resune operation.

.6.1.2 Qper ati ng Mode

Each | ocal processor shall control and nonitor inputs and outputs as

speci fied, independent of communications with the central station. Al arms,
status changes and ot her data shall be transmitted to the central station
when comunications circuits are operable. |f comunications are not
avai | abl e, each local processor shall function in a stand-al one nbde and
operational data, including the status and alarmdata nornmally transmtted
to the central station shall be stored for later transmission to the
central station. Storage for the latest 1024 events shall be provided at
each local processor. Each |ocal processor shall accept software

downl oaded fromthe central station

.6.1.3 Fai |l ure Mdde

Upon failure for any reason, each |ocal processor shall performan orderly
shutdown and force all | ocal processor outputs to a predetermned (failure
node) state, consistent with the failure nodes shown and the associ ated
control device.

.6.2 Functi ons

Provide all software necessary to acconplish the follow ng functions, as
appropriate, fully inplenented and operational, within each | ocal processor.

a. Mnitoring of inputs.

b. Control of outputs.

c. Reporting of alarns automatically to central station

d. Reporting of sensor and output status to central station upon request.

e. Mintenance of real time, updated by the central station at |east once
a day.

f. Communication with the central station

SECTION 28 16 01.00 10 Page 30



g. Execution of |ocal processor resident prograns.

h. Diagnostics.

i. Download and upload data to and fromthe central station
2.7 W RE AND CABLE
2.7.1 Gener al

Provide all wire and cable not indicated as Government furni shed
equipment. Al wiring shall nmeet NFPA 70 standards.

2.7.2 Above G ound Sensor Wring

Sensor wiring shall be 20 AWG m ninum twi sted and shielded, 2, 3, 4, or 6
pairs to match hardware. Muilticonductor wire shall have an outer jacket of
PVC.

2.7.3 Cl ass 2 Low Energy Conductors

The conductor sizes specified for digital functions shall take precedence
over any requirenents for Cass 2 | ow energy signal-circuit conductors
speci fied el sewhere.

PART 3 EXECUTI ON

3.1 | NSTALLATI ON

EE R R R I R R R I I O R R R Ok S R R I R I R I O R I O

NOTE: Designer will specify the correct Section
titles and numbers for electrical work. The type of
raceway used can be electric netallic or rigid

gal vani zed steel. The requirenents of the Nationa
El ectrical Code are the governing authority.

EZE IR R R S R R R I I O R R R Ok S R R R R I R I R I O R I O

Install the systemin accordance with the standards for safety, NFPA 70,
UL 681, UL 1037 and UL 1076, and the appropriate installation manual for
each equi pnent type. Conponents within the systemshall be configured with
appropriate service points to pinpoint systemtrouble in less than 20

m nutes. M nimum size of conduit shall be 13 mr 1/2 inch. DTS shall not
be pulled into conduits or placed in raceways, conpartnents, outlet boxes,
junction boxes, or simlar fittings with other building wiring. Flexible
cords or cord connections shall not be used to supply power to any
conponents of the system except where specifically noted herein. Al
other electrical work shall be as specified in Sections 26 20 00 | NTERI OR
DI STRI BUTI ON SYSTEM and as shown. Grounding shall be installed as
necessary to preclude ground | oops, noise, and surges from adversely
affecting systemoperation. Install all system conponents, including
Governrent furni shed equi prent, and appurtenances in accordance with the
manuf acturer's instructions, |EEE C2 and as shown, and shall furnish
necessary interconnections, services, and adjustnments required for a

conpl ete and operabl e system as specified and shown.

3.1.1 Encl osure Penetrati ons

Al'l enclosure penetrations shall be fromthe bottom unl ess the system
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design requires penetrations fromother directions. Penetrations of
interior enclosures involving transitions of conduit frominterior to
exterior, and all penetrations on exterior enclosures shall be sealed with
rubber silicone sealant to preclude the entry of water. The conduit riser
shall terminate in a hot-dipped gal vani zed netal cable termnator. The
term nator shall be filled with an approved seal ant as recommended by the
cabl e manufacturer, and in such a nanner that the cable is not danaged.

1.2 Col d Gal vani zi ng

Al field welds and/or brazing on factory gal vani zed conponents, such as
boxes, enclosures, and conduits, shall be coated with a col d-gal vani zed
pai nt containing at |east 95 percent zinc by weight.

.2 SYSTEM STARTUP

Do not apply power to the intrusion detection systemuntil the follow ng
itens have been conpl et ed:

a. Intrusion detection system equi pnent itenms and DTS have been set up in
accordance with manufacturer's instructions.

b. A visual inspection of the intrusion detection system has been
conducted to ensure that defective equiprment itenms have not been
installed and that there are no | oose connecti ons.

c. Systemwi ring has been tested and verified as correctly connected as
i ndi cat ed.

d. Al system grounding and transient protection systens have been
verified as properly installed and connected as indicated.

e. Power supplies to be connected to the intrusion detection system have
been verified as the correct voltage, phasing, and frequency as
i ndi cat ed.

f. Satisfaction of the above requirenents will not relieve the Contractor
of responsibility for incorrect installation, defective equipnent
items, or collateral danage as a result of Contractor work/equipment.

.3 SITE TESTI NG
. 3.1 Testing

Performsite testing and adjustnent of the conpleted intrusion detection

system Provide all personnel, equipnment, instrunmentation, and supplies

necessary to performall testing. The Government will wtness al

testing. Obtain witten perm ssion fromthe Governnment before proceedi ng
with the next phase of testing.

a. Oiginal copies of all data produced during perfornmance verification
and endurance testing shall be turned over to the Governnent at the
concl usi on of each phase of testing prior to Governnent approval of the
test. Submit witten notification of planned testing to the
Covernment, at least 14 days prior to the test, and in no case shal
notice be given until after the Contractor has received witten
approval of the specific test procedures.

b. Calibrate and test all equipnment, verify data transnission system (DTS)
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operation, place the integrated systemin service, and test the
integrated system Gound rods installed by the Contractor shall be
tested as specified in | EEE 142.

c. Deliver a report describing results of functional tests, diagnostics,
and calibrations including witten certification to the Governnent that
the installed conplete system has been calibrated, tested, and is ready
to begin performance verification testing. The report shall also
i nclude a copy of the approved performance verification test procedure.

3.2 Per f ormance Verification Test

Denonstrate that the conpleted systemconplies with the specified

requi renents. Using approved test procedures, all physical and functiona
requi renents of the project shall be denonstrated and shown. The
performance verification test, as specified, shall not be started unti
recei pt of witten permission fromthe Governnent, based on the
Contractor's witten request. This shall include certification of
successful conpletion of testing as specified in paragraph Contractor's
Field Testing, and upon successful conpletion of training as specified.
Upon successful conpletion of the performance verification test, deliver
test reports and ot her docunentation to the Governnent, as specified. The
Contractor will not be held responsible for failures in system perfornmance
resulting fromthe follow ng:

a. An outage of the mamin power in excess of the capability of any backup
power source, provided that the automatic initiation of all backup
sources was acconplished and that automatic shutdown and restart of the
system performed as specified.

b. Failure of a Governnent furnished communications |ink, provided that
the failure was not due to Contractor furnished equi pnent,
installation, or software.

c. Failure of existing Governnent owned equi pnent, provided that the
failure was not due to Contractor furnished equi pnent, installation, or
sof t war e.

d. The occurrence of specified nuisance al armns.

e. The occurrence of specified environnmental al arns.

-- End of Section --
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