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NOTE: This guide specification covers the
requi renents for an intrusion detection and
el ectronic entry control system

Edit this guide specification for project specific
requi renents by addi ng, deleting, or revising text.
For bracketed itenms, choose applicable itens(s) or
insert appropriate information

Renmove information and requirenents not required in
respective project, whether or not brackets are
present.

Comment s and suggestions on this guide specification
are wel come and should be directed to the technica
proponent of the specification. A listing of
techni cal proponents, including their organization
designation and tel ephone nunber, is on the Internet.

Recommended changes to a UFGS should be submitted as
a Citeria Change Request (CCR)
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PART 1 GENERAL
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NOTE: The section nunber should be inserted in the
speci fication headi ng and prefixed to each page
nunber in the project specifications. This section
will be used in conjunction with Section 26 20 00

| NTERI OR DI STRI BUTI ON SYSTEM Section 33 71 01
OVERHEAD TRANSM SSI ON AND DI STRI BUTI ON; Secti on

33 70 02.00 10 ELECTRI CAL DI STRI BUTI ON SYSTEM
UNDERGROUND; Section 27 15 19.00 10 W RE LI NE DATA
TRANSM SSI ON SYSTEM Section 27 21 10.00 10 FI BER
OPTI C DATA TRANSM SSI ON SYSTEM Secti on

28 23 23.00 10 CLCSED CIRCUI T TELEVI SI ON SYSTENMS
and any other guide specification sections required
by the design.
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1.1 REFERENCES
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NOTE: This paragraph is used to list the
publications cited in the text of the guide
specification. The publications are referred to in
the text by basic designation only and listed in
thi s paragraph by organi zation, designation, date,
and title.

Use the Reference Wzard' s Check Reference feature
when you add a RID outside of the Section's
Reference Article to automatically place the
reference in the Reference Article. Also use the
Ref erence Wzard's Check Reference feature to update
the issue dates.

Ref erences not used in the text will automatically
be deleted fromthis section of the project
speci ficati on when you choose to reconcile
references in the publish print process.
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The publications listed below forma part of this specification to the
extent referenced. The publications are referred to within the text by the
basi ¢ designation only.

AMERI CAN NATI ONAL STANDARDS | NSTI TUTE (ANSI)
ANSI INCI TS 154 (1988; R 2004) O fice Machines and
Supplies - Al phanuneric Machi nes- Keyboard

Arrangenent

ANSI X9. 52 (1998) Triple Data Encryption Al ogarithm
Modes of Qperation

ASTM | NTERNATI ONAL ( ASTM

ASTM E 84 (2009) Standard Test Method for Surface
Burni ng Characteristics of Building
Materi al s

CONSUMER ELECTRONI CS ASSCOCI ATI ON ( CEA)

CEA 170 (1957) Electrical Performance Standards -
Monochrone Tel evision Studio Facilities
CEA- 310-E (2005) Racks, Panels, and Associ ated
Equi prent

| NSTI TUTE OF ELECTRI CAL AND ELECTRONI CS ENGQ NEERS ( | EEE)

| EEE C2 (2007; Errata 2007; | NT 2008) Nati onal
El ectrical Safety Code

| EEE C62.41.1 (2002) | EEE Cuide on the Surges

Envi ronment in Low Voltage (1000 V and
Less) AC Power Circuits
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| EEE C62.41.2 (2002) | EEE Recomrended Practice on
Characterization of Surges in Low Voltage
(1000 V and Less) AC Power Circuits

| EEE Std 142 (2007) Recommended Practice for G ounding
of Industrial and Conmercial Power Systemns
- | EEE Green Book (Col or Book Series)

| NTERNATI ONAL ORGANI ZATI ON FOR STANDARDI ZATI ON (| SO

| SO 7810 (2003) Identification Cards - Physi cal
Characteristics

| SO 7811-1 (2002) Identification Cards - Recording
Techni que - Part 1: Enbossing

| SO 7811-2 (2001) Identification Cards - Recording
Technique - Part 2: Magnetic Stripe -
Low Coercivity

| NTERNATI ONAL TELECOVMUNI CATI ON UNI ON (I TU)

| TU V. 34 (1998) Data Comuni cation Over the
Tel ephone Network: A Mbdem Operating at
Data Signaling Rates of up to 33,600 bits
for use on the General Switched Tel ephone
Net wor k and on Leased Poi nt -t o- Poi nt
Two- Wre Tel ephone Type Circuits

| TU V. 42 (2002; CORR 1 2003) Data Conmunications
Over the Tel ephone Network:
Error-Correcting Procedures for DCEs Using
Asynchr onous-t o- Synchronous Conversi on

| TU V.92 (2000; AMD 2001, ANMD 2002 and CORR 2003)
Enhancenents to Recommendati on V.90
Series: V, with Amendnents 1 and 2

NATI ONAL ELECTRI CAL MANUFACTURERS ASSOCI ATI ON ( NEMA)

NENVA 250 (2008) Enclosures for Electrical Equiprent
(1000 Volts Maxi num

NEMA I CS 1 (2000; R 2005; R 2008) Standard for
I ndustrial Control and Systens GCeneral
Requi rement s
NATI ONAL FI RE PROTECTI ON ASSCOCI ATI ON ( NFPA)

NFPA 70 (2007; AMD 1 2008) National Electrical
Code - 2008 Edition

TELECOVMUNI CATI ONS | NDUSTRY ASSOCI ATI ON (Tl A)
TI A-232-F (1997; R 2002) Interface Between Data
Term nal Equi pnent and Dat a

Circuit-Term nati ng Equi pnment Enpl oyi ng
Serial Binary Data |nterchange

SECTION 28 20 01.00 10 Page 10



TI A-568-C. 1 (2009) Commercial Buil ding
Tel econmuni cati ons Cabl i ng Standard

U S. NATI ONAL ARCHI VES AND RECORDS ADM NI STRATI ON ( NARA)

21 CFR 1020 Per f or mance Standards for |onizing
Radi ati on Enitting Products
47 CFR 15 Radi o Frequency Devi ces
47 CFR 68 Connection of Term nal Equi pnent to the

Tel ephone Net wor k

UNDERWRI TERS LABORATORI ES (UL)

UL 1037 (1999; Rev thru Nov 2004) Standard for
Safety Antitheft Al arns and Devi ces

UL 1076 (1995; Rev thru Mar 2005) Standard for
Safety Proprietary Burglar Alarm Units and
Syst ens

UL 294 (1999; Rev thru Aug 2005) Access Control
System Units

UL 639 (2007) Intrusion Detection Units

UL 681 (1999; Rev thru Jan 2001) Installation and
O assification of Burglar and Hol dup Al arm
Syst ens

UL 796 (2006; Rev thru Feb 2008) Printed-Wring
Boar ds

UL 972 (2006) Burglary Resisting dazing Materi al

.2 DEFI NI TI ONS

2.1 Intrusion Alarm

An alarmresulting fromthe detection of a specified target, attenpting to
intrude into the protected area or when entry into an entry-controlled area
is attenpted wi thout successfully using entry control procedures.

2.2 Nui sance Al arm

An alarmresulting fromthe detection of an appropriate alarmstinmulus, or
failure to use established entry control procedures, but which does not
represent an attenpt to intrude into the protected area.

.2.3 Envi ronmental Al arm

A nui sance alarmresulting fromenvironnmental factors.

.2.4 Fal se Al arm

An al arm when there is no al arm sti nmul us.

SECTION 28 20 01.00 10 Page 11



. 2.5 Duress Al arm

A normally covert alarmcondition which results froma set of
pre-established conditions such as entering a special code into a keypad or
by activating a switch indicating i medi ate personal danger. This alarm
category shall take precedence over other alarm categories

.2.6 Guard Tour Alarm

An alarmresulting froma guard being either early or late at a specified
check-in | ocation

2.7 Fail -Safe Al arm

An alarmresulting fromdetection of dimnished functional capabilities.
.2.8 Power Loss Alarm

An alarmresulting froma loss of primary power.

. 2.9 Entry Control Alarm

An alarmresulting frominproper use of entry control procedures or
equi prent .

.2.10 | dentifier

A card credential, keypad personal identification nunber or code, bionetric
characteristic or any other unique identification entered as data into the
entry control database for the purpose of verifying the identity of an
individual. ldentifiers shall be used by the ESS for the purpose of
val i dati ng passage requests for areas equipped with entry control equi pnent.

.2.11 Entry Control Devices

Any equi pent which gives a user the neans to input identifier data into
the entry control systemfor verification

.2.12 Facility Interface Device

A facility interface device shall be any type of mechanismwhich is
controlled in response to passage requests and all ows passage through a
portal.

.2.13 Por t al

Specific control point, such as a door or a gate, providing entry or access
fromone security level to another.

.2.14 Probability of Detection

Forty-five successful detections out of 46 tests or 98 successfu
detections out of 103 tests.

.2.15 Standard I ntruder
Person that weighs 46 kg 100 pounds or less and is 1.5 mn 5 ft tall or |ess,

dressed in a |long-sleeved shirt, slacks and shoes (unl ess environnenta
conditions at the site require protective clothing) and wal ki ng, running,

SECTION 28 20 01.00 10 Page 12



crawl ing or junping through a protected zone in the nost advantageous
manner for the intruder.

1.3 SYSTEM DESCRI PTI ON

EE R R R R R I R R R R I R I R I R I R R R I R R S R R I R

NOTE: The desi gner nust show sensor detection
patterns, entry control termi nal devices, porta
control, facility interface, personnel identity
verification, surveillance and detection equi pment
| ocations, and quantities and installation details
on drawi ngs. Add requirenents for additional site
specific conditions such as furniture/equi pnent

| ayout within protected areas, and hazard | ocation
areas, type of hazard, class, and group

R IR I S bk S b I S S O R kR Rk S bk S bk S b Rk S S bk b S S S

Provide an Electronic Security System (ESS) as described and shown
including installation of any Government Furni shed Equi prent. All
computing devices, as defined in 47 CFR 15, shall be certified to conply
with the requirenents for Cass A conputing devices and | abel ed as set
forth in 47 CFR 15. El ectronic equi pnent shall conply with 47 CFR 15.

1.3.1 Central Station

Configure the central station to provide operator interface, interaction
dynanmic and real tine nonitoring, display, and control. The centra

station shall control systemnetworks to interconnect all system conponents
i ncludi ng peer or subordi nate workstations, enrollnent stations and field
equi pnent. The systemshall be able to nanage up to 16,000 uni quely
identifiable inputs and outputs.

1.3.2 Syst ens Net wor ks

System networks shal |l interconnect all conponents of the system These
networ ks shal |l include comunicati ons between a central station and any
peer or subordi nate workstations, enrollnment stations, |ocal annunciation
stations, portal control stations or redundant central stations. The
systens network shall provide totally automatic comunication of status
changes, commands, field initiated interrupts and any other conmunications
required for proper systemoperation. System conmunication shall not
require operator initiation or response. System comunication shall return
to normal after any partial or total network interruption such as power

| oss or transient upset. The system shall automatically annunciate
communi cation failures to the operator with identification of the

communi cation |ink that has experienced a partial or total failure. A
conmuni cations controller may be used as an interface between the centra
station display systenms and the field device network. The conmunications
controller shall provide those functions needed to attain the specified
net wor k communi cati ons perfornmance.

1.3.2.1 Consol e Net wor k

A console network, if required, shall provide conmmunicati on between a
central station and any subordinate or separate stations of the system
Where redundant central or parallel stations are required, the console
network shall allow the configuration of stations as master and slave. The
console network may be a part of the field device network or may be
separ at e dependi ng upon the manufacturer's system configuration
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1.3.2.2 Fi el d Devi ce Network

The field device network shall provide conmmuni cati on between a centra
control station and field devices of the system The field device network
shal | be configured as shown in the drawings. Field devices shall consist
of al arm annunci ation | ocal processors and entry control |ocal processors.
Each field device shall be interrogated during each interrogation cycle.
The field device network shall provide |line supervision that detects and
annunci at es comruni cations interruptions or conprom sed comuni cati ons

bet ween any field device and the central station

1.3.3 Fi el d Equi prent
Fi el d equi prent shall include |ocal processors, sensors and controls.

Local processors shall serve as an interface between the central station
and sensors and controls. Data exchange between the central station and

the | ocal processors shall include down-line transm ssion of conmmands,
software and dat abases to |l ocal processors. The up line data exchange from
the | ocal processor to the central station shall include status data such

as intrusion alarns, status reports and entry control records. Loca
processors are categorized as al arm annunciation or entry control or a
conbi nati on thereof.

1.3.4 CCTV System Interface

Rk Ik kR IR Rk I kb S O I ARk Ik Ik b o R R R R Rk kb S I kb S R I R

NOTE: The following interfaces are required only if
CCTV, intercom or lighting systens are part of the
desi gn.

EE IR R I R R I I R R I I I R R R R S R R R I Rk I I R R I R O S

Provide an interface for connection of the central station to the CCTV
system as specified in Section 28 23 23.00 10 CLCSED CIRCU T TELEVI SI ON
SYSTEMS and as shown. This shall not be acconplished by using an

el ectro-nmechani cal relay assenbly.

1.3.5 Intercom I nterface

Provide an interface for connection of the central station to the

i nterconmuni cation systens as specified in Section 33 82 01

| NTERCOMMUNI CATI ON SYSTEM and as shown. This shall not be acconplished by
usi ng an el ectro-nmechani cal relay assenbly.

1.3.6 Security Lighting Interface

Provide an interface for control of the security lighting system as
specified in Section 26 55 53.00 10 EXTERI OR LI GHTI NG | NCLUDI NG SECURI TY
AND CCTV APPLI CATI ONS and as shown.

1.3. 7 Error Detection and Retransm ssion

Use a cyclic code error detection nethod, between |ocal processors and the
central station, which will detect single and double bit errors, burst
errors of 8 bits or less, and at | east 99 percent of all other multibit and
burst error conditions. Interactive or product error detection codes al one
will not be acceptable. A nessage is in error if 1 bit is received
incorrectly. The systemshall retransmt nmessages with detected errors. A
2-digit decinmal nunber shall be operator assignable to each conmunication
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link representing the nunber of retransmission attenpts. Wen the nunber
of consecutive retransm ssion attenpts equals the assigned quantity, the
central station shall print a communication failure alarm nessage. The
system shall nonitor the frequency of data transm ssion failure for display
and | oggi ng.

.3.8 Probability of Detection

Each zone shall have a continuous probability of detection greater than 90
percent and shall be denobnstrated with a confidence | evel of 95 percent.
The actual nunber of tests perfornmed, per sensor, to denonstrate system
performance shall be nom nated by the Contractor in the perfornance
verification test procedures subrmitted to the Government for approval in
the Group IV Techni cal Data package

.3.9 St andard | ntruder

The system shall be able to detect a standard intruder noving through a
protected zone.

.3.10 Fal se Al arm Rate
.3.10.1 Interior

Provide a false alarmrate of no nore than 1 false al arm per sensor per 30
days at the specified probability of detection

.3.10.2 Exteri or

Provide a false alarmrate of no nore than 1 false al arm per sensor per 5
days at the specified probability of detection

.3.11 Envi ronnent al Nui sance Al arm Rate

Envi ronnental al arns during nomnal conditions shall not exceed 1 per day
per sensor.

.3.12 Error and Throughput Rates

Error and throughput rates shall be single portal perfornmance rates
obt ai ned when processing individuals one at a tine.

.3.12.1 Type | Error Rate

Type | error rate is an error where the systemdenies entry to an
aut hori zed, enrolled identifier or individual. The rate shall be |less than
1 percent.

1.3.12.2 Type Il Error Rate

Rk Ik kR IR R R I S S S o e S S S R R R R Rk b kR Ik Ik kS S SRRk o b o

NOTE: The designer will decide what |evel of
security is appropriate for the project. An error
rate of 0.1 percent should be used for nmedi um
security projects, and 0.01 percent should be
selected for extremely high security projects. The
smal l er nunmber will be nmore difficult to neet and
therefore nore costly. The designer should
carefully consider the needs of the site when naking
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this choice

Rk R Sk kR IR Rk I kS S S S S I ARk Ik kS R R Rk S O R Rk Ik kb S I R b o

Type |l error rate is an error where the systemgrants entry to an
unaut hori zed identifier or individual. The entry control Type Il error
rate shall be less than [0.1] [0.01] [0.001] percent.

1.3.13 Syst em Thr oughput

R IR I S bk S bk kS I I kS Rk S bk S bk S b S R R S b b S S Sk Rk S

NOTE: To support this paragraph the designer will
show t he throughput rates needed at each portal on
the drawings or in a table. The designer wll

cal cul ate the nunber of people required to pass

t hrough each portal at peak traffic periods with
system response and processing tines for each
passage request taken into account.

EE R I R I I R I I R R I R R R R I R I R I R I R R R I R R R S R R I R

At the specified error rates, the systemthroughput rate through a single
portal shall be as shown.

1.3.14 Passage

EZE IR R R R I I R R I I I R R R R R kS R R R I I R I I I R S O

NOTE: The designer will show on the draw ngs

whet her entry control is used for ingress or egress
at each portal

EE R R R I R I O R I R R I R I R I R I R R R I R I R R R R I R L

Passage is ingress and/or egress past an entry control device, or through a
portal. Entry control procedures and equi prment shall be inplenented for
passage through each portal as shown.

1.3.15 Det ecti on Resol ution

The system shall have detection resolution sufficient to |ocate intrusions
at each device and zone; and tanpering at individual devices.

1.3.16 El ectrical Requirenents

EE R R R R R I I R I R R R I R I I R I R I R R R I R R R S R I R I R

NOTE: The designer will select the correct line
frequency and vol tage and show on the draw ngs the

characteristics of each voltage source.
khkkhkkhkkhkhkhkkhkhkhkhkhkhhkhkhkhhkkhkhhhkhkhkhkkhkhhhkhkhkhhkkkhhkhk k k kkkhkkhkhk k khkkkkkkhk k k k kkkkk ),k k k,*k*x*%

El ectrically powered ESS equi prrent shall operate on [120] [240] volt [60]
[50] Hz ac sources as shown. Equi pnment shall be able to tolerate
variations in the voltage source of plus or mnus 10 percent, and

variations in the line frequency of plus or mnus 2 percent with no
degradati on of performance.

1.3.17 Syst em Reacti on

Rk Ik kR IR Rk ko o S S S S R R Rk R Rk kR R I I I R Ik b o b o

NOTE: The designer nust determ ne the required
system end-to-end response. Short response tines
such as 1 second, are only required for systemns

SECTION 28 20 01.00 10 Page 16



where al arm actuated CCTV assessnent will be
applied. In other situations, response tinmes as
high as 3 or 4 seconds are acceptable. Large
systens with many entry control devices may be
unabl e to achi eve short response tines.

EE R R R R R I R R R R I R I R I R I R R R I R R S R R I R

1.3.17.1 Syst em Response

The field device network shall provide a system end-to-end response tine of
[1 second] [__ ] or less for every device connected to the system

Al arns shall be annunciated at the central station within [_
alarmoccurring at a | ocal processor or device controlled by a |oca
processor, and within 100 mlliseconds if the alarmoccurs at the centra
station. Al armand status changes shall be displayed within 100
mlliseconds after receipt of data by the central station. Al graphics
shal | be displayed, including graphics generated map di splays, on the
console monitor within 5 seconds of alarmreceipt at the security consol e.
This response tinme shall be maintained during system heavy | oad.

1.3.17.2 System Heavy Load Condition

For the purpose of system heavy | oad condition, the systemshall consist of
central station equiprment, comuni cation controllers and all |oca
processors as shown. System heavy |oad condition is the occurrence of
alarns at the rate of 10 alarms per second distributed evenly anong al

| ocal processors in the system The alarmprinter shall continue to print
out all occurrences, including tinme of occurrence, to the nearest second.

1.3.18 System Capacity

Rk Ik kb Sk R IR Rk kS ARk Ik Sk S R R Rk kR kR Ik S I SRRk ko b o

NOTE: The designer will show the devices to be

noni tored and controlled on the drawi ngs. These
devices include all types of ESS hardware to be

i nterconnected into the system including central
servers, regional servers, nonitoring stations,

adm ni strative stations, badging enroll nment
stations, inputs and outputs. The designer should
al so include provision for future system expansi on
t hrough software capacity, hardware capacity at the
| ocal panel level, or hardware capacity at the input
nodul e | evel, keeping in mnd the increased cost
associ ated with each option and potential |ong-term
savi ngs.

R IR I S bk S b kS O Rk S kS IR Sk S b R Rk S S bk b S Sk S S

The systemwi || be conprised of scal able central servers, regional servers,
noni toring stations, adm nistrative stations, and badging stations as
shown. The system shall also nonitor and control the inputs and outputs

shown. The systemwi |l discrimnate to the individual sensors, swtches,
and term nal devices and report status at the appropriate workstations as
shown. Include a mninum expansi on capability of 25 percent through

additional [software capacity], [hardware capacity at the |ocal panel
| evel ], or [hardware capacity at the input nodule |evel].

1.3.19 Consol e

Consol e equi prent, unl ess desi gnated ot herw se, shall be rated for
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1

conti nuous operation under ambient environmental

conditions of 2 to 50

degrees C 36 to 122 degrees F and a relative humdity of 20 to 80 percent.

4

SUBM TTAL OF TECHNI CAL DATA AND COVPUTER SCOFTWARE

EE R R R R R I R R R R I R I R I R I R R R I R R S R R I R

NOTE: The acquisition of technical data, databases,
and conputer software itens that are identified
herein will be acconplished in accordance with the
Federal Acquisition Regulation (FAR) and the
Department of Defense Acquisition Regulation

Suppl enent (DOD FARS). Those regul ations as well as
the specific Service inplenentation thereof should
al so be consulted to ensure that a delivery of
critical itenms of technical data is not

i nadvertently | ost.

Specifically, the Rights in Technical Data and
Conmput er Software C ause, DOD FARS 52.227-7013, and
the Data Requirenents Clause, DOD FARS 52.227-7013,
as well as any requisite software |icensing
agreenents will be made a part of the CONTRACT
CLAUSES or SPECI AL CONTRACT REQUI REMENTS of the
contract. In addition, the appropriate DD FORM 1423
Contract Data Requirenments List, will be filled out
for each distinct deliverable data item and nmade a
part of the contract. \Were necessary, DD FORM
1664, Data lItem Description, shall be used to
explain and nore fully identify the data itens
listed on the DD FORM 1423. It is to be noted that
all of these clauses and forns are required to
assure the delivery of data in question and that
such data is obtained with the requisite rights to
use by the Government. Include with the request for
proposal s a conpl eted DD FORM 1423, Contract Data
Requirements List. This formis essential to obtain
delivery of all docunmentation. Each deliverable
will be clearly specified, both description and
quantity being required. Include a paynment schedul e
in the SPECI AL CONTRACT REQUI REMENTS of the request
for proposals. This paynent schedule wi Il define
paynent m | estones and percentages at specific tines
during the contract period.

The desi gner must show sensor detection patterns,
entry control term nal devices, portal control
facility interface, personnel identity verification
survei |l l ance and detection equi prent |ocations, and
quantities and installation details on draw ngs.

Add requirenments for additional site-specific
conditions such as furniture/equipnment |ayout within
protected areas, and hazard | ocation areas, type of
hazard, class, and group

EE R R I I R I I R I R R R I R I R I R I R R R I R I R R I R I R I R

Al l

items of conputer software and technica
which relates to conputer software),
this specification shal

data (including technica
which is specifically identified in
be delivered in accordance with the CONTRACT

dat a

CLAUSES, SPECI AL CONTRACT REQUI REMENTS, and in accordance with the Contract
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Data Requirenments List (CDRL), DD FORM 1423, which is attached to and

thereby nade a part of this contract. Al data delivered shall be

identified by reference to the particul ar specification paragraph agai nst

which it is furnished.
1.4.1 Group | Techni cal Data Package
The data package shall include the followi ng as required

1.4.1.1 Syst em Dr awi ngs

EE R I R R R R I R I R I R R I R I R I R I R R I R I R R R R R I R

NOTE: Itenms (i), (j) and (k) are required only if a
CCTV, intercom or lighting systemis incorporated
as part of this design.

R IR I S bk S b I S S O R kR Rk S bk S bk S b Rk S S bk b S S S

a. Functional System bl ock diagram identifying communications

protocols, wire type and quantity, and approxi mate di stances.

b. Security Console installation, including block and wiring di agrans

and equi pnent | ayout.

c. Local processor installation, including typical block and wring

di agr ans.

d. Field equi pnent enclosure with |ocal processor installation and

schemat i cs.

e. Device wiring and installation draw ngs.

f. Details of connections to power sources, including power supplies

and groundi ng.

g. Details of surge protection device installation.

h. Entry control system bl ock di agram and | ayout.

i. CCTV assessnent bl ock diagram and | ayout .

j. Details of interconnections with Intercomsystem

k. Details of interconnections with Security Lighting system

. Intrusion detection system bl ock di agram and sensor |ayout

(including exterior and interior zones) as well as sensor detection

patterns.

1.4.1.2 Manuf acturer's Data

The data package shall include manufacturer's data for all materials and

equi pnent, including term nal devices, |ocal processors and centra
equi pnent provided under this specification

1.4.1.3 System Descri pti on and Anal yses

The data package shall include system descriptions, analyses, and
cal cul ations used in sizing equi pnent specified. Descriptions and

station

cal cul ations shall show how the equipnent will operate as a systemto neet
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the performance of this specification. The data package shall include the
fol | owi ng:

a. On-board Random Access Menory (RAM.

b. Communicati on speeds and protocol descriptions.

c. Hard disk size and configuration.

d. CD-ROM CD-RWDVD/ DVD- RW dri ve speed and protocol descriptions.

e. Stream ng tape back-up speed and capacity.

f. Floppy disk size and configuration.

g. Alarmresponse tinme cal cul ations..

h. Command response tine cal cul ations.

i. Start-up operations including systemand dat abase backup operati ons.

j. Expansion capability and nmet hod of i npl enentation.

k. Sanple copy of each report specified.

. Color output of typical graphics.

m  System t hroughput cal cul ation
The data package shall also include a table conparing the above infornation
for the equi pnent supplied and the mnimumrequired by the software
manuf act urer.

.4.1.4 Sof t war e Dat a

The software data package shall consist of descriptions of the operation
and capability of system and application software as specifi ed.

.4.1.5 Overall System Reliability Cal cul ations

The overall systemreliability calcul ations data package shall include all
manufacturer's reliability data and cal cul ations required to show
conpliance with the specified reliability in accordance w th paragraph
OVERALL SYSTEM RELI ABI LI TY REQUI REMENTS

.4.1.6 Certifications

Speci fied manufacturer's certifications shall be included with the data
package certification.

.4.1.7 Key Control Pl an
Provide a key control plan including the foll ow ng:

a. Procedures that will be used to log and positively control all keys
during installation.

b. Alisting of all keys and where they are used.
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c. Alisting of all persons allowed access to the keys.
1.4.2 Group Il Techni cal Data Package

Prepare and subnmit a report of "Current Site Conditions" to the Governnent
docunenting site conditions that significantly differ fromthe design
drawi ngs or conditions that affect performance of the systemto be
installed. Provide specification sheets, or witten functiona
requirenents to support the findings, and a cost estimate to correct those
site changes or conditions. Do not correct any deficiency without witten
perm ssion fromthe Governnent.

1.4.3 G oup Il Technical Data Package

Prepare test procedures and reports for the pre-delivery test based on the
pre-delivery test procedures on the nmaterial contained in UFC |
PRE- DELI VERY TEST PROCEDURES FOR ELECTRONI C SECURI TY SYSTEMS

1.4.4 Goup |V Techni cal Data Package

Prepare test procedures and reports for the performance verification test
and the endurance test based on the test procedures on the materi al
contained in UFC [___ ], PERFORMANCE VERI FI CATI ON TEST PROCEDURES FOR
ELECTRONI C SECURI TY SYSTEMS. Deliver the performance verification test and
endurance test procedures to the CGovernment for approval

1.4.4.1 Operation and Mai nt enance Manual s

Deliver draft copies of the operator's, software, hardware, functiona
desi gn, and mai ntenance manual s, as specified below, to the Governnent
prior to beginning the performance verification test for use during the
test period.

1.4.4.2 Qperator's Manual s

The operator's manual shall fully explain all procedures and instructions
for the operation of the system including:

Conput ers and peri pheral s.

User enrollnment.

System start-up and shut down procedures.

Use of system and application software.
Recovery and restart procedures.

Graphi c al arm presentati on.

Use of report generator and generation of reports.
Data entry.

Qper at or commands.

Al arm and system nessages and printing fornmats.
Systementry requirenents.

X ToSDKQ T QOO0 oW

1.4.4.3 Sof t war e Manua

The software manual shall describe the functions of all software and shal
include all other information necessary to enabl e proper |oading, testing,
and operation. The manual shall include:

a. Definition of terns and functions.

b. Use of system and application software.
c. Procedures for systeminitialization, start-up and shutdown
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Al arm reports.

Reports generation,

Dat abase format and date entry requirenents.

Directory of all disk files.

Description of all conmunication protocols, including data
formats, command characters, and a sanple of each type of
data transfer.

i. Interface definition.

SKQ o Qo

1.4.4.4 Har dwar e Manua
A manual describing all equipnent furnished including:

CGeneral description and specifications.

Install ati on and checkout procedures.

Equi pnent el ectrical schematics and | ayout draw ngs.

System schemati cs and | ayout draw ngs.

Alignnent and calibration procedures.

Manuf acturer's repair parts list indicating sources of
suppl y.

g. Interface definition.

DO QOO T

1.4.4.5 Functi onal Design Manua

The functional design nmanual shall identify the operational requirenents
for the system and explain the theory of operation, design philosophy, and
specific functions. A description of hardware and software functions,
interfaces, and requirenents shall be included for all system operating
nodes.

1.4.4.6 Data Entry

Enter all data needed to make the system operational. Deliver the data to
the Government on data entry forns, utilizing data fromthe contract
docunents, Contractor's field surveys, and other pertinent information in
the Contractor's possession required for conplete installation of the

dat abase. Identify and request fromthe Government, any additional data
needed to provide a conpl ete and operational ESS. The conpleted forns
shall be delivered to the Governnent for review and approval at |east 30
days prior to the Contractor's schedul ed need date. When the ESS dat abase
is to be populated in whole or in part froman existing or Governnent

furni shed el ectroni c database, denonstrate the field nmapping schene to
correctly input the data.

1.4.4.7 Graphi cs

EE R R I R R I R I R I R R I R I R I R I R R R I R R R I R R I R

NOTE: The designer will show on the draw ngs the
areas that are to be incorporated into the graphics

package.
EE IR R Sk S b I S S S R R kI S kS kS Rk I S S kR I kS

Where graphics are required and are to be delivered with the system create
and install the graphics needed to nake the systemoperational. UWilize
data fromthe contract documents, Contractor's field surveys, and other
pertinent information in the Contractor's possession to conplete the
graphics. Identify and request fromthe Government, any additional data
needed to provide a conpl ete graphics package. G aphics shall have
sufficient level of detail for the systemoperator to assess the alarm
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Supply hard copy, color exanples at least 200 x 250 mr 8 x 10 inches in
size, of each type of graphic to be used for the conpleted system The
graphi cs exanpl es shall be delivered to the Governnment for review and

approval at |least 30 days prior to the Contractor's schedul ed need date.

. 4.5 Group V Techni cal Data Package

Rk Ik kR IR R R Ik S R AR Rk R R R Rk ok S R Rk Ik S kb S R R o

NOTE: The designer will specify the correct nunber
of manuals on DD FORM 1423. Unless the installation
has a specific requirenent, specify 2 copies of al
manual s, except the Operator's Manual, which should

be specified to be 6 copies.
EE IR R I Sk S b I Sk S S S I R R Rk Ik I S kS kS kI kS kR kS

Deliver final copies of the manuals as specified, bound in hardback

| oose-1eaf binders, to the Governnent within 30 days after conpleting the
endurance test. The draft copy used during site testing shall be updated
with any changes required prior to final delivery of the nanuals. Each
manual 's contents shall be identified on the cover. The manual shal

i ncl ude nanes, addresses, and tel ephone nunbers of each subcontractor
installing equi pnent and systens, and nearest service representative for
each item of equipnent. The manuals shall have a table of contents and tab
sheets. Tab sheets shall be placed at the begi nning of each chapter or
section and at the beginning of each appendix. The final copies delivered
after conpletion of the endurance test shall include nodifications nade
during installation, checkout, and acceptance. The nunber of copies of
each manual to be delivered shall be as specified on DD FORM 1423 and bel ow.

.4.5.1 Qperator's Manua

A copy of the final and approved Operator's Manual

.4.5.2 Sof t war e Manua

A copy of the final and approved Software Mnual

.4.5.3 Har dwar e Manua

A copy of the final and approved Hardware Mnual

.4.5. 4 Functional Design Manua

A copy of the final and approved Functional Design Manual

.4.5.5 Mai nt enance Manua

A copy of the final and approved Mi ntenance Manual

.4.5.6 Fi nal System Draw ngs

Mai ntain a separate set of draw ngs, elenmentary diagranms and wring

di agrans of the systemto be used for final systemdrawi ngs. This set
shal |l be accurately kept up-to-date with all changes and additions to the
ESS and shall be delivered to the Governnent with the final endurance test
report. In addition to being conplete and accurate, this set of draw ngs
shal | be kept neat and shall not be used for installation purposes. Fina

drawi ngs submtted with the endurance test report shall be finished
drawi ngs on CD-ROMin [Mcrostation Version 8] [AutoCAD 2002] fornat.
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5 QUALI TY ASSURANCE
5.1 Pre-Delivery Testing

Perform pre-delivery testing, site performance verification testing, and
adj ustment of the conpleted ESS. Provide personnel, equipnent,
instrumentation, and supplies necessary to performtesting. Witten
notification of planned testing shall be given to the Governnent at | east
14 days prior to the test; notice shall not be given until after the
Contractor has received witten approval of the specific test procedures.

a. TAssenble the test systemas specified, and performtests to
denponstrate that performance of the system conplies with specified
requi renents in accordance with the approved predelivery test
procedures. The tests shall take place during regular daytinme working
hours on weekdays. Mddel nunbers of equi pnent tested shall be
identical to those to be delivered to the site. Oiginal copies of al
dat a produced during predelivery testing, including results of each
test procedure, shall be delivered to the Governnent at the concl usion
of predelivery testing, prior to Government approval of the test. The
test report shall be arranged so that all commands, stimuli, and
responses are correlated to allow | ogical interpretation.

b. Test Setup: The predelivery test setup shall include the follow ng:
1) Al central station equipmnent.

2) At least 1 of each type DTS link, but not less than 2 links,
and associ ated equi pnent to provide a fully integrated system

3) The nunber of |ocal processors shall equal the anmount required
by the site design.

4) At least 1 of each type sensor used.

5) Enough sensor sinulators to provide alarmsignal inputs to the
system equal to the nunber of sensors required by the design. The
al arm signal s shall be manually or software generated.

6) At least 1 of each type of terminal device used.

7) At least 1 of each type of portal configuration with al
facility interface devices as specified or shown.

8) Equi pnent as specified in Section 28 23 23.00 10 CLOSED
CIRCU T TELEVI SON SYSTEMS when requi red.

9) The Contractor shall prepare test procedures and reports for
the predelivery test, and shall deliver the predelivery test

procedures to the Government for approval. The final predelivery
test report shall be delivered after conpletion of the predelivery
test.

5.2 Test Procedures and Reports
Test procedures shall explain in detail, step-by-step actions and expected

results, denpbnstrating conpliance with the requirenents specified. Test
reports shall be used to docunment results of the tests. Reports shall be
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delivered to the Government within 7 days after conpletion of each test.

1.5.3 Li ne Supervi sion

EE R R R I R I R I R I R R R I R I R I R R I R R R R R I R I R I R

NOTE: Specify 5 percent line supervision for Level
A assets.
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1.5.3.1 Signal and Data Transm ssion System (DTS) Line Supervision

Al'l signal and DTS |lines shall be supervised by the system The system

shal | supervise the signal lines by nonitoring the circuit for changes or
di sturbances in the signal, and for conditions as described in UL 1076 for
line security equipment. The systemshall initiate an alarmin response to

a current change of [5] [10] percent or greater. The systemshall also
initiate an alarmin response to opening, closing, shorting, or grounding
of the signal and DTS |ines.

1.5.3.2 Dat a Encryption
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NOTE: Data encryption should be used when required
by governing regul ations or when it has been

determ ned that unaut horized persons may have access
to systeminterconmuni cati ons. The designer nust

i ndi cate which DTS circuits require data encryption
to include card reader to control panel circuits
when appropriate. The designer shoul d choose which
encryption is required. AES is the strongest but may
not be available for all manufacturers, TDES next,
and DES is the | owest |evel of data encryption
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The system shall incorporate data encryption equi pnent on data transm ssion
circuits as shown. The algorithmused for encryption shall be the

[ Advanced Encryption Standard (AES) al gorithm described in Federa

I nformati on Processing Standards (FIPS) 197] of [TDES] [DES] as descri bed
in FIPS 46-3 standards, ANSI X9.52, as a m ni mum

1.5.4 Data Transm ssi on System
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NOTE: Include in the project specification 1 or
nore of the followi ng UFGS for the appropriate Data
Transmi ssion required at the project site: Section
27 15 19.00 10 WRE LI NE DATA TRANSM SSI ON SYSTEM
Section 27 21 10.00 10 FI BER OPTI C DATA TRANSM SSI ON
SYSTEM or Section 33 82 33.00 10 COAXI AL CABLE DATA
TRANSM SSI ON SYSTEM
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Provi de DTS as specified in Section | ] and as shown.

1.6 ENVI RONVENTAL REQUI REMENTS
1.6.1 Interior, Controlled Environnment

Syst em conponents, except the consol e equipnent installed in interior
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1

| ocations, having controlled environnents shall be rated for continuous
operation under anbient environmental conditions of 2 to 50 degrees C 36 to
122 degrees F dry bulb and 20 to 90 percent relative humdity,

non- condensi ng.

.6.2 Interior, Uncontrolled Environnent

System conponents installed in interior |ocations having uncontrolled
environments shall be rated for continuous operation under ambient
environmental conditions of -18 to plus 50 degrees C 0 to 122 degrees F dry
bul b and 10 to 95 percent relative humidity, non-condensing.

.6.3 Ext eri or Environment

System conponents that are installed in |ocations exposed to weather shal
be rated for continuous operation under anbient environnmental conditions of
-34 to plus 50 degrees C -30 to plus 122 degrees F dry bulb and 10 to 95
percent relative humdity, condensing. |n addition, the system conponents
shall be rated for continuous operation when exposed to perfornance
conditions as specified in UL 294 and UL 639 for outdoor use equipnent.
Conponents shall be rated for continuous operati on when exposed to rain as
specified in NEMA 250, winds up to 137 kmh 85 nph and snow cover up to 610
nr 2 feet thick, measured vertically.

.6.4 Hazar dous Envi ronnent

Syst em conponents | ocated in areas where fire or explosion hazards may
exi st because of flammabl e gases or vapors, flammble |iquids, conbustible
dust, or ignitable fibers or flyings, shall be rated and installed
according to Chapter 5 of the NFPA 70 and as shown.

7 MAI NTENANCE AND SERVI CE
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NOTE: The nmi ntenance and service to be provided by
the Contractor during first year's warranty period
will be included as a separate bid item and nmust be
funded with O & Mfunds. The designer will

coordi nate funding requirements with the
installation.
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7.1 Warranty Peri od

Provide all labor, equipment, and materials required to maintain the entire
systemin an operational state as specified, for a period of one year after
formal witten acceptance of the systemto include schedul ed and
nonschedul ed adj ust nents.

.7.2 Description of Wbrk

The adjustnent and repair of the systemincludes all conputer equipnent,
sof tware updates, comruni cations transnission equi pnent and DTS, |oca
processors, sensors and entry control, facility interface, and support
equi prrent. Responsibility shall be linmted to Contractor installed

equi prrent. Repair, calibration, and other work shall be provided and
performed in accordance with the manufacturer's docunentation and
instruction. The maintenance manual shall include descriptions of

mai nt enance for all equiprent including inspection, periodic prevention
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mai nt enance, fault diagnosis, and repair or replacenent of defective
components.

1.7.3 Per sonne

Servi ce personnel shall be certified in the naintenance and repair of the
specific type of equipnent installed and qualified to acconplish work
pronptly and satisfactorily. The Governnment shall be advised in witing of
the nane of the designated service representative, and of any change in

per sonnel .

1.7.4 Schedul e of Work
Performtwo mnor inspections at 6 nmonth intervals (or nore often if
required by the manufacturer), and two major inspections offset equally
bet ween the m nor inspections to effect quarterly inspection of alternating
nmagni t ude.

1.7.4.1 M nor | nspections
M nor inspections shall include visual checks and operational tests of
consol e equi pnent, peripheral equipnent, |ocal processors, sensors, and
el ectrical and mechanical controls. Mnor inspections shall also include
nechani cal adjustnment of |aser printers.

1.7.4.2 Maj or | nspecti ons

Maj or i nspections shall include work described under paragraph M nor
I nspections and the follow ng work:

a. Cean interior and exterior surfaces of all system equi prent and
| ocal processors, including workstation nonitors, keyboards, and
consol e equi prent .

b. Performdiagnostics on all equipnent.

c. Check, walk test, and calibrate each sensor

d. Run all system software diagnostics and correct all diagnosed
pr obl ens.

e. Resolve any previous outstandi ng probl ens.
f. Purge and conpress data bases.
g. Review network configuration

1.7.4.3 Schedul ed Work

Schedul ed work shall be performed during regular working hours, Mnday
through Friday, excluding federal holidays.

1.7.5 Enmer gency Servi ce
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NOTE: I n sone cases the designer nay determne a

| ess rapid response tinme is acceptabl e when wei ghed
agai nst the cost of the service. The designer nust
insert a tinme based upon input fromthe user
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The Government will initiate service calls when the systemis not
functioning properly. Qualified personnel shall be avail able to provide
service to the conplete system The Governnent shall be furnished with a
t el ephone nunber where the service supervisor can be reached at all tines.
Servi ce personnel shall be at site within [2] [4] [___ ] hours after
receiving a request for service. The systemshall be restored to proper
operating condition within 8 hours after service personnel arrive onsite
and obtain access to the system

.7.6 Qperation

Performance verification test procedures shall be used after all schedul ed
mai nt enance and repair activities to verify proper component and system
operati on.

LT7.7 Records and Logs

Keep records and | ogs of each task, and organi ze cumnul ative records for
each component, and for the conplete systemchronologically resultig in a
continuous log to be maintained for all devices. The Iog shall contain al
initial settings. Conplete |ogs shall be kept and shall be available for
i nspection onsite, denonstrating that planned and systenatic adjustnents
and repairs have been acconplished for the system

.7.8 Wor k Request s

Separately record each service call request, as received. The form shal

i nclude the serial nunber identifying the conponent involved, its |location
date and tine the call was received, specific nature of trouble, names of
service personnel assigned to the task, instructions describing what has to
be done, the amount and nature of the material to be used, the tine and
date work started, and the tinme and date of conpletion. Deliver a record
of the work perfornmed within 5 days after work is acconpli shed.

.7.9 System Modi fi cati ons

Make any reconmendati ons for systemnodification in witing to the
Government. System nodifications shall not be nmade wi thout prior approva
of the Governnment. Any nodifications nade to the systemshall result in
the updating of the operation and nai ntenance nanual s as well as any ot her
docunent ati on affected.

.7.10 Sof t war e

Provide a description of all software updates to the Governnent, who wll
then deci de whether or not they are appropriate for inplenentation. After
notification by the Governnent, inplenent the designated software updates
and verify operation in the system These updates shall be acconplished in
atinely manner, fully coordinated with system operators, and shall be
incorporated into the operation and mai ntenance manual s, and software
docunentation. Mike a systeminage file so the systemcan be restored to
its original state if the software update adversely affects system

per f or mance.
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PART 2 PRODUCTS

2.

2.

1 MATERI ALS REQUI REMENTS
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NOTE: Sone sensors have special or optiona
features that nay be required for this project.
Refer to UFC 4-012-17 for gui dance on
applicability. Add descriptions of special or
optional features to this specification if they are
required.
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1.1 Mat eri al s and Equi prent

Units of equipnent that performidentical, specified functions shall be
products of a single manufacturer. All material and equi prent shall be new
and currently in production. Each nmajor conponent of equi pnent shall have
the manufacturer's nodel and serial nunmber in a conspicuous place. System
equi prrent shall conformto UL 294 and UL 1076.

1.2 Nanmepl at es

Lam nated pl astic nanepl ates shall be provided for |ocal processors. Each
nanepl ate shall identify the |ocal processor and its location within the
system Laminated plastic shall be 3 nr 1/8 inch thick, white with bl ack
center core. Nanmeplates shall be a mininumof 25 x 75 mr 1 x 3 inches,
with minimunm 6 mv 1/4 inch high engraved block lettering. Nameplates shal
be attached to the inside of the enclosure housing the | ocal processor

Q her maj or conponents of the systemshall have the manufacturer's nane,
address, type or style, nodel or serial nunber, and catal og nunber on a
corrosion resistant plate secured to the item of equi pnent. Nanepl ates
will not be required for devices snmaller than 25 x 75 mr 1 x 3 inches.

. 1.3 Power Line Surge Protection

Equi pment connected to alternating current circuits shall be protected fom
power |ine surges. Equipnent protection shall wthstand surge test

wavef ornms described in | EEE C62.41.1 and | EEE C62.41.2. Fuses shall not be
used for surge protection

.1.4 Sensor Device Wring and Comuni cation Circuit Surge Protection

I nputs shall be protected against surges induced on device wiring. Qutputs
shal | be protected against surges induced on control and device wring
installed outdoors and as shown. Conmuni cations equi pnent shall be
prot ect ed agai nst surges induced on any conmmuni cations circuit. Cables and
conductors, except fiber optics, which serve as comunications circuits
fromconsole to field equipnment, and between field equi pment, shall have
surge protection circuits installed at each end. Protection shall be
furni shed at equi pnment, and additional triple electrode gas surge
protectors rated for the application on each wireline circuit shall be
installed within 1 m 3 feet of the building cable entrance. Fuses shal
not be used for surge protection. The inputs and outputs shall be tested
in both normal node and common node using the followi ng two wavef or ns:

a. A 10 microsecond rise tine by 1000 nicrosecond pul se w dth wavef orm
with a peak voltage of 1500 Volts and a peak current of 60 anperes.

b. An 8 microsecond rise tinme by 20 microsecond pul se wi dt h wavef orm
with a peak voltage of 1000 Volts and a peak current of 500 anperes.
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2.1.5 Power Line Conditioners

A power |ine conditioner shall be furnished for the cosol e equi prent and
each | ocal processor. The power line conditioners shall be of the
ferroresonant design, with no noving parts and no tap switching, while
electrically isolating the secondary fromthe power line side. The power
line conditioners shall be sized for 125 percent of the actual connected
kVA | oad. Characteristics of the power line conditioners shall be as
fol |l ows:

a. At 85 percent |oad, the output voltage shall not deviate by nore
than plus or minus 1 percent of nomi nal when the input voltage
fluctuates between m nus 20 percent to plus 10 percent of nom nal.

b. During | oad changes of zero to full |oad, the output voltage shal
not deviate by nore than plus or mnus 3 percent of nominal. Ful
correction of |load swi tching disturbances shall be acconplished within
5 cycles, and 95 percent correction shall be acconplished within 2
cycles of the onset of the disturbance.

c. Total harnonic distortion shall not exceed 3.5 percent at full [ oad.

2.1.6 Fi el d Encl osures
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NOTE: Show on the draw ngs which specific type of
enclosure is needed. Show netallic enclosures for
very high security areas or when a hi gher degree of
tanper protection is desirable.
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2.1.6.1 I nterior Sensor
Sensors to be used in an interior environnent shall have a housing that
provi des protection against dust, falling dirt, and dripping noncorrosive
['i quids.

2.1.6.2 Ext eri or Sensor
Sensors to be used in an exterior environnent shall have a housing that
provi des protection agai nst wi ndbl own dust, rain and splashing water, and
hose directed water. Sensors shall be undanmaged by the formation of ice on
the encl osure.

2.1.6.3 Interior Electronics

System el ectronics to be used in an interior environnment shall be housed in
encl osures which neet the requirenments of NEVA 250 Type 12.

2.1.6.4 Exteri or El ectronics

System el ectronics to be used in an exterior environnment shall be housed in
encl osures which neet the requirenments of NEVA 250 Type 4.

2.1.6.5 Corrosi on Resi st ant

System el ectronics to be used in a corrosive environnent as defined in
NEMA 250 shall be housed in netallic non-corrosive encl osures which neet
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the requirenments of NEMA 250 Type 4X
.1.6.6 Hazar dous Environment Equi prent

System el ectronics to be used in a hazardous environnment shall be housed in
a encl osures whi ch neet the requirenents of paragraph Hazardous Environnent.

1.7 Fungus Tr eat nment

R IR I S bk S bk kS I I kS Rk S bk S bk S b S R R S b b S S Sk Rk S

NOTE: Fungus treatnment should only be used on

equi pnment to be installed in climtes that are known
to have problens with fungus growth. Exanples are
extremely tropical climtes or hunmid, poorly
ventilated areas. |If these conditions do not exist,
del ete the fungus treatnent requirenent.
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Syst em conponents | ocated in fungus growh inductive environments shall be
completely treated for fungus resistance. Treating nmaterials containing a
mercury bearing fungicide shall not be used. Treating materials shall not
increase the flammability of the material or surface being treated.
Treating materials shall cause no skin irritation or other injury to
personnel handling it during fabrication, transportation, operation, or

mai nt enance of the equi pnent, or during use of the finished itens when used
for the purpose intended.

.1.8 Tanper Provi sions
.1.8.1 Tanper Switches

Encl osures, cabinets, housings, boxes, and fittings having hinged doors or
renovabl e covers and which contain circuits or connections of the system
and its power supplies, shall be provided with cover operated,
corrosion-resistant tanper switches, arranged to initiate an alarm signa
when the door or cover is noved. The enclosure and the tanper swtch shal
function together and shall not allow direct line of sight to any interna
components before the switch activates. Tanper sw tches shall be

i naccessible until the switch is activated; have nounting hardware
conceal ed so that the location of the switch cannot be observed fromthe
exterior of the enclosure; be connected to circuits which are under

el ectrical supervision at all tines, irrespective of the protection node in
which the circuit is operating; shall be spring-loaded and held in the

cl osed position by the door or cover; and shall be wired so that the
circuit is broken when the door or cover is disturbed.

a. Nonsensor Enclosures: Tanper switches nust be installed on al
nonsensor encl osures.

b. Sensor Enclosures: Tanper swtches nmust be installed on all sensor
encl osures or housi ngs.

.1.8.2 Encl osure Covers

Covers of pull and junction boxes provided to facilitate initia
installation of the system need not be provided with tanper switches if
they contain no splices or connections, but shall be protected by tack
wel ding or brazing the covers in place or by tanper resistant security
fasteners. Labels shall be affixed to such boxes indicating they contain
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no connecti ons.

2.1.9 Locks and Key-Lock Switches
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NOTE: Either round key or conventional key type

| ocks are acceptable for use in the system

Sel ection should be based on hardware availability
at the tine of design and the requirenments for

mat ching locks currently in use at the site. |If the
| ocks do not have to be matched to | ocks in use, and
t he desi gner has no preference, all brackets nay be

renoved.
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2.1.9.1 Locks

Locks shall be provided on system encl osures for mai ntenance purposes.
Locks shall be UL listed, [round-key type with 3 dual, 1 nushroom 3 plain
pin tunbl ers] [or] [conventional key type | ock having a comnbination of 5
cylinder pin and 5-point 3 position side bar]. Keys shall be stanped "U. S.
GOVT. DO NOT DUP." The | ocks shall be arranged so that the key can only be
wi t hdrawn when in the | ocked position. Mintenance |ocks shall be keyed
ali ke and only 2 keys shall be furnished for all of these |ocks. These
keys shall be controlled in accordance with the key control plan as
specified in paragraph Key Control PIan.

2.1.9.2 Key- Lock- Operated Swi t ches

Key- | ock-operated switches required to be installed on system conponents
shall be UL listed, [round-key type, with 3 dual, 1 mushroom and 3 plain
pin tunbl ers] [or] [conventional key type | ock having a combination of 5
cylinder pin and 5-point 3 position side bar]. Keys shall be stanped "U. S.
GOVT. DO NOT DUP." Key-Ilock-operated switches shall be 2 position, wth
the key renmovable in either position. Al key-I|ock-operated swtches shal
be keyed differently and only 2 keys shall be furni shed for each

key- | ock-operated-switch. These keys shall be controlled in accordance
with the key control plan as specified in paragraph Key Control Pl an.

2.1.9.3 Construction Locks

A set of tenporary |ocks shall be used during installation and
construction. The final set of locks installed and delivered to the
CGovernment shall not include any of the temporary | ocks.

2.1.10 System Conponent s

Syst em conponents shall be designed for continuous operation. Electronic
conmponents shall be solid state type, nounted on printed circuit boards
conformng to UL 796. Printed circuit board connectors shall be plug-in,
qui ck-di sconnect type. Power dissipating conponents shall incorporate
safety margins of not |ess that 25 percent with respect to dissipation
ratings, maxi numvoltages, and current carrying capacity. Control relays
and simlar switching devices shall be solid state type or seal ed

el ectr o- mechani cal

2.1.10.1 Modul arity

Equi pnrent shall be designed for increase of systemcapability by
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installation of nodul ar conmponents. System conponents shall be designed to
facilitate maintenance through repl acement of nodul ar subassenblies and
parts.

2.1.10.2 Mai ntai nability

Conmponents shall be designed to be naintained using comercially avail abl e
tool s and equi prent. Conponents shall be arranged and assenbl ed so they
are accessible to maintenance personnel. There shall be no degradation in
tanmper protection, structural integrity, EM/RFl attenuation, or line
supervi sion after nai ntenance when it is perfornmed in accordance with
manuf acturer's instructions.

2.1.10.3 I nt erchangeability

The system shall be constructed with off-the-shelf conponents which are
physically, electrically and functionally interchangeable w th equival ent
conponents as conplete itens. Replacenent of equival ent conponents shal

not require nodification of either the new conponent or of other conponents
with which the replacenment itenms are used. Custom designed or
one-of-a-kind itens shall not be used. |Interchangeabl e conponents or
nodul es shall not require trial and error matching in order to neet

i ntegrated systemrequirenments, system accuracy, or restore conplete system
functionality.

2.1.10.4 Product Safety

Syst em conponents shall conformto applicable rules and requirenents of
NFPA 70 and UL 294. System conponents shall be equi pped with instruction
pl ates includi ng warni ngs and cauti ons descri bing physical safety, and
special or inportant procedures to be followed in operating and servicing
system equi pnent .

2.1.11 Control s and Designations
Controls and designations shall be as specified in NEVA | CS 1.
2.1.12 Speci al Test Equi pnent

Provide all special test equipnent, special hardware, software, tools, and
programming or initialization equiprment needed to start or nmintain any
part of the systemand its conponents. Special test equipnent is defined
as any test equipnent not nornmally used in an el ectronics nai ntenance
facility.

2.1.13 Al ar m Qut put

The al arm out put of each sensor shall be a single pole double throw (SPDT)
contact rated for a mnimmof 0.25 A at 24 Volts dc.

2.2 CENTRAL STATI ON HARDWARE
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NOTE: The specific size and speed of the conputers
is directly related to the size and conplexity of
the installation. The follow ng m ni mum

requi renents are devel oped for a standard

wor kst ati on, badging station, server or regiona
server, and an Enterprise server. A single server
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systemis distinguished froman Enterprise class
server in that a single server systemdirectly
connects and controls all workstations and contro
panels. An Enterprise solution would use a |arge
master server connected to regional or sub-servers
which directly control their own subset of

wor kst ati ons and control panels.
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The central station conputer(s) shall be standard, off the shelf,
unnodi fied digital conputer of nodul ar design

2.2.1 Processor Speed

The processor shall utilize a minimumarchitecture of a 32-bit CSIC. The
operating speed of the processor shall be a mninum of:

a. Wrkstation 2.4 [ ] Gz
b. Badging Station 2.4 [_ ] &z
c. Server or Regional Server 2.4 [ _ ] Gz
d. Enterprise or G obal Server 1.8 [_ ] GHz

2.2.2 Menor y

The mininmuminstall ed and expandabl e RAM nenory sizes are as foll ows:

Installed Expandabl e
a. Wrkstation 256 MB 2.0[_] cB
b. Badging Station 512 MB 2.0[__] cB
c. Server or Regional Server 512 MB 20[_] GB
d. Enterprise or G obal Server 1.0 GB 8.0[__] GB

2.2.3 Power Supply

The power supply shall have a ninimum capacity of:

a. Wrkstation 200 [__] watts.
b. Badging Station 200 [ __] watts.
c. Server or Regional Server 330 [ __] watts.
d. Enterprise or Gobal Server (Dual Power Supplies) 500 [ ] Watts.
2.2. 4 Real Tinme d ock (RTC

An RTC shall be provided. Accuracy shall be within plus or mnus 1 mnute
per nonth. The clock may be nmade accurate by autonmatic tine-syncing
software using standard protocols. The RTC shall maintain tine in a
24-hour format including seconds, mnutes, hours, date, and nonth and shal
be resettable by software. The clock shall continue to function for a
period of 1 year without power.

2.2.5 Serial Ports

The foll owi ng ports shall be provided on each workstation type, as a
mi ni mum

a. Two TIA-232-F serial.

b. Serial ports shall have adjustable data transm ssion rates from
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9600 to 115.2 Kbps and shall be sel ectabl e under program control.
c. One enhancd parallel port.
d. One RJ-45 Network Interface Connector.
e. Two PS/2 or 6-pin mni-DIN ports for keyboard and nouse.
f. Two USB ports.
2.2.6 Network Interface Card

A Network Interface Card (NIC) shall be provided for each conputer type
with a mni num speed of:

a. Wrkstation [10] [100] [1000] WMBPS.
b. Badging Station [10] [100] [1000] WMBPS.
c. Server or Regional Server [10] [100] [1000] WMBPS.
d. Enterprise or dobal Server Enbedded G gabit N C.

2.2.7 Col or Mbni tor

The nonitor shall be no less than 430 nmr 17 inches with a m ni nrum
resol ution of 1280 by 1024 pixels, non-interlaced, and a naxi num dot pitch

of 0.28 mllimeters. The video card shall support at |east 256 colors at a

resolution of 1280 by 768. The workstations shall operate with the
foll owi ng m ni mrum si ze and types of video RAM

a. Wrkstation 64 MB shared nenory.

b. Badging Station 32 MB SDRAM

c. Server or Regional Server Integrated controller with 8 MB of
SDRAM

d. Enterprise or G obal Server Integrated controller with 8 MB of
SDRAM

2.2.8 Keyboard A101

A keyboard having a mininum 64 character, standard ASCI| character, based
on ANSI | NCI TS 154 shall be furnished.

2.2.9 Enhancenent Har dwar e

Enhancenent hardware, such as special function keyboards, special function
keys, touch screen devices, or nouse shall be provided for frequently used
operat or commands, or as shown, such as: Help, A arm Acknow edge, Pl ace
Zone I n Access, Place Zone In Secure, System Test, Print Reports, Change
Qperator, Security Lighting Controls, and Display G aphics.

2.2.10 Di sk Storage
A hard disk with controller having a maxi mum average access time of 10

mlliseconds shall be provided. The hard disk shall provide a mninmm
formatted storage:

a. Wrkstation 20 GB SCSI\EI DE @200 RPM
b. Badging Station 40 GB SCSI\EI DE @200 RPM
c. Server or Regional Server 40 GB SCsSI\ElI DE @200 RPM
d. Enterprise or @ obal Server Quantity (3) Level 5 RAID, 18 GB

SCSI\ EI DE @ 10K RPM
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2.2.11 Fl oppy Di sk Drives

A high-density floppy disk drive and controller in 90 mr 3-1/2 inch size
shal | be provided.

2.2.12 Magneti ¢ Tape System

A 4 mmcartridge magnetic tape systemshall be provided. Each tape shall
be computer grade, in arigid cartridge with spring-|loaded cover and
wite-protect. The tape drives shall utilize unconpressed and conpressed
capacity tapes as follows:

a. Wrkstation N A
b. Badging Station N A
c. Server or Regional Server 20/ 40 GB, DD4.
d. Enterprise or G obal Server 20/ 40 GB, DD4.

2.2.13 Modem
A nmodem shal | be provided and operate at 57,600 bps, full duplex on
circuits using asynchronous conmuni cations. Mdem shall have error
detection, auto answer/autodial, and call-in-progress detection. The nodem
shal |l neet the requirenents of | TU V.34, I TU V.92 for error correction and
| TU V.42 for data conpression standards, and shall be suitable for
operating on unconditioned voice grade tel ephone lines in conformance wth
47 CFR 68.

2.2.14 Audible Alarm
The manufacturer's standard audi bl e al arm shall be provided. Each of the
computer station types shall include a soundboard and speakers to provide
audi o indications for the operator.

2.2.15 Mouse
A mouse with a mininmumresolution of 400 dots per inch shall be provided.

2.2.16 CD ROM CD-RW

A CD- ROM CD- RW nomi nal storage capacity of 700 negabytes shall be
provided. These drives shall have the follow ng ninimumcharacteristics:

a. Data Transfer Rate: 3.6 Mbops.
b. Average Access Tine: 150 mlliseconds.
c. Cache nmenory: 256 Kbytes.
d. Data throughput: 3.6 Miyte/second, m nimm
e. Read speed: 48x.
f. Wite speed: 32x.

2.2.17 DVD/ DVD- RW

A DVD/ DVD- RW nom nal storage capacity of 4.7 G gabytes shall be provided.

These drives shall have the follow ng ninimumcharacteristics:
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a. Data Transfer Rate: 3.6 Mbops.
b. Average Access Tine: 150 mlliseconds.
c. Cache nmenory: 256 Kbytes.
d. Data t hroughput: 3.6 Myte/second, m nimm
e. Read speed: 12x.
f. Wite speed: 4x.
2.2.18 Dot Matrix Alarm Printer

A dot matrix alarmprinter shall be provided and interconnected to the
central station equipnment. The dot matrix alarmprinter shall have a
m ni mum 96 character, standard ASCI| character set, based on ANSI |NC TS 154
and with graphics capability. The printer shall be able to print in both
red and bl ack without ribbon change. The printers shall have adjustable
sprockets for paper width up to 11 inches, print at |east 80 col ums per
line and have a m ni mum speed of 200 characters per second. Character
spaci ng shall be selectable at 10, 12 or 17 characters per inch. The
printers shall utilize sprocket-fed fan fold paper. The units shall have
programuabl e control of top-of-form

2.2.19 Report Printer

A report printer shall be provided and interconnected to the centra
station equipnent. The printer shall be a |laser printer with printer
resol ution of at |least 600 dots per inch. The printer shall have at |east
2 nmegabytes of RAM Printing speed shall be at |east 8 pages per minute
with a 100-sheet paper cassette and with automatic feed. [Provide [__ ]
sheets of printer paper and [ ] ribbons after successful conpletion of
the endurance test.]

2.2.20 Controllers

Controllers required for operation of specified peripherals, serial, and
paral |l el ports shall be provided.

2.2.21 Redundant Central Conputer

Rk Ik kR IR R R Ik S R AR Rk R R R Rk ok S R Rk Ik S kb S R R o

NOTE: Redundant processors and associ ated hardware
and software should be used only when required by
governi ng regul ations or when a single point failure
woul d be unaccept abl e.

EE R R I R R I R R R I I O R R R R R Sk S R Rk R I Rk S I I R R O

An identical redundant central conputer shall be provided. It shall be
interconnected in a hot standby, peer configuration. Each central conputer
shall maintain its own copies of systemsoftware, application software and
data files. Systemtransactions and other activity that alter systemdata
files shall cause near real-time updates to both sets of systemfiles. In
the event of a central computer failure, the other central conputer shal
assune control imediately and automatically.
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2.2.22 Central Station Equi prent Encl osures

Rk Ik kb Sk R R IR R R I kI ARk Sk R R Rk I o b Sk kS R R Ik Sk b S R o

NOTE: The Central Station encl osures shoul d be

| ocated in a secure |location. The cabinetry should
provi de the nost ergononic configuration for the
system operator. The |ayout of the cabinets should
provi de service access to the rear of the cabinets
to allow service w thout disrupting norma
operations. Additionally, the electronic equi pment
shoul d be kept at a |ower tenperature than the
operator's location to extend the life of the

equi prent. Consider nounting the cabinets in a
wal I ; operator on one side, access to equi pnment on
the other. Power should be distributed through the
cabinets for all of the racked equi pnent. Lighting
shoul d be designed to mninize reflections on the
nmoni tors while nmaintaining sufficient light levels

for the operators to work.
ER R IR I I R R R R R I I I R R R Rk I I I R R R I I I R R R R R I I I R R I I I R O I I I I S I R R S I

Provi de col or coordi nated consol es and equi pnent cabi nets. Equi pnent

cabi nets shall have front and back pl exiglass doors, thernostatic

controll ed bottom nounted fan, and netal fitted and | ouvered tops. One

| ocki ng cabinet approximately 1.8 m 6 feet high, 1 m 3 feet wide, 0.5 to 1 m
18 to 36 inches deep with 3 adjustable shelves, and 4 storage racks for

storage of disks, tapes, printouts, printer paper, ribbons, manuals, and

ot her docunentation shall be provided.

2.2.23 Uninterruptible Power Supply (UPS)

A self contained UPS, suitable for installation and operation at the
central station, shall be provided. The UPS shall be sized to provide a

m ni mum of 6 hours of operation of the central station equipnent. |[If the
facility is without an energency backup generator, the UPS shall provide
necessary battery backup power for 24 hours. Equi pnent connected to the
UPS shall not be affected by a power outage of a duration |ess than the
rated capacity of the UPS. UPS shall be conplete with necessary power
supplies, transformers, batteries, and accessories and shall include visua
i ndi cation of normal power operation, UPS operation, abnornal operation and
vi sual and audi bl e indication of |ow battery power. The UPS shall be as
specified in Section 26 32 33.00 10 UNI NTERRUPTI BLE POAER SUPPLY ( UPS)
SYSTEM ABOVE 15 kVa CAPACI TY. The UPS condition shall be nonitored by the
ESS and di spl ayed at the Central Station through the use of outputs or data
stream fromthe UPS.

2.2.24 Fi xed Map Di spl ay

EE R R I R R I R R R I I O R R R R R Sk S R Rk R I Rk S I I R R O

NOTE: A map display should be used only if required
by regul ati on or user requirenent.

R IR I S bk O b I S S I S I Rk S S b S R Rk S b S S I bk b S bk R S

A fixed map display shall be provided showing a | ayout of the protected
facilities. Zones corresponding to those nonitored by the system shall be
hi ghl i ghted on the display. Status of each zone shall be displayed using
LED s as required within each designated zone. An LED test switch shall be
provi ded on the map displ ay.
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2.2.25 Enrol | ment Center Equi pnent

Rk Ik kb Sk R R IR R R I kI ARk Sk R R Rk I o b Sk kS R R Ik Sk b S R o

NOTE: The designer will calculate if 50 percent is
adequate for future use. |If it is not, the designer
wi |l specify the correct percentage.

EE R R R R I I R R I I I R R R I R I S S R R R I I Rk I I R R O R I O

Enrol | ment stations shall be provided and | ocated as shown to enrol
personnel into, and disenroll personnel from the system database. The
enrol I ment equi prent shall only be accessible to authorized entry contro

enrol I ment personnel. Provide enough credential cards for all personnel to
be enrolled at the site plus an extra [50] [__ ] percent for future use
The enrol | ment equi prent shall include subsystem configuration controls and

el ectronic diagnostic aids for subsystem setup and troubl eshooting with the
central station. A printer shall be provided for the enroll nent station
whi ch neets the requirenents of paragraph Report Printer

2.2.25.1 Enrol | mrent Center Accessories

A steel desk-type console, a swivel chair on casters and equi pnent racks
shal | be provided. The console shall be as specified in CEA-310-E and as
shown. Equi prent racks shall be as specified in CEA-310-E and as shown.

Al equiprment, with the exception of the printers, shall be rack nounted in
the consol e and equi pnent racks or as shown. The consol e and equi prent
racks and cabi nets shall be color coordinated. A |ocking cabinet
approximately 1.8 m 6 feet high, 900 nmm 3 feet wide, and 600 mr 2 feet deep
with 3 adjustable shelves, and 2 storage racks for storage of disks, tapes,
printouts, printer paper, ribbons, manuals, and ot her docunentation shal

be provi ded.

2.2.25.2 Enrol | ment Center |.D. Production

The enrol Il ment center shall be equipped with a high-resolution digita
canmera structurally nmounted, or provided with a reliable tripod. The
canmera nodel shall be as recommended by the manufacturer of the ESS. The
canmera and digital video capture card shall be commercially available, off
the shelf conmponents. Design and provide a lighting system sufficient for

quality, still-video capture. The enrollment center shall be equipped with
a die-sublimation [ ] printer capable of printing directly to the
access control or |.D. credential. Printer ribbons and other printing

supplies shall be provided to conplete the initial enrollment by 200% The
quantity of credentials is a separate issue and will be as shown.

2.2.26 Secondary Al arm Annunci ation Site

EE R R I R R I R I R I R R I R I R I R I R R R I R R R I R R I R

NOTE: Show secondary al arm annunci ati on consol e on
the drawings. Elininate this paragraph if the
system does not have secondary al arm annunci ati on
consol e.

R IR I S bk O b I S S I S I Rk S S b S R Rk S b S S I bk b S bk R S

Secondary al arm annunci ati on workstation shall be | ocated as shown.

Har dwar e and software needed for the secondary al arm annunci ation

wor kst ation shall be provided. [The secondary al arm annunci ation

wor kst ation shall allow the operator to duplicate all functions of the main
operator interface, and shall show system status changes.] [The secondary
al arm annunci ati on consol e shall display alarms or system status changes
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only.]
2.3 CENTRAL STATI ON SOFTWARE

Software shall support all specified functions. The central station shal
be online at all tinmes and shall performrequired functions as specified.
Sof tware shall be resident at the central station, regional server, and/or
the | ocal processor as required to perform specified functions.

2.3.1 Syst em Sof t war e
System software shall performthe follow ng functions
a. Support nulti-user operation with nultiple tasks for each user.
b. Support operation and nanagenent of peripheral devices.

c. Provide file managenent functions for disk I/Q including creation
and deletion of files, copying files, a directory of all files

i ncluding size and | ocation of each sequential and random ordered
record.

d. Provide printer spooling.

e. The system shall be designed to support any industry standard net
prot ocol and topol ogy |isted bel ow

TCP/ I P

Novel Netware (I PX/ SPX)

Di gi tal PATHWORKS

Banyan VI NES

| BM LAN Server (NetBEU )

| BM SNA Net wor ks

M crosoft LAN Manager (NetBEUI)

NFS Net wor ks

Renpte Access Service (RAS) via |ISDN, x.25, and standard
phone |ines

CONoOREWNE

f. The systemshall be Open Dat abase Connectivity (ODBC) conpliant.

g. The system shall support a relational database nmanagenent system
with the proper 32-bit ODBC drivers. Exanples of these databases

i nclude, but are not limted to, Mcrosoft SQ 2000, Oracle Server 8i /
9i, or IBM B2 Universal Server 7.2.

h. The systemshall be portable across nmultiple platfornms to take ful
advantage of nmultiple hardware architectures, w thout changing system
sof t war e

i. The systemshall support any standard video input source that
utilizes a Red/ G een/Blue (RGE), Conposite, or S-Video signal. NMNonitor
resol ution shall support a mninumof 1024 x 768 pixels with SVGA
graphi cs standards.

j. The system shall be designed to support any standard thernal dye
transfer credential printer with certified drivers. The system shal
al so support any ink jet, laser, or dot matrix printer with certified
drivers.
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k. The system shall be designed to support an advanced distributed
network architecture, where intelligent systemcontrollers (1SCs) do
not need to be home-run wired back to the database server. |1SCs shal
be wired to any authorized PCthat is licensed to run the system
software. Network based | SCs shall be able to comunicate back with

t he dat abase server through standard network switches and routers and
shall not have to be on the sane subnet. The system shall al so support
dual path upstream comunications between the | SC and client

wor kst ati ons/ dat abase server. [|SCs shall be connected to the Loca
Area Network (LAN)/Wde Area Network (WAN) via industry standard
[TCP/1P] [RS-232/485] [Dial-up] conmunications protocol. As such, any
alarmin the systemshall be capable of being routed to any client

wor kst ation(s) on the network, regardless of the | SC that generated the
al arm

2.3.2 Software Scal ability

The system software shall be scal able as shown. The software shall have
the capability of managing the total operations of the ESS system capacity
of credential readers, alarminputs, control outputs, and periphera

equi prent as shown, as governed by l|icensing agreenents. M ni num
requirenments for regional server additions shall be driven by bandw dth and
| at ency cal cul ati ons provided by the manufacturer of the ESS system

2.3.3 System Architecture

Criticality, operational requirenments, and/or limting points of failure
may dictate the devel opnent of an enterprise and regi onal server
architecture as opposed to systemcapacity. Provide server and workstation
configurations with all necessary connectors, interfaces, and accessories
as shown.

2.3.4 Real Tine C ock Synchronization

The system shall synchronize each real time clock within 1 second and at
| east once per day automatically, wi thout operator intervention and w thout
requiri ng system shut down.

2.3.5 Dat abase Definition Process

Software shall be provided to define and nodify each point in the database
usi ng operator commands. The definition shall include all paraneters and
constraints associated with each sensor, conmandabl e output, zone, facility
interface device, termnal device, etc. Data entry software shall provide
mass enrol | ment capability, such that multiple devices nay be assigned
simlar paraneters with a single entry. Each database itemshall be
callable for display or printing, including EPROM ROM and RAM resi dent
data. The database shall be defined and entered into the ESS based upon

i nput fromthe Government.

2.3.6 Sof t war e Tanper

The ESS shall annunciate a tanper al arm when unauthorized changes to the
system dat abase files are attenpted. Three consecutive unsuccessfu
attenpts to log onto the systemshall generate a software tanper alarm A
software tanper alarm shall al so be generated when an operator or other

i ndi vi dual makes 3 consecutive unsuccessful attenpts to invoke centra
processor functions beyond their authorization | evel. The ESS shal
maintain a transcript file of the last 5000 cormands entered at each
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central station to serve as an audit trail. The systemshall not all ow
wite access to the systemtranscript files by any person, regardl ess of
their authorization level. The systemshall only allow acknow edgnent of
software tanper alarns and read access to the systemtranscript files by
operators and nmanagers with the highest password authorization |eve
available in the system

.3.7 Condi ti onal Command Event

The ESS software shall provide a programmabl e tinefrane and al arm out put

for failure of the operator to acknow edge an alarmcondition. |f an alarm
is not acknowl edged within the specified tineframe, the alarmand notice of
| ack of response shall be conmunicated to other stations on the system |If
no other stations are manned 24 hours per day, then an automatic alert nust
be provided for security response personnel

.3.8 Peer Conputer Control Software

EE R R R R I I R R I I I R R R R S R R R I R I Rk I I I R O S O

NOTE: Redundant processors and associ ated hardware
and software should be used only when required by
governi ng regul ations or when a single point failure
woul d be unacceptable. Verify comunication
capacities between the processor |ocations.

EZE IR R R R I I R R I I I R R R R R kS R R R I I R I I I R S O

The peer conputer control software shall detect a failure of a centra
conputer, and shall cause the other central conputer to assunme control of
all systemfunctions without interruption of operation. Drivers shall be
provided in both central conputers to support this node of operation

.3.9 Redundant Computer Locations

The redundant conputers shall be capabl e of being geographically

i ndependent. Communi cation requirenments between the conputers shal

require no nore than a nmaxi rum of 10/100 MPS networks. Replication between
these |l ocations shall be an on-going process requiring no nore than [1]
[ ] hour intervals.

.3.10 Application Software

The application software shall provide the interface between the alarm
annunci ation and entry control |ocal processors; nonitor all sensors and
DTS links; operate displays; report alarms; generate reports; and assist in
training systemoperators. Application software shall performthe

foll owi ng functions:

a. Support operation and managenent of peripheral devices.

b. Provide printer spooling.

c. The systemshall be Open Dat abase Connectivity (ODBC) conpliant.

d. The systemshall allow cardhol der, visitor, and asset photos to be
taken fromany one of the live video signals |listed above or to be
scanned in using any standard scanning device that utilizes TWAIN
interface. System support for other methods of inputting a

cardhol der's, visitor's, and asset's photo, such as through the use of
a digital canera with TWAIN interface, or by inporting a photo from any
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standard inmage file format, shall also be avail abl e.
2.3.10.1 Operator's Commands
The operator's conmands shall provide the nmeans for entry of nonitoring and
control commands, and for retrieval of systeminformation. Processing of
operator commands shall conmmence within 1 second of entry, with sone form
of acknow edgrment provided at that time. The operator's conmands shal
perform tasks including:
a. Request help with the system operation
b. Acknow edge al armns.
c. Cear alarms.
d. Place zone in access.
e. Place zone in secure.
f. Test the system
g. GCenerate and fornat reports.
h. Print reports.
i. Change operator.
j. Control security lighting, if applicable.
k. Request any graphic displays inplemented in the system Graphic
di spl ays shall be conpleted within 3 seconds fromtinme of operator
conmand.
. Entry control functions.
2.3.10.2 Conmand | nput
Operator's commands shall be full English | anguage words, acronyns, or
graphi c synbols selected to allow operators to use the system w t hout
extensive training or data processing backgrounds. The system shall pronpt
the operator in English word, phrase, or acronym or graphic synbols.
Commands shall be available in an abbreviated node, in addition to the ful
Engl i sh | anguage (words and acronyns) commands, all ow ng an experienced
operator to disregard portions, or all, of the pronpt-response requirenents.
2.3.10.3 Conmand | nput Errors
The system shall supervise operator inputs to ensure they are correct for
proper execution. Operator input assistance shall be provi ded whenever a
command cannot be executed because of operator input errors. The system
shall explain to the operator, in English words and phrases, why the
command cannot be executed. FError responses requiring an operator to | ook
up a code in a nanual or other docunent will not be accepted. Conditions
for which operator error assist nessages shall be generated include:

a. The command used is incorrect or inconplete.

b. The operator is restricted fromusing that command.
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c. The comrand addresses a point which is disabled or out of service.
d. The command addresses a point which does not exist.
e. The command woul d viol ate constraints.

Additionally, the systemshall wite all input keystrokes to a file on the
hard drive for subsequent audit purposes.

2.3.10.4 Enhancenent s

The system shall inplenent the follow ng enhancenents by use of special
function keys, touch screen, or nouse, in addition to all other conmand
i nputs specified:

a. Help: Used to produce a display for all commands available to the
operator. The hel p command, followed by a specific conmand, shal
produce a short explanation of the purpose, use, and systemreaction to
t hat comand.

b. Acknow edge Alarns: Used to acknow edge that the al arm nessage has
been observed by the operator.

c. Clear Alarns: Used to remove an alarmfromthe active screen.

d. Input Guard Response: The system shall provide preprogramred guard
responses to allow the nonitoring force to create a | og of responses to
al arm events. The preprogranmed guard i nputs shall include phrases
such as "di spatched security personnel", "contacted supervisor", or

"fal se alarm'.

e. Place Zone in Access: Used to renotely disable intrusion alarm
circuits emanating froma specific zone. The systemshall be
structured so that tamper circuits cannot be disabled by the console
oper at or.

f. Place Zone in Secure: Used to renotely activate intrusion alarm
circuits emanating froma specific zone.

g. SystemTest: Allows the operator to initiate a system wi de
operational test.

h. Zone Test: Allows the operator to initiate an operational test for
a specific zone.

i. Print Reports: Allows the operator to initiate printing of reports.
j. Change Qperator: Used for changi ng operators.

k. Security Lighting Controls: Allows the operator to remptely turn
on/of f security lights.

I. Display Graphics: Used to display any graphic displays inplenented
in the system

2.3.10.5 System Access Contro

The system shall provide a neans to define system operator capability and
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functions through multiple, password protected operator levels. At least 3
operator |levels shall be provided. System operators and managers with
appropriate password cl earances shall be able to change operator |evels for
all operators. Three successive attenpts by an operator to execute
functions beyond their defined |l evel during a 24-hour period shall initiate
a software tanper alarm A mninum of 32 passwords shall be usable with
the system software. The system shall display the operator's nanme or
initials in the console's first field. The systemshall print the
operator's name or initials, action, date, and time on the systemprinter
at log-on and |og-off. The password shall not be displayed or printed.
Each password shall be definable and assignable for the follow ng:

a. Conmands usabl e.
b. Menus avail able for display.
c. Access to system software.
d. Access to application software.
e. Individual zones which are to be accessed.
f. Access to database.
.3.10.6 Al arm Moni toring Software

This program shall nonitor all sensors, |ocal processors and DIS circuits
and notify the operator of an alarmcondition. Alarns shall be printed in
red on the alarmprinter and di splayed on the console's text and graphics
map nonitors. Higher priority alarns shall be displayed first; and within
alarmpriorities, the ol dest unacknow edged al arm shall be di spl ayed
first. An alarmis latched into the system upon activation/annunci ation
Once in alarm no subsequent alarns fromthat specific device/sensor need
be annunciated until the current alarmis investigated and cleared. The
system may provide a counter to indicate the nunber of subsequent al arns
fromthat specific devicel/sensor that occurred after the initial alarm but
no additional alarns are to be annunciated until the current alarmis

"cleared". Operator acknow edgnent of one alarm silences the audible alarm
and changes associated map and text icons fromflashing red to steady state
red. These icons remain red to indicate that the alarmis still open and

the systemis awaiting identification of the course and resol ution by the
operator. The operator can resolve the alarmby either the use of CCTV
assessnment to identify the cause or by dispatching guards/response force to
investigate. After the operator has satisfactorily deternined the cause of
the alarmand is prepared to enter pertinent information into the log, the
operator will "clear"” the alarm Cearing the alarmindicates to the
systemthat the operator needs to be notified of any new alarns fromthat
devi ce/ sensor. Programmable alarmdata to be displayed shall include type
of alarm location of alarm and secondary al arm nmessages. Alarmdata to
be printed shall include: type of alarm location of alarm date and tine
(to nearest second) of occurrence, operaor acknow edgenent instructions,
and operator response. A unique nessage field with a width of 60
characters shall be provided for each alarm Assignnent of nessages to a
zone or sensor shall be an operator editable function. Secondary nessages
shal | be assignable by the operator for printing to provide further
informati on and shall be editable by the operator. The system shal

provide for 25 secondary nessages with a field of 4 Iines of 60 characters
each. The nobst recent 1000 al arns shall be stored and shall be recallable
by the operator using the report generator
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2.3.10.7 Moni t or Di spl ay Software

Moni tor display software shall provide for text and graphics map displ ays
that include zone status integrated into the display. Different colors
shal |l be used for the various conponents and real tine data. Colors shal
be uniformon all displays. The follow ng color coding shall be foll owed.

a. FLASH NG RED to alert an operator that a zone has gone into an
alarmor that primry power has failed

b. RED to alert an operator that a zone is in alarmand that the alarm
has been acknow edged.

c. YELLOWto advise an operator that a zone is in access.
d. GREENto indicate that a zone is secure or that power is on.
2.3.10.8 Map Di spl ays/ Graphi cs Linked to Al arns

a. The Systemshall relate nmap displays or other graphics to al arms.
VWhenever one of the predefined alarns is annunci ated on a system
control terminal, the map display or graphic related to the al arm shal
be automatically displayed. The definition of which maps or graphics
shal | be displayed with each al arm shall be sel ectable by system
operators through sinple nenu choices as part of the systeminitial
configurati on.

b. System graphics shall be provided to allow nultiple |evels of
infornmation for the systemoperator. The initial |evel shall provide
an overall site map distinguishing sensored facilities and assets.
Active links or icons shall be used to trigger the display of
subsequent maps, providing greater detail and definition of the area
synbol i zed. These active links or icons shall be col or dynamc,
reflecting in real-tine the highest priority off-normal conditions of
the device or nap it represents. Miltiple layers may be used to arrive
at the specific device |ocations.

c. The systemmay utilize two monitors for text and map di spl ays
respectively for enhancing operator performance.

2.3.10.9 User Defined Pronmpts/ Messages Linked to Al arns
The System shall provide a neans to relate operator defined pronpts and
ot her nessages to predefined alarns. Wenever one of the predefined al arns
is annunciated on a systemcontrol termnal, the pronpts or nessages
related to the alarmshall be autonmatically displayed

2.3.10.10 System Test Sof t ware
This software shall enable the operator to initiate a test of the system
This test can be of the entire systemor of a particular portion of the
system at the operator's option. The results of each test shall be stored
for future display or print out in report form

2.3.10.11 Report Gener at or
Software shall be provided with commands to generate reports for
di spl ayi ng, printing, and storing on disk and tape. Reports shall be
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stored by type, date, and time and shall be printed on the report printer
Reports shall be spooled, allowing the printing of one report to be

compl ete before the printing of another report comrences. The dynanic
operation of the systemshall not be interrupted to generate a report. The
report generation node, either periodic, automatic or on request, shall be
operator selectable. The report shall contain the tine and date when the
report was printed, and the nanme of operator generating the report. The
exact format of each report type shall be operator configurable.

a. Periodic Automatic Report Mdes: The systemshall allow for

speci fying, nmodifying, or inhibiting the report to be generated, the
time the initial report is to be generated, the tine interval between
reports, end of period, and the output peripheral

b. Request Report Mdde: The systemshall allow the operator to
request at any time an inmmedi ate printout of any report.

c. AlarmReport: The alarmreport shall include all alarnms recorded
by the system over an operator selectable tine. The report shal

i ncl ude such information as: the type of alarm (intrusion, tanper,
etc.); the type of sensor; the location; the time; and the action taken

d. System Test Report: This report docunents the operational status
of all system conponents followi ng a systemtest.

e. Access/ Secure Report: This report docunents all zones placed in
access, the time placed in access, and the time placed in secure node.

f. Entry Control Reports: The systemshall generate hard copy reports
of identifier, termnal, and guard tour tracking reports, and versions
with defined paraneters of the manufacturer's standard nmanagenent and
activity reports.

2.3.10.12 Entry Control Enrollnent Software

The enrol | ment station shall provide database nanagenent functions for the
system and shall allow an operator to change and nodify the data entered
in the system as needed. The enrollnent station shall not have any al arm
response or acknow edgnment functions as a programmabl e function of the
system Miltiple, password protected access |levels shall be provided at
the enroll ment station. Database nmanagenent and nodification functions
shal |l require a higher operator access |evel than personnel enroll nent
functions. The program shall provide a neans for disabling the enroll nent
station when it is unattended to prevent unauthorized use. The program
shal |l provide a method to enter personnel identifying information into the
entry control database files through enrollnent stations to include a
credential unit in use at the installation. |In the case of personne
identity verification subsystens, this data shall include bionetric data.
The program shall allow entry of this data into the system database files
through the use of sinple nmenu selections and data fields. The data field
nanes shall be custom zed to suit user and site needs. All personne
identity verification subsystens selected for use with the system shal
fully support the enrollnent function and shall be conpatible with the
entry control database files
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4 FI ELD PROCESSI NG HARDWARE
4.1 Al arm Annunci ati on Local Processor

The al arm annunci ation | ocal processor shall respond to interrogations from
the field device network, recognize and store alarm status inputs unti

they are transnmitted to the central station and change out puts based on
commands received fromthe central station. The |ocal processor shall also
automatically restore comunication within 10 seconds after an interruption
with the field device network and provide dc |ine supervision on each of
its alarminputs.

a. Inputs. Local processor inputs shall nmonitor dry contacts for
changes of state that reflect alarmconditions. The |ocal processor
shall have at least 8 alarminputs which allow wiring as normally open
or normally cl osed contacts for alarmconditions. It shall also
provide |ine supervision for each input by nmonitoring each input for
abnor mal open, grounded, or shorted conditions using dc current change
neasurenents. The | ocal processor shall report line supervision alarnms
to the central station. Alarns shall be reported for any condition
that remmins off normal at an input for |onger than 500 nilliseconds.
Each alarmcondition shall be transmtted to the central conputer
during the next interrogation cycle.

b. CQutputs. Local processor outputs shall reflect the state of
conmands i ssued by the central station. The outputs shall be a formC
contact and shall include normally open and normally cl osed contacts.
The | ocal processor shall have at |east 4 command out puts.

c. Comunications. The |ocal processor shall be able to communicate
with the Central Station via RS485 or TCP/IP as a m ni mum

2.4.1.1 Processor Power Supply

Local processor and sensors shall be powered froman uninterruptible power
source. The uninterruptible power source shall provide 8 hours of battery
back-up power in the event of prinmary power failure and shall automatically
fully recharge the batteries within 12 hours after primary power is
restored. |If the facility is without an emergency generator, the

uni nterrupti bl e power source shall provide 24 hours of battery backup
power. There will be no equipnent mal functions or perturbations or |oss of
data during the switch fromprinmary to battery power and vice versa
Batteries shall be seal ed, non-outgassing type. The power supply shall be
equi pped with an indicator for ac input power and an indicator for dc

out put power. Loss of primary power shall be reported to the centra
station as an al arm

.4.1.2 Auxi | i ary Equi prrent Power

A GFl service outlet shall be furnished inside the |ocal processor's
encl osure.

4.2 Entry Control Local Processor

The entry control |ocal processor shall respond to interrogations fromthe
field device network, recognize and store alarmstatus inputs until they
are transmtted to the central station and change out puts based on comuands
received fromthe central station. The local processor shall also
automatically restore comuni cation within 10 seconds after an interruption
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with the field device network and provide dc |ine supervision on each of
its alarminputs. The entry control |ocal processor shall provide |oca
entry control functions including communicating with field devices such as
card readers, keypads, bionetric personal identity verification devices
door strikes, nmagnetic |atches, gate and door operators and exit
pushbuttons. The processor shall also accept data fromentry control field
devices as well as database downl oads and updates fromthe central station
that include enrollnent and privilege information. The processor shal

al so send indications of success or failure of attenpts to use entry
control field devices and nake conparisons of presented information with
stored identification information. The processor shall grant or deny entry
by sending control signals to portal control devices and nask intrusion

al arm annunci ati on from sensors stinmulated by authorized entries. The
entry control |ocal processor shall use inputs fromentry control devices
to change nodes between access and secure. The | ocal processor shal
maintain a date-tine and | ocation stanped record of each transaction and
transmt transaction records to the central station. The processor shal
operate as a stand-al one portal controller using the dowl oaded data base
during periods of communi cation | oss between the | ocal processor and the
central station. The processor shall store a nininmum 4000 transactions
during periods of comrunication | oss between the | ocal processor and the
central station for subsequent upload to the central station upon
restoration of communi cation

a. Inputs. Local processor inputs shall nmonitor dry contacts for
changes of state that reflect alarmconditions. The |ocal processor
shall have at least 8 alarminputs which allow wiring as normally open
or normally cl osed contacts for alarmconditions. It shall also
provide |ine supervision for each input by nmonitoring each input for
abnor mal open, grounded, or shorted conditions using dc current change
neasurenents. The | ocal processor shall report line supervision alarnms
to the central station. Alarns shall be reported for any condition
that remains off normal at an input for |onger than 500 nilliseconds.
Each alarmcondition shall be transmtted to the central station during
the next interrogation cycle. The entry control |ocal processor shal

i ncl ude the necessary software drivers to conmunicate with entry
control field devices. Information generated by the entry contro

field devices shall be accepted by the | ocal processor and
automatically processed to determine valid identification of the

i ndi vidual present at the portal. Upon authentication of the
credentials or infornmation presented, the | ocal processor shal
automatically check privileges of the identified individual, allow ng

only those actions granted as privileges. Privileges shall include,
but not be linmted to, time of day control, day of week control, group
control, and visitor escort control. The |ocal processor shal

maintain a date-tine and | ocation stanped record of each transaction
A transaction is defined as any successful or unsuccessful attenpt to
gai n access through a controlled portal by the presentation of
credentials or other identifying information.

b. CQutputs. Local processor outputs shall reflect the state of
conmands i ssued by the central station. The outputs shall be a formC
contact and shall include nornmally open and normally cl osed contacts.
The | ocal processor shall have at |east 4 addressable outputs. The
entry control |ocal processor shall also provide control outputs to
portal control devices.

c. Comunications. The |ocal processor shall be able to communicate
with the Central Station via RS485 or TCP/IP as a minimum The system
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manuf acturer shall provide strategies for downl oadi ng dat abase
i nformati on for panel configurations and cardhol der data to minimze
the required downl oad time when using |IP connectivity.

2.4.2.1 Processor Power Supply

Local processor and sensors shall be powered froman uninterruptible power
source. The uninterruptible power source shall provide 6 hours of battery
back-up power in the event of primary power failure and shall automatically
fully recharge the batteries within 12 hours after primary power is
restored. There shall be no equi pnent nal functions or perturbations or

| oss of data during the switch fromprinmary to battery power and vice
versa. Batteries shall be seal ed, non-outgassing type. The power supply
shal | be equi pped with an indicator for ac input power and an indicator for
dc out put power.

.4.2.2 Auxi | i ary Equi prrent Power

A GFl service outlet shall be furnished inside the |ocal processor's
encl osure.

.5 FI ELD PROCESSI NG SOFTWARE

Al Field processing software described in this specification shall be
furni shed as part of the conplete system

.5.1 Operating System

Each | ocal processor shall contain an operating systemthat controls and
schedul es that | ocal processor's activities in real time. The |loca
processor shall maintain a point database in its nenory that includes al
paraneters, constraints, and the |atest value or status of all points
connected to that |ocal processor. The execution of |ocal processor
application prograns shall utilize the data in nenory resident files. The
operating systemshall include a real tine clock function that nmintains
the seconds, mnutes, hours, date and nonth, including day of the week.
Each | ocal processor real tine clock shall be automatically synchronized
with the central station at |east once per day to plus or nminus 10 seconds
(the tinme synchroni zation shall be acconplished automatically, wthout
operator action and w thout requiring system shutdown).

.5.1.1 Startup

The | ocal processor shall have startup software that causes automatic
commrencenent of operation w thout human intervention, including startup of
all connected Input/Qutput functions. A local processor restart program
based on detection of power failure at the |ocal processor shall be
included in the | ocal processor software. The startup software shal
initiate operation of self-test diagnostic routines. Upon failure of the
| ocal processor, if the database and application software are no | onger
resident, the local processor shall not restart and systens shall remain in
the failure node indicated until the necessary repairs are nade. If the
dat abase and application prograns are resident, the |local processor shal

i medi ately resune operation

.5.1.2 Oper ati ng Mode

Each | ocal processor shall control and nonitor inputs and outputs as
speci fied, independent of communications with the central station or
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desi gnated workstations. Al arns, status changes and other data shall be
transmitted to the central station or designated workstations when

communi cations circuits are operable. |f comunications are not avail abl e,
each local processor shall function in a stand-al one nbde and operationa
data, including the status and alarmdata nornmally transnitted to the
central station or designated workstations shall be stored for later
transm ssion to the central station or designated workstations. Storage
for the | atest 4000 events shall be provided at each | ocal processor, as a
m ni mum Each | ocal processor shall accept software downl oaded fromthe
central station. The panel shall support flash ROMtechnol ogy to
acconplish frimvare downl oads froma central |ocation.

2.5.1.3 Fai | ure Mde

Upon failure for any reason, each |ocal processor shall performan orderly
shutdown and force all | ocal processor outputs to a predeternmined (failure
node) state, consistent with the failure nodes shown and the associ ated
control device

2.5.2 Functi ons

Provi de software necessary to acconplish the followi ng functions, as
appropriate, fully inplenented and operational, within each |ocal processor

a. Monitoring of inputs.
b. Control of outputs.
c. Reporting of alarns automatically to the central station.

d. Reporting of sensor and output status to central station upon
request.

e. Mintenance of real tinme, automatically updated by the centra
station at |east once a day.

f. Conmunication with the central station

g. Execution of |ocal processor resident prograns.

h. Di agnostics.

i. Download and upl oad data to and fromthe central station.

2.6 | NTERI OR SENSORS AND CONTROL DEVI CES

EE R R I R R I R I R I R R I R I R I R I R R R I R R R I R R I R

NOTE: Show sensor patterns and installation details
on drawi ngs. Add requirenent for additional site
specific conditions such as furniture/equi pnent

| ayout within protected areas, hazard | ocation area,
type of hazard, class, and group. Renpte test
capability should be used only when required by
governi ng regul ati ons or when sensors are installed
in hard to reach areas. Wthin the U S., the FCC
regul ates the operating frequencies of all m crowave
sensors. Oher countries have their own
frequencies. The designer nust determ ne what
frequency is allowed at the project site.

SECTION 28 20 01.00 10 Page 51



EE IR R R R I R R I I I R R R R R I R S R Rk I Rk I I I R O S O

Interior sensor housing shall provide protection against dust, falling
dirt, and drippi ng noncorrosive |iquids.

.6.1 Bal anced Magnetic Switch (BMS)

The BMS shall detect a 6 mr 1/4 inch of separating rel ative novenent
bet ween the nagnet and the switch housing. Upon detecting such novenent,
the BMB shall transmt an alarmsignal to the al arm annunci ati on system

.6.1.1 BMS Subassemnbl i es

The BMS shall consist of a switch assenbly and an actuati ng magnet
assenbly. The switch mechani smshall be of the bal anced nagnetic type or
triple-biased reeds to provide detection of tanper attenpts. The sw tches
shal | provide supervision and pry tamer capability. Each switch shall be
provided with an overcurrent protective device, rated to limt current to
80 percent of the switch capacity. Switches shall be rated for a mni num
lifetime of 1,000,000 operations. The nagnet assenbly shall house the
actuati ng magnet.

.6.1.2 Housi ng

The housi ngs of surface nounted switches and nagnets shall be nade of
nonferrous metal and shall be weat herproof. The housings of recess nounted
swi tches and magnets shall be nade of nonferrous netal or plastic.

.6.1.3 Renpt e Test

A renpte test capability shall be provided. The renpote test shall be
initiated when commanded by the al arm annunci ati on system The renote test
shal | activate the sensor's switch nechani sm causing an alarm signal to be
transmtted to the alarm annunci ation system The renpte test shal

simul ate the novenent of the actuating nagnet relative to the switch
subassenbl y.

.6.2 d ass Break Sensor, Piezoelectric

The gl ass break sensor shall detect high frequency vibrations generated by
the breaking of glass while ignoring all other nechanical vibrations. An
alarmsignal shall be transmtted to the al arm annunci ati on system upon
detecting such frequenci es.

.6.2.1 Sensor El enent, Piezoelectric

The sensor el enent shall consist of piezoelectric crystals. The sensor

el ement housing shall be designed to be nounted directly to the gl ass
surface being protected. Only the adhesive recomended by the manufacturer
of the sensor shall be used to nmount detectors to glass. The detection
pattern of a sensor elenent shall be circular with at least a 3 nm 10 foot
radi us on a continuous pane of glass. A factory installed hookup cabl e of
not less than 1.8 m 6 feet shall be included with each sensor. The sensor
el ement shall not exceed 1024 square mr 1.6 square inches. The sensor

el ement shall be equipped with a light emtting diode (LED) activation
indicator. The activation indicator shall |ight when the sensor responds
to the high frequenci es associated with breaking glass. The LED shall be
held on until it is turned off nmanually at the sensor signal processor or
by command fromthe al arm annunci ati on system
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.6.2.2 Sensor Signal Processor, Piezoelectric

The sensor signal processor shall process the signals fromthe sensor

el ement and provide the alarmsignal to the alarm annunci ation system The
sensitivity of the sensor shall be adjustable by controls within the sensor
signal processor. The controls shall not be accessible when the sensor
signal processor housing is in place. The sensor signal processor may be
integral with the sensor or nay be a separate assenbly. Piezoelectric
technol ogy shall power the sensor. The piezoelectric crystal shal

generate its own electricity when it bends as the glass breaks. Bending of
the transducer nust occur for the sensor to go into alarm thus providing
fal se alarminmmunity.

.6.2.3 d ass Break Sinulator, Piezoelectric

Provi de a device that can induce frequencies into the protected pane of
glass that will sinulate breaking glass to the sensor el enent w thout
causi ng damage to the pane of gl ass.

.6.3 d ass Break Sensor, Acoustic

The gl ass break sensor shall detect high frequency vibrations generated by
the breaking of glass while ignoring all other nechanical vibrations. An
al arm signal shall be transmitted upon detecting such frequencies to the
al arm annunci ati on system

.6.3.1 Sensor El enent, Acoustic

The sensor el enent shall be a nicroprocessor based digital device. The
sensor shall detect breakage of plate, |am nated, tenpered, and wired gl ass
whil e rejecting commopn causes of nui sance alarnms. The detection pattern of
the sensor elenment shall be a range of 7.5 m 25 feet mnimum The sensor
el ement shall be equipped with a light emtting diode (LED) activation
indicator. The activation indicator shall |ight when the sensor responds
to the high frequenci es associated with breaking glass. The LED shall be
held on until it is turned off nmanually at the sensor signal processor or
by command from the al arm annunci ati on system

.6.3.2 Sensor Signal Processor, Acoustic

The sensor signal processor shall process the signals fromthe sensor

el ement and provide the alarmsignal to the alarm annunci ati on system The
sensitivity of the sensor shall be adjustable by controls within the sensor
signal processor. The controls shall not be accessible when the sensor
signal processor housing is in place. The sensor signal processor nmay be
integral with the sensor or nay be a separate assenbly.

.6.3.3 d ass Break Sinmulator, Acoustic

Provi de a device that can sinulate breaking glass to the sensor. The
device shall be rated for use with the specific sensor selected. The
simul ator shall not cause damage to the pane of gl ass.

6.4 Duress Al arm Switches
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NOTE: The designer will show type and | ocation of
duress al arm swi t ches.
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Duress alarm swi tches shall provide the means for an individual to covertly
notify the alarm annunci ation systemthat a duress situation exists.

.6.4.1 Foot r ai

Footrail duress alarms shall be designed to be foot activated and fl oor
mounted. No visible or audible alarmor noise shall emanate fromthe
swi tch when activated. The switch housing shall shroud the activating
| ever to prevent accidental activation. Switches shall be rated for a
mnimmlifetinme of 50,000 operations.

.6.4.2 Push- but t on

Lat chi ng push-button duress alarm sw tches shall be designed to be
activated by depressing a push-button |ocated on the duress switch
housing. No visible or audible alarmor noise shall emanate fromthe
switch. The switch housing shall shroud the activating button to prevent
accidental activation. Switches shall be rated for a minimumlifetine of
50, 000 operati ons.

.6.4.3 W r el ess

Wrel ess duress alarm switches shall consist of portable alarmtransmitters
and permanently installed receivers. The transmtter shall be activated by
depressing a push-button [ ocated on the housing. An alarmsignal shall be
transmtted to one or nore receivers |located within a protected zone. The
receivers shall, in-turn, transmt an alarmsignal to the alarm

annunci ation system No visible or audible alarmor noise shall enmanate
fromthe transmitter or receiver when activated. The transnitter housing
shal | shroud the activating button to prevent accidental activation. The
transmtter shall be designed to be unobtrusive and still be activated in a
covert manner. Switches shall be rated for a mininumlifetime of 50,000
operations and have a range of at least 45 n 150 feet. Wreless switches
shall be fully supervised, where the transnmitter automatically transnits
(checks in) to the receiver on a regular basis to test the systemfor |ow
battery, tanper, and inactive status.

.6.5 Security Screen

Security screens shall detect an intruder when the sensor wire is

di sconnected, cut, or broken. An alarmsignal shall be transnmitted to the
al arm annunci ati on system The sensor shall be constructed using

hi gh-grade fiberglass screen nesh with a tefzel coated, nickel-plated,

nmul ti-conductor circuit wire woven through the screen nmesh. The frane
shal | be sturdy wood or al umi num as shown. The sensor grid wres
connection to the alarm annunci ati on system shall be housed within a
junction box as shown. A tanper switch shall be provided to detect
attenpts to renmove the screen and to detect attenpts to tanper with
connections and end of |line resistors.

.6.6 Vi brati on Sensor
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NOTE: The area protected by a single sensor can be
increased by installing a steel strap grid.
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The vibration sensor shall detect attenpts to penetrate a structura
barrier. The vibration sensor shall detect the high frequency vibrations
generated by the use of such tools as oxyacetyl ene torches; oxygen | ances;
hi gh speed drills and saws; expl osives, hanmmers and chisels to penetrate a
structure while ignoring all other nechanical vibrations. An alarmsigna
shall be transmtted to the al arm annunci ati on system when 1 or nore of
these incidents occur. The sensor shall consist of a sensor signa
processor and piezoelectric crystal sensor elenents that are designed to be
rigidly mounted to the structure being protected. The sensor signa
processor may be integral with the sensor elenent or may be a separate
assenbly. The sensor signal processor shall process the signals fromthe
sensor elenents and provide the alarmsignal to the al arm annunci ation
system The sensitivity of the sensor shall be adjustable by controls
within the sensor signal processor. The controls shall not be accessible
when the sensor signal processor housing is in place. The detection
pattern of a sensor elenent shall be circular with at least a 5 m 16 foot
radius on the protected structure. A factory installed hookup cabl e of not
less than 1.8 m 6 feet shall be included with each sensor. The nounting
area of the vibration sensor shall not exceed 5200 square nm 8 square inches.

.6.7 Passi ve I nfrared Mdtion Sensor

The passive infrared notion sensor shall detect changes in the anbient

| evel of infrared em ssions caused by the novenent of a standard intruder
within the sensor's field of view Upon detecting such changes, the sensor
shall transmt an alarmsignal to the alarm annunci ation system The
sensor shall detect a change in tenperature of no nore than 1.1 degrees C
2.5 degrees F, and shall detect a standard intruder traveling within the
sensor's detection pattern at a speed of 0.09 to 2.3 ms 0.3 to 7.5
feet/second across one or nore adjacent segnents of the field of view

Emi ssi ons nonitored by the sensor shall be in the 8 to 14 micron range.

The sensor shall be adjustable to obtain the coverage pattern shown. The
sensor shall be equipped with a tenperature conpensation circuit. The
sensor shall include an anti-masking feature to detect attenpts at bl ocking
its field of view The sensor shall incorporate signal-processing
technol ogy to evaluate inconing signals and autonmatically adapt its alarm
threshold to i nprove detection and ninimze false alarnms, due to non-alarm
envi ronnment al condi ti ons.

.6.7.1 Test Indicator, Passive Infrared

The passive infrared notion sensor shall be equipped with an LED wal k test
indicator. The walk test indicator shall not be visible during nornal

operations. When visible, the wal k test indicator shall 1ight when the
sensor detects an intruder. The sensor shall either be equipped with a
manual control, located within the sensor's housing, to enabl e/disable the

test indicator or the test indicator shall be located within the sensor
housing so that it can only be seen when the housing is open or renoved.

.6.7.2 Renpte Test, Passive |Infrared

A renpte test capability shall be provided. The renpte test hardware nay
be integral to the sensor or a separate piece of equipnent. The renote
test shall be initiated when commanded by the al arm annunci ati on system
The renote test shall excite the sensing el ement and associ ated el ectronics
causing an alarmsignal to be transmtted to the alarm annunci ati on system
The sensor stinulation generated by the renote test hardware shall sinulate
a standard intruder noving within the sensor's detection pattern
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6.8 M crowave- Passi ve Infrared Dual Detection Mtion Sensor

The dual detection notion sensor shall be a single unit conbining a
detector which detects changes in a mcrowave signal and a detector which
detects changes in the anbient |evel of infrared em ssions caused by the
noverrent of a standard intruder within the detection pattern. The
detection pattern shall be adjustable and capable of covering a ninimum of
90 degrees field of view and adjustable mcrowave ranges from 2.7 to 10.7
9 to 35 foot. Upon intruder detection by either detector, a time w ndow of
nore than 3 seconds but | ess than 8 seconds shall be opened. |If the other
detector detects an intruder during this wi ndow, the sensor shall transmit
an alarmsignal to the alarm annunci ation system The passive infrared
detector shall detect a change in tenperature of no nore than 1.1 degrees C
2 degrees F, and shall detect a standard intruder traveling within the
detection pattern at a speed of 0.09 to 2.3 ms 0.3 to 7.5 feet/second
across one or nore adjacent segnents of the field of view Em ssions
nonitored by the sensor shall be in the range of 8 to 14 microns. The

m crowave detector shall detect a standard intruder noving within the
detection pattern at a speed of 0.09 to 2.3 mis 0.3 to 7.5 feet/second.

The nmicrowave detector shall comply with 47 CFR 15, Subpart F. Controls
shal | not be accessible when the sensor housing is in place. The sensor
shal |l be configured to produce an al arm when both detectors sense an

i ntruder.

.6.8.1 M crowave Only Mde

The dual technol ogy system shall have the capability of perfornming in a
m crowave or radar node only. The unit shall be able to be nounted above
ceiling tile or other non-netallic building nmaterials. The range of
detection shall be selectable to allow specific coverage as shown.

.6.8.2 Test | ndi cator

The sensor shall be equipped with an LED wal k test indicator for both the
passive infrared detector and the mcrowave detector. The wal k test

i ndi cators shall not be visible during nornal operations. Wen visible,
the wal k test indicators shall |ight when the sensor detects an intruder
The sensor shall either be equipped with a nmanual control, located within
the sensor's housing, to enable/disable the test indicators or the test
indicators shall be l|ocated within the sensor housing so that they can only
be seen when the housing is open or renoved.

.6.9 Phot o-El ectric Sensor (Interior)

a. The photo-electric sensor shall detect an interruption of the light
beamthat links the transmtter and receiver or transmtter and reflector
caused by a by a beambreak tine of 50 ns. Upon detecting such an
interruption, the sensor shall transnit an alarmsignal to the alarm
annunci ation system The alarm signal shall be either a normally closed or
a normal ly open contact closure. The sensor shall use a pulsed infrared
light source. Miltiple sensors shall be able to operate within the same
zone without interfering with each other. The photoel ectric sensor shal

be equi pped with an alignnent nechanismto support the installation
process. The coverage pattern shall be as shown.

b. The sensor shall be equipped with a walk test indicator. The walk test
i ndi cator shall not be visible or audible during normal operations. When
visible, the walk test indicator shall |ight when the sensor detects an
intruder. The sensor shall either be equipped with a nmanual control
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| ocated within the sensor's housing, to enabl e/disable the test indicator
or the test indicator shall be located within the sensor housing so that it
can only be detected when the housing is open or renoved.

2.6.10 Sei sm ¢ Detection Sensor

a. The seisnmic detection sensors shall detect attenpts to break into
vaults, safes, night deposit boxes, and other reinforced physical areas
such as data storage and filing cabinets. The sensor(s) shall react to
the characteristic vibration patterns of all breaking-and-entering
tool s, such as hanmmers and chisels, dianmond saws, drills, hydraulic
pressure tools and thermc tools. The sensors shall allow for nornma
human activity around the protected area mnimzing the risk of false
alarnms, with multiple increment sensitivity adjustments. Advanced
signal processing shall differentiate between anmbi ent noise and rea
attacks. An internal circuit shall provide a test output for neasuring
t he anbi ent noise. The sensor shall utilize a mnimmof three

anal yzi ng channels tailored to specific types of attack. The sensor
shal | have a MIBF of a m ni num of 240,000 hours.

b. The sensor shall be equi pped manual and an automatic test alarm
output. The test indicator shall not be visible or audible during
normal operations. Wen active, the test indicator shall annunciate
when the sensor detects an intruder. The alarmindication may be

| ocated within the sensor or as a separate device. The unit shal

i ncl ude tanper protection for operating paraneters to include a tamper
connection providing an i ndependent tanper output, separate fromthe
alarmoutput. The alarm output shall be selected for Normally Open or
Normal |y O osed.

2.6.11 Capaci tance Proximty Sensor

The capacitance sensor shall detect the change in capacitance of at |east
20 picofarads between an insul ated asset and ground. The sensor shal
detect a standard intruder approaching or touching the protected asset.
Upon detecting such a change, the sensor shall transnmit an alarmsignal to
the al arm annunci ati on system The sensor shall be able to protect

mul tiple assets. The sensitivity of the sensor shall be adjustable by
controls within the sensor. The controls shall not be accessible when the
sensor housing is in place. |Insulator blocks shall be provided for each
asset to be protected by the sensor.

2.6.11.1 Test | ndicator, Capacitance

The sensor shall be equipped with an LED wal k test indicator. The walk
test indicator shall not be visible during normal operations. Wen
visible, the walk test indicator shall |ight when the sensor detects an
intruder. The sensor shall either be equipped with a nanual control

| ocated within the sensor's housing, to enabl e/disable the test indicator
or the test indicator shall be located within the sensor housing so that it
can only be seen when the housing is open or renpved.

2.6.11.2 Renote Test, Capacitance

A renpte test capability shall be provided. The renpte test hardware may
be integral to the sensor or a separate piece of equipnent. The renote
test shall be initiated when commanded by the al arm annunci ati on system
The renote test shall excite the sensing el enent and associ ated el ectronics
causing an alarmsignal to be transmtted to the alarm annunci ati on system
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The sensor stinulation generated by the renote test hardware shall sinulate
a standard intruder noving within the sensor's detection pattern

2.6.12 Vi deo Motion Sensor (Interior)
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NOTE: Vi deo notion sensor systens require inclusion
of Section 28 23 23.00 10 CLOSED CI RCU T TELEVI SI ON
SYSTEMS in the project.
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The video notion sensor shall detect changes in the video signal within a
user defined detection zone. The system shall detect changes in the video
signal corresponding to a standard intruder noving within the defined
detection zone and wearing clothing with a reflectivity that differs from
that of the background scene by a factor of 2. Al other changes in the
video signal shall be rejected by the sensor. Upon detecting such changes,
the sensor shall transmt an alarmsignal to the al arm annunciation
system The sensor shall include the controls and met hod needed by the
operator to define and adjust the sensor detection zone within the video
pi cture. The nunber of detection zones, the size of the detection zones,
and the sensitivity of the detection zones shall be user definable. The
sensor shall be a nodul ar systemthat allows for expansion or nodification
of the nunber of inputs. The video inputs shall accept conposite video as
defined in CEA 170. Sensor controls shall be nounted on the front panel or
in an adjacent rack panel. The sensor shall not require external sync for
operation. One alarm output shall be provided for each video input. The
nunber of video inputs and al arm outputs shall be as shown. All
conponents, cables, power supplies, and other itens needed for a conplete
vi deo notion sensor shall be provided. Sensor equipnent shall be rack
nmounted in a standard 482 nmr 19 inch rack as described in CEA-310-E. The
rack shall include hardware required to nount the sensor conponents.

2.6.13 Passi ve U trasoni ¢ Sensor

The passive ultrasonic sensor shall be integrated and designed into the
overall systemto provide for audio detection of an intrusion of the
protected facility. The sensor, in conjunction with the control unit,
shal | be capabl e of omi-directional audio coverage of approxi mately 557
square m 6,000 square feet of unrestricted building space. The sensor and
control unit pair shall also have the ability to performa self-test

di agnosi s during armng and di sarm ng of the systemand report failure of
sensor back to the central station. The sensor shall have an audi o out put
to the control unit in the frequency range of 300-12, 000 Hz.

2.6.13.1 Test Indicator, Passive U trasonic Sensor

The sensor may be equipped with a test indicator if it is an integra
function of the sensor signal processor

2.6.13.2 Renpte Test, Passive U trasonic Sensor

A renpte test capability shall be provided. The renpote test hardware nay
be integral to the sensor or a separate piece of equipnent. The renote
test shall be initiated when comranded by the al arm annunci ati on system
The renote test shall excite the sensing el ement and associ ated el ectronics
causing an alarmsignal to be transmtted to the alarm annunci ati on system
The sensor stinmulation generated by the renote test hardware shall sinulate
a standard intruder noving within the sensor's detection pattern
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2.

.6.14 Access/ Secure Swi t ches
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NOTE: The designer should refer to UFC 4-020-04FA
for proper application of this piece of hardware.
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An access/secure switch shall be used to place a protected zone in the
ACCESS or SECURE nobde. The switch shall consist of a double pul
key-operated switch housed in a NEMA 12 equival ent enclosure. The switch
shal | di sabl e zone sensor al arm outputs, but shall not disable tanper

al arms, duress alarns, and other 24 hr sensors, as shown.

7 EXTERI OR | NTRUSI ON SENSORS
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NOTE: Show sensor patterns and installation details
on drawi ngs. Add requirenent for additional site
specific conditions such as equi pnent |ayout within
protected areas, hazard |l ocation area, type of
hazard, class, and group. Renpte test capability
shoul d be used only when required by governing
regul ati ons or when sensors are installed in hard to
reach areas. Wthin the U S., the FCC regul ates the
operating frequencies of all mcrowave sensors.

O her countries have their own frequencies. The
desi gner nust determ ne what frequency is allowed at
the project site.
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Exterior sensor housings shall provide protection agai nst wi ndbl own dust,
rain, splashing water, and hose directed water. Sensors shall be undanaged
fromthe formation of ice on the enclosure.

7.1 Bi static M crowave Sensor

The bistatic mcrowave sensor shall consist of a separate transmtter and
receiver. The sensor shall detect changes in the received m crowave signa
caused by the novenent of a standard intruder within the sensor's detection
pattern. Upon detecting such changes, the sensor shall transmit an alarm
signal to the alarmannunciation system The sensor shall detect a
standard intruder noving perpendicul ar through the sensor's detection
pattern at a speed of 0.06 to 7.6 ms 0.2 to 25 feet/second. The sensor
shal | be equipped with circuitry that produces an al arm si gnal when the
sensor's receiver is captured by another mcrowave transmtter. The sensor
shal |l conmply with 47 CFR 15, Subpart F. The sensor's coverage pattern
shall be as shown. Muiltiple sensors shall be able to operate in adjacent
zones without interfering with each other. The sensitivity of the sensor
shal | be adjustable by controls within the sensor. The controls shall not
be accessi bl e when the sensor housing is in place. The sensor shall be

adj ustable to obtain the coverage pattern shown.

.7.1.1 Test Indicator, Bistatic

The sensor shall be equipped with an LED wal k test indicator. The walk
test indicator shall not be visible during normal operations. When
visible, the walk test indicator shall |ight when the sensor detects an
intruder. The sensor shall either be equipped with a nmanual control
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| ocated within the sensor's housing, to enabl e/disable the test indicator
or the test indicator shall be located within the sensor housing so that it
can only be seen when the housing is open or renpved.

.7.1.2 Rermote Test, Bistatic

A renpte test capability shall be provided. The renpte test hardware may
be integral to the sensor or a separate piece of equipnent. The renote
test shall be initiated when commanded by the al arm annunci ati on system
The renote test shall excite the sensing el enent and associ ated el ectronics
causing an alarmsignal to be transnitted to the al arm annunci ati on

system The sensor stinulation generated by the renote test hardware shal
sinulate a standard intruder nmoving within the sensor's detection pattern

.7.2 Monostati ¢ M crowave Sensor

The nonostatic mcrowave sensor shall consist of an integrated
transceiver. The sensor shall detect changes in the received mcrowave
signal caused by the novenent of a standard intruder within the sensor's
detection pattern. Upon detecting such changes, the sensor shall transmit
an alarmsignal to the alarm annunci ati on system The sensor shall detect
a standard intruder noving perpendi cul ar through the sensor's detection
pattern at a speed of 0.06 to 7.6 mis 0.2 to 25 feet/second. The sensor
shal |l conmply with 47 CFR 15, Subpart F. The sensor's coverage pattern
shall be as shown. Miltiple sensors shall be able to operate in adjacent
zones without interfering with each other. The sensitivity of the sensor
shal | be adjustable by controls within the sensor. The controls shall not
be accessi bl e when the sensor housing is in place. The sensor shall be
adj ustable to obtain the coverage pattern shown.

.7.2.1 Test | ndicator, Mnostatic

The sensor shall be equipped with an LED wal k test indicator. The walk
test indicator shall not be visible during normal operations. Wen
visible, the wal k test indicator shall |ight when the sensor detects an
intruder. The sensor shall either be equipped with a nmanual control

| ocated within the sensor's housing, to enabl e/disable the test indicator
or the test indicator shall be located within the sensor housing so that it
can only be seen when the housing is open or renpved.

.7.2.2 Renmot e Test, Monostatic

A renpte test capability shall be provided. The renpte test hardware may
be integral to the sensor or a separate piece of equipnent. The renote
test shall be initiated when commanded by the al arm annunci ati on system
The renote test shall excite the sensing el enent and associ ated el ectronics
causing an alarmsignal to be transmtted to the alarm annunci ati on system
The sensor stinulation generated by the renote test hardware shall sinulate
a standard intruder nmoving within the sensor's detection pattern

. 7.3 Strain Sensitive Cabl e Sensor

The strain sensitive cable sensor shall detect induced mechanica
vibrations in the fence structure and fabric resulting fromclinbing,
cutting, and lifting caused by a standard intruder, while rejecting other
vi bration frequencies. Upon detecting intruder-based frequencies, the
sensor shall transmit an alarmsignal to the al arm annunciation system
The sensor shall consist of coaxial transducer cable nmounted to the fence
structure including fabric and a sensor signal processor. The sensor
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el ement shall be coaxial transducer cable. The sensitivity of the
transducer cable shall not vary nore than 10 percent over the length of the
cable. The exterior jacket of the cable shall be ultraviolet radiation
resistant. \Were required, the sensor manufacturer's nonsensitive lead-in
cabl e, shall be supplied as part of the sensor system The transducer
cabl e shall be supervised by the signal processor to protect against
tanmpering. The sensitivity of the sensor shall be adjustable by controls
within the sensor signal processor. The controls shall not be accessible
when the sensor interface nodule's housing is in place. Utraviolet

radi ati on resistant carbon inpregnated plastic tie waps shall be provided
for installation of the sensor cable to the fence. The sensor shall cover
up to a 92 m 300 foot zone and as shown.

.7.3.1 Test Indicator, Strain Sensitive

The sensor may be equipped with a test indicator if it is an integra
function of the sensor signal processor

.7.3.2 Renpte Test, Strain Sensitive

A rempte test capability shall be provided. The renpote test hardware may
be integral to the sensor or a separate piece of equipnent. The renote
test shall be initiated when commanded by the al arm annunci ati on system
The renote test shall excite the sensing el enent and associ ated el ectronics
causing an alarmsignal to be transnitted to the al arm annunci ati on

system The sensor stimulation generated by the renote test hardware shal
simul ate a standard intruder nmoving within the sensor's detection pattern

. 7.4 Pul sed M crophoni ¢ Coaxi al Cabl e Sensor

The ni crophoni c cabl e sensor shall detect induced nechanical vibrations in
fence structure and fabric resulting fromclinbing, cutting, and lifting
caused by a standard intruder, while rejecting other vibration

frequencies. Upon detecting intruder-based frequencies, the processor
nodul e shall transmit an alarmsignal to the alarmannunci The sensor

shal | consist of a processor nodule (PM using Digital Tinme Donain

Ref |l ectonetry (DTDR), which sends a pul se down the sensor cable; nonitoring
and processing reflected pul ses indicating the | ocation of an intruder
event to within 3 m 10 feet. Miltiple processor nodul es may be networked
together to provide detection and tanper information to the ESS. The
processor nodul e shall have the capability of nonitoring two 200 mm 656 ft

| engths of cable. The systemshall accommpdate up to eight PMs and provide
display for up to 50 display segnents or up to 70 zones. The exterior
jacket of the cable shall be ultraviolet radiation resistant, and provide
two additional sense wires in the dielectric keyway in addition to the
normal center conductor. The cable shall be supervised by the signa
processor to protect against tanpering. Utraviolet radiation resistant
carbon inpregnated plastic tie waps shall be provided for installation of
the sensor cable to the fence. A PC shall be used to configure the initia
free format zoning and sensitivity | eveling using software.

.7.4.1 M cr ophoni ¢ Coaxi al Cabl e Sensor G aphic Display
The M crophonic system shall have the capability of providing a conputer
graphic map to identify and display specific event locations to within 3

10 feet. The PC shall have the capability of calibrating the cable and
defini ng/redefining alarm zones throughout the life of the system
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7.4.2 Test | ndicator, M crophonic Coaxial Cable Sensor

The sensor shall be equipped with a test indicator if it is an integra
function of the sensor signal processor

.7.4.3 Renote Test, M crophoni c Coaxial Cable Sensor

A rempte test capability shall be provided. The renmpote test hardware may
be integral to the sensor or separate piece of equipnment. The renote test
shall be initiated when commanded by the al arm annunci ati on system The
renote test shall excite the sensing el enent and associ ated el ectronics
causing an alarmsignal to be transnitted to the al arm annunci ati on
system The sensor stinulation generated by the renpte test hardware shal
simul ate a standard intruder noving within the sensor's detection pattern

7.5 Fi ber Optic Cable Sensor

a. The fiber optic cable fence sensor systemshall function as an

el ectronic perineter intrusion detector. The systemshall detect a
standard intruder lifting, cutting, or clinmbing the fence. The system
shal |l be used in conjunction with new or existing fences to protect the
perinmeter of a site. The systemshall consist of an ultraviolet
resistant fiber optic transducer cable, and a m croprocessor based dua
zone signal processor. The systemshall be capable of nonitoring
different styles of metal fabric fencing such as chain-Iink,
expanded- net al or wel ded-nesh fence. The sensor shall detect intruders
by utilizing signals generated by the mnute flexing of the fiber optic
transducer cable, caused by attenpting to cut, clinb, or raise the
fence fabric. The systemshall be capable of functioning as an
integral part of a centralized control and nmintenance facility.

b. The signal processor shall analyze the signals fromthe fiber optic
transducer cable and shall detect mnute vibrations in the fabric of
the fence. The processor shall utilize adaptive algorithns, anbient

si gnal conpensation and sel ectabl e cormon-node rejection, to

di scrimnate between actual, false and nuisance al arns, w thout

| owering the probability of detection. The processor shall identify,
by type, a cut intrusion and a clinb intrusion. The sensor shall have
i ndependent adjustnents and thresholds for each type of intrusion and
shal |l have the capability to conpletely mask clinb or cut al arns.

Al arns caused by power failure, low input voltage, cable fault (cable
cut or high |oss due to physical stress), or internal electronic fault
shall be identified as supervisory alarmns.

7.5.1 Test Indicator, Fiber Optic Cable

The sensor may be equipped with a test indicator if it is an integra
function of the sensor signal processor

.7.5.2 Renote Test, Fiber Optic Cable

A renpte test capability shall be provided. The renpte test hardware nay
be integral to the sensor or a separate piece of equipnent. The renote
test shall be initiated when commanded by the al arm annunci ati on system
The renote test shall excite the sensing el ement and associ ated el ectronics
causing an alarmsignal to be transnmitted to the al arm annunci ati on

system The sensor stimulation generated by the renote test hardware shal
simul ate a standard intruder noving within the sensor's detection pattern
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2.7.6 Passive Infrared Mtion Sensor (Exterior)

a. The passive infrared notion sensor shall detect changes in the
anbient |evel of infrared em ssions caused by the novenent of a
standard intruder within the sensors's field of view. Upon detection
of such changes, the sensor shall transmt an alarmsignal to the alarm
annunci ati on system The sensor shall detect a change in tenperature
of no nmore than 1.1 degrees C 2 degrees F and shall detect a standard
intruder traveling within the sensor's detection pattern at a speed of
0.2 to 15 nms 0.6 to 50 feet/second across 2 adjacent segnments of the
field of view The sensor shall have a detection range of at least 92 m
300 feet. EmM ssions nonitored by the sensor shall be in the 8 to 14
nm cron range. The sensor shall be adjustable to obtain the coverage
pattern shown. The sensor shall be equipped with a tenperature
conpensation circuit.

b. The sensor shall be equipped with an LED wal k test indicator. The
wal k test indicator shall not be visible during nornmal operations.

When visible, the walk test indicator shall |ight when the sensor
detects an intruder. The sensor shall either be equipped with a nanua
control, located within the sensor's housing, to enabl e/disable the

test indicator or the test indicator shall be |ocated within the sensor
housing so that it can only be seen when the housing is open or renoved.

2.7.7 Tensi on Wre Fence Sensor

The tension wire fence sensor shall detect displacenent or changes in
tension within the sensor wires resulting fromclinbing, cutting, lifting
and stepping through by a standard intruder. Upon detecting such changes,
the sensor shall transmt an alarmsignal to the alarm annunci ati on system
The configuration shall be as shown. The tension wires shall be double
strand barbed wire. The configuration shall be as shown. The sensor post
shal | house the switches or electronics used to nonitor the tension wires.
The space between tension wires shall not exceed 150 mr 6 inches.

2.7.8 Capaci tance Fence Sensor

The capacitance fence sensor shall detect changes in capacitance between
the sense wires and ground as a standard intruder approaches or touches the
sensor. Upon detecting such changes in capacitance, the sensor shal
transmt an alarmsignal to the alarm annunciation system The sensor

shal | consist of sense wires and a sensor signal processor. The sense

wires shall be nmade of stainless steel. The sense wires shall be nounted
to the fence with insul ated support brackets. Ancillary nounting hardware
shall be stainless steel. The sensitivity of the sensor shall be

adj ustabl e by controls within the sensor signal processor. The controls
shal | not be accessi bl e when the sensor signal processor's housing is in
pl ace.

2.7.9 El ectrical Field D sturbance Sensor

The electrical field disturbance sensor shall detect changes in the
electrical field of the sensor system when an intruder enters the detection
pattern. The systemshall consist of a field generator that excites |ong
field wires and sense wires that are connected to a signal processor. The
si gnal processor of the sensor system should conpare changes between each
set of field/sense wires and generate an al arm si gnal when the system
becones unbal anced (i.e. an intruder enters the detection pattern). The
sensor systemshall offer AC nmonitoring of both field and sense wires to
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det ect opens, shorts, and grounding and a tanmper switch, and not be
hanpered by rain, fog or snow.

.7.9.1 Test Indicator, Electrical Field D sturbance Sensor

The sensor may be equipped with a test indicator if it is an integra
function of the sensor signal processor

.7.9.2 Renpte Test, Electrical D sturbance Sensor

A renpte test capability shall be provided. The renpte test hardware nay
be integral to the sensor or a separate piece of equipnent. The renote
test shall be initiated when comranded by the al arm annunci ati on system
The renote test shall excite the sensing el ement and associ ated el ectronics
causing an alarmsignal to be transnmitted to the al arm annunci ati on

system The sensor stinulation generated by the renpbte test hardware shal
simul ate a standard intruder noving within the sensor's detection pattern

.7.10 Buri ed Ported Cable

The buried ported cable shall detect changes in the el ectronagnetic field
bet ween the | eaky coax transnit and receive cabl es caused by the novenent
of a standard intruder within the sensor's detection pattern. Upon
detecting such changes, the sensor shall transnit an alarmsignal to the
al arm annunci ati on system The sensor shall detect a standard intruder
novi ng through the sensor's detection pattern at a speed of 0.06 to 7.6 m's
0.2 to 25 feet/second. The transmt and receive cables shall be ported
coaxi al cables designed for direct burial. The sensor's detection pattern
shall be as shown. The sensitivity of the sensor shall be adjustable by
controls within the sensor signal processor. The controls shall not be
accessi bl e when the sensor signal processor's housing is in place.

.7.10.1 Test Indicator, Buried Ported Cable

The sensor may be equipped with a test indicator if it is an integra
function of the sensor signal processor

.7.10.2 Renpte Test, Buried Ported Cable

A renpte test capability shall be provided. The renpte test hardware nay
be integral to the sensor or a separate piece of equipnent. The renote
test shall be initiated when commanded by the al arm annunci ati on system
The renote test shall excite the sensing el ement and associ ated el ectronics
causing an alarmsignal to be transmtted to the alarm annunci ati on system
The sensor stinulation generated by the renote test hardware shall sinulate
a standard intruder noving within the sensor's detection pattern

.7.11 Phot o- El ectric Sensor (Exterior)

The photo-electric sensor shall detect an interruption of the Iight beam
that links the transmitter and receiver caused by a standard intruder
noving at a speed of less than 2.92 nmis 7.5 feet/second through the beam
Upon detecting such an interruption, the sensor shall transmit an alarm
signal to the alarm annunciation system The sensor shall use a pul sed
infrared light source. Miltiple sensors shall be able to operate within
the sane zone without interfering with each other. The coverage pattern
shall be as shown. The sensitivity of the sensor shall be adjustable by
controls within the sensor signal processor. The controls shall not be
accessi bl e when the sensor signal processor's housing is in place.
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2.7.11.1 Test Indicator, Infrared Perineter Sensor

The sensor may be equipped with an LED wal k test indicator. The walk test
i ndi cator shall not be visible or audible during normal operations. When
testing, the wal k test indicator shall activate when the sensor detects an
intruder. The sensor shall either be equipped with a nanual control

| ocated within the sensor's housing, to enabl e/disable the test indicator
or the test indicator shall be located within the sensor housing so that it
can only be seen when the housing is open or renoved.

2.7.11. 2 Rermote Test, Infrared Perinmeter Sensor

The sensor may incorporate renote test if it is an integral function of the
sensor.

2.7.12 Mount ed Vi bration Sensor

The fence vibration fence sensor shall detect induced nechanical vibrations
in the fence structure and fabric resulting fromclinbing, cutting, and
lifting caused by a standard intruder while ignoring all other vibration
frequencies. Upon detecting such frequencies, the sensor shall transnit an
alarmsignal to the alarm annunci ation system The sensor shall consist of
a sensor signal processor and shock vibration sensor el enents that are
designed to be rigidly nounted to the structure being protected. The
sensor signal processor shall process the signals fromthe sensor el enents
and provide the alarmsignal to the alarm annunci ation system The sensor
el ement shall be a multi-conductor cable with shock vibration sensors
nounted at regular intervals. The exterior jacket of the cable shall be
ultraviolet radiation resistant. Were required, the sensor manufacturer's
non-sensitive lead-in bale shall be supplied as part of the sensor system
The sensor cable shall be supervised by the signal processor to protect

agai nst tanpering. The sensitivity of the sensor shall be adjustable by
controls within the sensor signal processor. Utraviolet radiation

resi stant carbon inpregnated plastic tie-waps shall be provided for
installation of the sensor cable to the fence, concertina, barbed wire or
other nedia. The sensor shall cover up to a 300-neter 90-foot zone.

2.7.12. 1 Test Indicator, Munted Vibration Sensor

The sensor may be equipped with a test indicator if it is an integra
function of the sensor signal processor

2.7.12. 2 Renpte Test, Munted Vi bration Sensor

A renpte test capability shall be provided. The renpte test hardware nay
be integral to the sensor or a separate piece of equipnent. The renote
test shall be initiated when commanded by the al arm annunci ati on system
The renote test shall excite the sensing el ement and associ ated el ectronics
causing an alarmsignal to be transnmitted to the al arm annunci ati on

system The sensor stimulation generated by the renote test hardware shal
simul ate a standard intruder noving within the sensor's detection pattern

2.7.13 Vi deo Motion Sensor (Exterior)

Rk Ik kR IR Rk ko o S S S S R R Rk R Rk kR R I I I R Ik b o b o

NOTE: Video notion sensor systens require inclusion
of Section 28 23 23.00 10 CLOSED Cl RCU T TELEVI SI ON
SYSTEMS in the project.
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The video notion sensor shall detect changes in the video signal within a
user defined detection zone. The systemshall detect changes in the video
signal corresponding to a standard intruder noving within the defined
detection zone and wearing clothing with a reflectivity that differs from
that of the background scene by a factor of 2. Signal processing

techni ques shall be provided to elininate non-al arm background noti on such
as light changes, trees blow ng, and birds. Upon detecting such changes,
the sensor shall transmt an alarmsignal to the al arm annunciation

system The sensor shall include the controls and nethod needed by the
operator to define and adjust the sensor detection zone within the video
picture. The number of detection zones, the size of the detection zones,
and the sensitivity of the detection zones shall be user definable. The
sensor shall acconmodate nultiple video inputs and have the capability of
nodul ar growth. The video inputs shall accept conposite video as defined
in CEA 170. The sensor shall not require external sync for operation. One
al arm out put shall be provided for each video input. The nunber of video

i nputs and al arm out puts shall be as shown. Sensor equipnent shall be rack
mounted in a standard 480 nm 19 inch rack as described in CEA-310-E. The
rack shall include hardware required to nount the sensor conponents.

2.7.14 Radar
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NOTE: Radar should be used in conjunction with
other detection and assessnment systens such as CCTV,
to provide capability to extend the zone of
protection to maxi num standoff di stances. The

desi gner should contact the manufacturer of the
product to determ ne that product's particular
capabilities during design
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The radar system shall provide detection of a standard intruder to a
mnimmof [ ] KM The unit shall be a nonostatic type in which the
transmtter and receiver are encased within a single housing unit
(transceiver). The radar shall be equipped with a signal processor that is
programed to recogni ze refl ected energy fromthe normal environmenta
surroundi ngs, and elimnate those objects relative to alarmconditions.

The unit shall have the capability of preprogramm ng specific paraneters
such as size and speed, above which an alarmsignal is generated. The
system shall provide alarminformation to the ESS in order to identify

specific zones of concern. The information shall include range and azinuth
information, as a mninmum The information shall have the capability of
integrating with other systens such as CCTV, to "call" the caneras to a

particular view for alarmverification. The systemshall be available for
retrofit with existing CCTV or other detection systens. After installation
of the radar system warning signs indicating radiation hazard shall be
posted as recommended by the manufacturer.

2.8 ENTRY CONTROL DEVI CES

2.8.1 Card Readers and Credential Cards
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NOTE: Common Access Credential (CAC) cards are only
suppl i ed by the Governnent.

EE R R R I R I O R I R R R I R I R I R I R R R I R R R R R I R L

SECTION 28 20 01.00 10 Page 66



a. Entry control card readers shall use unique coded data stored in or
on a conpatible credential card as an identifier. The card readers
shall be [insertion] [proximty] type, and shall incorporate built-in
heaters or other cold weather equipnent to extend the operating
tenperature range as needed for operation at the site. Comunications
protocol shall be conpatible with the local processor. Furnish card
readers to read [Weigand wire effect] [active proximty detection]

[ passive proximity detection] [contact smart] [caontactl ess smart]
entry cards, and the matching credential cards. The cards shal

contain coded data arranged as a unique identification code stored on
or within the card, and of the type readable by the card readers.
Include within the card's encoded data, a non-duplicated uni que
identification code. Enrollnent equiprment to support |ocal encoding of
badges i ncl udi ng cryptographic and other internal security checks shal
be suppli ed.

b. The encoded data shall adhere to the Government Smart Card
Interoperability Specification V2.1 (GSC-1S). Any card formats that
differ fromthe above specification nust receive approval of the

of fered cards, readers, and data panels prior to the bid date be
approved by the Governnent.

2.8.1.1 Data Encryption
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NOTE: This paragraph may be renoved by the designer
if encryption is not required by the project.
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Encrypti on between the card, card reader, and panels shall neet Federa
I nformati on Protocol Standards (FIPS) of [FIPS 46-3 (DES and TDES)] [ FI PS
197 (AES)]

2.8.1.2 Magnetic Stripe

Magnetic stripe card readers shall read credential cards which neet the
requi renents of | SO 7810, |1SO 7811-1, and | SO 7811-2. Magnetic stripe
credential cards shall use single |layer 4000 ersted magnetic tape
material. The magnetic tape material shall be coated with Teflon and
affixed to the back of the credential card near the top. The nunber of
bits per inch, nunber of tracks, and nunber of unique codes available for
the magnetic tape shall be in accordance with | SO 7811-1, and | SO 7811- 2.

2.8.1.3 Wei gand Wre Effect

Wei gand card readers shall read credential cards which are encoded using
Wei gand effect ferromagnetic wires lamnated into the credential card. The
Wei gand card reader shall create a magnetic field and out put a coded
representation of the unique pattern of magnetic flux changes produced by
nmovi ng the credential card through the card reader. The output shall be a
series of electrical signals and shall constitute a unique identification
code nunmber. Wigand credential cards shall use at least 24 binary digits
to generate a unique credential card identification code.

2.8.1. 4 Smart Cards

Smart card readers shall read credential cards whose characteristics of
size and technol ogy neet those defined by ISOIEC 7816. Snart card
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i mpl ementation shall adhere to the Governnent Smart Card Interoperability
Specification (GSC-1S) and adhere to the data fornmats as specified by the
DoD SEIWs format. The readers shall have "flash" downl oad capability to
accommpdat e card format changes. The card reader shall have the capability
of reading the card data and transnitting the data, or a portion thereof,
to the ESS control panel

.8.1.5 Cont actl ess Smart Card
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NOTE: Contactless Smart cards are the preferred
smart card technol ogy for access control due to
speed and durability under outdoor and/or other
harsh environnments. There are hybrid cards
avai | abl e whi ch combi ne contact and contactl ess
technol ogy in one card.
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Smart card readers shall read credential cards whose characteristics of
size and technol ogy nmeet those defined by SO IEC 7816. Snart card

i npl ementation shall adhere to the Governnent Smart Card Interoperability
Specification (GSC-1S) and adhere to the data formats as specified by the
DoD SEIWG fornmat. The readers shall have "flash" downl oad capability to
acconmodat e card format changes. The card reader shall have the capability
of reading the card data and transnitting the data, or a portion thereof,
to the ESS control panel

.8.1.6 Proximty
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NOTE: Specify the type of proximty card operation
desired, and coordinate the operation nethod with
the type of card specified.
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Proximty card readers shall use [active] [passive] proximty detection and
shall not require contact with the proxinity credential card for proper
operation. [Active detection proximty card readers shall provide power to
compati bl e credential cards through magnetic induction and receive and
decode a unique identification code nunber transmtted fromthe credentia
card.] [Passive detection proximty card readers shall use a
swept - frequency, radio frequency field generator to read the resonant
frequencies of tuned circuits lami nated into conpatible credential cards.
The resonant frequencies read shall constitute a unique identification code
nunber.] The card reader shall read proxinmity cards in a range from 0 to
at least 150 nm O to at least 6 inches fromthe reader. The credenti al
card design shall allow for a mnimum of 32,000 unique identification codes
per facility.

.8.1.7 Card Reader Display

The card readers shall include an LED or other visual indicator display.
The display shall indicate power on/off, and whether user passage requests
have been accepted or rejected.

.8.1.8 Card Reader Response Tine

The card reader shall respond to passage requests by generating a signal to

the | ocal processor. The response tine shall be 800 nmilliseconds or |ess,
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fromthe tine the card reader finishes reading the credential card until a
response signal is generated.

.8.1.9 Card Reader Power

The card reader shall be powered fromthe source as shown and shall not
di ssipate nore than 5 Watts.

.8.1.10 Card Reader Munting Method

Card readers shall be suitable for surface, senm-flush, pedestal, or
weat her proof nounting as required.

.8.1.11 Credential Card Mdification

Entry control cards shall be able to be nodified by |am nation or direct
print process during the enroll ment process for use as a picture and
identification badge as needed for the site wi thout reduction of
readability. The design of the credential cards shall allow for the
addition of at l|east one slot or hole to accommpdate the attachnment of a
clip for affixing the credential card to the type badge hol der used at the
site.

2.8.1.12 Card Size and Di nensional Stability
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NOTE: Specify the standard card size of 54 x 85 mm
(2-1/8 x 3-3/8 inch) unless a different size card is
needed. |f a non-standard size card is specified

t he desi gner nust make certain that the card size
specified will work with the photo badgi ng system
and the card reader specified.
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Credential cards shall be [54 x 85] [ ] mr[2-1/8 x 3-3/8] [___ ]
inches. The credential card material shall be dinensionally stable so that
an undanmaged card with deformations resulting fromnormal use shall be
readabl e by the card reader.

.8.1.13 Card Materials and Physical Characteristics

The credential card shall be abrasion resistant, non-flanmabl e, and present
no toxi ¢ hazard to humans when used in accordance with manufacturer's
instructions. The credential card shall be inpervious to solar radiation
and the effects of ultra-violet light.

.8.1.14 Card Construction
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NOTE: Specify whether additional security
enhancenents are needed. Choose which security
enhancenent is needed. Specify card |am nation and
assenbly equi pnent if needed at the site.
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The credential card shall be of core and | ami nate or nonolithic
construction. Lettering, |ogos and other markings shall be hot stanped
into the credential material or direct printed. [The credential card shal
i ncorporate [hol ographic i mages] [phosphorous ink] as a security
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enhancenment.] [Provide a neans to allow onsite assenbly and | am nation of
credential cards by Governnment personnel.]

2.8.1.15 Card Durability and Maintainability

The credential cards shall be designed and constructed to yield a usefu
lifetime of at |east 5000 insertions or swipes or 5 years whichever results
in a longer period of time. The credential card shall be able to be

cl eaned by wiping the credential card with a sponge or cloth wet with a
soap and water solution

2.8.1.16 VWarranty
The credential card shall include a mninum 3-year warranty.

2.8.2 Keypads
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NOTE: The designer will specify the type of keypad
needed for the site. The scranbled keypad shoul d be
specified for very high security needs. If a
scranbl ed keypad is specified, the designer wll
specify the reduced view ng angle feature. The
designer will specify whether visual and audi bl e
pronpts are needed.
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Entry control keypads shall use a uni que conbi nation of al phanuneric and
ot her synbols as an identifier. Keypads shall contain an integra

al phanuneri c/ speci al synbols keyboard with synbols arranged in [ascending
ASCI | code ordinal sequence] [random scranbled order]. Conmunications
protocol shall be conpatible with the | ocal processor.

2.8.2.1 Keypad Di spl ay

Keypads shall include an LED or other type of visual indicator display and
provide [visual] [visual and audi bl e] status indications and user pronpts.
The di splay shall indicate power on/off, and whether user passage requests
have been accepted or rejected. The design of the keypad di splay or keypad
enclosure shall limt the maxi num horizontal and vertical view ng angles of
the keypad. The maxi num horizontal view ng angle shall be plus and minus 5
degrees or less off a vertical plane perpendicular to the plane of the face
of the keypad display. The maxi numvertical view ng angle shall be plus
and m nus 15 degrees or less off a horizontal plane perpendicular to the

pl ane of the face of the keypad displ ay.

2.8.2.2 Keypad Response Ti ne
The keypad shall respond to passage requests by generating a signal to the
| ocal processor. The response time shall be 800 milliseconds or |ess from
the time the | ast al phanumeric synbol is entered until a response signal is
gener at ed.

2.8.2.3 Keypad Power

The keypad shall be powered fromthe source as shown and shall not
di ssi pate nmore than 150 Watts.
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.8.2.4 Keypad Mounting Met hod

Keypads shall be suitable for surface, sem -flush, pedestal, or
weat her proof nounting as required.

.8.2.5 Keypad Duress Codes

Keypads shall provide a means for users to indicate a duress situation by
entering a special code.

.8.3 Card Readers Wth Integral Keypad
.8.3.1 W egand

The W egand card reader, as specified in paragraph Card Readers And
Credential Cards and paragraph Wegand Wre Effect, shall be equipped wth
i ntegral keypads as specified in paragraph Keypads.

.8.3.2 Smart Card

The smart card reader, as specified in paragraphs "Card Readers And
Credential Cards" and "Smart Card", shall be equipped with integral keypads
as specified in paragraph Keypads.

.8.3.3 Contactl ess Smart Card

The contactless smart card reader, as specified in paragraphs "Card Readers
And Credential Cards" and "Contactless Smart Card", shall be equipped with
i ntegral keypads as specified in paragraph Keypads.

.8.3.4 Proximty

The proximty card reader, as specified in paragraphs "Card Readers And
Credential Cards" and "Proximty", shall be equipped with integral keypads
as specified in paragraph Keypads.

.8.4 Personal ldentity Verification Equipnent

Entry control personnel identity verification equipnment shall use a unique
personal characteristic or uni que personal physiol ogical neasurenent to
establish the identity of authorized, enrolled personnel. Personne
identity verification equipnment shall include a neans to construct

i ndi vidual tenplates or profiles based upon neasurenents taken fromthe
person to be enrolled. This tenplate shall be stored as part of the System
Ref erence Database Files. The stored tenplate shall be used as a
conparative base by the personnel identity verification equipnent to
generate appropriate signals to the associated |ocal processors.

2.8.4.1 Hand Geonetry
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NOTE: The designer will specify if audible status
i ndication if required.
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Hand geonetry devices shall use unique human hand neasurenents to identify
aut hori zed, enrolled personnel. The design of this device shal

i ncorporate positive neasures to establish that the hand bei ng neasured by
the device belongs to a |iving human being. Hand geonetry devi ces shal
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provide an alignment system which allows the user's hand to remain in ful
view of the user at all times. During the scan process the hand geonetry
devi ce shall make 3 di nensional neasurenents of the size and shape of the
user's hand. The hand geonetry device shall automatically initiate the
scan process once the user's hand is properly positioned by the alignnent
system The hand geonetry device shall be able to use either left or right
hands for enroll ment and verification. User hand geonmetry tenplate shal
not require nore than 50 eight-bit bytes of storage nedia space. Hand

geonetry devices shall include an LED or other type of visual indicator
di splay and provide [visual] [visual and audible] status indications and
user pronpts. The display shall indicate power on/off, and whether user

passage requests have been accepted or rejected.

a. Tenplate Update and Acceptance Tol erances: Hand geonetry devices
shall not automatically update a user's profile. Significant changes
in an individual's hand geonetry shall require re-enrollnment. The hand
geonetry devices shall provide an adjustable acceptance tol erance or
tenplate natch criteria under system manager/operator control. The
hand geonetry device shall determi ne when nultiple attenpts are needed
for hand geonetry verification, and shall automatically pronpt the user
for additional attenpts up to a maxi mumof 3. Three failed attenpts
shal |l generate an entry control alarm

b. Average Verification Tinme: The hand geonetry device shall respond
to passage requests by generating signals to the |Iocal processor. The
verification time shall be 1.5 seconds or |less fromthe nmonent the hand
geonetry device initiates the scan process until the hand geonetry

devi ce generates a response signal

c. Mdes: The hand geonetry device shall provide an enroll nment node,
recogni ti on node, and code/credential verification node. The
enrol | ment node shall create a hand tenplate for new personnel and
enter the tenplate into the entry control database file created for
that person. Tenplate information shall be conpatible with the system
application software. The operating node shall be selectable by the
system manager/operator fromthe central processor. Wen operating in
recogni ti on node, the hand geonetry device shall allow passage when the
hand scan data fromthe verification attenpt matches a hand geonetry
tenmplate stored in the database files. Wen operating in
code/credential verification node, the hand geonetry device shall allow
passage when the hand scan data fromthe verification attenpt natches
the hand geonmetry tenplate associated with the identification code
entered into a keypad; or matches the hand geonetry tenpl ate associ at ed
with credential card data read by a card reader.

d. Reports: The hand geonetry device shall create and store tenplate
match scores for all transactions involving hand geonetry scans. The
tenpl ate natch scores shall be stored in the matchi ng personnel data
fileinafile format conpatible with the system application software,
and shall be used for report generation.

e. Electrical: The hand geonetry device shall not dissipate nore than
45 Watts fromthe source shown.

f. Mounting Method: Hand geonetry devices shall be suitable for
surface, flush, or pedestal mounting as required.

g. Comuni cations Protocol: The communi cations protocol between the
hand geonetry device and the | ocal processor shall be conpatible.
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2.8.4.2 Fi ngerprint Anal ysis Scanner
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NOTE: The designer will specify if audible status
i ndication if required.
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Fi ngerprint analysis scanners shall use a unique human fingerprint pattern
to identify authorized, enrolled personnel. The design of this device
shal | incorporate positive neasures to establish that the hand or fingers
bei ng scanned by the device belong to a living hunman bei ng. Fingerprint
anal ysis scanners shall provide an alignment system which allows the
enrollee's hand to remain in full view of the enrollee at all tines.
During the scan process, the fingerprint analysis scanner shall perform an
optical or other type of scan of the enrollee's fingers. The fingerprint
anal ysis scanner shall automatically initiate the scan process provided the
enrollee's fingers are properly positioned. Each enrollee fingerprint
tenpl ate shall not require nore than 1250 eight-bit bytes of storage nedia

space. Fingerprint analysis scanners shall include an LED or other type of
vi sual indicator display and provide [visual] [visual and audible] status
i ndi cations and enrollee pronpts. The display shall indicate power on/off,

and whet her enrol | ee passage requests have been accepted or rejected.

a. Tenplate Update and Acceptance Tol erances: Fingerprint analysis
scanners shall not automatically update an enrollee's profile.
Significant changes in an individual's fingerprints shall require
re-enrollment. The fingerprint analysis scanners shall provide an

adj ust abl e acceptance tolerance or tenplate match criteria under system
manager/operator control. The fingerprint analysis scanner shal
determi ne when nultiple attempts are needed for fingerprint
verification, and shall automatically pronpt the enrollee for

additional attenpts up to a maximumof 3. Three failed attenpts shal
generate an entry control al arm

b. Average Verification Tinme: The fingerprint analysis scanner shal
respond to passage requests by generating signals to the |oca
processor. The verification tine shall be 2.0 seconds or less fromthe
nmonent the finger print analysis scanner initiates the scan process
until the fingerprint analysis scanner generates a response signal

c. Mdes: The fingerprint analysis scanner shall provide an
enrol | ment node, recognition node, and code/credential verification
node. The enroll ment node shall create a fingerprint tenplate for new
personnel and enter the tenplate into the system database file created
for that person. Tenplate information shall be conpatible with the
system application software. The operating node shall be sel ectable by
t he system nanager/operator fromthe central station. Wen operating
in recognition node, the fingerprint analysis scanner shall allow
passage when the fingerprint data fromthe verification attenpt matches
a fingerprint tenplate stored in the database files. Wen operating in
code/credential verification node, the fingerprint anal ysis scanner
shal | all ow passage when the fingerprint data fromthe verification
attenpt matches the fingerprint tenplate associated with the
identification code entered into a keypad or matches the fingerprint
tenpl ate associated with credential card data read by a card reader.

d. Reports: The fingerprint analysis scanner shall store tenplate
transactions involving fingerprint scans. The tenplate natch scores
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shall be stored in the matching personnel data file in a file fornmat
conpatible with the system application software, and shall be used for
report generation.

e. Electrical: The fingerprint analysis scanner shall not dissipate
nore than 45 Watts fromthe source shown.

f. Mounting Method: Fingerprint analysis scanners shall be suitable
for surface, flush, or pedestal nounting as required.

g. Comuni cations Protocol: The conmmuni cations protocol between the
fingerprint analysis scanner and its associated | ocal processor shal
be conpati bl e.

2.8.4.3 Iris Scan Device
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NOTE: The designer will specify if audible status

i ndication if required.
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The iris scan identification device shall use the unique patterns found in
the iris of the human eye to identify authorized, enrolled personnel. The
device shall use anbient light to capture an inmage of the iris of a person
presenting thenselves for identification. The resulting video inmge shal
be compared against a stored tenplate that was captured during the
enrol I ment process. Wen the presented image is sufficiently sinmilar to
the stored inmage tenplate, then the device shall authenticate the
presenting individual as identified. The threshold of simlarity shall be
adj ustabl e. The efficiency and accuracy of the device shall not be
adversely affected by enroll ees who wear contact |enses or eye gl asses.

The iris scan device shall provide a nmeans for enrollees to align their eye
for identification that does not require facial contact with the device. A
manual push-button shall be provided to initiate the scan process when the
enrollee has aligned their eye in front of the device. The device shal

i ncl ude adjustnents to accommopdate differences in enrollee height.

a. Display Type: |Iris scanners shall include an LED or other type of
vi sual indicator display and provide [visual] [visual and audi bl e]
status indications and enrollee pronpts. The display shall indicate

power on/off, and whet her enroll ee passage requests have been accepted
or rejected.

b. Tenplate Update and Acceptance Tol erances: |Iris scanners shall not
automatically update an enrollee's tenplate. Significant changes in an
i ndividual's eye shall require re-enrollnment. The iris scanner shal
provi de an adj ustabl e acceptance tolerance or tenplate match criteria
under system nanager/operator control. The iris scanner shal

determi ne when nultiple attenpts are needed to verify the iris being
scanned, and shall automatically pronpt the enrollee for additiona
attenpts up to a maxi mumof 3. Three failed attenpts shall generate an
entry control alarm

c. Average Verification Time: The iris scanner shall respond to
passage requests by generating signals to the |local processor. The
verification time shall be 1.5 seconds or |ess fromthe nonent the eye
scanner initiates the scan process until the eye scanner generates a
response signal
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2.

2.

d. Mdes: The iris scanner shall provide an enroll ment node,
recogni ti on nmode, and code/credential verification node. The
enrol | ment node shall create an iris tenmplate for new personnel and
enter the tenplate into the system database file created for that
person. Tenplate information shall be conpatible with the system
application software. Wen operating in recognition node, the iris
scanner shall allow passage when the iris scan data fromthe
verification attenpt matches an iris tenplate stored in the database
files. \When operating in code/credential verification node, the iris
scanner shall allow passage when the iris scan data fromthe
verification attenpt natches the iris scan tenplate associated with the
identification code entered into a keypad or matches the iris scan
tenpl ate associated with credential card data read by a card reader

e. Reports: The iris scanner shall store tenplate transactions
involving iris scans. The tenplate match scores shall be stored in the
mat chi ng personnel data file in a file fornat conpatible with the
system application software, and shall be used for report generation

f. Electrical: The eye scanner shall not dissipate nore than 45 Watts
fromthe voltage source shown.

g. Munting Method: Eye scanners shall be suitable for surface,
flush, or pedestal nounting as required and shown.

8.5 Portal Control Devices
8.5.1 Push-button Swi t ches

Provi de nonentary contact, back |ighted push buttons and stainl ess steel

swi tch encl osures for each push button as shown. Switch encl osures shal

be suitable for flush, or surface mounting as required. Push buttons shal
be suitable for flush mount in the switch enclosures. The push button
switches shall neet the requirenents of NEVMA 250 for the area in which they
are to be installed. Were nmultiple push buttons are housed within a
single switch enclosure, they shall be stacked vertically with each push
button switch labeled with 7 mm 1/4 inch high text and synbols as

required. The push button switches shall be connected to the |loca
processor associated with the portal to which they are applied and shal
operate the appropriate electric strike, electric bolt or other facility
rel ease device. The continuous current of the IDS circuit shall be no nore
than 50% of the continuous current rating of the device supplied. The push
button switches shall have doubl e-break silver contacts that will make 720
VA at 60 anperes and break 720 VA at 10 amperes.

.8.5.2 Pani ¢ Bar Energency Exit Wth Al arm

Entry control portals shall include panic bar energency exit hardware as
shown. Panic bar emergency exit hardware shall provide an al arm shunt
signal to the appropiate | ocal processor. The panic bar shall include a

conspi cuous warning sign with 25 mr 1 inch high, red lettering notifying
personnel that an alarmw ||l be annunciated if the panic bar is operated.
Qperation of the panic bar hardware shall generate an intrusion alarm The
pani ¢ bar, except for l|ocal alarm annunciation and al arm conmuni cati ons,
shal | depend upon a nmechani cal connection only and shall not depend upon

el ectric power for operation. The panic bar shall be conpatible with
nortise or rimnmount door hardware and shall operate by retracting the bolt.
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2.8.5.3 Panic Bars: Normal Exit

a. Entry control portals shall include panic bar energency exit
hardware as shown. Panic bar energency exit hardware shall provide to
the portal's local processor. Qperation of the panic bar hardware
shal |l not generate an intrusion alarm \Wen exiting, the panic bar
shal | depend upon a nechani cal connection only. The exterior,
non-secure side of the door shall be provided with an electrified thunb
latch or lever to provide access after the credential I|.D.

aut hentication by the ESS. The panic bar shall be conpatible with
nortise or rimnount door hardware and shall operate by retracting the
bol t .

b. Signal Switches: The strikes/bolts shall include signal swtches
to indicate to the systemwhen the bolt is not engaged or the strike
nmechani smis unlocked. The signal switches shall report a forced entry
to the system

2.8.5.4 El ectric Door Strikes/Bolts
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NOTE: The designer will specify whether the
electric strike or lock will fail open or secure.
The desi gner should coordinate this with

requi renents of the site safety and fire personnel
Life safety will be designed in accordance w th NFPA
101, Code for Safety to Life fromFire in Buildings
and Structures.

The designer will determine if signal switches are
required for the site
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El ectric door strikes/bolts shall be designed to [rel ease automatically]
[remain secure] in case of power failure. These facility interface devices
shal | use dc power to energize the solenoids. Electric strikes/bolts shal
incorporate end of line resistors to facilitate |ine supervision by the
system If not incorporated into the electric strike or local controller,
nmet al - oxi de veristors (MOWs) shall be installed to protect the controller
fromreverse current surges. Electric strikes shall have a m ni nrum forcing
strength of 101 kN 2300 | bs.

a. Solenoid: The actuating solenoid for the strikes/bolts furnished
shal | not dissipate more than 12 Watts and shall operate on 12 or 24
Volts dc. The inrush current shall not exceed 1 anpere and the hol di ng
current shall not be greater than 500 mllianperes. The actuating

sol enoid shall nove fromthe fully secure to fully open positions in
not nore than 500 nilliseconds.

b. Signal Switches: The strikes/bolts shall include signal swtches
to indicate to the systemwhen the bolt is not engaged or the strike
nmechani smis unlocked. The signal switches shall report a forced entry
to the system

c. Tanper Resistance: The electric strike/bolt mechani smshall be
encased in hardened guard barriers to deter forced entry.

d. Size and Weight: Electric strikes/bolts shall be conpatible with
standard door frane preparations.
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e. Munting Method: The electric door strikes/bolts shall be suitable
for use with single and doubl e door with nortise or rimtype hardware
as shown, and shall be conpatible with right or |eft hand nmounting.

f. Astragals: Astragal |ock guards shall be installed to prevent
tanmpering with the latch bolt of the | ocking hardware or the |atch bolt
keeper of the electric strike. The astragals shall bolt through the
door using tamper-resistant screws. The astragals shall be made of 3 nm

1/8 inch thick brass and are 286 mr 11-1/14 inch high by 41 nr 1-5/8
inch wide, with a 4 nr 5/32 inch wide offset, at a minimum Finishes
shall be as shown.

2.8.5.5 El ectrified Mrtise Lock
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NOTE: The electrified nortise | ocks provide an
excell ent solution for stairwell doors that require
positive | atching when unl ocked. The doors shoul d be
built with a raceway within the door for the power
and signal wire. Awre transfer hinge or other
device is required to get the wire fromthe door to
the doorframe for connection with the access control
system
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Electrified nortise door |ocks shall be designed to [rel ease autonatically]
[remain secure] in case of power failure. These facility interface devices
shal | use dc power to energize the sol enoids. The sol enoids shall be rated
for continuous duty. Electric nortise |locks shall incorporate end-of-1line
resistors to facilitate line supervision by the system |f not
incorporated into the electric strike or local controller, metal-oxide
veristors (MOVs) shall be installed to protect the controller fromreverse
current surges.

a. Solenoid: The actuating solenoid for the | ocks furni shed shall not
di ssipate nore than 12 Watts and shall operate on 12 or 24 Volts dc.
The inrush current shall not exceed 1 anpere and the hol ding current
shall not be greater than 700 nmillianperes. The actuating sol enoid
shall nove fromthe fully secure to fully open positions in not nore
than 500 milliseconds.

b. Signal Switches: The strikes/bolts shall include signal switches to
indicate to the systemwhen the bolt is not engaged or the strike
mechani smis unl ocked. The signal switches shall report a forced entry
to the system

c. Hinge: An electric transfer hinge shall be provided with each | ock
in order to get power and nonitoring signals fromthe | ockset to the
door frame.

d. Size and Weight: Electric strikes/bolts shall be conpatible with
st andard door preparations.

e. Mounting Method: The electrified nortise | ocks shall be suitable
for use with single and doubl e door installations. |n double door
installations, the lock would be in the active | eaf and the fixed | eaf
woul d be monitored.
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2.8.5.6 El ect romagneti c Lock
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NOTE: The designer will specify whether the
electric strike or lock will fail open or secure.
The desi gner should coordinate this with

requi renents of the site safety and fire personnel
Life safety will be designed in accordance w th NFPA
101, Code for Safety to Life fromFire in Buildings
and Structures.
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El ectromagnetic | ocks shall contain no noving parts and shall depend solely
upon el ectromagneti smto secure a portal by generating at least 5.3 kN 1200

pounds of holding force. The lock shall interface with the |oca
processors w thout external, internal or functional alteration of the |oca
processor. The electromagnetic |ock shall incorporate an end of |ine

resistor to facilitate line supervision by the system |f not incorporated
into the el ectromagnetic |lock or local controller, netal-oxide veristors
(MOVs) shall be installed to protect the controller fromreverse current
sur ges.

a. Armature: The electromagnetic |lock shall contain interna

circuitry to elimnate residual magneti sm and inductive kickback. The
actuating arnmature shall operate on 12 or 24 Volts dc and shall not

di ssipate nmore than 12 Watts. The holding current shall be not greater
than 500 nmillianmperes. The actuating armature shall take not nore than
300 mlliseconds to change the status of the lock fromfully secure to
fully open or fully open to fully secure.

b. Tanper Resistance: The el ectromagnetic | ock nechani smshall be
encased in hardened guard barriers to deter forced entry.

c. Munting Method: The door el ectromagnetic |ock shall be suitable
for use with single and doubl e door with nortise or rimtype hardware
as shown, and shall be conpatible with right or |eft hand nmounting.

2.8.5.7 Entry Booth
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NOTE: The designer will choose either keypads or
cardreaders as needed.

The outside di nensions of the entry booth will not
exceed the site limtations required for the proper
installation and functionality of the booth.
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Entry booths shall be constructed as an integral part of the physica
structure of the boundary for the area or facility to which entry is being
controlled. |In case of power failure, the entry booth shall automatically
| ock the high security side door's electric strike or other facility
interface rel ease device and shall automatically open the |ow security side
door's electric strike or other facility interface release device. Entry
boot hs shall be designed and configured for direct connection to the
central station and shall include a | ocal processor. The entry booth |oca
processor subsystem shall support paired card readers on a single entry
booth for anti-passback functions.
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a. Local Alarm Annunciation: The entry booth |ocal processor
subsystem shal | provide | ocal alarm annunciation for all system

equi prent | ocated within the entry booth itself and its associ ated
portal s/ zones and term nal devices. The entry booth |ocal processor
subsystem shal | provide a nmeans to enable and disable this feature from
the central station under operator control

b. Termnal and Facility Interface Device Support: The entry booth
| ocal processor subsystem shall support the full range of system
termnal and facility interface devices as specified.

c. Response Tines: The entry booth |ocal processor subsystem shal
respond to a central station interrogation within 100 mlliseconds.

The entry booth | ocal processor shall respond to valid passage requests
fromits associated term nal devices by generating a signal to the
appropriate electric strike or other type of facility interface within
100 mlliseconds after verification

d. Autononous Local Control: In the event of a conmunication |oss,
the entry booth | ocal processor subsystem shall automatically convert
to autononous | ocal control and nonitoring of its associated card
readers, keypads, electric door strikes, and other term nal devices or
facility interface devices and shall automatically revert to centra
control upon restoration of communications. Entry control transactions
occurring during the conmuni cati ons outage shall be recorded and
retained in local nenory and reported to the central data base files
upon restoration of comunications. The entry booth shall begin the
report to the central station's database within 10 seconds after
comuni cati ons have been restored.

e. Entry Booth Local Processor Subsystem Capacities: As a mninmm
the entry booth | ocal processor subsystem shall have sufficient
capacity to control and nonitor a conbination of 6 electric door
strikes, card readers, keypads, or other entry control term nal and
facility interface devices. The entry booth |ocal processor subsystem
shal | provide capacity to store a subset of the entry control reference
file database sufficient to support the enrollees requiring entry

t hrough each booth, and including personal, entry authorization, and
identifier data for each enroll ee as needed to support passage
requests. The |ocal processor subsystem shall nake identification

deci sions and control portals so that all entry control functions are
done at the local panel. The entry booth |ocal processor subsystem
shall provide a local transaction history file with capacity to store
at least 1,000 entry control transactions w thout |osing any data.

f. D agnostics: The entry booth |ocal processor subsystem shal

i ncorporate built-in diagnostics inplenmented in software/firmare,
hardware or both. Each tine the entry booth | ocal processor subsystem
is started up or re-booted it shall automatically execute a series of
built-in tests and report equi pnent mal functions, configuration errors,
and inaccuracies to the central station. The systemshall annunciate a
fail-safe alarmif the |local processor fails the built-in diagnostics.
Di agnostic aids shall be provided within the entry booth | oca

processor subsystemto aid in system set-up, mmintenance, and

troubl eshoot i ng.

g. Menory Type and Size: The design of the menmory into which enrollee

entered data is stored shall ensure storage of entered data for a
m ni mum of 1 year in the absence of power from sources external to the
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entry boot h.

h. Tanper Protection: The |ocal processor subsystem shall nonitor al
service entry panels for tanper. Tanper lines shall not be accessible
except through tanper protected entry panels. Entry panels shall have
key |l ocks. The booth shall have the capability to be taken off-1line
for service.

i. Entry Booth Configuration: Entry booths shall be closed-in
structures suitable for occupancy by 1 person and shall incorporate: a
personnel passage area, equi pnment bay, a |ow security entry/exit door
and a high security entry/exit door. Entry booths shall be configured
with paired [card readers] [keypads], 1 each, on the high security
entry/exit door and |ow security entry/exit door; a key release swtch
outside the | ow security door; a glass break type energency rel ease
switch. Both doors to the entry booth shall be normally secured.

j. Entry Booth Qperation: The entry booth shall be designed to all ow
passage requests to be initiated fromonly 1 door at a tine. The
person shall enter the booth by presenting valid credential card to the
card reader or keypad identification code data to the keypad devi ce.

An unsuccessful attenpt to enter the booth shall generate an entry
denial alarm The booth shall incorporate a personal identity
verification device as specified, and the person shall be granted
egress fromthe booth after successful personal identity verification
If the person fails the personal identity verification test, the entry
booth shall confine the person and generate an entry control al arm

The | ocal processor subsystem shall conpare all data presented to the
entry booth term nal devices with its local reference database file
contents, and grant the person's passage request if all data is valid.
If a tamper alarmis generated by any of the equi pnent associated with
t he subject entry booth while an person is inside, the person shall be
confined. COperating the glass break type energency rel ease switch
shall comand the entry door electric strike or other type of facility
interface release to the fully open position, or with a delay after the
egress door has been confirnmed secured. Once inside the entry booth
and prior to initiation of the personal identity verification test, the
person may exit through the door used for entry.

k. Display Type: Entry booths shall include an LED or other type of
vi sual indicator display and provide visual status indications and

person pronpts. The display shall indicate power on/off, and whether
enrol | ee passage requests have been accepted or rejected. There shal
be 3 status lights outside each door. They shall indicate entry booth

status by marking the green |ight as READY; the amber |ight as BUSY;
and the red |ight as | NOPERATI VE.

. Lighting: Two 40 Watt fluorescent |ights recessed above an acrylic
light diffuser, shall be located in the ceiling of the entry booth. A
separate fluorescent |lanmp shall be l|ocated within the overhead | amp
assenbly to provide emergency lighting in case of a power failure.

m Heating and Ventilati on Equi pnent: Entry booths shall include
built-in heating equipnment to sustain the specific operating
tenperature range for the el ectronic equipnent installed.

n. Entry Booth Wall and Frane Construction: The booth shall be a

rigid structure. The strength of the walls shall be greater than or
equal to 12-gauge steel with 25 mr 1 inch standing seans. All glass
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used shall be at least 8 mr 5/16 inch | aninated, anneal ed glass. The
gl ass shall neet UL 972 certification requirements. The entry booth
shall neet flane spread rating 25 or less, fuel contribution of 50 or

| ess, snoke devel opnent of 50 or less, in accordance with test nethod
ASTM E 84. Entry booths shall be constructed to nminimze the heating
ef fects of solar radiation, by using the nanufacturer's standard clear,
tinted or bronzed glass. The booths shall have over-hangi ng roofs or
ot her structural neans to shade the w ndows.

0. Entry Booth Doors: Doors shall be at |least 889 mmw de, by 2.0 m
hi gh 35 inches wide, by 79 inches high with glass panels at |east 788
nm wi de, by 1.9 mhigh 31 inches wide, by 74 inches high. Door hinges
and cl osers shall be adjustable for vertical, horizontal, cant, and
torque adjustment. The entry booth shall provide an inside push bar,
and an outside nechanical pull handle. Al um num parts shall be anodize
finish.

p. Entry Booth Floor Construction: The entry booth shall have a rigid
floor. The floor shall be covered by a rubber mat or indoor/outdoor
carpeting. The rubber mat or carpet shall be at least 1.6 mr 1/16 inch
thick and shall provide a continuous floor covering with no seans.

2.8.5.8 Booth Security and Qperational Enhancenents
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NOTE: The designer will specify the equi pnent and
features for the booth configuration and elimnate
t he subpar agraphs not needed.
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a. CCTV Canera: The CCTV canera shall be designed and configured for
conti nuous operation and shall transnmt video information to the
central station as specified in Section 28 23 23.00 10 CLOSED CIRCUI T
TELEVI SI ON SYSTEMS.

b. Weight Check Momnitor: The entry booth shall incorporate a weight
check monitor which continuously nonitors the weight of the booth plus
any occupant. The wei ght check nmonitor shall consist of synchronized,
mat ched, electronic load cells |ocated at the base of the entry booth
and shall be connected to the |ocal processor subsystem The wei ght
check monitor shall be accurate to within plus or minus 2.3 kg 5 pounds.
The entry booth shall be designed to conpensate for side |oading to
prevent danage to the load cells by the passage of equi prment through
the booth. Individual weights for each user shall be included in the
ref erence database files as part of the enrollnent process. The design
of the entry booth shall provide a nmethod to enter a custom predefined
tol erance on valid weights of authorized persons. Each person's weight
profile shall be automatically updated based upon the |last 3 uses of
entry control booths. The entry booth shall generate an entry contro
alarm for any passage attenpt for which the person's wei ght does not
agree with systemreference database file data and confine the person
The wei ght check nonitor shall not increase the portal door threshold
hei ght by nore than 6 mm 1/4 inch.

c. Double Cccupancy Floor Mat Sensor: Entry booths shall incorporate
a floor mat sensor to detect attenpts at double occupancy. The double
occupancy floor mat sensor shall be connected to the |ocal processor
subsystem Activation of the double occupancy floor mat sensor shal
generate a system alarmand confine the enrollees. The doubl e occupancy
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floor mat sensor shall nonitor the entire occupant area covered by a
rubber mat or indoor/outdoor carpet. The rubber mat or carpet shall be
at least 1.6 mr 1/16 inch thick and shall provide a continuous fl oor
covering with no seans.

d. Intercom Each entry booth shall have 3 conbination
speaker/ m crophones to provide 2 way comunications at each of the
speaker/ m crophone | ocations. The speakers shall be at |east 100 mr 4
inches in dianeter. Two of the speaker/m crophones shall be |ocated,
one each, at the high and | ow security entry/exit doors, behind

| ouvered panels, to provide comunications for people outside the
booth. The third speaker/m crophone shall be |ocated inside the booth
behi nd a perforated netal screen above the personal identity
verification device to provide comunications for people inside the
booth. Each of the speaker/ m crophones shall be connected to the
operator console at the security center and to the voice pronpt system
as indicat ed.

e. Voice Pronpts: The entry booths shall include a voice pronpt
system usi ng human voi ce conmands. |Its purpose shall be to speed up
the entry control process and inprove throughput rate. This audible
pronpt systemshall respond to the next sequential activity requirenent
as each enpl oyee accesses the booth. Al comrands shall be stored in
electrically programmuabl e read only nenory chips located in the |oca
processor subsystem The voice pronpts shall only be directed to the
speaker/ nicrophone nearest the enployee. The voice pronpts shall only
be used if the enpl oyee does not performthe next step in the entry
booth entry control process within a 5 second tinme wi ndow. The system
shal | al |l ow enabl e/ di sabl e of voice pronpts and adj ustnment of the tine
wi ndow under operator control fromthe central station

2.8.5.9 Entry Booth El ectrical Requirements
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NOTE: The designer will specify whether the
electric strike or lock will fail open or secure.
The desi gner should coordinate this with
requirenents of the site safety and fire personnel
Life safety will be designed in accordance w th NFPA
101, titled, Code for Safety to Life fromFire in
Bui I di ngs and Structures.
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The entry booth, including associated ternminal and facility interface and
other type of devices housed within the entry booth, shall not dissipate
nore than 1500 Watts at power source as shown. The booth shall have an
integral battery back-up system The battery back-up system shall power
the entry control devices and electric door strikes for at |east 30
mnutes. |f ac power is not restored to the booth within 30 mnutes, the
doors to the booth shall be [secured] [opened], and the booth shall go into
an inoperative status. Upon restoration of ac power, the booth shal

upload all entry transactions fromthe | ocal processor subsystemto the
central station.

2.8.5.10 Vehicle Gate Opener
The vehi cle gate shall include housing, nounting hardware, electrica

wiring, and appurtenances as required. The vehicle gate openers shall be
suitable for connection to, and nonitoring and control by the system|loca
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2.

2.

processors. A hand crank for manual operation of the vehicle gate opener
and a sol enoid actuated brake to prevent gate coasting shall be provided.
The vehi cl e gate opener shall provide an auto reverse tine delay of at

| east 1 second and not nore than 3 seconds to mninize shock | oads on
vehi cl e gate opener drive conponents. The vehicle gate opener shal

include a contactor type notor starter which neets or exceeds NEMA size "O
speci fications.

a. Input Power: The vehicle gate opener shall operate fromthe
vol tage source shown. The vehicle gate opener shall include nanua
reset type thermal and el ectrical overload devices.

b. Audi ble Warning: The vehicle gate opener shall have an audible
war ni ng systemto signal personnel in the vicinity of the vehicle gate
opener that an opening or closing is about to comence. The audible
shall sound at |east 2 seconds and no nore than 5 seconds before
noverent begins.

c. Mximum Run Timer: The vehicle gate opener shall incorporate an
internal maximumrun tiner which limts the notor run time. The

maxi mum run time shall be operator adjustable for at |east the nmaximum
amount of tine gate opening or closing takes during nornmal operation

d. Adjustable Load Monitor for Cbstruction Sensing: The vehicle gate
opener shall have an operator adjustable |oad nonitor that shall sense
obstructions in the path of the gate and automatically reverse the
vehi cl e gate opener drive notor.

e. Operator Override Controls: The vehicle gate opener shal
interface to a 3 push-button control station |ocated within an entry
controlled area. The 3 push-button switches shall be | abel ed and
function as open, close, and stop controls, and shall neet the

requi renents of paragraph Push-button Switches.

f. Limt Switches: The vehicle gate opener shall have adjustable
limt switches and shall provide a nmeans to securely |lock the swtches
in place after adjustment. The range of gate travel shall be defined
by the location of the limt swtches.

g. Type of Gate: The vehicle gate openers provided shall be
conpatible with cantilever, roller, v-track, overhead, slide, and sw ng
gat es.

9 SURVEI LLANCE AND DETECTI ON EQUI PMENT

9.1 Article Surveillancel/ X- Ray
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NOTE: Contact the Electronic Security Center for

the | atest text information
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The X-ray package search systemshall be [automated] [nmanual] suitable for
detection and identification of materials and naterial densities. The
article surveillance/ X-ray device shall be suitable for connection to the
| ocal processors and alarmmonitoring and control by the |ocal processors;
and shall function as a sensor/detector subsystem The article
surveil |l ance/ X-ray device shall provide adjustable contrast and a surface
area threshold setting. The article surveillance/ X-ray devi ce shal

SECTION 28 20 01.00 10 Page 83



incorporate a long-terminage storage systemto docunment subsystem
operations. The article surveillance/ X-ray device shall have a m ni nmum

t hroughput rate of 600 packages per hour and shall be designed for
continuous operation. The article surveillance/ X-ray device shall neet the
requi renents of 21 CFR 1020, Section 1020. 40.

.9.1.1 Si ze and Wi ght

The article surveillance/ X-ray device shall not exceed 3.1 mlong, by 1.02
mwi de, by 1.5 mhigh 120 inches long, by 40 inches wi de, by 60 inches high.
The article surveillancel/ X-ray device shall not weigh nore than 910 kg 2000
pounds.

.9.1.2 Local Audi ble Al arns

The article surveillance/ X-ray device shall provide | ocal audible alarm
annunci ation and automatic threat alert based upon an adjustable contrast
and a surface area threshold setting. Al arns generated by the article
surveill ance/ X-ray device shall be imediately communi cated to and
annunci ated at the central station

.9.1.3 Maxi mum Package Size

The article surveillance/ X-ray device shall be able to inspect packages and
other articles up to 380 mmtall, by 610 mmw de and 1.5 mlong 15 inches
tall, by 24 inches w de, and 60 inches | ong.

.9.1.4 X-Ray Tube

Qut put fromthe X-ray tube shall be able to penetrate steel up to 3.2 mr
1/8 inch thick.

.9.1.5 El ectrica

The article surveillance/ X-ray device shall operate fromthe power source
shown.

.9.1.6 Saf ety

The article surveillance/ X-ray device shall include dual |ead-lined
curtains at the entrance and exit to the conveyer system package scanni ng
region. The radiation exposure to operator for each package inspection
shall be not nmore than 0.2 nilliroentgen. The article surveillance/ X-ray
devi ce shall not adversely affect magnetic storage nedia as it is passed
through the devi ce.

.9.1.7 Di spl ay

The di splay systemshall use a standard 525 line television nonitor to
present X-ray data to the article surveillance/ X-ray device operator. The
article surveillance/ X-ray device shall be designed and configured to
provide at |east 64 gray scale shades or at |east 64 distinct colors. The
article surveillance/ X-ray device shall also provide i nrage enhancenent,
zoom pan, split screen, and freeze-frane capabilities.

.9.1.8 Conveyor

The article surveillance/ X-ray device shall have a conveyor systemwth
foot switch controls. The conveyor shall be reversible and suitable for
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intermttent operation with a m ni mum speed range of 0 to 0.18 ms 0 to 35
feet/ mnute.

2.9.1.9 Material ldentification and Resol ution

The article surveillance/ X-ray device shall be able to detect and identify
the full range of ferrous and non-ferrous netals, plastics, plastic

expl osi ve conpounds, drugs, and other contraband as required. The
resolution of this device, including its display, shall be sufficient to
identify a 30 AWG solid copper wire.

2.9.2 Met al Det ector

Provide a wal k through type metal detector. The metal detector shall be
interfaced to the system s |ocal processors and shall function as a
sensor/detector subsystem The netal detector shall be designed so that it
may be incorporated into entry booths as required, and when incorporated as
a subsystem of the entry booth shall be connected to the entry booth |oca
processor subsystem The netal detector shall be designed for continuous
operation. The metal detector shall use an active pul sed or continuous
wave induction type detection field. The design of the netal detector

shall create a field detection pattern with no holes or gaps fromtop to
bottom and across the passage area, and shall provide 100 percent Faraday
shi el ding of the sensor coil. The netal detector shall incorporate
measures to mnimze false alarms fromexternal sources. A synchronization
nodul e shall be provided to allow sinultaneous operation of nultiple nmeta
detection subsystens, with no degradation of sensitivity or function, when
separated by 1.5 n 5 feet or nore. The netal detector shall not adversely
af fect magnetic storage nedia.

2.9.2.1 Si ze and Wi ght

Freestandi ng netal detectors shall not exceed 1.0 m deep, by 1.3 mwi de, by
2.3 mhigh 40 inches deep, by 50 inches w de, by 90 inches high. Mtta
detectors to be used in entry control booths shall have di nensions as
needed to fit inside the entry control booth. The netal detector shal
wei gh 160 kg 350 pounds or |ess.

2.9.2.2 Local Al arns

The netal detector shall provide |ocal audible and visual alarm
annunci ation. Alarns generated by the netal detector shall be immediately
conmmuni cated to and annunci ated at the central station

2.9.2.3 Material ldentification and Sensitivity

The netal detector shall have a continuously adjustable sensitivity contro
which allows it to be set to detect 100 grans of ferrous or non-ferrous
netal placed anywhere on or in an individual's body.

2.9.2. 4 Traffic Counter
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NOTE: If traffic counters are not required,

elinm nate this paragraph
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The netal detector shall include a built-in traffic counter with manua
reset capability. The traffic counter shall be sensor actuated and shal
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automatically increnment each tinme a person passes through the netal
detector. The metal detector shall also provide visual pronpts directing
the individual to proceed through the metal detector at the proper tinme or
to wait until the nmetal detector is reset and ready for another scan

.9.2.5 El ectrica

The netal detector shall not dissipate nore than 250 Watts. Neither the
nmetal detector's sensitivity nor its functional capability shall be
adversely affected by power line voltage variations of plus or minus 10
percent or less fromnoni nal val ues.

.10 ENTRY CONTRCOL SOFTWARE
.10.1 I nterface Device

The entry control software shall control passage. The decision to grant or
deny passage shall be based upon identifier data to be input at a specific
location. If all conditions are nmet, a signal shall be sent to the input
device location to activate the appropriate electric strike, bolt,

el ectromagnetic lock or other type of portal release or facility interface
devi ce.

.10.2 Qperator Interface

Entry control operation shall be entirely automatic under control of the
central station and | ocal processors except for sinple operations required
for map display, alarm acknow edgnent, zone and portal status change
operations, audible or visual alarmsilencing and audi o annunci ati on. The
system shal |l imredi ately annunci ate changes in zone and portal status. The
alarmprinter shall print a permanent record of each al arm and status
change. The map displays or graphics screens shall display the current
status of system zones and portals. The central station shall inmmediately
display the current status of any zone or portal upon command. Wile the
systemis annunci ating an unacknow edged zone or portal alarm keyboard
operations at the central station, other than al arm acknow edgnent, shal
not be possible. The systemshall provide the capability to change zone
and portal status fromalarm (after alarm acknow edgnent) or access to
secure; fromalarm (after al arm acknow edgnment) or secure to access, or

fromaccess to secure by sinple control operations. |f the operator
attenpts to change zone status to secure while there is an alarm output for
that zone or portal, the systemshall immedi ately annunciate an alarmfor

that zone or portal

.10.3 Entry Control Functions

.10.3.1 Multiple Security Levels

The system shall have nultiple security levels. Each of the security

| evel s shall be delineated by facility barriers. Access to each security
| evel shall be through portals in the facility barriers using designated
entry control procedures. The systemshall provide at |east 8 security

| evels. Any attenpt to access an area beyond an individual's security
level shall initiate an access denial alarm

.10.3.2 Two person rule

The system shall provide a 2 person rule feature. Wen a portal is
designated as a 2 person rule portal, it shall not allow passage unless 2
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valid identifiers are presented in the proper sequence. The schene shal
be designed so that only the first 2 valid identifiers and the last 2 valid
identifiers pass together.

2.10.3.3 Ant i - Passback

EE R R R R I I R R I I I R R R I R I S S R R R I I Rk I I R R O R I O

NOTE: The designer will show on the drawings or in
a table all portals that will use anti-passback
procedures and equi pnent. The designer will also
show on the drawi ngs the | ocation of rel ease
switches for electronmagnetic |ocks or electric
strikes at portals not incorporating anti-passback

procedures.
EE IR I Sk S S I S S S R R Rk I S kR Rk Ik I S bk S S kR Sk

Portal s as shown shall incorporate anti-passback functions. Anti-passback
functions and identifier tracking shall be systemw de for portals

i ncorporating anti-passback. Once an authorized, enrolled individual has
passed through a portal using entry control procedures, the system shal

not allow use of the sane identifier to pass through any portal at the sane
security level until the individual has egressed through a portal at this
same security level using entry control procedures. Any attenpt to violate
anti - passback procedures shall initiate an access denial alarm Portals
that do not incorporate anti-passback functions shall allow egress fromthe
area by a push-button switch for activation of the facility interface
device or normal egress that does not activate the alarm nonitoring
function. Portal egress switch shall be |ocated as shown.

2.10.3.4 | mredi at e Access Change

The system shall provide functions to disenroll and deny access to any
identifier or conmbination of identifiers without consent of the individua
or recovery of a credential. The design of the systemshall provide entry
change capability to systemoperators and nmanagers with appropriate
passwords at the system operator or enroll nment consol es.

2.10.3.5 Mul tiple Time Zones

R IR I S bk S bk I S kS I I kS b S Rk S bk S bk S b S R R S bk b S S kS S

NOTE: Specify the nunber of tinme zones required
during each 24 hour period for the week plus any
special access tine periods required for the site or

an area.
B R R R R R

The system shall provide nultiple tinme zone entry control. Personne
enrolled in the systemshall only be allowed access to a facility during
the tinme of day they are authorized to access the facility. Tinme zone
access control shall also include the ability to specify begi nning and

endi ng dates that an individual will be authorized to access a facility.
The system shall provide automatic activation and deactivation of entry
aut hori zation. The design of the systemshall provide at least [ |

time zones with overlapping time zones. The systemshall provide a neans
for systemoperators with proper password cl earance, to define custom nanes
for each tine zone, and to change the tinme zone's begi nning and endi ng
times through the systemoperator and enrollnment interfaces. The system
shal |l automatically deactivate individuals at the end of their predefined
facility access duration. Any attenpt during a 24 hour period by an
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individual or an identifier to gain facility entry outside of the
aut horized time zone shall initiate an entry denial alarm

2.10.3.6 Guard Tour

The system shall provide guard tour nonitoring capability. The system
shall nonitor a security guard's progress and tim ng during perfornmance of
routine inspections. The systemshall provide a neans for operators and
managers with appropriate password levels to define facility check points,
and create tinme windows of the shortest and | ongest tinmes necessary to get
fromone check point on the tour to the next. The tinme w ndow between
check points shall be adjustable over a range of at least 1 minute to 1
hour with a resolution of at least 1 mnute. The system shall annunciate
an alarmif the guard does not log in at the next check point within the
allotted time window Tine neasurenents shall be reset at each ternina
devi ce check point when the guard logs in so that cunulative tine
variations do not result in false alarns. The guard tour shall have a
random start/stop function so that a tour nmay start from any desi gnated
station at any designated time, and in either a forward or reverse
direction to ensure that patrol patterns cannot be deduced by observation
The system operator shall be able to reposition or halt a guard during a
tour to allowtine for investigations to be made. The system guard tour
feature shall be able to store at |east 128 progranmed guard tours in
nmenory with at least 12 tours active at any one tine, and at |east 24 check
points for each tour. Guard tours shall be configured as needed for the
site.

2.10.3. 7 El evator Contro

EE R I R I R R I R I R I R R I R I I R I R I R R R I R I R R R I R

NOTE: The designer will determine if floor tracking

is appropriate for the site, see itemb. bel ow.
EE R I Sk S S O S S S S R kS kS R R Rk I 2 kR Sk S S

a. The systemshall control elevator operation with entry contro
term nal devices. The elevator's standard control equipnent,
conponents, and actuators shall serve as the facility interface.
System conponents and subsystens shall interface to standard el evator
control equi pment w thout nodification of the el evator contro

equi pnent. The system shall provide neans to define access controlled
floors of a facility, deny access to these floors by unauthorized

i ndividuals, and inplenment all other system functions as specifi ed.

b. Floor Tracking: The el evator control system shall be deployed in
such a manner as to provide "floor tracking" reports. Wen el evator
control is in effect, the systemshall record the floor selection of
t he individual accessing the el evator.

2.10.4 El ectronic Entry Control System Capacities

The system shall be designed and configured to provide the foll ow ng
capaciti es.

2.10.4.1 Enrol | ees

Rk Ik kR IR Rk ko o S S S S R R Rk R Rk kR R I I I R Ik b o b o

NOTE: Specify the maxi mum nunber of personnel to be
enrolled in the database, including future
personnel, so the systemwi |l have adequate
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expansi on capability.
EE IR I Sk S b O S S I R R Rk Ik I S kS S Ik I kS kR Sk

The system shall be configured for [ ] enrollees. The system shal
provide a facility-tailorable reference fil e database containi ng personal
access authorization, identifier and verification data for each enrollee as
required.

.10.4.2 Transaction History File Size

The system capacity shall be at |east the anpbunt of transactions for the
systemduring 1 year without any | oss of transaction data. Exanples of
transaction data that are to be retained are: each systemalarm event and
status change includi ng operator commands, and the tine and date of each
occurrence.

.10.5 Entry Control System Al arns

The system shall annunciate an al arm when the follow ng conditions occur

Al arms shall be annunciated at the console both audibly and visually. An
alarmreport shall also be printed on the systemprinter. The alarm
annunci ation shall continue until acknow edged by the system operat or

Only 1 control key shall be needed to acknow edge an alarm The system
shall control, nmonitor, differentiate, rank, annunciate, and allow
operators to acknow edge, in real time, alarmsignals generated by system
equi prrent. The system shall also provide a means to define and custom ze
the annunci ati on of each alarmtype. The systemshall use audio and visua
information to differentiate the various types of alarns. Each alarmtype
shal | be assigned an audi o and a uni que visual identifier

.10.5.1 Dur ess

The system shall annunciate a duress alarm when a duress code is entered at
a keypad or a duress switch is activated. Duress alarns shall be

annunci ated in a nanner that distinguishes themfromall other system
alarms. Duress alarnms shall not be annunciated or otherw se indicated
locally nor shall a duress al arm cause any special or unusual indications
at the portal or area initiating the duress alarm As an option through
programm ng, individual privileges may have the ability to be carried out
in the sane as an authorized entry to the protected area. Duress alarns
shall only be annunciated at the central station and renote displ ays.

Al arns shall be annunciated on the nonitor and shall be | ogged on the
printer.

.10.5.2 GQuard Tour

The system shall annunciate an al arm when a security guard does not arrive
at a guard tour check point during the defined tinme w ndow or if check

poi nts are passed out of the prescribed order

.10.5.3 Entry Denia

The system shal|l annunciate an al arm when an attenpt has been nade to pass
through a controlled portal and entry has been deni ed.

.10.5.4 Portal Open

The system shall annunciate an alarmwhen an entry controlled portal has
been open longer than a predefined tine delay. The tine delay shall be
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adj ust abl e, under operator control, over a range of at least 1 second to 1
mnute with a maxi numresolution of 1 second. The system shall have the
capability of resetting the door condition based upon the door nonitoring
position switch indicating opening and then cl ose.

.10.5.5 Bolt Not Engaged

The system shall annunciate an al arm when the bolt at an entry-controlled
portal has been open | onger than a predefined time delay and generate an
entry control alarm The tinme delay shall be adjustable, under operator
control, over a range of at least 1 second to 1 mnute with a maxi num
resol ution of 1 second. The systemshall have the capability of resetting
the door condition based upon the door nonitoring position swtch

i ndi cati ng opening and t hen cl ose.

.10.5.6 Stri ke Not Secured

The system shal|l annunciate an alarmwhen the strike at an entry controll ed
portal has been left unsecured | onger than a predefined tinme delay and
generate an entry control alarm The tine delay shall be adjustable, under
operator control, over a range of at least 1 second to 1 mnute with a

maxi mum resol ution of 1 second. The system shall have the capability of
resetting the door condition based upon the door nonitoring position switch
i ndi cating opening and t hen cl ose.

.10.5.7 Al ar m Shunti ng/ Syst em Bypass

The system shall provide a neans to ignore operator selected alarmtypes at
operator selected portals in order to allow standard entry contro
procedures to be bypassed (shunted). Predefined alarm shunting shall only
be available to systemoperators with the proper password. The system
shal |l al so provide for predefined al arm shunti ng based upon tinme zones.
This capability shall only apply to the entry control alarmtype

.11  WRE AND CABLE

Provide all wire and cable not indicated as Governnment furnished
equi prrent. Wring shall neet NFPA 70 standards.

.11.1 Above Ground Sensor Wring

Sensor wiring shall be 20 AWG mi ni num twi sted and shielded, 2, 3, 4, or 6
pairs to match hardware. Milticonductor wire shall have an outer jacket of
PVC.

.11.2 Direct Burial Sensor Wring

Sensor wiring shall be 20 AWG mi ni num twi sted and shielded, 2, 3, 4, or 6
pairs to match hardware. The construction of the direct burial cable shal
be as specified in Section 27 15 19.00 10 WRE LI NE DATA TRANSM SSI ON
SYSTEM

.11.3 Local Area Network (LAN) Cabling

LAN cabling shall be in accordance with TIA-568-C. 1, category 5.

.11.4 Cabl e Construction

Al'l cable conponents shall withstand the environnment in which the cable is
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installed for a mininmumof 20 years.

.11.5 Power Line Surge Protection

Equi pnrent connected to alternating current circuits shall be protected from
power |ine surges. Equipnent protection shall wthstand surge test

wavef orns described in | EEE C62.41.1 and | EEE C62.41.2. Fuses shall not be
used for surge protection

.11.6 Sensor Device Wring and Comuni cation Circuit Surge Protection

I nputs shall be protected against surges induced on device wiring. Qutputs
shal | be protected against surges induced on control and device wring
installed outdoors and as shown. Conmuni cati ons equi pnent shall be

prot ect ed agai nst surges induced on any communications circuit. Cables and
conductors, except fiber optics, which serve as comunications circuits
fromconsole to field equi prent, and between field equi prent, shall have
surge protection circuits installed at each end. Protection shall be

furni shed at equi pnent, and additional triple electrode gas surge
protectors rated for the application on each wireline circuit shall be
installed within 1 m 3 feet of the building cable entrance. Fuses shal

not be used for surge protection. The inputs and outputs shall be tested
in both normal nbde and common node using the followi ng two wavef or ns:

a. A 10-mcrosecond rise tine by 1000 microsecond pul se wi dth wavef orm
with a peak voltage of 1500 Volts and a peak current of 60 anperes.

b. An 8-microsecond rise tinme by 20-m crosecond pul se wi dth waveform
with a peak voltage of 1000 Volts and a peak current of 500 anperes.

11,7 Power Line Conditioners

A power |ine conditioner shall be furnished for the console equipnment. The
power line conditioners shall be of the ferro-resonant design, with no
novi ng parts and no tap switching, while electrically isolating the
secondary fromthe power line side. The power line conditioners shall be
sized for 125 percent of the actual connected kVA | oad. Characteristics of
the power line conditioners shall be as follows:

a. At 85 percent |oad, the output voltage shall not deviate by nore
than plus or minus 1 percent of nom nal when the input voltage
fluctuates between m nus 20 percent to plus 10 percent of nom nal.

b. During | oad changes of zero to full |oad, the output voltage shal
not deviate by nore than plus or mnus 3 percent of nom nal. Ful
correction of |load swi tching disturbances shall be acconplished within
five cycles, and 95 percent correction shall be acconplished within two
cycles of the onset of the disturbance.

c. Total harmonic distortion shall not exceed 3.5 percent at full I oad.

PART 3 EXECUTI ON

3.

1 EXAM NATI ON

Verify that site conditions are in agreenent with the design package and
report any changes in the site, or conditions that will affect performance
of the systemto the Governnent in a report as defined in paragraph G oup
Il Technical Data Package. Do not take any corrective action without
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3.

witten pernission fromthe Government.

.2 GENERAL REQUI REMENTS

Install all system conponents, including Governnent furnished equi pnent,
and appurtenances in accordance with the manufacturer's instructions,

| EEE C2 and as shown. Furnish necessary interconnections, services, and
adjustrents required for a conplete and operabl e system as specified and
shown. Control signal, comunications, and data transmnission |line
groundi ng shall be installed as necessary to preclude ground | oops, noise,
and surges from adversely affecting system operation.

.2.1 Install ati on

Rk Ik kR IR Rk Ik I o S S S S R AR I R R R kR Rk Sk kS I kb S S A R

NOTE: Designer will specify the correct Section
titles and nunmbers for electrical work. The type of
raceway used can be electric netallic or rigid

gal vani zed steel. The requirenents of the Nationa
El ectrical Code are the governing authority.

Rk Ik kR IR Rk I ARk Ik kS R R Rk o R R Ik R I kI SRRk S b o

Install the systemin accordance with the standards for safety, NFPA 70,

UL 681, UL 1037 and UL 1076, and the appropriate installation manual for
each equi pment type. Conponents within the systemshall be configured with
appropriate service points to pinpoint systemtrouble in | ess than 20

m nutes. Conduit shall be rigid galvanized steel or as shown and a m ni mum
of 15 mr 1/2 inch in dianeter. DTS shall not be pulled into conduits or

pl aced in raceways, conpartnents, outlet boxes, junction boxes, or simlar
fittings with other building wiring. Flexible cords or cord connections
shall not be used to supply power to any conponents of the system except
where specifically noted. All other electrical work shall be as specified
in Section | ] and as shown.

. 2.2 Encl osure Penetrations

Encl osure penetrations shall be fromthe bottom unless the system design
requires penetrations fromother directions. Penetrations of interior

encl osures involving transitions of conduit frominterior to exterior, and
penetrations on exterior enclosures shall be sealed with rubber silicone
seal ant to preclude the entry of water. The conduit riser shall terminate
in a hot-dipped gal vani zed netal cable ternminator. The term nator shall be
filled with an approved seal ant as recommended by the cabl e manufacturer
and in a manner that does not damage the cable.

. 2.3 Col d Gal vani zi ng

Field wel ds and/or brazing on factory gal vani zed boxes, encl osures,
conduits, etc., shall be coated with a cold gal vani zed pai nt containing at
| east 95 percent zinc by weight.

2.4 Exi sting Equi prent

R I I R Ok S b S S I R S I I O kR R S I S O S O I S O S I O S b I S S
NOTE: This paragraph is required only if this
project includes the use of existing systens,
components, or other CGovernment Furni shed Equi prent.

R IR I S bk S bk I S kS I I kS b S Rk S bk S bk S b S R R S bk b S S kS S
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Connect to and utilize existing equipnment, DTS, and devices as shown.

Syst em equi pnent and DTS that are usable in their original configuration
wi t hout nodification my be reused with Government approval. Performa
field survey, including testing and inspection of all existing system

equi prent and DTS intended to be incorporated into the system and furnish
a report to the Governnent as part of the site survey report as defined in
paragraph Group Il Technical Data Package. For those itens considered
nonfunctioni ng, the report shall include specification sheets, or witten
functional requirements to support the findings and the estimted cost to
correct the deficiency. As part of the report, include the schedul ed need
date for connection to all existing equi pment. Mke witten requests and

obtai n approval prior to disconnecting any signal |ines and equi pnent, and
creating equi pnent downtime. Such work shall proceed only after receiving
CGovernent approval of these requests. |If any device fails after the
Contractor has comrenced work on that device, signal or control line,

di agnose the failure and perform any necessary corrections to the equi pnent
and work. The Government is responsible for maintenance and the repair of
CGovernment equi pnent. The Contractor is responsible for repair costs due
to negligence or abuse of Governnent equi pment.

3.2.5 Install ati on Software

Load software as specified and required for an operational system

i ncludi ng data bases and specified prograns. Upon successful conpletion of
the endurance test, provide original and backup copies on CD-ROM of all
accepted software, including diagnhostics.

3.3 SYSTEM STARTUP

Satisfaction of the requirenments bel ow does not relieve the Contractor of
responsibility for incorrect installations, defective equipnent itens, or
coll ateral damage as a result of Contractor work/equi pnent. Do not apply
power to the systemuntil after:

a. System equipnent itens and DTS have been set up in accordance with
manuf acturer's instructions.

b. A visual inspection of the system has been conducted to ensure that
defective equi pnent itens have not been installed and that there are no
| oose connecti ons.

c. Systemwiring has been tested and verified as correctly connect ed.

d. System grounding and transient protection systens have been
verified as properly install ed.

e. Power supplies to be connected to the system have been verified as
the correct voltage, phasing, and frequency.

3.4 SUPPLEMENTAL CONTRACTOR QUALI TY CONTRCL

R IR I S bk O b I S S I S I Rk S S b S R Rk S b S S I bk b S bk R S

NOTE: The Contractor quality control requirenents
for all electronic security projects, as stated in
ER 1180-1-6, nust be included in contracts,

regardl ess of increase in project cost. Normally
this Contractor quality control requirement is
applicable to projects in excess of $1,000, 000.

EE R R R I R I O R I R R R I R I R I R I R R R I R R R R R I R L
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Provi de the services of technical representatives who are famliar with al
components and installation procedures of the installed system and are
approved by the Contracting Oficer. These representatives shall be
present on the job site during the preparatory and initial phases of
quality control to provide technical assistance. These representatives
shall al so be available on an as needed basis to provide assistance with
foll owup phases of quality control. These technical representatives shal
participate in the testing and validation of the system and shall provide
certification that their respective systemportions neet the contractua
requirenents.

.5 TRAI NI NG

.5.1 Cener a

EE R I R R I R I R I R R R I R I R I R I R R R R R R S R R I R

NOTE: The designer will coordinate the training
requi renents with the installation and designate the

nunber of persons to be trained.
EE IR I Sk S b I S S I R R R Rk kI kS S Ik S Rk S S kR Sk

Deliver lesson plans and training nanuals for the training phases,
including type of training to be provided, and a |ist of reference
material, for Government approval. Conduct training courses for designated
personnel in the maintenance and operation of the systemas specified. The
training shall be oriented to the specific system being installed.

Trai ning manual s shall be delivered for each trainee with 2 additiona
copi es delivered for archiving at the project site. The nmanual s shal

i nclude an agenda, defined objectives for each | esson, and a detailed
description of the subject matter for each | esson. Furnish audi o-visua
equi prrent and other training materials and supplies. Were the Contractor
presents portions of the course by audio-visual material, copies of the
audi o-vi sual material shall be delivered to the Governnent either as a part
of the printed training manuals or on the sanme nedia as that used during
the training sessions. A training day is defined as 8 hours of classroom
instruction, including 2 15-ninute breaks and excluding |unchtinme, Mnday
through Friday, during the daytine shift in effect at the training
facility. For guidance in planning the required instruction, assune that
attendees will have a high school education or equivalent, and are famliar
with ESS. Approval of the planned training schedule shall be obtained from
the Governnment at |east 30 days prior to the training.

.5.2 Qperator's Training |
The first course shall be taught at the project site for a period of up to
five consecutive training days at |least 3 nonths prior to the schedul ed
performance verification test. A maxinmumof [12] [__ ] personnel shal
attend this course. Upon conpletion of this course, each student, using
appropriate docunentation, shall be able to performel ementary operations
wi t h gui dance and descri be the general hardware architecture and
functionality of the system This course shall include:

a. GCeneral System hardware architecture

b. Functional operation of the system

c. Operator commands.
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3.

d. Data base entry.
e. Reports generation
f. Alarmreporting.
g. Diagnostics.
5.3 Qperator's Training 11
The second course shall be taught at the project site for a period of up to

five consecutive training days during or after the Contractor's field
testing, but before comrencing the performance verification test. A

maxi mum of [12] [___ ] personnel shall attend the course. No part of the
training given during this course will be counted toward conpl etion of the
performance verification test. The course shall include instruction on the

specific hardware configuration of the installed system and specific
instructions for operating the installed system Upon conpletion of this
course, each student shall be able to start the system operate the system
recover the systemafter a failure, and describe the specific hardware
architecture and operation of the system Specific application of the
results of this course should enable the students to proficiently nonitor
the al arm workstations during the perfornmance verification test.

.5. 4 Operator's Training |11

The third course shall be taught while the endurance test is in progress
for a total of 16 hours of instruction per student, in tinme blocks of 4
hours. A maximumof [12] [__ ] personnel shall attend the course. The
schedul e of instruction shall allow for each student to receive individua
instruction for a 4-hour period in the norning (or afternoon) of the same
weekday. Schedule the activities during this period so that the specified
amount of tine will be available during the endurance test for instructing
the students. The course shall consist of hands-on training under the
constant nonitoring of the instructor. The instructor shall be responsible
for determ ning the appropriate password to be issued to the student
conmensurate with each student's acquired skills at the beginning of each
of these individual training sessions. Upon conpletion of this course, the
students shall be fully proficient in the operation of the system

.5.5 Syst em Manager Trai ni ng

[ ] system managers shall be trained for at |east 3 consecutive days.
The system manager training shall consist of the operator's training and
the foll ow ng:

a. Enrollnent/deactivation.

b. Assignnments of identifier data.

c. Assign operator password/levels.

d. Change dat abase configuration.

e. System network configuration and rmanagenent.

f. Modify graphics.

g. Print special or customreports.
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h. System backup

i. Any other functions necessary to nmanage the system
5.6 Mai nt enance Personnel Training
The system mai nt enance course shall be taught at the project site after
compl etion of the endurance test for a period of 5 training days. A
maxi mumof [5] [__ ] personnel, designated by the Governnent, will attend
the course. The training shall include

a. Physical layout of each piece of hardware.

b. Troubl eshooti ng and di agnosti cs procedures.

c. Component repair and/or replacenent procedures.

d. Maintenance procedures and schedules to include systemtesting
after repair.

e. Calibration procedures. Upon conpletion of this course, the
students shall be fully proficient in the maintenance of the system

f. Review of site-specific drawi ng package, device |ocation,
conmuni cati on, topol ogy, and fl ow.

.6 TESTI NG

.6.1 CGeneral Requirenments for Testing

Provi de personnel, equipnent, instrumentation, and supplies necessary to
performsite testing. The Governnent will witness all performance
verification and endurance testing. Witten pernission shall be obtained
fromthe Governnment before proceeding with the next phase of testing.
Original copies of all data produced during predelivery, perfornmance
verification and endurance testing, shall be turned over to the Governnent
at the conclusion of each phase of testing, prior to Governnent approval of
the test.

.6.2 Contractor's Field Testing

Calibrate and test all equipnent, verify DTS operation, place the
integrated systemin service, and test the integrated system G ound rods
installed by the Contractor shall be tested as specified in | EEE Std 142.
Deliver a report describing results of functional tests, diagnostics, and
calibrations, including witten certification to the Governnent that the
installed conplete system has been calibrated, tested, and is ready to
begin performance verification testing. It is reconmended that the
Contractor use the approved performance verification test as a guideline
when the field test is conducted.

.6.3 Per f ormance Verification Test

Denonstrate that the conpleted systemconplies with the contract

requi renents. Using approved test procedures, all physical and functiona
requirenents of the project shall be denonstrated and shown. The
performance verification test, as specified, shall not be started unti
after receipt by the Contractor of witten perm ssion fromthe Governnent,
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based on the Contractor's witten report. The report shall include
certification of successful conpletion of testing as specified in paragraph
Contractor's Field Testing, and upon successful conpletion of training as
specified. The Governnent may terminate testing at any tine when the
systemfails to performas specified. Upon ternmination of testing by the
CGovernment or by the Contractor, commence an assessnent period as described
for Endurance Testing Phase |II. Upon successful conpletion of the
performance verification test, deliver test reports and ot her docunentation
as specified to the Governnment prior to comrenci ng the endurance test.

6.4 Endur ance Test

a. GCeneral: Denonstrate systemreliability and operability at the
speci fied throughput rates for each portal, and the Type | and Type |
error rates specified for the conpleted system Calculate false alarm
rates and the systemshall yield false alarmrates within the specified
maxi muns at the specified probability of detection. The endurance test
shal | be conducted in phases as specified. The endurance test shal

not be started until the Government notifies the Contractor, in
witing, that the performance verification test is satisfactorily

conpl eted, training as specified has been conpl eted, and correction of
al |l outstanding deficiencies has been satisfactorily conpl eted.

Provide 1 operator to operate the system 24 hours per day, including
weekends and hol i days, during Phase | and Phase |I1 endurance testing,
in addition to any CGovernment personnel that may be nade avail abl e.

The Government may terminate testing at any tine the systemfails to
perform as specified. Upon term nation of testing by the Governnent or
by the Contractor, conmence an assessnent period as described for Phase
I1. Verify the operation of each ternmi nal device during the | ast day
of the test. Upon successful conpletion of the endurance test, deliver
test reports and other docunentation as specified to the Governnent
prior to acceptance of the system

b. Phase | Testing: The test shall be conducted 24 hours per day for
15 consecutive cal endar days, including holidays, and the system shal
operate as specified. Make no repairs during this phase of testing

unl ess authorized by the Government in witing. |If the system
experiences no failures during Phase | testing, the Contractor may
proceed directly to Phase Il testing after receipt of witten

perm ssion fromthe Governnent.

c. Phase Il Assessnment: After the conclusion of Phase |, identify al
failures, determ ne causes of all failures, repair all failures, and
deliver a witten report to the Governnent. The report shall explain
in detail the nature of each failure, corrective action taken, results
of tests perforned, and shall recommend the point at which testing
shoul d be resuned. After delivering the witten report, convene a test
review neeting at the jobsite to present the results and
recomendations to the Governnent. The neeting shall not be schedul ed
earlier than 5 business days after receipt of the report by the
CGovernment. As a part of this test review neeting, denonstrate that
all failures have been corrected by perform ng appropriate portions of
the performance verification test. Based on the Contractor's report
and the test review neeting, the Government will determ ne the restart
date, or may require that Phase | be repeated. |If the retest is

conpl eted without any failures, the Contractor may proceed directly to
Phase Il testing after receipt of witten perm ssion fromthe

CGover nnment .

SECTION 28 20 01.00 10 Page 97



d. Phase Ill Testing: The test shall be conducted 24 hours per day
for 15 consecutive cal endar days, including holidays, and the system
shal | operate as specified. WMke no repairs during this phase of
testing unless authorized by the Government in witing.

e. Phase IV Assessnment: After the conclusion of Phase I, identify
all failures, determ ne causes of failures, repair failures, and
deliver a witten report to the Governnent. The report shall explain
in detail the nature of each failure, corrective action taken, results
of tests perforned, and shall recommend the point at which testing
shoul d be resuned. After delivering the witten report, convene a test
review neeting at the jobsite to present the results and
recomendations to the Governnent. The neeting shall not be schedul ed
earlier than 5 business days after receipt of the report by the
CGovernment. As a part of this test review neeting, denonstrate that
all failures have been corrected by repeating appropriate portions of
the performance verification test. Based on the Contractor's report
and the test review neeting, the Government will determ ne the restart
date, and may require that Phase Il be repeated. Do not comrence any
required retesting until after receipt of witten notification by
CGovernment. After the conclusion of any retesting which the Governnent
may require, the Phase |V assessnent shall be repeated as if Phase ||
had just been conpl et ed.

f. Exclusions: The Contractor will not be held responsible for
failures in system performance resulting fromthe foll ow ng:

(1) An outage of the main power in excess of the capability of
any backup power source, provided that the automatic initiation of
al | backup sources was acconplished and that autonmatic shutdown
and restart of the ESS perfornmed as specified.

(2) Failure of a Government furnished comrunications circuit,
provided that the failure was not due to Contractor furnished

equi pnent, installation, or software.

(3) Failure of existing Governnent owned equi pnent, provided that
the failure was not due to Contractor furnished equi pnent,
installation, or software.

(4) The occurrence of specified nuisance al arns.

(5) The occurrence of specified environnmental alarnmns.

-- End of Section --
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