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SECTI ON 23 09 23.02

BACNET DI RECT DI G TAL CONTROL FOR HVAC AND OTHER BUI LDI NG CONTROL SYSTEMS

02/19

NOTE: This guide specification covers the

requi renents for protocol -specific requirenments for
a Direct Digital Control (DDC) building control
system based on the ASHRAE 135 protocol, including
atailoring option to require the N agara FranmeworKk.

Adhere to UFC 1-300-02 Unified Facilities Guide
Speci fications (UFGS) Fornmat Standard when editing
this gui de specification or preparing new project
specification sections. Edit this guide
specification for project specific requirenents by
addi ng, deleting, or revising text. For bracketed
itens, choose applicable iten(s) or insert
appropriate information.

Renmove information and requirements not required in
respective project, whether or not brackets are
present.

Conment s, suggestions and reconmended changes for

this gui de specification are wel cone and shoul d be

as a Criteria Change Request (CCR). CCRs for this

specification can be submtted through the Wole

Bui | di ng Design Guide page for this section:
http://www.wbdg.org/ffc/dod/unified-facilities-guide-specifications-ufgs/ufgs-23-09-23-02
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NOTE: The use of this UFGS, and the design of
BACnet Control Systens, nust be in accordance with
UFC 3-410-02, DI RECT DI A TAL CONTROL FOR HVAC AND
OTHER BUI LDI NG CONTROL SYSTEMS. This specification
MUST be used in conjunction with UFGS 23 09 00

| NSTRUMENTATI ON AND CONTROL FOR HVAC in order to
specify a conplete and functional system

Edit this guide specification for project specific
requi renents ONLY by sel ecting appropriate tailoring
options, choosing applicable items(s), or inserting
appropriate information in bracketed items. Do not
make edits outside of bracketed itens wi thout prior
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approval as specified in UFC 3-410-02.

Wien used with UFGS 23 09 00, this specification
covers installation of local (building-Ievel)
controls using BACnet-based DDC. It is primarily
i ntended for building level control systens which
are to be integrated into a Uility Mnitoring and
Control System (UMCS) as specified in Section

25 10 10 UTILITY MONI TORI NG AND CONTROL SYSTEM
(UMCS) FRONT END AND | NTEGRATI ON (where Section

25 10 10 has al so used the matchi ng BACnet or

Ni agara Franework tailoring option).

For projects that require the building systemto
provi de UMCS functionality (w thout connection to a
UMCS), the designer nust include the necessary
requirenents from Section 25 10 10 in the project
specification.

Tenpl ate drawings in electronic format for use with

this section are available online at the Wole

Bui | di ng Design Cui de page for Section 23 09 00:
http://www.wbdg.org/ffc/dod/unified-facilities-guide-specifications-ufgs/ufgs-23-09-0

*% *% *% * * * *
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NOTE: This specification makes use of Specslntact
Tailoring Options. This note describes these
options and how to use them

"TAI LORI NG OPTI ON NOTES" Tailoring Option

Each time tailoring options are used there is an
acconpanyi ng desi gner note describing the text that
is tailored. As this Section makes heavy use of
tailoring options there are nmany of these notes and
they can distract from desi gner notes descri bing

ot her decisions. The designer notes describing
tailoring options are all in a "TAILOR NG OPTI ON
NOTES" tailoring option which can be hidden (in
Specsl ntact select View Tailoring Options and then
desel ect "TAI LORI NG OPTI ON NOTES") once this section
is tailored and the tailoring option notes are no

| onger needed.

"Nl AGARA FRAMEWORK" and " NOT N AGARA FRAMEVORK"
Tailoring Options
This specification includes tailoring options for
whet her or not the Niagara Franmework is required -
"Nl AGARA FRAMEWORK" and "NOT N AGARA FRAMEWORK"
Exactly ONE of these tailoring options nust be
chosen. You have currently selected the foll ow ng
options:

NI AGARA FRAMEWORK

NOT NI AGARA FRAMEWORK
If you don't see either the words "N AGARA
FRAVMEVORK" or "NOT NI AGARA FRAMEWORK" between the

SECTI ON 23 09 23.02 Page 4



dashes above, you have not selected a tailoring
option and this specification is not valid. Select
ONE of the tailoring options.

If you see both "N AGARA FRAMEWORK" and "NOT N AGARA
FRAVEWORK" you have sel ected both tailoring
options. Renobve one of the tailoring options.

Service Tailoring Option
This specification also includes tailoring options
for the Service (Air Force, Arny, Navy) the
specification is used for. There is a "Service
Generic" tailoring option that can al so be used.
Only ONE of the four tailoring options related to
the service should be use. You have currently
sel ected the follow ng options:

Al R FORCE

ARMY

NAVY

SERVI CE GENERI C
If nore than one item appears between the dashes
above you have sel ected nore than one services
tailoring option and need to renove all but one of
them.

*kkkkkkkkkkkkkkkkkkkkkkkkkhkhhhhkkkkkkkkkkkkhkhhkhkkkkkkkkkkkkhkhhkhhkkkkkkkkkkik

WARNI NG - Both the NI AGARA FRAMEWORK and NOT NI AGARA
FRAVEWORK Tai |l ori ng Options have been sel ect ed.

This will result in a specification that contains
conflicts and cannot be met. DESELECT one of these
tailoring options. See UFC 3-410-02.

*% *% *% *% *% *% *% *% *% *% *% *% *%%

PART 1 GENERAL
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NOTE: | MPORTANT: You sel ected the N AGARA
FRAVEWORK Tai l oring Option. Ensure that the front
end (UMCS) uses the Niagara Franmework, otherw se
integration will fail.

kkkkkkkkkkkkhkkkkkkkkkkkkhkhhkhkkkkkkkkkkkkhkhhkhhkhkkkkkkkkkkkhkhhkhkhkkkkkkkkkk

1.1 SUMMARY

Provide a conplete Direct Digital Control (DDC) system except for the
front end which is specified in Section 25 10 10 UTILITY MONI TORI NG AND
CONTROL (UMCS) FRONT END AND | NTEGRATI ON, suitable for the control of the
heating, ventilating and air conditioning (HVAC) and other building-Ieve
systens as specified and shown and in accordance with Section 23 09 00

I NSTRUMENTATI ON AND CONTROL FOR HVAC.

1.1.1 Syst em Requi renents
Provide a system neeting the requirenents of both Section 23 09 00

I NSTRUVENTATI ON AND CONTROL FOR HVAC and this Section and with the
foll owi ng characteristics:

SECTION 23 09 23.02 Page 5
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NOTE: The followi ng |ist paragraph uses tailoring
options:

1) The paragraph referencing N agara Framework is
i ncl uded only when the NI AGARA FRAVMEWORK tail oring
option is selected.

2) The paragraph NOT referencing N agara Framework
i s included only when the NOT N AGARA FRAMEWORK
tailoring option is selected.

*% *% *% *% *% *% *% *% *% *% *% *% *%%

Except for Gateways, the control system nust be an open inplenentation
of BACnet technol ogy using ASHRAE 135 and Fox as the conmuni cations
protocols. The system nust use standard ASHRAE 135 Obj ects and
Properties and the Ni agara Framework. The system nust use standard
ASHRAE 135 Services and the N agara Framewor k exclusively for

conmuni cati on over the network. Gateways to packaged units nust

conmuni cate with other DDC hardware using ASHRAE 135 or the Fox
protocol exclusively and may conmuni cate with packaged equi pment using
other protocols. The control system must be installed such that any two
ASHRAE 135 devices on the Internetwork can conmuni cate using standard
ASHRAE 135 Servi ces.

Except for Gateways, the control system nust be an open inplenentation
of BACnet technol ogy using ASHRAE 135 as the communi cati ons protocol
The system nust use standard ASHRAE 135 (bj ects and Properties. The
system nmust use standard ASHRAE 135 Services exclusively for

conmmuni cati on over the network. Gateways to packaged units nust
conmuni cate with other DDC hardware using ASHRAE 135 excl usively and
may communi cate with packaged equi prent using other protocols. The
control system nust be installed such that any two devices on the

I nternetwork can communi cate using standard ASHRAE 135 Servi ces.

*% *% *% *% *% *% *% *% *% *% *% *% *%%

NOTE: The followi ng |list paragraph uses tailoring
options: the text "or N agara Franework Objects" is
i ncl uded only when the NI AGARA FRAMEWORK tail oring
option is selected.

kkkkkkkkkkkkkkkkkkkkkkkkkkhhkhkkkkkkkkkkkkhkhhkhkkkkkkkkkkkkkhkhkhhkkkkkxkx

Install and configure control hardware to provide ASHRAE 135 (hjects
and Properties or N agara Framework bjectsas indicated and as needed
to meet the requirements of this specification

kkkkkkkkkkkkkkkkkkkkkkkkhhhkhkkkkkkkkkkkhhhkhhkkkkkkkkkhkkhkhhhhhkkkxkx

NOTE: The following TWD | i st paragraphs are only
required for Niagara Franmework systens and are

i ncl uded only when the NI AGARA FRAVMEWORK tail oring
option is selected.

kkkkkkkkkkkkkkkkkkkkkkkkkhkhhkhhkkkkkkkkkkkhhhkhhhkkkkkkkkhkkkkhkhkhhhkkhkrkkxkx

NOTE: Select Web Pages if a local (in the building)
web interface is required.

kkkkkkkkkkkkkkkkkkkkkkkkkkhhkhkkkkkkkkkkkkhkhhkhkkkkkkkkkkkkkhkhhhkkkkxkx

Use Ni agara Franmework hardware and software exclusively for scheduling,
trendi ng, and communication with a front end (UMCS). Use

SECTION 23 09 23.02 Page 6



Ni agara Franework or standard BACnet Objects and services for

alarm ng. Use the Fox protocol for all conmunication between N agara
Framewor k Supervi sory Gateways; use the ASHRAE 135 protocol for all
ot her buil di ng conmuni cation. [N agara Framewor k Supervi sory Gateway
nmust serve web pages as specified.]

*% *% *% *% *% *% *% *% *% *% *% *% *%%

NOTE: Select the required version of the N agara
Framework. This choice nust be carefully
coordinated with the project site. N agara
Franework is currently (2015) in a transition

bet ween two rel eases: "AX" and "Version 4". A
Version 4 UMCS front end (e.g. as specified in
Section 25 10 10) UTILITY MONI TORI NG AND CONTROL
SYSTEM (UMCS) FRONT END AND | NTEGRATI ON wi || work
with either an AX or Version 4 Niagara Franework
Supervi sory Gateway, but an AX front end will ONLY
work with an AX Niagara Framework Supervisory
Gateway.

If the site has an AX front end, select "AX".
If the site has a Version 4 front end, or does not
have a front end:

1) if there are nultiple vendors servicing the
project site that support Version 4, select "Version
4II

2) otherw se, select "either AX or Version 4"

*% *% *% *% *% *% *% *% *% *% *% *% *%%

d. Use N agara Framework [AX][Version 4.0 or later][either AX or Version
4.0 or later].

1.1.2 Verification of Specification Requirements

Review all specifications related to the control systeminstallation and
advi se the Contracting Oficer of any discrepancies before perform ng any
work. |If Section 23 09 00 | NSTRUMVENTATI ON AND CONTROL FOR HVAC or any
other Section referenced in this specification is not included in the

proj ect specifications advise the Contracting O ficer and either obtain the
m ssing Section or obtain Contracting O ficer approval before performng
any worKk.

1.2 REFERENCES

kkkkkkkkkkkkkkkkkkkkkkkkkhkhhhhkkkkkkkkkkkkhkhhkhkkkkkkkkkkkkhkhkhkhkkkkkkkkkkk

NOTE: This paragraph is used to list the
publications cited in the text of the guide
specification. The publications are referred to in
the text by basic designation only and listed in
thi s paragraph by organi zati on, designation, date,
and title.

Use the Reference Wzard' s Check Reference feature
when you add a Reference ldentifier (RID) outside of
the Section's Reference Article to automatically

pl ace the reference in the Reference Article. Also
use the Reference Wzard's Check Reference feature
to update the issue dates.
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1.

Ref erences not used in the text will automatically
be deleted fromthis section of the project

speci fication when you choose to reconcile
references in the publish print process.

*% *% *% *% *% *% *% *% *% *% *% *%%

The publications listed below forma part of this specification to the
extent referenced. The publications are referred to within the text by the
basi ¢ designation only.

AVERI CAN SOCI ETY OF HEATI NG, REFRI GERATI NG AND Al R- CONDI TI ONI NG
ENG NEERS ( ASHRAE)

ASHRAE 135 (2016) BACnet —A Dat a Conmuni cati on
Protocol for Building Automation and
Cont rol Networks
BACNET | NTERNATI ONAL ( BTL)

BTL Qui de (v.49; 2017) BACnet Testing Laboratory
| npl enent ati on Cui del i nes

| NSTI TUTE OF ELECTRI CAL AND ELECTRONI CS ENG NEERS (| EEE)
| EEE 802. 3 (2018) Et hernet
TELECOVMUNI CATI ONS | NDUSTRY ASSOCI ATION (Tl A)
TIA-485 (1998a; R 2012) Electrical Characteristics
of Generators and Receivers for Use in
Bal anced Digital Miltipoint Systemns
TRIDIUM INC (TRI D UM
Ni agara Framewor k (2012) Ni agaraAX User's Guide

Tri di um Open Ni CS (2005) Understandi ng the Ni agaraAX
Conpatibility Statement (N CS)

U. S. FEDERAL COVMUNI CATI ONS COWM SSI ON ( FCC)
FCC Part 15 Radi o Frequency Devices (47 CFR 15)
UNDERWRI TERS LABORATORI ES (UL)

UL 916 (2007; Reprint Aug 2014) Standard for
Ener gy Managenent Equi prent

.3 DEFINITIONS

For definitions related to this section, see Section 23 09 00
| NSTRUMENTATI ON AND CONTROL FOR HVAC.

4 SUBMITTALS

kkkkkkkkkkkkkkkkkkkkkkkkkhkhhkkkkkkkkkkkkkkhkhhkhkkkkkkkkkkkkhkhhkhhkkkkkkkkkkk

NOTE: Submittals related to this section are
specified in UFGS 23 09 00 | NSTRUVENTATI ON AND
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CONTROL FOR HVAC. UFGS 23 09 00 MUST be used with
this specification to have a conpl ete specification

kkkkkkkkkkkkkkkkkkkkkkkkkkhhkhhkkkkkkkkkkkkhhkhhhkkkkkkkkkkkhhkhhhhkkxkx

*k%

Submittal requirenents related to this Section are specified in Section
23 09 00 | NSTRUMENTATI ON AND CONTROL FCR HVAC

PART 2 PRODUCTS

2.

Al'l products used to neet this specification nust neet the indicated
requirenents, but not all products specified here will be required by every
project. All products nust neet the requirenents both Section 23 09 00

| NSTRUVENTATI ON AND CONTROL FOR HVAC and this Section.

21 NETWORK HARDWARE

1.1 BACnet Router

*% *% *% *% *% *% *% *% *% *% *% *% *%%

NOTE: This subpart uses tailoring options: the text
"except for Niagara Framework Supervisory Gateways,
devi ces used as BACnet routers"” is included only
when the NI AGARA FRAMEWORK tailoring option is

sel ect ed.

*% *% *% *% *% *% *% *% *% *% *% *%

*%%

Al'l BACnet Routers nust be BACnet/IP Routers and nust performlayer 3
routi ng of ASHRAE 135 packets over an I P network in accordance with

ASHRAE 135 Annex J and Clause 6. The router nust provide the appropriate
connection to the I P network and connections to one or nore ASHRAE 135

MBS/ TP net wor ks. Devi ces used as BACnet Routers nust neet the requirenents
for DDC Hardware, and except for N agara Framewor k Supervisory Gateways,
devi ces used as BACnet routers must support the NM RC-B Bl BB.

1.2 BACnet Gat eways

*% *% *% *% *% *% *% *% *% *% *% *% *%%

Gat eways shoul d be used only for the integration of
a single piece of equipnent. Gateways should not be

used to pernit the installation of new, non- ASHRAE
135 net works.

*% *% *% *% *% *% *% *% *% *% *% *% *%%

kkkkkkkkkkkkkkkkkkkkkkkkkkhhkhhkkkkkkkkkkkhhkhkhkkkkkkkkkkkhkhkhhhkkkkxk

*k%

NOTE: This subpart uses tailoring options: the text
"be a Niagara Framework Supervisory Gateway or
nmust", "except for N agara Framewor k Supervisory

Gat eways", and " (N agara Franework Supervisory

Gat eways are both Gateways and DDC Hardware.)" are

i ncl uded only when the NI AGARA FRAMEWORK tail oring
option is selected.

kkkkkkkkkkkkkkkkkkkkkkkkkkhhkhhkkkkkkkkkkkhhkhkhkkkkkkkkkkkhkhkhhhkkkkxk

*k%

In addition to the requirenents for DDC Hardware, the BACnet Gateway nust

be a Niagara Franmework Supervisory Gateway or nust neet the foll ow ng
requirements:

a. It nust performbi-directional protocol translation fromone non-
ASHRAE 135 protocol to ASHRAE 135. BACnet Gateways mnust incorporate a

SECTION 23 09 23.02 Page 9



2.

2.

networ k connection to an ASHRAE 135 network (either BACnet over IP in
accordance with Annex J or M5/ TP) and a separate connection appropriate
for the non- ASHRAE 135 protocol and nedi a.

b. It nust retain its configuration after a power loss of an indefinite
tinme, and nust autonatically return to their pre-power |oss state once
power is restored.

c. It nust allow bi-directional napping of data between the non- ASHRAE 135
protocol and Standard Cbjects as defined in ASHRAE 135. It nust
support the DS-RP-B BIBB for (hjects requiring read access and the
DS-WP-B BIBB for (hjects requiring wite access.

d. It nust support the DS-COV-B BI BB.

Al t hough Gat eways nmust nmeet DDC Hardware requirements , except for N agara
Framewor k Supervi sory Gateways, they are not DDC Hardware and nust not be
used when DDC Hardware is required. (N agara Franmework Supervisory

Gat eways are both Gateways and DDC Har dware.)

1.3 Et hernet Switch

*% *% *% *% *% *% *% *% *% *% *% *% *%%

NOTE: Sel ect whet her Ethernet Switches nust be
managed. I n general, do NOT require managed

swi tches unless there is a specific project

requi renent for managed switches. Managed switches
add cost to the system and require that they be
managed by the project site follow ng installation.
Sone sites are equi pped to handl e such nmanagenent,
but for sone (many) sites this will be an

unaccept abl e O&M bur den.

*kkkkkkkkkkkkkkkkkkkkkkkkkkhhhhkkkkkkkkkkkkkhhkhkkkkkkkkkkkkhkhkhkhhkkkkkkkkkkk

Et hernet Switches [nmust be managed switches and ] nust autoconfigure between
10, 100 and 1000 negabits per second (NMBPS).

2 CONTRCL NETWORK W RI NG

a. BACnet Ms/ TP comuni cations wiring nmust be in accordance with ASHRAE 135.
The wiring nust use shielded, three wire (twisted-pair with reference)
cable with characteristic i npedance between 100 and 120 ohns.

Di stri buted capacitance between conductors nust be | ess than 100 pF per
neter 30 pF per foot.

kkkkkkkkkkkkkkkkkkkkkkkkkhkhhhhkkkkkkkkkkkkhkhhkhkkkkkkkkkkkkhkhkhkhkkkkkkkkkkk

NOTE: Although the controls contractor installs the
bui | di ng control system backbone, which is an IP
network, this systemw || later be integrated into

t he basew de network via the FPOC. To ensure no

i ssues arise during this later integration, obtain
additional Ethernet media requirements (if any) from
the project site NEC

*% *% *% *% *% *% *% *% *% *% *%%

b. Building Control Network Backbone | P Network mnust use Ethernet nedia.
Et hernet cabl es nust be CAT-5e at a mnimum and neet all requirenments
of | EEE 802.3 [and [ 1].

SECTI ON 23 09 23.02 Page 10



2.

2.

3 DI RECT DI G TAL CONTROL (DDC) HARDWARE
3.1 CGeneral Requirenents
Al'l DDC Hardware mnmust neet the follow ng requirenents:

a. It nust be locally powered and nust incorporate a light to indicate the
device is receiving power.

b. It nust conformto the BTL CGuide
c. It nust be BACnet Testing Laboratory (BTL) Listed.

d. The Manufacturer's Product Data subnmittal for each piece of DDC
Har dwar e nmust include the Protocol |nplenentation Conformance Statenent
(PICS) for that hardware as specified in Section 23 09 00
| NSTRUVENTATI ON AND CONTROL FOR HVAC.

e. It nust comunicate and be interoperable in accordance with ASHRAE 135
and have connections for BACnet I P or MS/ TP control network wiring.

f. Oher than devices controlling termnal units or functioning solely as
a BACnet Router, it nust support DS-COV-B, DS-RPM A and DS- RPM B Bl BBs

g. Devices supporting the DS-RP-A BIBB nust al so support the DS-COV-A Bl BB

h. Application prograns, configuration settings and comuni cation
i nformati on nmust be stored in a manner such that they persist through
| oss of power:

(1) Application progranms nmust persist regardless of the length of tine
power is |ost.

(2) Configured settings nust persist for any |oss of power |ess than
2,500 hours.

(3) Communication information, including but not limted to COV
subscriptions, event reporting destinations, Notification d ass
hj ect settings, and internal comuni cation settings, nust persist
for any |l oss of power less than 2,500 hours.

i. Internal Cl ocks:

(1) C ocks in DDC Hardware incorporating a G ock nmust continue to
function for 120 hours upon | oss of power to the DDC Hardware.

(2) DDC Hardware incorporating a Cock nust support the DM TS-B or
DMt UTC- B BI BB

*kkkkkkkkkkkkkkkkkkkkkkkkkhkhhkkkkkkkkkkkkkkhkhhkhkkkkkkkkkkkkhkhhkhkhkhkkkkkkkkkk

NOTE: The follow ng |ist paragraph uses tailoring
options: the text "or N agara Framework Points" is
i ncl uded only when the NI AGARA FRAVEWORK tail oring
option is selected.

*% *% *% *% *% *% *% *% *% *% *% *% *%%

j. It nust have all functionality indicated and required to support the
application (Sequence of Operation or portion thereof) in whichit is
used, including but not limted to providing Cbjects or Niagara

SECTI ON 23 09 23.02 Page 11



Franmewor k Points as specified and as indicated on the Points Schedul e.

k. In addition to these general requirenments and the DDC Har dware
| nput - Qut put (1/0O Function requirenments, all DDC Hardware nust al so
meet any additional requirenents for the application in which it is
used (e.g. scheduling, alarmng, trending, etc.).

. It nust neet FCC Part 15 requirenents and have UL 916 or equi val ent
safety listing.

NOTE: The followi ng |ist paragraph uses tailoring
options: the text "Except for N agara Franmework
Supervi sory Gateways," is included only when the
NI AGARA FRAMEWORK tailoring option is sel ected.

*kkkkkkkkkkkkkk *%* *%* kkkkkkkkkkkkkkkkkkkkkkkkkhk *

m Except for N agara Franework Supervisory Gateways, Device nust support
Commandabl e Obj ects to support Override requirenents as detailed in
PART 3 EXECUTI ON

n. User interfaces which allow for nodification of Properties or settings
nust be password- protected.

*% *% *% *% *% *% *% *% *% *% *% *% *%%

NOTE: Sel ect whether to allow devices using 2-wire
(twisted pair with shield) nedia.

The use of devices using 3-wire (twisted pair with
reference and shield) MS/TP nedia is generally
preferable, particularly where long M5/ TP runs are
required, or in electrically noisy environments.
However, nany vendors do not offer devices
supporting 3-wire nmedia, and requiring use of 3 wire
media will overly limt conpetition.

Unl ess the use of 3-wire devices is specifically
required for the project, keep the bracketed text
to allow the use of 2-wire devices.

*kkkkkkkkkkkkhkkkkkkkkkkkkhkhhkhkkkkkkkkkkkkhkhhkhkhkkkkkkkkkkkhkhhkhhkhkkkkkkkkkk

0. Devices comuni cating BACnet MS/ TP nust neet the follow ng requirenments:
(1) Must have a configurable Max_Master Property.

(2) DDC Hardware other than hardware controlling a single term nal
unit nust have a configurable Max_Info_Frames Property.

(3) Must respond to any valid request within 50 nsec with either the
appropriate response or with a response of "Reply Postponed".

(4) Must use twisted pair with reference and shield (3-wire nedia)
wiring[, or twisted pair with shield (2-wire nmedia) wiring and use
hal f-wave rectification].

p. Devices comunicating BACnet/IP nust use UDP Port OxBACO. Devices with
configurable UDP Ports nust default to OxBACO.

g. Al Device IDs, Network Nunbers, and BACnet MAC addresses of devices
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2.

nmust be fully configurable without linmtation, except MS/ TP MAC
addresses may be limted by ASHRAE 135 requirenents.

kkkkkkkkkkkkkkkkkkkkkkhhhkhkkkkkkkkkkkkkhkhkhkkkkkkkkkkkkkhkhhhkkkkkkx

NOTE: The followi ng |ist paragraph uses tailoring
options: the text "Except for N agara Franmework
Supervi sory Gateways," is included only when the
NI AGARA FRAMEWORK tailoring option is selected

*kkkkkk *%* *%* kkkkkkkkkkkkkkkkkkkkkkkkkhk *

Except for Niagara Framework Supervisory Gateways, DDC Hardware
controlling a single termnal unit nust have:

(1) Objects (including the Device Object) with an Object Name Property
of at |least 8 characters in |ength.

(2) A configurable Device Object Nane.

(3) A configurable Device Object Description Property at |east 16
characters in | ength.

kkkkkkkkkkkkkkkkkkkkkkkhhkkkkkkkkkkkkkkkhkhhhkkkkkkkkkkkkhkhhkhkkkkkk

NOTE: The followi ng |ist paragraph uses tailoring
options: the text "either Ni agara Franework
Supervi sory Gateways or " is included only when the
NI AGARA FRAMEWORK tailoring option is selected

3.

2

*kkkkkk *%* *%* kkkkkkkkkkkkkkkkkkkkkkkkkhk *

Except for Ohjects in either N agara Framework Supervisory Gateways or
DDC Hardware controlling a single termnal unit, all Objects (including
Devi ce (bjects) nust:

(1) Have a configurable Object Name Property of at |east 12
characters in | ength.

(2) Have a configurable Object Description Property of at |east 24
characters in | ength.

For programuabl e DDC Hardware, provide and license to the project site
all progranming software required to programthe Hardware in accordance
with Section 23 09 00 | NSTRUMVENTATI ON AND CONTROL FOR HVAC.

For programuabl e DDC Hardware, provide copies of the installed
application progranms (all software that is not common to every
control l er of the sane manufacturer and nodel) as source code
conpatible with the supplied progranm ng software in accordance with
Section 23 09 00 | NSTRUVENTATI ON AND CONTROL FOR HVAC. The subnmitted
application program nust be the conplete application necessary for
controller to function as installed and be sufficient to all ow

repl acenent of the installed controller with another controller of the
sane type

Hardwar e | nput-CQutput (I/0O Functions

DDC Har dwar e i ncorporating hardware input-output (1/0 functions nust neet
the follow ng requirenents:
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2.3.2.1 Anal og | nputs

DC Hardware anal og i nputs (Al's) must be inplenmented usi ng ASHRAE 135 Anal og
I nput hjects and performanalog to digital (A-to-D) conversion with a

m nimumresolution of 8 bits plus sign or better as needed to neet the
accuracy requirenments specified in Section 23 09 00. Signal conditioning
including transient rejection nust be provided for each anal og i nput.
Anal og inputs must be capable of being individually calibrated for zero and
span. Calibration via software scaling perforned as part of point
configuration is acceptable. The Al nust incorporate comopn node noise
rejection of at least 50 dB fromO to 100 Hz for differential inputs, and
nornmal node noise rejection of at |least 20 dB at 60 Hz from a source

i npedance of 10, 000 ohns.

2.3.2.2 Anal og Qut puts

*% *% *% *% *% *% *% *% *% *% *% *% *%%

NOTE: PART 3 of this section and the Points
Schedul es may require that points have an HO A
switch. For anal og outputs these switches may be
"full on, full off" overrides or may have a knob
allowing for override to any val ue (0-100 percent).
Unl ess the project site specifically requires that
anal og outputs be fully adjustable through the range
0- 100 percent, keep the bracketed text all ow ng

ei ther option (i.e. keep "to O percent and to 100
percent”). Requiring fully adjustable overrides
(i.e. "through the range of 0 percent to 100
percent") will likely raise the cost of the system

*% *% *% *% *% *% *% *% *% *% *% *% *%%

DDC Har dwar e anal og out puts (AGs) nust be inpl enented usi ng ASHRAE 135
Anal og Qut put Objects and performdigital to analog (D-to-A) conversion
with a mininumresolution of 8 bits plus sign, and output a signal with a
range of 4-20 mAdc or 0-10 Vdc. Analog outputs nust be capable of being
individually calibrated for zero and span. Calibration via software
scaling perforned as part of point configuration is acceptable. DDC
Hardware with Hand-Of-Auto (H O A) switches for anal og out puts nust
provide for overriding the output [to O percent and to 100 percent][through
the range of O percent to 100 percent]

2.3.2.3 Bi nary | nputs
DDC Har dware binary inputs (Bls) rmust be inplenmented usi ng ASHRAE 135
Bi nary I nput Objects and accept contact closures and must ignore transients

of less than 5 milli-second duration. Protection against a transient 50VAC
must be provided.

2.3.2.4 Bi nary CQutputs
DDC Har dwar e bi nary outputs (BGs) nust be inplenented usi ng ASHRAE 135
Bi nary Qut put bjects and provide relay contact closures or triac outputs
for monentary and mai ntai ned operation of output devices. DDC Hardware with
H O A switches for binary outputs nust provide for overriding the output
open or cl osed.

2.3.2.4.1 Rel ay Contact C osures

Cl osures nust have a mninumduration of 0.1 second. Relays nust provide
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at |least 180V of isolation. Electromagnetic interference suppression nust
be provided on all output lines to limt transients to 50 Vac. M ni mum
contact rating must be 0.5 anperes at 24 Vac.

2.3.2.4.2 Triac Qutputs

Triac outputs nust provide at |east 180 V of isolation. M ninum contact
rating nust be 0.5 anperes at 24 Vac.

2.3.2.5 Pul se Accunul at or

DDC Har dwar e pul se accunul ators nust be inplenmented using either an
ASHRAE 135 Accumul ator Object or an ASHRAE 135 Anal og Val ue Object where
the Present_Value is the totalized pulse count. Pulse accunul ators nust
accept contact closures, ignhore transients less than 5 nmsec duration,

prot ect agai nst

transients of 50 VAC, and accept rates of at |east 20 pul ses per second.

2.3.2.6 ASHRAE 135 Objects for Hardware Inputs and Qutputs
The requirenents for use of ASHRAE 135 objects for hardware input and
outputs includes devices where the hardware sensor or actuator is integra
to the controller (e.g. a VAV box with integral danper actuator, a snmart
sensor, a VFD, etc.)

[2.3.2.7 Integrated HH O A Switches

*kkkkkkkkkkkkkkkkkkkkkkkkkkhhkhkkkkkkkkkkkkhkhhkhkhkkkkkkkkkkkhkhkhkhhkkkkkkkkkkk

NOTE: Even if H O A switches are inpl enented,
Requiring feedback of HO A status may seriously
limt conpetition and rai se project costs. Unless
there is a specific project requirenent for HO A
f eedback, rempve the bracketed text.

*kkkkkkkkkkkkkkkkkkkkkkkkkhkhhkkkkkkkkkkkkkkhhkkkkkkkkkkkkkkhkhhkhkhkkkkkkkkkkk

NOTE: This subpart uses tailoring options: the text
"the Ni agara Framework or via " is included only
when the NI AGARA FRAMEWORK tailoring option is

sel ect ed.

*% *% *% *% *% *% *% *% *% *% *% *% *%%

Where integrated HHO A switches are provided on hardware outputs,
controll er must provide nmeans of nonitoring position or status of H O A
switch. This feedback may be provided via the Niagara Franework or via any
valid BACnet nethod, including the use of proprietary Ohjects, Properties,
or Servi ces.

12.3.3 Local Display Panel (LDP)

kkkkkkkkkkkkkkkkkkkkkkkkkhkhhkkkkkkkkkkkkkkkhhkhkkkkkkkkkkkkhkhhkhhkkkkkkkkkkk

NOTE: This subpart uses tailoring options: the text
"Ni agara Franework points or" is included only when
the NI AGARA FRAMEWORK tailoring option is selected.

*% *% *% *% *% *% *% *% * *% *% *% *%%

The Local Display Panels (LDPs) nust be DDC Hardware with a display and
navi gation buttons or a touch screen display, and nust provide display and
adj ustnment of Ni agara Framework points or ASHRAE 135 Properties as
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i ndi cated on the Points Schedul e and as specified. LDPs nust be either

BTL

Listed as a B-OD, B-OA5, B-AW5, or be an integral part of another piece of

DDC Hardware listed as a B-BC. For LDPs listed as B-OA5 or B-AWS, the
hardware rmust be BTL listed and the product nust come factory installed
with all applications necessary for the device to function as an LDP

The adj ustnent of val ues using display and navi gation buttons nust be
password protected.

2.3.4 Expansi on Modul es and Tet hered Hardware

*% *% *% *% *% *% *% *% *% *% *% *% *%%

NOTE:

a. Covers the case where a base controller has
add-on nodules to provide 1/O capability, where the
nodul es "snap on" to the controller. This generally
relies on a proprietary protocol between the base
unit and the expansi on nodules, but as the nmodule is
essentially part of the base unit upon installation
this is permtted.

b. covers a renotely tethered device and is
primarily needed for renpte "thernostats" connected
to a controller, where the thernostat is essentially
an extension of the controller.

kkkkkkkkkkkkkkkkkkkkkkkkkkhhkhkkkkkkkkkkkkhkhhkkkkkkkkkkkkkkhkhkhkhkhkkkkkkkkkkk

A single piece of DDC Hardware nmay consist of a base unit and al so:

a. An unlimted nunmber of hardware expansi on nodul es, where the individua

har dwar e expansi on nodul es are designed to directly connect, both
nmechani cally and electrically, to the base unit hardware. The

expansi on nmodul es nmust be conmercially avail abl e as an optional add-

to the base unit.

b. A single piece of hardware connected (tethered) to a base unit by a
single cabl e where the cable carries a proprietary protocol between
base unit and tethered hardware. The tethered hardware nust not
contain control logic and be comrercially available as an optiona
add-on to the base unit as a single package.

Note that this restriction on tethered hardware does not apply to
sensors or actuators using standard binary or analog signals (not a

on

t he

conmuni cations protocol); sensors or actuators using standard binary

or anal og signals are not considered part of the DDC Hardwar e.

Har dwar e capabl e of being installed stand-al one, or wi thout a separate base
unit, is DDC Hardware and nmust not be used as expansi on nodul es or tethered

hardware.
2.3.5 Supervisory Control Requirenents

2.3.5.1 Schedul i ng Har dwar e

*% *% *% *% *% *% *% *% *% *% *% *% *%%

NOTE: This subpart is only required for non-N agara
Franmewor k based systens and is only included when
the NOT NI AGARA FRAMEWORK tailoring option is

sel ect ed.
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DDC Har dware used for scheduling nmust neet the follow ng requirenents:
a. It nust be BTL Listed as a B-BC and support the SCHED E-B BI BB.

b. It is preferred, but not required, that devices support the DwW OCD- B
BIBB on all Cal endar and Schedul e Objects, such that a front end BTL
listed as a B-AW5 nay create or del ete Cal endar and Schedul e bjects.
It is also preferred but not required that devices supporting the
DM OCD-B BI BB accept any valid value for properties of Calendar and
Schedul e Objects. Note that there are additional requirenments in the
EXECUTI ON Part of this Section for Devices which do not support the
DM OCD- B BI BB as specified.

c. The Date_List property of all Cal endar Objects nust be writable.

d. The Present Value Property of Schedul e nust support the follow ng
val ues: 1, 2, 3, 4.

2.3.5.2 Al arm Gener ati on Hardwar e

*% *% *% *% *% *% *% *% *% *% *% *% *%%

NOTE: This subpart uses tailoring options: the text
"Non- N agara Framework " is included only when the
NI AGARA FRAMEWORK tailoring option is sel ected.

*kkkkkkkkkkkkkk *%* *%* kkkkkkkkkkkkkkkkkkkkkkkkkhk *

Non- Ni agara Franework DDC Hardware used for al arm generation nust neet the
foll owi ng requirenents:

a. Device must support the AE-N-I-B BI BB

b. The Recipient_List Property nust be Witable for all Notification C ass
hj ects used for alarm generation.

c. For all Objects inplenenting Intrinsic Alarmng, the follow ng
Properties nust be Witable:

(1) Time_Del ay

(2) Hgh_Limt

(3) Low Linmt

(4) Deadband

(5) Event_Enabl e

(6) If the issue date of this project specification is after 1 January
2016, Tinme_Delay_Normal must be witable.

*% *% *% *% *% *% *% *% *% *% *% *% *%%

NOTE: The followi ng list paragraph is only required
for Niagara Framework systens and is included only
when the NI AGARA FRAMEWORK tailoring option is

sel ect ed.

d. It is preferred, but not required, that devices support the DM OCD-B
BIBB on all Notification Class Objects. It is also preferred, but not
requi red that devices supporting the DM OCD-B BIBB accept any valid
value as an initial value for properties of Notification O ass Objects.
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NOTE: The followi ng THREE |i st paragraphs are only
requi red for Non-Ni agara Franework systens and are
i ncl uded only when the NOT NI AGARA FRAMEWORK
tailoring option is selected.
d. For Event Enrollnent Objects used for alarmgeneration, the follow ng
Properties nust be Witable:

(1) Event_Paraneters

(2) Event_Enable

(3) If the issue date of this project specification is after 1 January
2016, Tinme_Delay Nornmal must be witable.

e. It is preferred, but not required, that devices support the DM OCD- B
BIBB on all Notification Cass Objects and Event Enroll nent Objects,
such that a front end BTL listed as a B-AW5 may create or delete
Notification Class hjects and Event Enroll nment bjects. It is also
preferred, but not required that devices supporting the DW OCD-B Bl BB
accept any valid value as an initial value for properties of
Notification Class Cbjects and Event Enrollment Cbjects. Note that
there are additional requirements in the EXECUTION Part of this Section
for devices which do not support the DM OCD-B BI BB as specified.

f. Devices provided to neet the the requirenments indicated under "Support
for Future Alarm Generation" in the EXECUTION part of this
speci fication nust support the AE-N E-B BI BB.

2.3.5.3 Trendi ng Har dwar e

*% *% *% *% *% *% *% *% *% *% *% *% *%%

NOTE: This subpart is only required for non-Ni agara
Franmewor k based systens and is only included when
the NOT NI AGARA FRAMEWORK tailoring option is

sel ect ed.

*% *% *% *% *% *% *% *% *% *% *% *% *%%

DDC Har dware used for collecting trend data nust neet the foll ow ng
requirements:

a. Device must support Trend Log or Trend Log Multiple Objects.
b. Device nust support the T-VMI-1-B BI BB.

c. Devices provided to nmeet the EXECUTI ON requirement for support of
Future Trendi ng nust support the T-VMI-E-B BI BB.

d. The follow ng properties of all Trend Log or Trend Log Multiple hjects
nmust be present and Witabl e:
Start_Time
Stop_Time
Log_DeviceObjectProperty
Log Interval Log interval nust support an interval of at |east 60
m nut es duration.

e. Trend Log Objects nust support using Intrinsic Reporting to send a
BUFFER _FULL event.

f. The device nmust have a Notification Cass bject for the BUFFER FULL
event. The Recipient List Property nust be Witable.
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g. Devices nust support values of at |east 1,000 for Buffer_Size
Properties.

h. It is preferred, but not required, that devices support the DwW OCD- B
BIBB on all Trend Log bjects, such that a front end BTL listed as a
A-AW5 nay create or delete Trend Log Objects. It is also preferred, but
not required that devices supporting the DM OCD-B BI BB accept any valid
value as an initial value for properties of Trend Log Cbjects. Note
that there are additional EXECUTI ON requirenents for devices which do
not support the DM OCD-B BI BB as specified.

.3.6 Ni agara Framewor k Supervi sory Gat eway

*kkkkkkkkkkkkkkkkkkkkkkkkkhkhhhhkkkkkkkkkkkkhkhhkhhkkkkkkkkkkkkhkhhkhhkhkkkkkkkkkik

NOTE: This subpart is only required for N agara
Franewor k based systens and is only included when
the NI AGARA FRAMEWORK tailoring option is selected.

*% *% *% *% *% *% *% *% * *% *% *% *%%

*kkkkkkkkkkkkkkkkkkkkkkkkkhkhhkhkkkkkkkkkkkkkhhkhkhkkkkkkkkkkkhkhhkhhkkkkkkkkkkk

NOTE: FYl - The Niagara Franework Supervisory
Gateway is known by nany names within industry, and
this specification uses the nanme "Ni agara Franework
Supervi sory Gateway" in order to remain vendor
neutral . Probably the nost common termused for this
device in industry is a "Java Application Control
Engi ne", or JACE.

*% *% *% *% *% *% *% *% *% *% *% *% *%%

Any device inplenenting the Niagara Framework is a Ni agara Franmework
Supervi sory Gateway and nust mneet these requirenents. 1In addition to the
general requirements for all DDC Hardware, N agara Franmework Supervisory
Gat eway Har dware nust:

a. Be direct digital control hardware.

b. Have an unrestricted interoperability license and its N agara
Conpatibility Statement (NiCS) must follow the Tridium Cpen N CS
Specification.

c. Manage conmunications between a field control network and the Niagara
Franework Monitoring and Control Software, and between itself and other
Ni agara Franmework Supervisory Gateways. Niagara Framework Supervisory
Gat eway Hardware nust use Fox protocol for comunication wth other
Ni agara Framework Conponents, regardl ess of the manufacturer of the
ot her conponents.

d. Be fully programuabl e using the N agara Franmewor k Engi neering Tool and
nmust support the follow ng:

(1) Time synchronization, Calendar, and Scheduling using N agara
Schedul i ng Obj ects

(2) Alarm generation and routing using the N agara Al arm Service

(3) Trending using the Niagara History Service and Niagara Trend Log
Objects
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(4) Integration of field control networks using the Niagara Framework
Engi neering Tool

(5) Configuration of integrated field control systemusing the N agara
Franewor k Engi neering Tool when supported by the field control
system

Meet the follow ng mini mum hardware requirenents:
(1) [One][Twag 10/100/1000 Mops Ethernet Port (s)

(2) One or nore MS/ TP ports.|

(3) Central Processing Unit of 600 Mhz or higher.][
(4) Enbedded operating system]

Provi de access to field control network data and supervisory functions
via web interface and support a m ni nrum of 16 sinultaneous users.

Note: inplenentation of this capability may not be required on all
projects.

Submit a backup of each Niagara Franmework Supervisory Gateway as
specified in Section 23 09 00 | NSTRUVENTATI ON AND CONTROL FOR HVAC.
The backup nust be sufficient to restore a Niagara Framework
Supervi sory Gateway to the final as-built condition such that a new
Ni agara Franmework Supervisory Gateway | oaded with the backup is

i ndi stinguishable in functionality fromthe original.

Ni agara Franewor k Engi neering Tool

kkkkkkkkkkkkkkkkkkkkkkhkhhkkkkkkkkkkkkkkkhhkhkkkkkkkkkkkkkhkhhkhkkkkkk

NOTE: This subpart is only required for N agara
Franmewor k based systens and is only included when
the NI AGARA FRAMEWORK tailoring option is selected.

*% *% *% *% *% *% *% *% *% *% *%%

The N agara Framewor k Engi neering Tool nust be Niagara Wrkbench or an
equivalent Ni agara Framework engi neering tool software and nust:

a.

Have an unrestricted interoperability license and its Niagara
Conpatibility Statement (NiCS) nmust follow the Tridium Qoen N CS
Specification.

Be capabl e of performing network configuration for N agara Framework
Supervi sory Gateways and N agara Franework Mnitoring and Control
Software.

Be capabl e of progranmm ng and configuring of Niagara Framework
Supervi sory Gateways and N agara Franework Mnitoring and Control
Software.

Be capabl e of discovery of Ni agara Franmework Supervisory Gateways and
all points mapped into each Niagara Franmework Supervisory Gateway and
maki ng these points accessible to Niagara Franmework Monitoring and
Control Software.

Monitoring and Control Software is specified in Section 25 10 10 UTILITY
MONI TORI NG AND CONTRCL SYSTEM (UMCS) FRONT END AND | NTEGRATI ON.
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PART 3 EXECUTI ON

kkkkkkkkkkkkkkkkkkkkkkkkkkhhkhkkkkkkkkkkkkkhhkhkkkkkkkkkkkkkhhhkhhkhkkkkkkkkkk

NOTE: Use the bracketed text for retrofit projects
only. For new construction, the existing conditions
survey nay not be required and may be renoved (be
sure to renove the report fromthe subnmittals as
well). Keeping it as a requirenent, however, will
ensure that the Contractor checks the nechani ca

equi pnent prior to beginning controls installation.
This should allow problens to be caught and
addressed earlier.

*kkkkkkkkkkkkkkkkkkkkkkkkkkhhhhkkkkkkkkkkkkkhhkhkkkkkkkkkkkkhkhkhkhhkkkkkkkkkkk

3.1 CONTROL SYSTEM | NSTALLATI ON3. 1.1 Ni agara Framework Engi neering Too

*% *% *% *% *% *% *% *% *% *% *% *% *%%

NOTE: This subpart is only required for N agara
Franmewor k based systens and is only included when
the NI AGARA FRAMEWORK tailoring option is selected.

kkkkkkkkkkkkkkkkkkkkkkkkkkhkkhkkkkkkkkkkkkkhk *kkkkkkkkkkkkkkkkkkkkkkk

NOTE: |If the installation has a Ni agara Franework
Engi neering Tool keep the first bracketed text and
provi de the software nane and version nunber in the
space provided. |If the installation does not have a
Ni agara Franmewor k Engi neering Tool keep the seconded
bracketed text.

*% *% *% *% *% *% *% *% *% *% *% *% *%%

[The project site currently has the [__ ] Niagara Franmework Engi neering
Tool. If this software is not adequate for progranmi ng the N agara
Framewor k Supervi sory Gateways provi ded under this project, provide a

Ni agara Framewor k Engi neering Tool .][Provide a Niagara Franmework

Engi neering Tool . ]

3.1.2 Bui | di ng Control Network (BCN)

*% *% *% *% *% *% *% *% *% *% *% *% *%%

NOTE: Note that the termBCN is used across
nmul ti pl e specification including those using
different protocols, and "network" is used in the

generic sense to refer to the entire system In
BACnet this is called the Internetwork but the term
BCN is still used for consistency across

specification.

kkkkkkkkkkkkkkkkkkkkkkkkkhkhhkkkkkkkkkkkkkkkhhkhkkkkkkkkkkkkhkhhkhhkkkkkkkkkkk

NOTE: This subpart uses tailoring options: the
phrase "for the IP network and" is only included
when the NI AGARA FRAMEWORK tailoring option is
sel ect ed.

kkkkkkkkkkkkkkkkkkkkkkkkkhkhhkkkkkkkkkkkkkkhkhhkhkkkkkkkkkkkkhkhhkhhkkkkkkkkkkk

Install the Building Control Network (BCN) as a single BACnet Internetwork
consisting of a single I P network as the BCN Backbone and zero or nore
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BACnet Ms/ TP networks. Note that in sone cases there may only be a single
devi ce on the BCN Backbone.

Except for the IP Network and as pernmitted for the non-BACnet side of
Gat eways, use exclusively ASHRAE 135 networks.

3.1.2.1 Bui I di ng Control Network | P Backbone

kkkkkkkkkkkkkkkkkkkkkkkkkhkhhkhkkkkkkkkkkkkhkhhkhkkkkkkkkkkkkhkhhkhkhkkkkkkkkkkik

NOTE: Sel ect the appropriate bracketed options to
i ndi cate whether the FPOC | ocation is shown on a
drawi ng or to specify the FPOC | ocation here.

*kkkkkkkkkkkkkkkkkkkkkkkkkkhhhhkkkkkkkkkkkkkhhkhkkkkkkkkkkkkhkhkhkhhkkkkkkkkkkk

kkkkkkkkkkkkkkkkkkkkkkkkkhkhhkkkkkkkkkkkkkkkhhkhkkkkkkkkkkkkhkhhkhhkkkkkkkkkkk

NOTE: This subpart uses tailoring options: the text
"(Note that in a N agara Franework systemthere may
not be BACnet traffic on the IP Network)" is only

i ncl uded when the NI AGARA FRAMEWORK tail oring option
is selected.

kkkkkkkkkkkkkkkkkkkkkkkkkhkhhhhkkkkkkkkkkkkhkhhkhkkkkkkkkkkkkhkhhkhhkhkkkkkkkkkk

Install IP Network Cabling in conduit. Install Ethernet Switches in

| ockabl e enclosures. Install the Building Control Network (BCN) IP
Backbone such that it is available at the Facility Point of Connection
(FPCC) location [as indicated][__ ]. Wen the FPOC |l ocation is a room
number, provide sufficient additional media to ensure that the Building
Control Network (BCN) | P Backbone can be extended to any location in the
room.

Use UDP port OxBACO for all BACnet traffic on the IP network. (Note that in
a Ni agara Framework systemthere nmay not be BACnet traffic on the IP
Network)

3.1.2.2 BACnet MS/ TP Net wor ks

When using MS/ TP, provide MS/ TP networks in accordance with ASHRAE 135 and
in accordance with the ASHRAE 135 figure "M xed Devi ces on 3-Conduct or
Cable with Shield" (Figure 9-1.4 in the 2012 version of ASHRAE 135).
Ground the shield at the BACnet Router and at no other point. Gound the
reference wire at the BACnet Router through a 100 ohmresistor and do not
ground it at any other point. |In addition:

a. Provide each segnent in a doubly term nated bus topol ogy in accordance
with  TIA-485 .

b. Provide each segnent with 2 sets of network bhias resistors in
accordance with ASHRAE 135, with one set of resistors at each end of
t he M5/ TP net wor k.

kkkkkkkkkkkkhkkkkkkkkkkkkhkhhkhkkkkkkkkkkkkhkhhkhhkhkkkkkkkkkkkhkhhkhkhkkkkkkkkkk

NOTE: 3-wire nedia (twisted pair with reference),
which is required by this section, allows for both
2-wire and 3-wire MS/ TP devices to co-exist on the
sane bus. Please refer to ASHRAE 135 (2012),
subpart 9.2.2.1.1.4.

kkkkkkkkkkkkkkkkkkkkkkkkkhk kkkkkkkkkkkkkkkkkkkkkkhkhhhkkkkkkkkkkkkkhkhkhkk
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Use 3 wire (twisted pair and reference) with shield nedia for all MS/ TP
nmedia installed inside. Use fiber optic isolation in accordance with
ASHRAE 135 for all MS/ TP nmedia installed outside buildings, or between
mul ti pl e buil dings.

For 18 AWG cabl e, use segnents with a maxi num | ength of 1200 n4000 ft.
When using greater distances or different wire gauges conply with the
el ectrical specifications of TIA-485 .

For each controller that does not use the reference wire provide
transi ent suppression at the network connection of the controller if
the controller itself does not incorporate transient suppression.

Install no nore than 32 devices on each MS/ TP segnment. Do not use NS/ TP
to M5/ TP routers.

*% *% *% *% *% *% *% *% *% *% *% *%%

NOTE: The followi ng |ist paragraph uses tailoring
options: the text "a N agara Franework Supervisory
Gat eway configured as" is only included when the

NI AGARA FRAMEWORK tailoring option is selected.

*kkkkkk *%* *%* kkkkkkkkkkkkkkkkkkkkkkkkkhkhkhkkhkkk

Connect each MS/ TP network to the BCN backbone via a Niagara Franework
Supervi sory Gateway configured as a BACnet Router.

For BACnet Routers, configure the M5/ TP MAC address to 0. Assign MAC
Addresses to other devices consecutively beginning at 1, with no gaps.

Configure the Max_Master Property of all devices to be 31.

3.1.2.3 Bui I di ng Control Network (BCN) Installation

Provide a building control network neeting the follow ng requirenents:

a.

b.

Install all DDC Hardware connected to the Building Control Network.
Wiere nultiple pieces of DDC Hardware are used to execute one sequence,
install all DDC Hardware executing that sequence on a single MS/ TP
networ k dedi cated to that sequence.

Traffic between BACnet networks nust be exclusively via BACnet routers.

kkkkkkkkkkkkkkkkkkkkkkkhhkhkkkkkkkkkkkkkhkhkhkkkkkkkkkkkkkhkhhhkkkkkk

NOTE: The following |list paragraph is required only
for Ni agara Framework systens and is included when
the NI AGARA FRAMEWORK tailoring option is selected.

*% *% *% *% *% *% *% * *% *% *% *%%

Use the Fox protocol for all traffic both originating and termn nating
at Ni agara Franmework conponents. Use the Fox protocol for all traffic
originating or termnating at a N agara Framework UMCS (i ncl uding
traffic to or froma future UMCS). All other traffic, including traffic
between ASHRAE 135 devices and traffic between N agara Franmework
Supervi sory Gateways and ASHRAE 135 devi ces nust be in accordance with
ASHRAE 135.
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3.1.3 DDC Har dwar e

kkkkkkkkkkkkkkkkkkkkkkkkkhkhhkkkkkkkkkkkkkkhkhhkhkkkkkkkkkkkkhkhhkhhkkkkkkkkkkk

NOTE: Indicate whet her encl osures nust be | ockabl e.

*% *% *% *% *% *% *% *% *% *% *% *% *%%

Install all DDC Hardware that connects to an IP network in | ockable
enclosure. Install other DDC Hardware that is not in suspended ceilings in
[l ockabl e Jencl osures. For all DDC hardware with a user interface,
coordinate with site to determ ne proper passwords and configure passwords
into device.

a. Except for zone sensors (thernostats), install all Tethered Hardware
within 2 m6 feet of its base unit.

b. Install and configure all BTL-Listed devices in a manner consi stent
with their BTL Listing such that the device as provided still neets al
requi renents necessary for its BTL Listing.

c. Install and configure all BTL-Listed devices in a manner consi stent
with the BTL Device | nplenmentation Guidelines such that the device as
provided neets all those Cuidelines.

3.1.3.1 Device ldentifiers, Network Addresses, and |IP addresses

kkkkkkkkkkkkkkkkkkkkkkkkkkhhkhkkkkkkkkkkkkhkhhkkkkkkkkkkkkkkhkhkhkhkhkkkkkkkkkkk

NOTE: Each device requires a uni que Devicel D and
each network requires a uni que Network Nunber; a
BACnet systemw || not operate if there are
duplicates. Wile it is a sinple matter to ensure
unique IDs for a single project, there is no

mechani smin BACnet to avoid duplicates when a
project is later integrated into an existing
basewi de UMCS

The installation nust nanually track and manage

Devi cel Ds and Network Nunbers anong all their BACnet
systens, networks, and devices. The UFC has

i nformati on on suggested strategi es. Coordinate
with the installation and either instruct the
contractor to coordinate with the installation, or
provi de ranges for Devicel Ds and Network Numbers.
BACnet allows DevicelDs in the range 0 - 4,194, 302
and Network Nunmbers in the range 1 - 65, 534.

Coordi nate | P addresses with the installation NEC or
instruct the contractor to do so.

*% *% *% *% *% *% *% *% *% *% *% *% *%%

a. Do not use any Device ldentifier or Network Number already used by
anot her BACnet system at the project site. [Coordinate Device |IDs and
Net work Numbers with the installation. The installation POCis

[ 1] [Use Device IDs within the range of | ] to [ ] and
Net wor k Numbers in the range of | ] to | 11.

b. [Use IP addresses within the range of | ] to | ]] [Coordinate
device I P addresses with installation. The installation PCCis
[ 11
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3.1.3.2 ASHRAE 135 Obj ect Nane Property and Cbject Description Property

Configure the Cbject_Nanes and Object Descriptions properties of al
ASHRAE 135 bj ects (including Device bjects) as indicated on the Points
Schedul e (Point Name and Point Description) and as specified. At a m ninmum

a. Except for DDC Hardware controlling a single term nal unit, configure
the Object Name and Object_Description properties of all bjects
(i ncluding Device Chjects) as indicated on the Points Schedule and as
specified.

b. In DDC Hardware controlling a single terminal unit, configure the
Devi ce (bj ect Nane and Device bject Description as indicated on the
Poi nts Schedul e and as specified.

kkkkkkkkkkkkkkkkkkkkkkkkkhkhhkkkkkkkkkkkkkkkhhkhkkkkkkkkkkkkhkhhkhhkkkkkkkkkkk

NOTE: Indicate who is authorized to approve
alternative object (point) nanes and descriptions.

*% *% *% *% *% *% *% *% *% *% *% *% *%%

When Points Schedule entries exceed the length linmitations in the device,
notify [ ] and provide recomended alternatives for approval

3.1.3.3 Ni agara Franework Point Nanes and Descriptions

kkkkkkkkkkkkkkkkkkkkkkkkkkhhkhkkkkkkkkkkkkhkhhkkkkkkkkkkkkkkhkhkhkhkhkkkkkkkkkkk

NOTE: This subpart is only required for N agara
Franmewor k based systens and is only included when
the NI AGARA FRAMEWORK tailoring option is selected.

*% *% *% *% *% *% *% *% * *% *% *% *%%

Configure the names and descriptions of all Points in N agara Franework
Supervi sory Gateways as indicated on the Points Schedul e and as specifi ed.

3.1.3.4 Ni agara Station |IDs

*% *% *% *% *% *% *% *% *% *% *% *% *%%

NOTE: This subpart is only required for N agara
Franmewor k based systens and is only included when
the NI AGARA FRAMEWORK tailoring option is selected.

*% *% *% *% *% *% *% *% * *%%

Ensure that N agara Station IDs of new N agara Framework Supervisory
Gat eways are maintained as unique within UMCS front-end, including ensuring
they do not conflict with any existing N agara Station |D.

3.1.3.5 Hand-OFf-Auto (HHO A) Switches

*% *% *% *% *% *% *% *% *% *% *% *% *%%

NOTE: See al so DDC Hardware i n PART 2.

The bracketed text is a general requirenment for
H O A switches and should only be included if such a

requirenent is absolutely necessary. It is best
practice to use overrides in lieu of HO A
switches. If HOA switches are specifically

required by the project site it is best to renove
the bracketed text and indicate which points require
H O A switches on the Points Schedul es.
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Not e that many sequences al ready have H O A switch
requi renents for nmotors i ndependent of any ot her
H O A requirenents.

Sel ect the desired capability for external swtches
for anal og outputs

kkkkkkkkkkkkkkkkkkkkkkkkkhkhhkhkkkkkkkkkkkkkhhkhkkkkkkkkkkkkhkhhkhkhkhkkkkkkkkkk

Provide Hand-Of-Auto (H-OA) switches [for all DDC Hardware anal og outputs
and binary outputs used for control of systens other than terminal units,
]as specified and as indicated on the Points Schedule. Provide H O A
switches that are integral to the controller hardware, an external device
co-located with (in the sanme enclosure as) the controller, integral to the
control | ed equi prment, or an external device co-located with (in the sane
encl osure as) the controlled equi pnent.

a. For HO A switches integral to DDC Hardware, neet the requirenents
specified in paragraph DI RECT DI G TAL CONTROL (DDC) HARDWARE

b. For external HO A switches used for binary outputs, provide for
overriding the output open or closed.

c. For eternal HO A switches used for anal og outputs, provide for
overriding [to O percent or 100 percent][through the range of 0 percent
to 100 percent].

.1.3.6 Local Display Panels

*% *% *% *% *% *% *% *% *% *% *% *% *%%

NOTE: Designer nust indicate on each Points
Schedul e which points, if any, are to be displayed
or adjustable froman LDP

Desi gner should coordinate with the project site to
det ermi ne nunber and | ocation of LDPs needed and
show on them on the draw ngs.

*kkkkkkkkkkkkkkkkkkkkkkkkkkhhkhkkkkkkkkkkkkhkhhkhkkkkkkkkkkkhkhhkhhkkkkkkkkkkik

*kkkkkkkkkkkkhkkkkkkkkkkkkhkhhkhkkkkkkkkkkkkhkhhkhkhkkkkkkkkkkkhkhhkhhkhkkkkkkkkkk

NOTE: This subpart uses tailoring options: the text
"points in a N agara Framewor k Supervisory Gateway
or " is only included when the NI AGARA FRAMEWORK
tailoring option is selected.

kkkkkkkkkkkkkkkkkkkkkkkkkkhhkhkkkkkkkkkkkkhkhhkkkkkkkkkkkkkkhkhkhkhkhkkkkkkkkkkk

Provide LDPs to display and override val ues of
points in a N agara Franework Supervisory Gateway or ASHRAE 135 (bj ect

Properties as indicated on the Points Schedule. Install LDPs displaying
points for anything other than a terminal unit in the same roomas the

equi prent. Install LDPs displaying points for only terminal units [in a
mechani cal roomcentral to the group of terminal units it serves][__ ].

For LDPs using WiteProperty to conmandabl e objects to inplenent an
override, wite values with priority 9

.1.3.7 M5/ TP Sl ave Devi ces

Configure all MS/ TP devices as Master devices. Do not configure any
devices to act as slave devices.
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3.1.3.8 Change of Value (COV) and Read Property

a. To the greatest extent possible, configure all devices to support the
Subscri beCOV service (the DS-COV-B BIBB). At a mininmum all devices
supporting the DS-RP-B BI BB, other than devices controlling only a
single termnal unit, nust be configured to support the DS-COV-B BI BB.

b. Wenever supported by the server side, configure client devices to use
t he DS- COv- A BI BB

3.1.3.9 Engi neering Units

*kkkkkkkkkkkkkkkkkkkkkkkkkkhhhhkkkkkkkkkkkkkhhkhkkkkkkkkkkkkhkhkhkhhkkkkkkkkkkk

NOTE: Coordinate with site and sel ect either
English or SI units for the building control system
devi ces based on the standard used at the project
site. Units nust NOT be changed between BACnet
projects at a site as units MJST be standardized
across the entire UMCS. Also note that this choice
af fects how val ues are stored and/ comruni cated in
the system not necessarily how they are displ ayed
at the front end

Keep the first section of bracketed text for Sl
(Metric) units, and the second for IP (English)
units.

[ Configure devices to use SI (Metric) units as follows:
a. Tenperature in degrees C
b. Air or natural gas flows in Liters per Second (LPS)
c. Water flowin Liters per Second (LPS)
d. Steamflow in kilograns per second (kg/s)
e. Differential Air pressures in Pascals (Pa)
f. Water, steamand natural gas pressures in kiloPascals (kPa)
g. Enthalpy in kiloJdoules per kilogram (kJ/kg)
h. Heating and Cooling Energy in kilowatt-hours (kWh)
i. Heating and Cooling load in kilowatts (kW
j. FElectrical Power: Kkilowatts (kW

k. Electrical Energy: kilowatt-hours (kWh)][ Configure devices to use
Engl i sh (1 nch-Pound) engineering units as foll ows:

a. Tenperature in degrees F

b. Air or natural gas flows in cubic feet per nminute (CFM
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c. Water in gallons per mnute (GPM

d. Steamflow in pounds per hour (pph)

e. Differential Air pressures in inches of water colum (IW0)
f. Water, steam and natural gas pressures in PS

g. Enthalpy in BTUIb

h. Heating and cooling energy in MBTU (1MBTU = 1, 000, 000 BTU))
i. Cooling load in tons (1 ton = 12,000 BTU hour)

j. Heating load in MBTU hour (1MBTU = 1,000,000 BTU)

k. Electrical Power: Kkilowatts (kW

I. Electrical Energy: kilowatt-hours (kWh)]

3.1.3.10 Qccupancy Modes

*% *% *% *% *% *% *% *% *% *% *% *% *%%

NOTE: Intent is to standardize node enunerations
for operational nodes. Sequences will be defined in
Speci fication Section 23 09 93 SEQUENCES OF
OPERATI ON FOR HVAC CONTROL

*kkkkkkkkkkkkkkkkkkkkkkkkkhkhhhhkkkkkkkkkkkkkhkhkkkkx *%* kkkkkkkkkkkkkk

Use the foll owi ng correspondence between val ue and occupancy node whenever
an occupancy state or value is required:

a. OCCUPI ED node: a val ue of one
b. UNCCCUPI ED node: a value of two
c. WARM UP/ COOL- DOWN ( PRE- OCCUPANCY) node: a val ue of three

Note that el sewhere in this Section the Schedule Object is required to al so
support a value of four, which is reserved for future use. Al so note that
the behavior of a systemin each of these occupancy nodes is indicated in
the sequence of operation for the system

3.1.3.11 Use of BACnet (hjects

kkkkkkkkkkkkhkkkkkkkkkkkkhkhhkhkkkkkkkkkkkkhkhhkhhkhkkkkkkkkkkkhkhhkhkhkkkkkkkkkk

NOTE: This subpart uses tailoring options: the text
"Except as specifically indicated for N agara
Franework Cbjects, " is only included when the

NI AGARA FRAMEWORK tailoring option is selected.

*% *% *% *% *% *% *% *% * * *%%

Except as specifically indicated for N agara Framework Objects, Use only
standard non-proprietary ASHRAE 135 bjects and services to acconplish the
proj ect scope of work as foll ows:

a. Use Analog Input or Analog Qutput Objects for all analog hardware 1/Q
Do not use Anal og Val ue Object for anal og hardware 1/0

b. Use Binary Input or Binary Qutput Cbjects for all binary hardware 1/0QO
Do not use Binary Value Objects for binary hardware I/Q
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c. Use Analog Value hjects for anal og setpoints.
d. Use Accunul ator Objects or Anal og Val ue bjects for pul se inputs.
e. For occupancy nodes, use Miltistate Value Ohjects and the

correspondence between val ue and occupancy node specified in paragraph
OCCUPANCY MCDES.

kkkkkkkkkkkkkkkkkkkkkkkkkhkhhkkkkkkkkkkkkkkhhhkhkhkkkkkkkkkkhkhhkhhkhkkkkkkkkkk

NOTE: The followi ng list paragraph is required only
for NON-Ni agara Franework systens, and is included
only when the NOT Nl AGARA FRAMEWORK tail oring option
i s selected.

*kkkkkkkkkkkkkkkkkkkkkkkkkhkhhhhkkkkkkkkkkkkhkhhkhhkkkkkkkkkkkkhkhhkhhkhkkkkkkkkkik

f. Use Schedule hjects and Cal endar bjects for all scheduling. Use
Trend Log bjects or Trend Log Miultiple Objects for all trending and
Notification Class hjects for trend | og upload. Use a conbination of
Event Enrollnent Objects,Intrinsic Alarming, and Notification C ass
oj ects for alarm generati on.

*% *% *% *% *% *% *% *% *% *% *% *% *%%

NOTE: The followi ng list paragraph is required only
for Niagara Franmework systens, and is included only
when the NI AGARA FRAMEWORK tailoring option is
selected.
f. Use a conbination of N agara Franmework Al arm Ext ensions and Al arm
Services, Intrinsic Alarming, and Notification Cass Objects for alarm
generati on.

g. For all other points shown on the Points Schedule as requiring an
ASHRAE 135 Obj ect, use the bject type shown on the Points Schedul e or,
if no bject Type is shown, use a standard Cbject appropriate to the
point.

3.1.3.11.1 Ni agara Framework Objects

*kkkkkkkkkkkkhkkkkkkkkkkkkhkhhkhkkkkkkkkkkkkhkhhkhkhkkkkkkkkkkkhkhhkhhkhkkkkkkkkkk

NOTE: This subpart is only required for N agara
Franewor k based systens and is only included when
the NI AGARA FRAMEWORK tailoring option is selected.

*kkkkkkkkkkkkkkkkkkkkkkkkkkhkkhhhkkkkkkkkkkkkk *kkkkkkkkkkkkkkkkkkkkkkk

Points in the N agara Framework Supervisory Gateway, even if used in a
sequence or are shown on the Points Schedule, are not required to be
exposed as BACnet (hjects unless they are required to be available on the
net wor k by anot her device or sequence of operation (i.e. there is sone

ot her reason they are needed).

Use a N agara Framework Supervisory Gateway as specified for all scheduling
and trending. Use a N agara Framework Supervisory Gateway as specified for
all alarmng except for intrinsic alarning.

3.1.3.12 Use of Standard BACnet Services

*kkkkkkkkkkkkkkkkkkkkkkkkkhkhhkhkkkkkkkkkkkkkhhkhkkkkkkkkkkkkhkhkhkhkhkkkkkkkkkk

NOTE: This subpart uses tailoring options: the text
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"(including Niagara Framewor ks Supervisory Gateways
when communi cating with non-Ni agara Framework DDC
Hardware)" is only included when the N AGARA
FRAMEWORK tailoring option is selected.

*% *% *% *% *% *% *% *%%

Except as noted in this paragraph, for all DDC Hardware (including N agara
Framewor ks Supervi sory Gateways when conmmuni cating with non-N agara
Framewor k DDC Har dware) use Standard BACnet Services as defined in this
speci fication (which excludes some ASHRAE 135 services) exclusively for
application control functionality and comuni cati on.

DDC Har dware that cannot neet this requirenent nay use non-standard
services provided they can provide identical functionality using Standard
BACnet Servi ces when conmmuni cating with BACnet devices froma different
vendor. \en inplenmenting non-standard services, document all non-standard
services in the DDC Hardware Schedul e as specified and as specified in
Section 23 09 00 | NSTRUMENTATI ON AND CONTROL FCR HVAC

3.1.3.13 Devi ce Application Configuration
a. For every property, setting or value shown on the Points Schedul e or
ot herwi se indicated as Configurable, provide a value that is retained
t hrough | oss of power and can be changed via one or nore of:

(1) BACnet services (including proprietary services)

(2) Hardware settings on the device

*% *% *% *% *% *% *% *% *% *% *% *% *%%

NOTE: The followi ng item paragraph is required only
for Ni agara Framework systems and is only included
when the NI AGARA FRAMEWORK tailoring option is
selected.

*% *% *% *% *% *% *% *% *% *% *% *% *%%

(3) The N agara Franewor k

kkkkkkkkkkkkhkkkkkkkkkkkkhkhhkhkkkkkkkkkkkkhkhhkhkhkkkkkkkkkkkhkhkhkhhkkkkkkkkkkk

NOTE: The followi ng |ist paragraph uses tailoring
options: the text "in non-Ni agara Franework
Hardware" is only included when the N AGARA
FRAVEWORK tailoring option is selected.

kkkkkkkkkkkkhkkkkkkkkkkkkhkhhkhkkkkkkkkkkkkhkhhkhhkhkkkkkkkkkkkhkhhkhkhkkkkkkkkkk

b. For every property, setting or value in non-N agara Franmework Hardware
shown on the Points Schedul e or otherw se indicated as Qperator
Configurable, provide a value that is retained through | oss of power
and can be changed via one or nore of:

(1) A Witable Property of a standard BACnet bject

(2) A Property of a standard BACnet Object that is Witable when
Qut_ O _Service is TRUE and Qut_Of _Service is Witable.

kkkkkkkkkkkkkkkkkkkkkkkkkhkhhkkkkkkkkkkkkkkhkhhkhkkkkkkkkkkkkhkhhkhhkkkkkkkkkkk

NOTE: The followi ng item paragraph is required only
for Ni agara Framework systems and is only included
when the NI AGARA FRAMEWORK tailoring option is
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selected.

*kkkkkkkkk

*

*%k%

*kkkkkhkkk

*kkk

kkkkkkkkkkkkkkkkkkkkkkhkhkhkhkkkkkkkkkik

(3) Using sone other nethod supported by a Niagara Franework
Supervi sory Gat eway

*%

*%

*%

*%

*% *% *% *% *% *% *%%

NOTE: The following TWD | i st paragraphs are required
Ni agara Framework systens and are only

i ncl uded when the NI AGARA FRAMEWORK tail oring option
i s selected.

only for

*% *%

*%

*%

*%

*%

*% *% *% *% *% *% *%%

c. Configure Ni agara Franework Supervisory Gateways such that the
setting or value is configurable froma Ni agara Franmework

property,

Fr ont

d. For

3.1.3.14

End.

every property, setting or value in a N agara Framework Supervisory
Gat eway which is shown on the Points Schedul e or otherw se indicated as
Operator Configurable, configure the value to be configurable from
within the Ni agara Framework such that it can be configured froma
system graphi c page at a Ni agara Framework Front End.

Ni agara Franewor k Engi neering Too

*% *%

*%

*%

*%

*%

*% *% *% *% *% *% *%%

NOTE: This subpart is only required for N agara
Franmewor k based systens and is only included when

the NI AGARA FRAMEWORK tailoring option is selected.

*% *%

*%

*%

*%

*%

*% *% * *% *% *%%

Use the Niagara Framework Engi neering Tool to fully discover the field

contr ol

system and make all field control systeminformation available to

the N agara Framewor k Supervi sory Gateway. Ensure that all points on the
poi nts schedul e are available to the front end via the Fox protocol

[3.1.3.15

Graphi cs and Wb Pages

*k%

*kkkkkhkhkk

kkkkkkkkkkkkkkkkkkkkkkhkhhhhkkkkkkkkkkkkhhhkk

NOTE: This subpart is only required for N agara
Franmewor k based systens and is only included when

the NI AGARA FRAMEWORK tailoring option is selected.

*%

*%

*%

*%

*% *% * * * *%%

*k%

NOTE:

*kkkkkhkkk

kkkkkkkkkkkkkkkkkkkkkkhkhhkhkkkkkkkkkkkkhhhkk

Only include this requirenment if requiring

web pages served fromthe N agara Franmework
Supervi sory Gateway. Select options based on
pr oj ect

requi renents.

Note that serving web pages fromthe Ni agara
Framewor k Supervi sory Gateway is normally not
necessary as web pages will typically be served from
a Niagara Franmework front end

The contractor will require a certificate for the
Wb Server
Coordinate with the project site |IT organi zati on
(NEC) to obtain this certificate

(in order to use HTTPS as required here).
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Configure Niagara Framework Supervisory Gateways to use web pages to
provi de a graphical user interface including System Displays[ using the
project site sanple displays], including overrides, as indicated on the
Poi nts Schedul e and as specified. Label all points on displays with [ful
Engl i sh | anguage descriptions][the point nane as indicated on the Points
Schedul e] [t he point description as indicated on the Points

Schedule][__ ]. Configure user perm ssions for access to and executions
of action using graphic pages. Coordinate user permissions with [the
[Controls] [HVAC] [Electrical] shop supervisor][_ ]. Configure the web

server to use HTTPS based on the Transport Layer Security (TLS) protocol in
accordance with RFC 5246 using a Governnent furnished certificate.

13.1.4  Scheduling, Alarmng, Trending, and Overrides

3.1.4.1 Scheduling

*% *% *% *% *% *% *% *% *% *% *% *% *%%

NOTE: The foll owi ng designer note and paragraph text
are only required for NON- N agara Framework based
systems and are only included when the NOT N AGARA
FRAVEWORK tailoring option is selected.

*% *%%

*% *% *% *% *% *%

kkkkkkkkkkkkkkkkkkkkkkkkkkhhkhkkkkkkkkkkkkhkhhkkkkkkkkkkkkkkhkhkhkhkhkkkkkkkkkkk

NOTE: I ndicate the nunmber of blank schedul e objects
required for later use. |In determning this nunber
keep in mnd that this is for future support (adding
nore schedul es after the systemis conpleted) and
that one schedul e can be used for nultiple HVAC

syst ens.

kkkkkkkkkkkkkkkkkkkkkkkkkkhhkhhkkkkkkkkkkkkkhhkhkkkkkkkkkkkkkhkhkhhkhkkkxkx

*k%

Configure schedul es in BACnet Scheduling Objects to schedule systens as
i ndi cated on the Points Schedul e and as specified using the indicated

correspondence between val ue and occupancy node. |f no devices supports
bot h the SCHED-E-B and DM OCD-B BI BBS for Schedul e Objects, provide
[5] ] blank Schedul e hjects in DDC Hardware BTL |isted as B-BCs and

supporting the SCHED-E-B BIBB for |ater use by the site.

*% *% *% *% *% *% *% *% *% *% *% *% *%%

NOTE: This followi ng paragraph is only required for
Ni agara Franmework based systens and is only included
when the NI AGARA FRAMEWORK tailoring option is

sel ect ed.

*% *% *% *% *% *% *% *% *% *% *% *%

Configure schedules in Niagara Framework Supervisory Gateway using N agara
Schedul e Objects as indicated on the Points Schedul e and as specifi ed.

When the schedule is controlling occupancy nodes in DDC Hardware other than
a N agara Framewor k Supervisory Gateway use the indicated correspondence
bet ween val ue and occupancy node.

*%%

*% *% *% *% *% *% *% *% *% *% *% *% *%%

NOTE: Indicate if a comon schedule may be used for
multiple Terminal Units (TUs). If allow ng a common
schedule for nultiple TUs: keep the 'group of
bracketed text, and decide if TU groupings will be

i ncl uded on the draw ngs (keep the 'as indicated
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bracketed text) or if the Contractor should decide
on groupings (renmove the 'as indicated bracketed
text).

kkkkkkkkkkkkkkkkkkkkkkkkkkhhkhkkkkkkkkkkkkkhhkhkkkkkkkkkkkkkhhhkhhkhkkkkkkkkkk

Provi de a separate schedule for each AHU including it's associated Term na
Units and for each stand-alone Ternminal Unit (those not dependent upon AHU
service)[ or group of stand-alone Terminal Units acting according to a
conmon schedul e[ as indicated]].

.1.4.2 Al arm Confi guration

*% *% *% *% *% *% *% *% *% *% *% *% *%%

NOTE: This subpart is only required for N agara
Franmewor k based systens and is only included when
the NI AGARA FRAMEWORK tailoring option is selected.

*% *% *% *% *% *% *% *% * *%%

Configure alarm generation and nanagenent as indicated on the Points
Schedul e and as specified. Configure alarmgeneration in N agara Franmework
Supervi sory Gateways using N agara Franmework Al arm Extensions and Al arm
Services or in other DDC Hardware (not N agara Franmework Supervisory

Gat eways) using ASHRAE 135 Intrinsic Al arm ng. Configure alarm nanagenent
and routing for all alarns, including those generated via intrinsic
alarmng in other devices, in the N agara Franmework Supervisory Gateway
such that the alarns are able to be accessed fromthe N agara Franework
Front End.

Where Intrinsic Alarnming is used, configure intrinsic alarmng as specified
i n paragraph "Configuration of ASHRAE 135 Intrinsic Al arm Generation"
Configure a N agara Franework Supervisory Gateway to provide a neans to
configure the intrinsic alarm paranmeters such that the Intrinsic Alarmis
configurable fromthe front end via the N agara FranmeworKk.

.1.4.3 Configuration of ASHRAE 135 Intrinsic Al arm Generation

*kkkkkkkkkkkkkkkkkkkkkkkkkkhhkhkkkkkkkkkkkkhkhhkhkkkkkkkkkkkhkhhkhhkkkkkkkkkkik

NOTE: This subpart uses tailoring options: The text
"ASHRAE 135 Intrinsic" in the subpart title is only
i ncl uded when the NI AGARA FRAMEWORK tail oring option
is selected.

The foll owi ng sentence is included only when the
NI AGARA FRAMEWORK tailoring option is sel ected.

*kkkkkkkkkkkkkkk *%* *%* kkkkkkkkkkkkkkkkkkkkkkkkkhkhkhkkhkkx

Intrinsic alarmgeneration nust neet the follow ng requirenents:

*kkkkkkkkkkkkkkkkkkkkkkkkkhkhhkkkkkkkkkkkkkkhkhhkhkkkkkkkkkkkkhkhhkhkhkhkkkkkkkkkk

NOTE: The foll owi ng paragraph (up to but not
including the list itens) is included only when the
NOT NI AGARA FRAMEWORK tailoring option is sel ected.

*% *% *% *% *% *% *% *% *% *% *% *%%

Configure al arm generation as indicated on the Points Schedul e and as
specified using Intrinsic Alarmi ng in accordance with ASHRAE 135 or

Al gorithmic Alarming in accordance with ASHRAE 135. Al arm generation nust
nmeet the follow ng requirenents:
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Send al arm events as Alarms (not Events).
Use the ConfirmedNotification Service for alarm events.

For al arm generation, support two priority levels for alarns: critical
and non-critical. Configure the Priority of Notification Cass Objects
to use Priority 112 for critical and 224 for non-critical alarnmns.

Nurmber of Notification Cass Objects for Al arm Generation:

(1) If the device inplenents non-critical alarms, or if any Chject in
t he device supports Intrinsic Alarnms, then provide a single
Notification Class Cbject specifically for (shared by) all
non-critical alarnmns.

(2) If the device inplenents critical alarns, provide a single
Notification Class hject specifically for (shared by) all
critical alarms.

(3) If the device inplenents both critical and non-critical alarms,
provide both Notification Class bhjects (one for critical, one for
non-critical).

(4) If the device controls equi pnent other than a single term nal
unit, provide both Notification Cass Cbjects (one for critical,
one for non-critical) even if no alarmgeneration is required at
time of installation.

For all intrinsic alarns configure the Limt_Enable Property to set
both Hi ghLi m t Enabl e and LowLi mtEnable to TRUE. |If the specified
alarm conditions are for a single-sided alarm (only H gh_Linit used or
only Low Linmit used) assign a value to the unused linmt such that the
unused alarmcondition will not occur.

For all objects supporting intrinsic alarmng, even if no alarm
generation is required during installation, configure the follow ng
Properties as foll ows:

(1) Notification_Class to point to the non-Critical Notification C ass
bj ect in that device.

(2) Limt_Enable to enable both the Hi ghLi m t Enabl e and LowLi ni t Enabl e

(3) Notify Type to Alarm

*% *% *% *% *% *% *% *% *% *% *% *%%

NOTE: The followi ng list paragraph (and the two item
par agraphs below it) is required only for

NON- Ni agara Framework systenms and are included only
when the NOT NI AGARA FRAMEWCORK tailoring option is
selected.

*% *% *% *% *% *% *% *% *% *% *% *%%

Use of al arm generation types:
(1) Only use algorithmc alarm generation when intrinsic alarm

generation is not supported by the device or object, or when the
specific alarmconditions cannot be inplenented using intrinsic
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al arm generati on.

(2) Only use renote al arm generati on when the al arm cannot be
generated using intrinsic or local algorithm c alarm generation on
the device containing the referenced property. |If renbte alarm
generation is used, use the sane DDC Hardware for all renote al arm
generation within a single sequence.

kkkkkkkkkkkkkkkkkkkkkkkkkhkhhkkkkkkkkkkkkkkhhhkhkhkkkkkkkkkkhkhhkhhkhkkkkkkkkkk

NOTE: The followi ng list paragraph is required only
for Niagara Franmework systens and are included only
when the NI AGARA FRAMEWORK tailoring option is
selected.
g. Configure the Recipient_List Property of the Notification O ass bject
to point to the N agara Franework Supervisory Gateway nanagi ng the
alarm.

3.1.4.4 Support for Future Al arm Generation

kkkkkkkkkkkkkkkkkkkkkkkkkhkhhhhkkkkkkkkkkkkhkhhkhkkkkkkkkkkkkhkhhkhhkhkkkkkkkkkk

NOTE: This subpart is only required for NON N agara
Franmewor k systenms and is included only when the NOT
NI AGARA FRAMEWORK tailoring option is selected.

kkkkkkkkkkkkkkkkkkkkkkkkkkhhkhkkkkkkkkkkkkhkhkhkhkkkkkkkkkkkkkhkhkhhkkkkkkkkk

For every piece of DDC Hardware, support future alarm generation
capabilities by supporting either intrinsic or additional algorithmc
alarmng. Provide one of the foll ow ng:

a. Support intrinsic alarnming for every Object used by the application in
t hat devi ce.

b. Support additional Event Enrollnent Objects. For DDC hardware
controlling a single terminal unit, support at |east one additiona
object. Oherw se, support at least [4]] ] additional Objects.
Support additional Event_ Enroll ment Objects via one of the foll ow ng:

(1) Provide unused Event _Enrol |l ment Objects on that device.

(2) Support the DM OCD-B BIBB and the creation of sufficient
Event Enrol Il nent bjects on that device.

(3) Provide one or nore devices in the IP network that support the
AE- N-E-B BI BB and have unused Event Enrol | nent Objects.

(4) Provide one or nore devices on the IP network that support the
AE-N-E-B BIBB, the DM OCD-B BIBB, and the creation of sufficient
Event _Enrol | nent Obj ects.

The total nunber of Event Enrollment Cbjects required by the project is the
sum of the individual device requirenments, and the distribution of

Event Enrol |l ment Cbjects anbng devices is not further restricted. (Note
this allows a single device to contain many Event Enrol | nent bjects
satisfying the requirenents for nmultiple devices.)
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3.1. 4.

5 Trend Log Configuration

kkkkkkkkkkkkkkkkkkkkkkhkhhkkkkkkkkkkkkkkkhkhkhkkkkkkkkkkkkhkhhkhkkkrkkkx

NOTE: This subpart is only required for NON- N agara
Franmewor k systenms and is included only when the NOT
NI AGARA FRAMEWORK tailoring option is selected.

*% *% *% *% *% *% *% *% *% *%%

Configure trends in Trend Log or Trend Log Miultiple Objects as
i ndi cated on the Points Schedul e and as specified.

Configure all trend logs (including any provided to support future
trends) to save data on regular intervals using the BUFFER FULL event
to request trend upload fromthe front end.

Configure Trend Log Objects with a m ni mum Buf fer_Size property val ue
of 1,000 and Trend Log Multiple Cbjects with a mninum Buffer_Size
property value of 1,000 per point trended (for exanple, a Trend Log
Multiple Object used to trend 3 points nust have a Buffer_Size Property
val ue of at least 3,000).

Configure a Notification Cass Object in devices doing trending

(i ncl uding devices supporting future trends) to handle the BUFFER FULL
event.

When possible, trend each point using an OQbject in the device
containing the point. Wen it is necessary to trend using a an Object

i n another device, all trends not on the same Device as the Object
bei ng trended nust be on a singe device (i.e. all Trend Log and Trend
Log Multiple Objects used for renpte trending within a sequence nust be
on the sane device).

For each trend log, including any trend | ogs provided to support future
trendi ng, configure the follow ng properties as specified:

(1) Logging Type: Set to Polling

(2) Stop_When_Full: Set to Wap Around

(3) Buffer_Size: Set to 400 or greater

(4) Notification Threshold: Set to 90 percent of ful

(5) Notification_Class: Set to the Notification Cass Object in that
device

(6) Event Enable: Set to TRUE

(7) Log_Interval: Set to 15 m nutes.

g. Future Trendi ng support. Provide support for future trending:

(1) Provide one or nore devices on the Building Control Network
Backbone | P network whi ch support both the T-VMI-E-B and DM OCD-B
BIBBs for Trend Log Objects. Provide sufficient devices to
support the creation of at least [] ] additional Trend Log
hj ects][one additional Trend Log Obhject for every terminal unit
plus 4 additional Trend Log Objects for every non-terminal unit].
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(2) Provide [[ ] additional Trend Log Objects][one additiona
Trend Log Object for every terminal unit plus 4 additional Trend
Log hjects for every non-terminal unit] in one or nore devices on
the Buil ding Control Network Backbone IP network that support the
T-VMI-E-B BIBB for |ater use by the site.

(3) A conbination of these two nethods is pernmitted provided the tota
requi red nunber of Trend Log Objects is mnet.

3.1.4.6 Trending

NOTE: This subpart is only required for N agara
Framewor k systens and i s included only when the
NI AGARA FRAMEWORK tailoring option is selected

*kkkkkkkkkkkkkk *%* *%* kkkkkkkkkkkkkkkkkkkkkkkkkhk *

Performall trending using a Niagara Framework Supervisory Gateway using
Ni agara Framework History Extensions and Ni agara Franework Hi story Service
exclusively.

3.1.4.7 Overrides

*% *% *% *% *% *% *% *% *% *% *% *% *%%

NOTE: The strongly preferred nethod of Overrides is
t hrough Commandabl e Obj ects. Consider carefully

bef ore approving the other method specified here,
and do not approve any other nethod of Overri ding.

*% *% *% *% *% *% *% *% *% *% *%%

NOTE: This subpart uses tailoring options:

1) In the first paragraph, the requirenents to use
Ni agara Franmework for overrides is required only for
Ni agara Franmework systens and is included only when
the NI AGARA FRAMEWORK tailoring option is selected.

2) In the second paragraph, the text "in non-N agara
Franmewor k Supervi sory Gateway DDC Hardware" is
required only for N agara Framework systens and is

i ncl uded only when the NI AGARA FRAVMEWORK tail oring
option is selected.

*% *% *% *% *% *% *% *% *% *% *% *% *%%

Provi de an override for each point shown on the Points Schedul e as
requiring an override. Use the N agara Framework for all overrides to
points in Niagara Framework Supervisory Gateways. For overrides to other
points, provide an override to a point in a N agara Franmework Supervisory
Gateway via the N agara Framework where the Niagara Franmework Supervisory
Gat eway overrides the other point as specified.

Unl ess ot herwi se approved, provide Conmandabl e Objects to support al
Overrides in non-Ni agara Franework Supervisory Gateway DDC Hardware. Wth
specific approval fromthe contracting officer, Overrides for points which
are not hardware outputs and which are in DDC hardware controlling a single
term nal unit may support overrides via an additional Object provided for
the override. No other nmeans of inplenenting Overrides may be used.

a. Were Conmmandabl e Objects are used, ensure that WiteProperty service
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3.

requests with a Priority of 10 or | ess take precedence over the
SEQUENCE VALUE and that WiteProperty service request with a priority
of 11 or nore have a | ower precedence than the SEQUENCE VALUE

b. For devices inplenenting overrides via additional Objects, provide
bj ects which are NOT Witten to as part of the normal Sequence of
Operations and are Witable when Qut_Of _Service is TRUE and
Qut_OF _Service is Witable. Use this point as an Override of the norma
val ue when Qut _Of _Service is TRUE and the nornmal value otherwi se. Note
these Objects nay be nodified as part of the sequence via |oca
processes, but nust not be nodified by | ocal processes when
Qut_O_Service is TRUE

1.5 BACnet Gat eways

kkkkkkkkkkkkkkkkkkkkkkkkkhkhhkkkkkkkkkkkkkkkhhkhkkkkkkkkkkkkhkhhkhhkkkkkkkkkkk

NOTE: The intent of this is to allow the use of
gat eways to packaged equi pnent controllers not
procured under the scope of the project this
specification is used for and not to allowthe
installation of a non-BACnet network connected to a
BACnet network via a gateway except as noted for
Boiler and Chiller Plants.

*% *% *% *% *% *% *% *% *% *% *% *% *%%

The requirements in this paragraph do not pernmit the installation of
hardware not neeting the other requirenments of this section. Al contro
hardware installed under this project nust neet the requirements of this
specification, including control hardware provided as part of a package
unit or as part of HVAC equi pnent specified under another section. Except
as indicated in paragraph Gateways for Boiler or Chiller Plants, al

package units rmust be provided with a BACnet interface neeting the
requirenents of this Section. Only use gateways to connect to pre-existing
control devices, and to boiler or chiller plants as indicated.

.1.5.1 CGeneral Gateway Requirenents

*kkkkkkkkkkkkkkkkkkkkkkkkkkhhkhkkkkkkkkkkkkhkhhkhkkkkkkkkkkkhkhhkhhkkkkkkkkkkik

NOTE: This subpart uses tailoring options for
requi renments specific to Niagara Franework systens.
The phrases "or to Niagara Framework Points" and
"(Note: A Niagara Franmework Supervisory Gateway is
BACnet control hardware.)" are included only when

the NI AGARA FRAMEWORK tailoring option is selected.

kkkkkkkkkkkkkkkkkkkkkkkkkkhkkhhkkkkkkkkkkkkkk *kkkkkkkkhkhkk *kkkkk

Provi de BACnet Gateways to connect non-BACnet control hardware in
accordance with the foll ow ng:

a. Configure gateways to nap witable data points in the controlled
equi prent to Witable Properties of Standard Cbjects, or to N agara
Framework points, as indicated in the Points Schedul e and as specifi ed.

b. Configure gateway to map readable data points in the controlled
equi pnment to Readabl e Properties of Standard Cbjects, or to N agara
Framework points, as indicated in the Points Schedul e and as specifi ed.

c. Configure gateway to support the DS-COV-B BIBB for all points napped to
BACnet (bj ects.
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d. Do not use non-BACnet control hardware for controlling built-up units
or any other equi pment that was not furnished with factory-installed
controls. (Note: A Niagara Franmework Supervisory Gateway i s BACnet
control hardware.)

e. Do not use non-BACnet control hardware for system scheduling functions.

3.1.5.2 Gateways for Boiler or Chiller Plants

A non- BACnet network of nultiple boilers or multiple chillers with a single
gateway is permtted only when all the follow ng conditions are net:

a. Al units are fromthe sane manuf acturer

b. Al units are co-located in the same room and the network connecting
themis fully contained in that room

c. Units are operating using a common "plant" sequence of operation which
stages the units in a manner that requires operational paranmeters be
shared between them and whi ch cannot be acconplished with a single
| ead-1ag command froma third-party controller

d. A request for use of a boiler or chiller plant gateway has been
submitted and approved in accordance with Section 23 09 00
| NSTRUVENTATI ON AND CONTROL FOR HVAC

Connect one network port on the gateway to the Building Control Backbone IP
Network or to a BACnet Ms/ TP network and the other port to the boiler or
chiller network.

.1.5.3 Gateways for Application OGther than Boiler and Chiller Plants

In addition to the General Gateway Requirenents, provide BACnet Gateways to
non- BACnet control hardware other than boiler and chiller plants in
accordance with the foll ow ng

a. Each gateway nust comunicate with and perform protocol translation for
non- BACnet control hardware controlling one and only one package unit.

b. Connect one network port on the gateway to the Buil ding Control
Backbone I P Network or to a BACnet MS/ TP network and the other port to
the single piece of controlled equi pnent.

c. Non-BACnet network wiring connecting the gateway to the package unit

nmust not exceed 3 neters 10 feet in length and nmust connect to exactly
two devices: the controlled equi pment (packaged unit) and the gateway.

-- End of Section --
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