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SECTION 01 31 23.13 20

ELECTRONI C CONSTRUCTI ON AND FACI LI TY SUPPORT CONTRACT MANAGEMENT SYSTEM
05/17

NOTE: This guide specification covers the

requi renents for the Navy use of NAVFAC s web-based
El ectronic Construction and Facility Support
Contract Managenent System (eCMS).

Adhere to UFC 1-300-02 Unified Facilities Guide
Speci fications (UFGS) Fornmat Standard when editing
this gui de specification or preparing new project
specification sections. Edit this guide
specification for project specific requirenents by
addi ng, deleting, or revising text. For bracketed
itens, choose applicable iten(s) or insert
appropriate information.

Renmove information and requirements not required in
respective project, whether or not brackets are
present.

Conment s, suggestions and reconmmended changes for
this gui de specification are wel cone and shoul d be
submitted as a Criteria Change Request (CCR).
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NOTE: This guide specification includes tailoring
options for Design-Build (DB) projects. Selection
or de-selection of a tailoring option will include
or exclude that option in the section, but editing
the resulting section to fit the project is stil
required.
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NOTE: Use of eCMs (and this Section) is mandatory
on NAVFAC projects greater than $150,000. Use of
eCMS is optional on projects |less than $150, 000.
Contact the adm nistering FEAD/ RO CC office to
determine if eCM5S is necessary for projects |ess

t han $150, 000.
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PART 1 GENERAL

1.

1.

1 CONTRACT ADM NI STRATI ON

Utilize the Naval Facilities Engi neering Command's (NAVFAC s) El ectronic
Construction and Facility Support Contract Managenent System (eCMs) for the
transfer, sharing and managenent of electronic technical subnmttals and
docunents. The web-based eCM5 is the designated means of transferring
techni cal documents between the Contractor and the Governnent. Paper media
or e-muail submission, including originals or copies, of the docunents
identified in Table 1 are not permtted, except where eCM5 i s unavail abl e
or non-functional. Contact the Contracting Oficer's Representative (COR)
regarding availability of eCMs training and reference materi al s.

.2 USER PRI VI LEGES

The Contractor will be provided access to eCMs. All technical submttals
and docunents nust be transmtted to the Government via the COR  Project
roles and systemroles will be established to control each user's nenu,
application, and software privileges, including the ability to create,
edit, or delete objects.

3 SUBMITTALS

NOTE: Review Subnittal Description (SD) definitions
in Section 01 33 00 SUBM TTAL PROCEDURES and edit
the following list to reflect only the subnmittals
required for the project.

The Guide Specification technical editors have
designated those itens that require Governnent
approval, due to their conplexity or criticality,
with a "G" GCenerally, other submittal itenms can be
reviewed by the Contractor's Quality Control

System Only add a "G' to an item if the submttal
is sufficiently inmportant or conplex in context of

t he project.

For subnmittals requiring Government approval on Arny
projects, a code of up to three characters within
the submttal tags nmay be used following the "G'
designation to indicate the approving authority.
Codes for Arny projects using the Resident
Managenent System (RMS) are: "AE" for
Architect-Engineer; "DO' for District Ofice

(Engi neering Division or other organization in the
District OOfice); "AO" for Area Ofice; "RO for
Resident O fice; and "PO' for Project Ofice. Codes
following the "G' typically are not used for Navy,
Air Force, and NASA projects.

Use the "S" classification only in SD-11 C oseout
Submittals. The "S" following a submttal item

i ndicates that the submittal is required for the
Sustai nability eNotebook to fulfill federally

mandat ed sustai nabl e requirenents in accordance with
Section 01 33 29 SUSTAI NABI LI TY REPORTI NG
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Choose the first bracketed itemfor Navy, Air Force
and NASA projects, or choose the second bracketed
itemfor Army projects.
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NOTE: For Design-Build projects, replace 01 33 00
SUBM TTAL PROCEDURES with 01 33 00.05 20

CONSTRUCTI ON SUBM TTAL PROCEDURES and 01 33 10.05 20
DESI GN SUBM TTAL PROCEDURES.

*% *% *% *% *% *% *% *% *% *% *% *% *%%

Governnment approval is required for submttals with a "G' designation;
submittals not having a "G' designation are [for Contractor Quality Control
approval . ][for information only. When used, a designation follow ng the
"G' designation identifies the office that will review the submttal for
the Governnment.] Submittals with an "S" are for inclusion in the

Sustai nability eNotebook, in conformance with Section 01 33 29

SUSTAI NABI LI TY REPORTING. Subnmit the followi ng in accordance with Section
01 33 00 SUBM TTAL PROCEDURES:

SD-01 Preconstruction Subnmittal s
List of Contractor's Personnel; ¢, [__ 1]
.4 SYSTEM REQUI REMENTS AND CONNECTI VI TY
4.1 General

The eCMs requires a web-browser (platformneutral) and |nternet

connection. (btain froman approved vendor an External Certification

Aut hority (ECA), Primary Key Infrastructure (PKlI) certificate, or other
simlar digital identification to support two-factor authentication and
access to eCVMs. Provide and mai ntain conputer hardware and software for
the eCVS access throughout the duration of the contract for al
Contractor-designated users. Provide connectivity, speed, bandw dth, and
access to the Internet to ensure adequate functionality. Neither upgrading
of the Contractor's conputer system nor del ays associated fromthe usage of
the eCMs will be justification or grounds for a time extension or cost

adj ustnent to the Contract.

.4.2 Contractor Personnel List
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NOTE: This paragraph contains tailoring for
Design-Build.

*% *% *% *% *% *% *% *% *% *% *% *% *%%

Wthin 20 cal endar days of contract award, provide to the Contracting
Oficer alist of Contractor's personnel who will have the responsibility
for the transfer, sharing and managenent of el ectronic design, technical
submittals and docunents and will require access to the eCM5. Project
personnel roles to be filled in the eCMs include the Contractor's Project
Manager, Designer of Record, Superintendent, Quality Control (QC) Manager,
and Site Safety and Health O ficer (SSHO . Personnel nust be capabl e of
el ectroni ¢ docunent managenent. Notify the COR i medi ately of any
personnel changes to the project. The Contracting Oficer reserves the
right to performa security check on all potential users. Provide the
followi ng information:
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First Nane

Last Nanme

E-mai | Address

Ofice Address

Project Role (e.g. Project Manager, QC Manager, Superi ntendent)

1.4.3 Field Adm ni stration

Provide a tablet computer with a Cormon Access Card (CAC) reader at the job
site for Government use only. The tablet conputer nust have a web-browser,
built-in canera, and cellular data connectivity. The tablet conputer nust
be fully charged and nade available at all tinmes for Governnent use to
facilitate the input of construction data at the job site. After

compl etion of the work, reset the tablet conputer to factory default
settings. The tablet conputer remains the property of the Contractor and
must be renoved fromthe site.

1.5 SECURI TY CLASSI FI CATI ON

I n accordance with Departrment of Navy guidance, all nmilitary construction
contract data are unclassified, unless specified otherwise by a properly
designated Original Classification Authority (OCA) and in accordance with
an established Security Cassification Guide (SCG. Refer to the project's
OCA when questions arise about the proper classification of information.

The eCMs5 and tabl et conputer rmust only be used for the transaction of

uncl assified informati on associ ated with construction projects. In
conformance with the Freedom of Information Act (FO A), Departnment of

Def ense Manual 5200.01-V4: DoD Information Security Program Controlled
Uncl assified Information (CU ), and DoD requirenents, any unclassified

proj ect docunentation uploaded into the eCM5 nust be designated either "U -
UNCLASSI FI ED' (U) or "FOUO - UNCLASSI FI ED- FOR OFFI Cl AL USE ONLY" (FOUO) .

1.6 ECVS UTI LI ZATI ON

Establ i sh, maintain, and update data and docunentation in the eCV5
t hroughout the duration of the contract.

1.6.1 I nformation Security Cl assification/ldentification

The eCMs nust be used for the transmittal of the follow ng docunents. This
requi renent supersedes conflicting requirenents in other sections),

however, submittal reviewtines in Section 01 33 00 SUBM TTAL PROCEDURES
remai n applicable. Table 1 - Project Documentation Types provides the
appropriate U and FOUO designations for various types of project

docunents. Construction docurments requiring FOUO status nust be narked
accordingly. Apply the appropriate markings before any docunent is

upl oaded into eCMs. Markings are not required on U docunents.

Table 1 also identifies which eCMs application is to be used in the
transmttal of data (these are subject to change based on the | atest
software configuration). |If a designated application is not functiona
within 4 hours of initial attenpt, defer to the Submttal application and
submit the required data as an upl oaded portabl e docunent (e.g. PDF), word
processor, spreadsheet, draw ng, or other appropriate format. Hard copy or
e-mai |l submi ssion of these itens is acceptable only if eCM5 i s docunent ed
to be not available or not functional. For Subnmittals, select the

following:
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Preparati on by = Contractor

per sonnel

assigned to prepare the submttal

Approval by = Contracting O ficer Representative (COR)
Ret urned by = Design Lead/ Manager
Forwarded to = Contractor project nanager
Table 1 - Project Docunentation Types
SUBJECT/NAME CLASS REMARKS ECVS APPLI CATI ON
As-Bui |t Draw ngs U Locations of sensitive areas nust be Document
| abel ed as either "Controlled Area" management,
or "Restricted Area" and may be shown |documents,
on uncl assified docunents with the submittals

approval from Site Security Manager

Base Access
Request/Approval

FOUO

1. Verify applicability with | ocal
installation security procedures via
the Admi nistrative Contracting
Ofice

2. Redact Social Security Nunbers
(SSNs) prior to upload into eCV5,

unl ess SSNs are required by the |ocal
security office to support security
cl earance investigations or

verifications

Communications
management,
communications

Bui | di ng I nformation U 1. Locations of sensitive areas nust Document
Modeling (BI M be | abel ed as either "Controlled management,
Area" or "Restricted Area" and may be |documents,
shown on uncl assifi ed docurments with submittals
the approval from Site Security
Manager
2. Design reviews will be perforned
in existing "Dr Checks"
Construction Permts U Refer to rules of the issuing Document
activity, state or jurisdiction management,
documents,
submittals
Construction U After the schedule submittal is Document
Schedules approved by the COR inport the management,
(Activities and schedul e file into the scheduling documents,
Milestones) application, and sel ect "Approve" to submittals

establi sh a new schedul e baseline
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SUBJECT/NAME CLASS REMARKS ECMS APPLI CATI ON
Construction FOUO Document
Schedules management,
(Cost-Loaded) documents,
submittals
DD 1354 Transfer of U Document
Real Property management,
documents,
submittals
Dai | y Production FOUO |Provi de weat her conditions, crew size, [Site nanagenent,

Reports

man- hour s, and nmaterials

information

equi pnent ,

Dai |y Report

Daily Quality FOUO |Provi de QC Phase, Definabl e Features Sit e nanagenent,
Control (QC) Reports of Work Dai |y Report

Identify visitors
Desi gns and U 1. Locations of sensitive areas nust Document
Specifications be | abel ed as either "Controlled management,

Area" or "Restricted Area" and nmay be |[documents,

shown on uncl assified docunments wth submittals

the approval from Site Security

Manager

2. Design reviews will be perforned

in existing "Dr Checks"
Envi ronnental Notice U Refer to rules of the issuing Document
of Violation (NOV), activity, state or jurisdiction management,
Corrective Action documents,
Plan submittals
Environmental FOUO Document
Protection Plan (EPP) management,

documents,
submittals

Jobsite U Document
Documentation, management,
Bul I etin Board, documents,
Labor Laws, SDS submittals
Meeting M nutes FOUO Communication

management,
neeting mnutes
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SUBJECT/NAME CLASS REMARKS ECMS APPLI CATI ON
Operations & U 1. Locations of sensitive areas nust Document
Mai nt enance Support be | abel ed as either "Controlled management,
Information Area" or "Restricted Area" and may be |documents,
(OMSl/eOMSI), shown on uncl assified docunents with submittals
Facility Data the approval fromSite Security
Worksheet Manager
2. Design reviews will be perforned
in existing "Dr Checks"
Photographs U Subj ect to base/installation Document
restrictions management,
documents,
submittals
M Initial Phase FOUO Sit e nanagenent,
Checklists Checklists
QCM Preparatory FOUO Sit e nanagenent,
Phase Checklists Checklists
Quality Control Plans| FOUO Document
management,
documents,
submittals
QC Certifications U Document
management,
documents,
submittals
QC Punch Li st U Sit e nanagenent,
Punch lists
Red- Zone Checkli st U Sit e nanagenent,
Checklists
Rework Itens List FOUO Sit e nanagenent,
Punch lists
Request for FOUO Communications
I nformation (RFI) managenent, RFls
Post-Award
Safety Pl an FOUO Sit e nanagenent,

Dai ly Report
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SUBJECT/NAME CLASS REMARKS ECMS APPLI CATI ON
Safety - Activity FOUO Sit e nanagenent,
Hazard Anal yses (AHA) Dai |y Report
Safety - M shap FOUO Sit e nanagenent,
Reports Dai |y Report
SCIF/SAPF FOUO |Not e: Sonme Construction Security Document
Accreditation pl ans may be classified as Secret. management,
Support Docunents Classified informati on nust not be documents,

upl oaded into eCMS. Refer to the submittals
Site Security Manager, as applicable.
Shop Draw ngs U Locations of sensitive areas nust be Document
| abel ed as either "Controlled Area" management,
or "Restricted Area" and may be shown |documents,
on uncl assified docunents with the submittals
approval from Site Security Manager
Storm Wat er U Refer to rules of the issuing Document
Pol l ution Prevention activity, state or jurisdiction management,
(Notice of Intent - documents,
Noti ce of submittals
Termination)
Subnmittal s and U Document
Submittal Log management,
documents,
submittals
Testing Plans, Logs, FOUO Sit e nanagenent,
and Reports C i nspection and
testing plan
Training/Reference U Document
Materials management,
documents,
submittals
Trai ni ng Records FOUO Document
(Personnel) management,
documents,
submittals
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SUBJECT/NAME CLASS REMARKS ECVMS APPLI CATI ON

Utility FOUO Document

Outage/Tie-In management,

Request/Approval documents,
submittals

Warranties/BOD Letter | FOUO Document
management,
documents,
submittals

Qual ity Assurance FOUO GOV ONLY

Reports and

Conpl i ance Noti ces

O her Governnent - FOUO GOV ONLY

prepared docunents

Al'l O her Docunents FOUO |Refer to FO A gui delines and contact As applicabl e
the FOA official to deternine
whet her exenptions exi st

1.6.2 Mar ki ngs on FOUO docunents

a. Only FOUO docunents being el ectronically uploaded into the eCMS (.docx, .xlsx,
and others as appropriate), and associ ated paper docurments described in
t he paragraph CONTRACT ADM NI STRATI ON requi re FOUO mar ki ngs as
i ndi cated in the subparagraphs bel ow.

b. FOUO docunents that are originally created within the eCVS application
usi ng the web-based forns (RFls, Daily Reports, and others as
appropriate) will be autonatically watermarked by the eCV5 software,
and these do not require additional markings.

c. FQOUO docunents nust be marked "UNCLASSI FI ED// FOR OFFI Cl AL USE ONLY" at
the bottom of the outside of the front cover (if there is one), the
title page, the first page, and the outside of the back cover (if there
is one).

d. FOUO docunents must be marked on the internal pages of the docunent as
"UNCLASSI FI EDY / FOR OFFI CI AL USE ONLY"' at top and bottom

e. Were Installations require digital photographs to be designated FOUQ

pl ace the markings on the face of the photograph
For visual documentation, other than photographs and audio

docunentation, mark with either visual or audio statenents as
appropriate at both the beginning and end of the file.
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PART 2 PRODUCTS
Not Used.

PART 3 EXECUTI ON
Not Used.

-- End of Section --
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