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**************************************************************************
NOTE:   Thi s gui de speci f i cat i on cover s t he 
r equi r ement s f or  a Const r uct i on Cont r act or  ver si on 
of  t he NAVFAC Cyber secur i t y Hygi ene Checkl i st ,  
r equi r ed by t he Joi nt  CNI C/ NAVFAC CYBERSECURI TY 
TASKI NG FOR ASHORE CONTROL SYSTEMS ( dat ed 06 Oct ober  
2016) ,  f or  f aci l i t i es t hat  ar e i n var i ous phases of  
desi gn or  const r uct i on ( i . e. ,  not  yet  i n CNI C' s 
exi st i ng i nvent or y) .   These r equi r ement s ar e based 
on basi c cyber secur i t y hygi ene pr act i ces and have 
mi ni mal  i mpact  t o const r uct i on cost  and schedul e;  
however ,  t hey have a maj or  benef i t  t o del i ver i ng 
i nt er i m secur e f aci l i t i es.

Adher e t o UFC 1- 300- 02 Uni f i ed Faci l i t i es Gui de 
Speci f i cat i ons ( UFGS)  For mat  St andar d when edi t i ng 
t hi s gui de speci f i cat i on or  pr epar i ng new pr oj ect  
speci f i cat i on sect i ons.   Edi t  t hi s gui de 
speci f i cat i on f or  pr oj ect  speci f i c  r equi r ement s by 
addi ng,  del et i ng,  or  r evi s i ng t ext .   For  br acket ed 
i t ems,  choose appl i cabl e i t em( s)  or  i nser t  
appr opr i at e i nf or mat i on.

Remove i nf or mat i on and r equi r ement s not  r equi r ed i n 
r espect i ve pr oj ect ,  whet her  or  not  br acket s ar e 
present.

Comment s,  suggest i ons and r ecommended changes f or  
t hi s gui de speci f i cat i on ar e wel come and shoul d be 
as a Cr i t er i a Change Request  ( CCR) .

**************************************************************************

**************************************************************************
NOTE:   Use t hi s speci f i cat i on on pr oj ect  
speci f i cat i ons wher e cyber secur i t y ver i f i cat i on i s  
r equi r ed f or  f ac i l i t y- r el at ed cont r ol  syst ems.

The f ol l owi ng sect i ons cont ai n cont r ol  syst ems t hat  
must  be secur e:

Sect i on 14 21 13 ELECTRI C TRACTI ON FREI GHT ELEVATORS
Sect i on 14 21 23 ELECTRI C TRACTI ON PASSENGER 
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ELEVATORS
Sect i on 14 24 13 HYDRAULI C FREI GHT ELEVATORS
Sect i on 14 24 23 HYDRAULI C PASSENGER ELEVATORS
Sect i on 21 13 19. 00 20 [ DELUGE] [ PREACTI ON]  FI RE 
SPRI NKLER SYSTEMS
Sect i on 21 13 20. 00 20 FOAM FI RE EXTI NGUI SHI NG FOR 
AI RCRAFT HANGARS
Sect i on 21 13 21. 00 20 FOAM FI RE EXTI NGUI SHI NG FOR 
FUEL TANK PROTECTI ON
Sect i on 21 13 22. 00 20 FOAM FI RE EXTI NGUI SHI NG FOR 
HAZ/ FLAM MATERI AL FACI LI TY
Sect i on 21 13 24. 00 10 AQUEOUS FI LM- FORMI NG FOAM 
( AFFF)  FI RE PROTECTI ON SYSTEM
Sect i on 21 21 01. 00 20 CARBON DI OXI DE FI RE 
EXTI NGUI SHI NG ( HI GH PRESSURE)
Sect i on 21 21 02. 00 20 CARBON DI OXI DE FI RE 
EXTI NGUI SHI NG ( LOW PRESSURE)
Sect i on 21 22 00. 00 20 HALON 1301 FI RE EXTI NGUI SHI NG
Sect i on 21 22 00. 00 40 CLEAN AGENT FI RE 
EXTI NGUI SHI NG SYSTEMS
Sect i on 21 30 00 FI RE PUMPS
Sect i on 26 05 33 DOCKSI DE POWER CONNECTI ON STATI ONS
Sect i on 26 11 13. 00 20 PRI MARY UNI T SUBSTATI ONS
Sect i on 26 11 16 SECONDARY UNI T SUBSTATI ONS
Sect i on 26 13 00 SF6/ HI GH- FI REPOI NT FLUI DS I NSULATED 
PAD- MOUNTED SWI TCHGEAR
Sect i on 26 13 01 PAD- MOUNTED DEAD- FRONT AI R 
I NSULATED SWI TCHGEAR
Sect i on 26 20 00 I NTERI OR DI STRI BUTI ON SYSTEM
Sect i on 26 23 00 LOW VOLTAGE SWI TCHGEAR
Sect i on 26 24 13 SWI TCHBOARDS
Sect i on 26 27 14. 00 20 ELECTRI CI TY METERI NG
Sect i on 26 29 23 VARI ABLE FREQUENCY DRI VE SYSTEMS 
UNDER 600 VOLTS
Sect i on 26 31 00 SOLAR PHOTOVOLTAI C ( PV)  COMPONENTS
Sect i on 26 32 13. 00 20 SI NGLE OPERATI ON GENERATOR 
SETS
Sect i on 26 33 53. 00 20 UNI NTERRUPTI BLE POWER SUPPLY 
(UPS)
Sect i on 26 35 43 400- HERTZ ( HZ)  SOLI D STATE 
FREQUENCY CONVERTER
Sect i on 26 36 23. 00 20 AUTOMATI C TRANSFER SWI TCHES
Sect i on 26 51 00 I NTERI OR LI GHTI NG
Sect i on 26 56 00 EXTERI OR LI GHTI NG
Sect i on 27 21 00. 00 20 I NTERCOMMUNI CATI ON SYSTEM
Sect i on 27 52 24 NURSE CALL SYSTEM
Sect i on 27 52 24 NURSE CALL SYSTEMS ( DRAFT)
Sect i on 28 10 05 ELECTRONI C SECURI TY SYSTEMS ( ESS)
Sect i on 28 20 02 CENTRAL MONI TORI NG SERVI CES FOR 
ELECTRONI C SECURI TY SYSTEMS
Sect i on 28 31 02. 00 20 FI RE ALARM REPORTI NG 
SYSTEMS- DI GI TAL COMMUNI CATI ONS
Sect i on 28 31 33. 13 20 EXTERI OR FI RE REPORTI NG 
SYSTEM,  RADI O TYPE
Sect i on 28 31 63. 00 20 ANALOG/ ADDRESSABLE I NTERI OR 
FI RE ALARM SYSTEM
Sect i on 28 31 74. 00 20 I NTERI OR FI RE DETECTI ON AND 
ALARM SYSTEM
Sect i on 28 31 76 I NTERI OR FI RE ALARM AND MASS 
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NOTI FI CATI ON SYSTEM
Sect i on 33 11 00 WATER UTI LI TY DI STRI BUTI ON PI PI NG
Sect i on 33 71 01 OVERHEAD TRANSMI SSI ON AND 
DISTRIBUTION
Sect i on 40 95 00 PROCESS CONTROL

**************************************************************************

PART 1   GENERAL

1. 1   SUBMITTALS

**************************************************************************
NOTE:   Revi ew Submi t t al  Descr i pt i on ( SD)  def i ni t i ons 
i n Sect i on 01 33 00 SUBMI TTAL PROCEDURES and edi t  
t he f ol l owi ng l i s t  t o r ef l ect  onl y t he submi t t al s 
r equi r ed f or  t he pr oj ect .

The Gui de Speci f i cat i on t echni cal  edi t or s have 
desi gnat ed t hose i t ems t hat  r equi r e Gover nment  
appr oval ,  due t o t hei r  compl exi t y  or  cr i t i cal i t y ,  
wi t h a " G. "   Gener al l y,  ot her  submi t t al  i t ems can be 
r evi ewed by t he Cont r act or ' s Qual i t y Cont r ol  
Syst em.   Onl y add a " G"  t o an i t em,  i f  t he submi t t al  
i s  suf f i c i ent l y i mpor t ant  or  compl ex i n cont ext  of  
t he pr oj ect .

For  submi t t al s r equi r i ng Gover nment  appr oval  on Ar my 
pr oj ect s,  a code of  up t o t hr ee char act er s wi t hi n 
t he submi t t al  t ags may be used f ol l owi ng t he " G"  
desi gnat i on t o i ndi cat e t he appr ovi ng aut hor i t y.   
Codes f or  Ar my pr oj ect s usi ng t he Resi dent  
Management  Syst em ( RMS)  ar e:   " AE"  f or  
Ar chi t ect - Engi neer ;  " DO"  f or  Di st r i c t  Of f i ce 
( Engi neer i ng Di v i s i on or  ot her  or gani zat i on i n t he 
Di st r i c t  Of f i ce) ;  " AO"  f or  Ar ea Of f i ce;  " RO"  f or  
Resi dent  Of f i ce;  and " PO"  f or  Pr oj ect  Of f i ce.   Codes 
f ol l owi ng t he " G"  t ypi cal l y  ar e not  used f or  Navy,  
Ai r  For ce,  and NASA pr oj ect s.

Use t he " S"  c l assi f i cat i on onl y i n SD- 11 Cl oseout  
Submi t t al s.   The " S"  f ol l owi ng a submi t t al  i t em 
i ndi cat es t hat  t he submi t t al  i s  r equi r ed f or  t he 
Sust ai nabi l i t y  eNot ebook t o f ul f i l l  f eder al l y  
mandat ed sust ai nabl e r equi r ement s i n accor dance wi t h 
Sect i on 01 33 29 SUSTAI NABI LI TY REPORTI NG.

Choose t he f i r st  br acket ed i t em f or  Navy,  Ai r  For ce 
and NASA pr oj ect s,  or  choose t he second br acket ed 
i t em f or  Ar my pr oj ect s.

**************************************************************************

**************************************************************************
NOTE:   When t hi s speci f i cat i on i s  used,  add t he 
f ol l owi ng t o Sect i on 01 30 00 ADMI NI STRATI VE 
REQUI REMENTS par agr aph PRECONSTRUCTI ON MEETI NG:

" 1. 9. 1 Cyber secur i t y of  Cont r ol  Syst ems

Di scuss Cyber secur i t y of  bui l di ng cont r ol  syst em 
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r equi r ement s and submi t t al s as r equi r ed f or  Sect i on 
25 50 00. 00 20 CYBERSECURI TY OF FACI LI TY- RELATED 
CONTROL SYSTEMS. "

**************************************************************************

Gover nment  appr oval  i s  r equi r ed f or  submi t t al s wi t h a " G"  desi gnat i on;  
submi t t al s not  havi ng a " G"  desi gnat i on ar e [ f or  Cont r act or  Qual i t y  Cont r ol  
appr oval . ] [ f or  i nf or mat i on onl y.   When used,  a desi gnat i on f ol l owi ng t he 
" G"  desi gnat i on i dent i f i es t he of f i ce t hat  wi l l  r evi ew t he submi t t al  f or  
t he Gover nment . ]   Submi t t al s wi t h an " S"  ar e f or  i ncl usi on i n t he 
Sust ai nabi l i t y  eNot ebook,  i n conf or mance wi t h Sect i on 01 33 29 
SUSTAI NABI LI TY REPORTI NG.   Submi t  t he f ol l owi ng i n accor dance wi t h Sect i on 
01 33 00 SUBMI TTAL PROCEDURES:

SD- 05 Desi gn Dat a

Cyber secur i t y Pl an

SD- 09 Manuf act ur er ' s Fi el d Repor t s

Cyber secur i t y Hygi ene Repor t

1. 2   QUALI TY CONTROL

1. 2. 1   Cyber secur i t y Pl an

**************************************************************************
NOTE:   Pr ovi de of f i ce code,  usual l y CI O4,  cont act  
phone number ,  and addr ess of  NAVFAC CI O i n br acket s.

**************************************************************************

Pr ovi de a cyber secur i t y pl an t hat  l i s t s equi pment  and syst ems t o be 
ver i f i ed f or  Cyber secur i t y.   The pl an must  l i s t  t he i ndi v i dual s who wi l l  
per f or m t he Cyber secur i t y r equi r ement s.   The pl an must  i ncl ude al l  
r equi r ement s of  t he Cyber secur i t y  Hygi ene Checkl i s t  and i f  r equi r ed,  ot her  
pr oposed cyber secur i t y r equi r ement s f r om t he equi pment  manuf act ur er .   
Pr ovi de t he pl an a mi ni mum of  60 days bef or e t he ant i c i pat ed s i t e v i s i t  f or  
t he cyber secur i t y f i el d ver i f i cat i ons.   I n addi t i on t o t he r equi r ement s of  
Sect i on 01 33 00 SUBMI TTAL PROCEDURES,  pr ovi de one copy of  t he 
Cyber secur i t y Pl an v i a Regi st er ed Mai l ,  f or  i nf or mat i on onl y,  t o [ _____] .

1. 2. 2   Cyber secur i t y Hygi ene Repor t

**************************************************************************
NOTE:   Pr ovi de of f i ce code,  usual l y CI O4,  cont act  
phone number ,  and addr ess of  NAVFAC CI O i n br acket s.

**************************************************************************

Pr ovi de a cyber secur i t y hygi ene r epor t  t hat  document s t he compl i ance wi t h 
t he r equi r ement s i dent i f i ed i n par agr aph CYBERSECURI TY HYGI ENE REQUI REMENTS 
f or  each cont r ol  syst em pr ovi ded.   I n addi t i on t o t he r equi r ement s of  
Sect i on 01 33 00 SUBMI TTAL PROCEDURES,  pr ovi de one copy of  t he 
Cyber secur i t y Hygi ene Repor t  v i a Regi st er ed Mai l ,  f or  i nf or mat i on onl y,  t o 
[_____].

1. 2. 2. 1   Cyber secur i t y Hygi ene Checkl i st

**************************************************************************
NOTE:   The i ndi v i dual  cont r ol  syst em cyber secur i t y  
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hygi ene checkl i s t  must  be compl et ed by per sonnel  
t hat  ar e knowl edgeabl e i n t hat  syst em.   Thi s i s  
t ypi cal l y  expect ed t o be t he syst em i nst al l er .

**************************************************************************

Pr ovi de t he Cyber secur i t y Hygi ene Checkl i st  i n t he r epor t  ( TO DOWNLOAD THI S 
FORM,  SEE UFGS GRAPHI CS at  
https://www.wbdg.org/ffc/dod/unified-facilities-guide-specifications-ufgs/ufgs-table-contents-graphics
)  and any suppor t i ng document at i on f or  each cont r ol  syst em pr ovi ded.   
Suppor t i ng document at i on must  i nc l ude al l  conf i gur at i on set t i ngs and 
di agr ams f or  each cont r ol  syst em.   Compi l e t he checkl i st  f r om each sect i on 
i nt o a s i ngl e r epor t .

1. 2. 3   Faci l i t y- r el at ed Cont r ol  Syst em Requi r ement s

**************************************************************************
NOTE:   Add t o each of  t he l i s t ed speci f i cat i ons 
used,  wi t h cor r ect  SI  t ags,  t he f ol l owi ng par agr aphs:

" 1. X  SUBMI TTALS

      SD- 09 Manuf act ur er ' s Fi el d Repor t s

          Cyber secur i t y Hygi ene Checkl i st "

" 3. X CYBERSECURI TY

Pr ovi de compl et ed Cyber secur i t y Hygi ene Checkl i st  i n 
accor dance wi t h Sect i on 25 50 00. 00 20 CYBERSECURI TY 
OF FACI LI TY- RELATED CONTROL SYSTEMS. "

Thi s par agr aph super sedes exi st i ng par agr aphs t i t l ed 
" cyber secur i t y"  t hat  r el at ed r equi r ement s t o SCADA 
systems.
NOTE:   Add t o t he f ol l owi ng l i s t  any speci f i cat i on 
sect i ons t hat  may have cont r ol s and ar e not  l i s t ed,  
or  have had cont r ol s added f or  speci f i ed equi pment ,  
exampl e:  t i me of  usage cont r ol l er s f or  el ect r i c  
vehi c l e char ger s.

**************************************************************************

I ncor por at e each of  t he r equi r ement s i dent i f i ed i n par agr aph CYBERSECURI TY 
HYGI ENE REQUI REMENTS i nt o appl i cabl e equi pment  and syst ems speci f i ed i n t he 
f ol l owi ng sect i ons:

[ a.   Sect i on 14 21 13 ELECTRI C TRACTI ON FREI GHT ELEVATORS

][ b.   Sect i on 14 21 23 ELECTRI C TRACTI ON PASSENGER ELEVATORS

][ c.   Sect i on 14 24 13 HYDRAULI C FREI GHT ELEVATORS

][ d.   Sect i on 14 24 23 HYDRAULI C PASSENGER ELEVATORS

][ e.   Sect i on 21 13 19. 00 20 [ DELUGE]  [ PREACTI ON]  FI RE SPRI NKLER SYSTEMS

][ f .   Sect i on 21 13 20. 00 20 FOAM FI RE EXTI NGUI SHI NG FOR AI RCRAFT HANGARS

][ g.   Sect i on 21 13 21. 00 20 FOAM FI RE EXTI NGUI SHI NG FOR FUEL TANK PROTECTI ON
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][ h.   Sect i on 21 13 22. 00 20 FOAM FI RE EXTI NGUI SHI NG FOR HAZ/ FLAM MATERI AL 
FACILITY

][ i .   Sect i on 21 13 24. 00 10 AQUEOUS FI LM- FORMI NG FOAM ( AFFF)  FI RE PROTECTI ON 
SYSTEM

][ j .   Sect i on 21 21 01. 00 20 CARBON DI OXI DE FI RE EXTI NGUI SHI NG ( HI GH PRESSURE)

][ k.   Sect i on 21 21 02. 00 20 CARBON DI OXI DE FI RE EXTI NGUI SHI NG ( LOW PRESSURE)

][ l .   Sect i on 21 22 00. 00 20 HALON 1301 FI RE EXTI NGUI SHI NG

][ m.   Sect i on 21 22 00. 00 40 CLEAN AGENT FI RE EXTI NGUI SHI NG SYSTEMS

][ n.   Sect i on 21 30 00 FI RE PUMPS

][ p.   Sect i on 26 05 33 DOCKSI DE POWER CONNECTI ON STATI ONS

][ q.   Sect i on 26 11 13. 00 20 PRI MARY UNI T SUBSTATI ONS

][ r .   Sect i on 26 11 16 SECONDARY UNI T SUBSTATI ONS

][ s.   Sect i on 26 13 00 SF6/ HI GH- FI REPOI NT FLUI DS I NSULATED PAD- MOUNTED 
SWITCHGEAR

][ t .   Sect i on 26 13 01 PAD- MOUNTED DEAD- FRONT AI R I NSULATED SWI TCHGEAR

][ u.   Sect i on 26 20 00 I NTERI OR DI STRI BUTI ON SYSTEM

][ v.   Sect i on 26 23 00 LOW VOLTAGE SWI TCHGEAR

][ w.   Sect i on 26 24 13 SWI TCHBOARDS

][ x.   Sect i on 26 27 14. 00 20 ELECTRI CI TY METERI NG

][ y.   Sect i on 26 29 23 VARI ABLE FREQUENCY DRI VE SYSTEMS UNDER 600 VOLTS

][ z.   Sect i on 26 31 00 SOLAR PHOTOVOLTAI C ( PV)  COMPONENTS

][ aa.  Sect i on 26 32 13. 00 20 SI NGLE OPERATI ON GENERATOR SETS

][ ab.  Sect i on 26 33 53. 00 20 UNI NTERRUPTI BLE POWER SUPPLY ( UPS)

][ ac.  Sect i on 26 35 43 400- HERTZ ( HZ)  SOLI D STATE FREQUENCY CONVERTER

][ ad.  Sect i on 26 36 23. 00 20 AUTOMATI C TRANSFER SWI TCHES

][ ae.  Sect i on 26 51 00 I NTERI OR LI GHTI NG

][ af .  Sect i on 26 56 00 EXTERI OR LI GHTI NG

][ ag.  Sect i on 27 21 00. 00 20 I NTERCOMMUNI CATI ON SYSTEM

][ ah.  Sect i on 27 52 24 NURSE CALL SYSTEM

][ ai .  Sect i on 27 52 24 NURSE CALL SYSTEMS ( DRAFT)

][ aj .  Sect i on 28 10 05 ELECTRONI C SECURI TY SYSTEMS

SECTI ON 25 50 00. 00 20  Page 7



][ ak.  Sect i on 28 20 02 CENTRAL MONI TORI NG SERVI CES FOR ELECTRONI C SECURI TY 
SYSTEMS

][ al .  Sect i on 28 31 02. 00 20 FI RE ALARM REPORTI NG SYSTEMS- DI GI TAL 
COMMUNICATIONS

][ am.  Sect i on 28 31 33. 13 20 EXTERI OR FI RE REPORTI NG SYSTEM,  RADI O TYPE

][ an.  Sect i on 28 31 63. 00 20 ANALOG/ ADDRESSABLE I NTERI OR FI RE ALARM SYSTEM

][ ao.  Sect i on 28 31 74. 00 20 I NTERI OR FI RE DETECTI ON AND ALARM SYSTEM

][ ap.  Sect i on 28 31 76 I NTERI OR FI RE ALARM AND MASS NOTI FI CATI ON SYSTEM

][ aq.  Sect i on 33 11 00 WATER UTI LI TY DI STRI BUTI ON PI PI NG

][ ar .  Sect i on 33 71 01 OVERHEAD TRANSMI SSI ON AND DI STRI BUTI ON

][ as.  Sect i on 40 95 00 PROCESS CONTROL

][ at .  Sect i on [ _____]  [ _____]

] 1. 2. 4   Cyber secur i t y Hygi ene Requi r ement s

I t ems bel ow ar e or gani zed accor di ng t o t he Cyber secur i t y Hygi ene 
Checkl i st .   Wher e t he r equi r ement  cor r esponds wi t h a speci f i c  Cyber secur i t y 
Hygi ene Checkl i s t  t ask number ,  t he r ef er ence i s c i t ed at  end of  t he 
par agr aph i n par ent hesi s.

1. 2. 4. 1   Inventory

a.   Pr ovi de an i nvent or y of  al l  I P- based cont r ol  syst em har dwar e and 
sof t war e usi ng CS I nvent or y TEMPLATE Ver si on 10. 6 ( TO DOWNLOAD THI S 
TEMPLATE,  SEE UFGS GRAPHI CS (
https://www.wbdg.org/ffc/dod/unified-facilities-guide-specifications-ufgs/ufgs-table-contents-graphics
)  ( Task I D# 1)

b.   Pr ovi de t he l at est  Oper at i on Syst em ( OS)  sof t war e f or  t he cont r ol  
system.

1. 2. 4. 2   User/Password

a.   Pr ovi de j ob- speci f i c  passwor d f or  wi r el ess net wor ks ( i f  appl i cabl e) .  
( Task I D# 4)

b.   Pr ovi de j ob- speci f i c  passwor d f or  cont r ol  syst ems,  i f  f easi bl e.  ( Task 
I D# 5)

c.   Cr eat e separ at e admi ni st r at or ,  oper at or ,  and user  account s f or  t he 
cont r ol  syst em,  i f  f easi bl e.   Admi ni st r at or  account s must  have f ul l  
per mi ssi ons of  t he syst em.   Oper at or  account s must  be l i mi t ed t o 
adj ust abl e set  poi nt s and al ar m r eset t i ng.   User  account s must  be v i ew 
onl y.   Admi ni st r at or  account s must  have abi l i t y  t o l i mi t  and change 
oper at or  per mi ssi ons and access.  ( Task I D# 7)

d.   Del et e al l  const r uct i on account s and per mi ssi ons.  ( Task I D# 13)
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1. 2. 4. 3   Connectivity

a.   Ensur e t her e i s no vendor  r emot e access.   Physi cal l y  di sabl e or  r emove 
al l  modem/ net wor k devi ces not  r equi r ed f or  oper at i onal  pur poses.  ( Task 
I D# 24 and 25)

1. 2. 4. 4   Physi cal  Access

a.   Pr ovi de cont r ol  syst em component s i n a l ocked panel  secur ed t o 
f l oor / wal l .  Pr ovi de al l  keys t o t he Gover nment .  ( Task I D# 29 and 30)

1. 2. 4. 5   Har dwar e and Sof t war e

a.   Remove al l  sof t war e f r om cont r ol  syst em comput er s not  r equi r ed f or  
oper at i on and mai nt enance.  ( Task I D# 32)

PART 2   PRODUCTS

Not  used.

PART 3   EXECUTI ON

3. 1   FI ELD QUALI TY CONTROL

3. 1. 1   Cyber secur i t y Fi el d Ver i f i cat i on

**************************************************************************
NOTE:   The checkl i st  must  be ver i f i ed i n t he 
pr esence of  t he Gover nment  and t he CI O 
r epr esent at i ve when possi bl e.

The i ndi v i dual  cont r ol  syst em cyber secur i t y f i el d 
i nspect i on must  be conduct ed by per sonnel  t hat  ar e 
knowl edgeabl e i n t hat  syst em,  t ypi cal l y  t he syst em 
installer.

**************************************************************************

Fi el d ver i f y t he cyber secur i t y hygi ene checkl i st  i nf or mat i on wi t h 
Cont r act or  and Gover nment  per sonnel .   I ncl ude t he f ol l owi ng per sonnel :  
Cont r act or ' s Syst em I nst al l er  and Qual i t y Cont r ol  Manager ,  t he Gover nment ' s 
Cont r act i ng Of f i cer  Repr esent at i ve,  i ncl udi ng t he CI O r epr esent at i ve when 
avai l abl e.   The Cont r act or  must  cont act  t he Cont r act i ng Of f i cer  f or  CI O 
r epr esent at i on.   The Cont r act i ng Of f i cer  r eser ves t he r i ght  t o wi t ness al l  
syst em ver i f i cat i ons f or  cyber secur i t y.

3. 1. 1. 1   Cyber secur i t y Fi el d Ver i f i cat i on Request

Per f or m t he cyber secur i t y f i el d ver i f i cat i on f or  appl i cabl e equi pment  and 
syst ems speci f i ed i n t he sect i ons l i s t ed i n par agr aph FACI LI TY- RELATED 
CONTROL SYSTEM REQUI REMENTS.   The Cont r act i ng Of f i cer  must  be not i f i ed at  
l east  15 days i n advance of  when t he cyber secur i t y  i nspect i on wi l l  be done.  
Ever y i t em on t he checkl i st  f or  appl i cabl e equi pment  and syst ems speci f i ed 
i s r equi r ed t o be exami ned f or  successf ul  f i el d ver i f i cat i on.

3. 1. 1. 2   Ver i f i cat i on f or  Each Syst em
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Fi el d ver i f y t he compl et eness of  t he cyber secur i t y  hygi ene checkl i s t  at  t he 
f i el d t est i ng of  each syst em i nst al l at i on.   Gr oup t he cont r ol  syst em 
cyber secur i t y ver i f i cat i ons t o mi ni mi ze t he Cont r act i ng Of f i cer  wi t nessi ng 
effort.

a.   Assi st  Gover nment  per sonnel  wi t h changi ng j ob- speci f i c  passwor ds t o 
Gover nment  assi gned and cont r ol l ed passwor ds.

        - -  End of  Sect i on - -
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