*% *% *% *% *% *% *% *% *% *% *% *% *%%

USACE / NAVFAC / AFCEC / NASA UFGS- 25 50 00.00 20 (February 2017)
Change 2 - 08/17

Preparing Activity: NAVFAC NEW
UNI FI ED FACI LI TI ES GUI DE SPECI FI CATI ONS

Ref erences are in agreement with UVRL dated January 2018

kkkkkkkkkkkkkkkkkkkkkkkkkhkhhkkkkkkkkkkkkkkhhhkhkhkkkkkkkkkkhkhhkhhkhkkkkkkkkkk

SECTI ON TABLE OF CONTENTS
DI VI SION 25 - | NTEGRATED AUTOVATI ON
SECTI ON 25 50 00.00 20
CYBERSECURI TY OF FACI LI TY- RELATED CONTROL SYSTEMS

02/17

PART 1 GENERAL

SUBM TTALS

QUALI TY CONTROL
Cybersecurity Pl an
Cybersecurity Hygi ene Report

2.1 Cybersecurity Hygi ene Checkli st
Facility-related Control System Requirenents
Cybersecurity Hygi ene Requirenments

I nventory

User / Passwor d

Connectivity

Physi cal Access

Har dwar e and Sof t war e

1.
1.

PN e
PRRPREREPNNENN
NESESESESERRYSENTS

PRhAAR
A WN P

o

PART 2 PRCDUCTS

PART 3 EXECUTI ON

FI ELD QUALI TY CONTROL

.1 Cybersecurity Field Verification
1

1

W
Wwwk

1.1 Cybersecurity Field Verification Request
1.2 Verification for Each System

-- End of Section Table of Contents --

SECTI ON 25 50 00.00 20 Page 1



kkkkkkkkkkkkkkkkkkkkkkkkkhkhhkhkkkkkkkkkkkkkhhkhkhkkkkkkkkkkkhkhhkhkkkkkkkkkkk

USACE / NAVFAC / AFCEC / NASA UFGS- 25 50 00.00 20 (February 2017)
Change 2 - 08/17

Preparing Activity: NAVFAC NEW
UNI FI ED FACI LI TI ES GUI DE SPECI FI CATI ONS

Ref erences are in agreement with UVRL dated January 2018

*% *% *% *% *% *% *% *% *% *% *% *% *%%

SECTI ON 25 50 00.00 20

CYBERSECURI TY OF FACI LI TY- RELATED CONTROL SYSTEMS
02/17

NOTE: This guide specification covers the

requi renents for a Construction Contractor version
of the NAVFAC Cybersecurity Hygi ene Checkli st,
requi red by the Joint CN C NAVFAC CYBERSECURI TY
TASKI NG FOR ASHORE CONTROL SYSTEMS (dated 06 Cctober
2016), for facilities that are in various phases of
design or construction (i.e., not yet in CNIC s

exi sting inventory). These requirenents are based
on basic cybersecurity hygi ene practices and have
m ni mal i nmpact to construction cost and schedul e;
however, they have a major benefit to delivering
interimsecure facilities.

Adhere to UFC 1-300-02 Unified Facilities CGuide
Speci fications (UFGS) Fornmat Standard when editing
this gui de specification or preparing new project
specification sections. Edit this guide
specification for project specific requirenents by
addi ng, deleting, or revising text. For bracketed
items, choose applicable iten(s) or insert
appropriate information.

Remove information and requirenents not required in
respective project, whether or not brackets are
present.

Conment s, suggestions and reconmended changes for
this gui de specification are wel cone and shoul d be
as a Criteria Change Request (CCR).

*% *% *% *% *% *% *% *% *% *% *% *%%
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NOTE: Use this specification on project
speci fications where cybersecurity verification is
required for facility-related control systens.

The followi ng sections contain control systens that
nmust be secure:

Section 14 21 13 ELECTRI C TRACTI ON FRElI GHT ELEVATORS
Section 14 21 23 ELECTRI C TRACTI ON PASSENGER
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ELEVATORS

Section 14 24 13 HYDRAULI C FRElI GHT ELEVATORS
Section 14 24 23 HYDRAULI C PASSENGER ELEVATORS
Section 21 13 19.00 20 [ DELUGE] [ PREACTI ON] FI RE
SPRI NKLER SYSTEMS

Section 21 13 20.00 20 FOAM FI RE EXTI NGUI SHI NG FCR
Al RCRAFT HANGARS

Section 21 13 21.00 20 FOAM FI RE EXTI NGUI SHI NG FOR
FUEL TANK PROTECTI ON

Section 21 13 22.00 20 FOAM FI RE EXTI NGUI SHI NG FOR
HAZ/ FLAM MATERI AL FACI LI TY

Section 21 13 24.00 10 AQUEQUS FI LM FORM NG FOAM
(AFFF) FI RE PROTECTI ON SYSTEM

Section 21 21 01.00 20 CARBON DI OXI DE FI RE
EXTI NGUI SHI NG (H GH PRESSURE)

Section 21 21 02.00 20 CARBON DI OXI DE FI RE

EXTI NGUI SHI NG ( LOW PRESSURE)

Section 21 22 00.00 20 HALON 1301 FI RE EXTI NGUI SHI NG
Section 21 22 00.00 40 CLEAN AGENT FI RE
EXTI NGUI SHI NG SYSTEMS

Section 21 30 00 FI RE PUMPS

Section 26 05 33 DOCKSI DE POANER CONNECTI ON STATI ONS
Section 26 11 13.00 20 PRI MARY UNI T SUBSTATI ONS
Section 26 11 16 SECONDARY UNI T SUBSTATI ONS
Section 26 13 00 SF6/ H GH FI REPO NT FLUI DS | NSULATED
PAD- MOUNTED SW TCHGEAR

Section 26 13 01 PAD- MOUNTED DEAD- FRONT Al R

| NSULATED SW TCHGEAR

Section 26 20 00 | NTERI OR DI STRI BUTI ON SYSTEM
Section 26 23 00 LOW VOLTAGE SW TCHGEAR

Section 26 24 13 SW TCHBOARDS

Section 26 27 14.00 20 ELECTRI CI TY METERI NG
Section 26 29 23 VARI ABLE FREQUENCY DRI VE SYSTEMS
UNDER 600 VOLTS

Section 26 31 00 SOLAR PHOTOVOLTAI C (PV) COVPONENTS
Section 26 32 13.00 20 SI NGLE OPERATI ON GENERATOR
SETS

Section 26 33 53.00 20 UNI NTERRUPTI BLE PONER SUPPLY
(UPS)

Section 26 35 43 400- HERTZ (HzZ) SOLI D STATE
FREQUENCY CONVERTER

Section 26 36 23.00 20 AUTQVATI C TRANSFER SW TCHES
Section 26 51 00 | NTERI OR LI GHTI NG

Section 26 56 00 EXTERI OR LI GHTI NG

Section 27 21 00.00 20 | NTERCOVMUNI CATI ON SYSTEM
Section 27 52 24 NURSE CALL SYSTEM

Section 27 52 24 NURSE CALL SYSTEMS ( DRAFT)
Section 28 10 05 ELECTRONI C SECURI TY SYSTEMS ( ESS)
Section 28 20 02 CENTRAL MONI TORI NG SERVI CES FCOR
ELECTRONI C SECURI TY SYSTEMS

Section 28 31 02.00 20 FI RE ALARM REPORTI NG
SYSTEMS- Dl G TAL COVMUNI CATI ONS

Section 28 31 33.13 20 EXTERI OR FI RE REPCRTI NG
SYSTEM RADI O TYPE

Section 28 31 63.00 20 ANALOG ADDRESSABLE | NTERI CR
FI RE ALARM SYSTEM

Section 28 31 74.00 20 | NTERI OR FI RE DETECTI ON AND
ALARM SYSTEM

Section 28 31 76 | NTERI OR FI RE ALARM AND NMASS
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NOTI FI CATI ON SYSTEM

Section 33 11 00 WATER UTI LI TY DI STRI BUTI ON PI PI NG
Section 33 71 01 OVERHEAD TRANSM SSI ON AND
DISTRIBUTION

Section 40 95 00 PROCESS CONTROL

*%

PART 1

1.1

*%

*% *% *% *% *% *% *% *% *% *% *%%

GENERAL

SUBMITTALS

*% *% *% *% *% *% *% *% *% *% *%%

NOTE: Review Subnmittal Description (SD) definitions
in Section 01 33 00 SUBM TTAL PROCEDURES and edit
the following list to reflect only the subnmittals
required for the project.

The Gui de Specification technical editors have
designated those itens that require Government
approval, due to their conplexity or criticality,
with a "G" GCenerally, other submittal itenms can be
reviewed by the Contractor's Quality Control

System Only add a "G' to an item if the submttal
is sufficiently inmportant or conplex in context of

t he project.

For subnmittals requiring Government approval on Arny
projects, a code of up to three characters within
the submttal tags nmay be used following the "G'
designation to indicate the approving authority.
Codes for Arny projects using the Resident
Managenment System (RMS) are: "AE" for
Architect-Engineer; "DO' for District Ofice

(Engi neering Division or other organization in the
District OOfice); "AO" for Area Ofice; "RO for
Resident O fice; and "PO' for Project Ofice. Codes
following the "G' typically are not used for Navy,
Air Force, and NASA projects.

Use the "S" classification only in SD-11 O oseout
Submittals. The "S" following a submttal item

i ndicates that the submittal is required for the
Sustai nability eNotebook to fulfill federally

mandat ed sustai nabl e requirenents in accordance with
Section 01 33 29 SUSTAI NABI LI TY REPORTI NG

Choose the first bracketed itemfor Navy, Air Force
and NASA projects, or choose the second bracketed
itemfor Arnmy projects.
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NOTE: When this specification is used, add the
following to Section 01 30 00 ADM NI STRATI VE
REQUI REMENTS par agr aph PRECONSTRUCTI ON MEETI NG
"1.9.1 Cybersecurity of Control Systens

Di scuss Cybersecurity of building control system
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requi renents and submittals as required for Section
25 50 00.00 20 CYBERSECURI TY OF FACI LI TY- RELATED
CONTROL SYSTEMS. "

*kkkkkkkkkkkkkk *%* kkkkkkkkkkkkkkkkkkkkkkkkkhkhhhhkkkkkkkkkkkkhkhhkk

Governnent approval is required for submttals with a "G' designation
submittals not having a "G' designation are [for Contractor Quality Contro
approval . ][for information only. When used, a designation follow ng the
"G' designation identifies the office that will review the submttal for
the Government.] Submittals with an "S" are for inclusion in the

Sustai nability eNotebook, in conformance with Section 01 33 29
SUSTAI NABI LI TY REPORTING. Subnmit the followi ng in accordance with Section
01 33 00 SUBM TTAL PROCEDURES

SD- 05 Design Data
Cybersecurity Plan
SD- 09 Manufacturer's Field Reports
Cybersecurity Hygi ene Report
1.2 QUALI TY CONTRCL

1.2.1 Cybersecurity Plan

*kkkkkkkkkkkkkkkkkkkkkkkkkhkhhhhkkkkkkkkkkkkhkhhkhkkkkkkkkkkkkhkhhkhhkkkkkkkkkkik

NOTE: Provide office code, usually ClO4, contact
phone nunber, and address of NAVFAC ClO in brackets.

*% *% *% *% *% *% *% *% *% *% *% *% *%%

Provide a cybersecurity plan that lists equi prment and systems to be
verified for Cybersecurity. The plan must list the individuals who will
performthe Cybersecurity requirenents. The plan nust include al
requirenents of the Cybersecurity Hygi ene Checklist and if required, other
proposed cybersecurity requirenments fromthe equi pmrent manufacturer

Provide the plan a m ninum of 60 days before the anticipated site visit for

the cybersecurity field verifications. In addition to the requirenents of
Section 01 33 00 SUBM TTAL PROCEDURES, provide one copy of the
Cybersecurity Plan via Registered Mail, for information only, to [___ ].

1.2.2 Cybersecurity Hygi ene Report

kkkkkkkkkkkkhkkkkkkkkkkkkhkhhkhkkkkkkkkkkkkhkhhkhhkhkkkkkkkkkkkhkhhkhkhkkkkkkkkkk

NOTE: Provide office code, usually ClO4, contact
phone nunber, and address of NAVFAC Cl O in brackets.

*% *% *% *% *% *% *% *% *% *% *% *% *%%

Provide a cybersecurity hygi ene report that docunents the conpliance with
the requirenments identified in paragraph CYBERSECURI TY HYA ENE REQUI REMENTS

for each control systemprovided. 1In addition to the requirenments of
Section 01 33 00 SUBM TTAL PROCEDURES, provide one copy of the
Cybersecurity Hygi ene Report via Registered Mail, for information only, to

1.2.2.1 Cybersecurity Hygi ene Checkli st

*kkkkkkkkkkkkkkkkkkkkkkkkkhkhhkhkkkkkkkkkkkkkhhkhkkkkkkkkkkkkhkhkhkhkhkkkkkkkkkk

NOTE: The individual control system cybersecurity
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1.

Il
Il
Il
Il
Il
Il

hygi ene checklist nust be conpleted by personnel
that are know edgeable in that system This is
typically expected to be the systeminstaller.
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Provi de the Cybersecurity Hygi ene Checklist in the report (TO DOMNLOAD THI S
FORM SEE UFGS CRAPHI CS at
https://www.wbdg.org/ffc/dod/unified-facilities-guide-specifications-ufgs/ufgs-table-contents-graphics

) and any supporting documentation for each control system provided.
Supporting docunentation nust include all configuration settings and

di agrans for each control system Conpile the checklist fromeach section
into a single report.

2.3 Facility-related Control System Requirenents

kkkkkkkkkkkkkkkkkkkkkkkkkhkhhkkkkkkkkkkkkkkkhhkhkkkkkkkkkkkkhkhhkhhkkkkkkkkkkk

NOTE: Add to each of the listed specifications
used, with correct SI tags, the follow ng paragraphs:

"1.X SUBM TTALS
SD- 09 Manufacturer's Field Reports
Cybersecurity Hygi ene Checklist™
"3. X CYBERSECURI TY

Provi de conpl eted Cybersecurity Hygi ene Checklist in
accordance with Section 25 50 00.00 20 CYBERSECURI TY
OF FACI LI TY- RELATED CONTROL SYSTEMS. "

Thi s paragraph supersedes existing paragraphs titled
"cybersecurity" that related requirenments to SCADA
systems.

NOTE: Add to the following list any specification
sections that may have controls and are not |isted,
or have had controls added for specified equipnent,
exanpl e: tine of usage controllers for electric
vehi cl e chargers.

*kkkkkkkkkkkkhkkkkkkkkkkkkhkhhkhkkkkkkkkkkkkhkhhkhkhkkkkkkkkkkkhkhhkhhkhkkkkkkkkkk

I ncorporate each of the requirenents identified in paragraph CYBERSECURI TY
HYd ENE REQUI REMENTS i nto applicabl e equi pnent and systens specified in the
foll owi ng sections:

a. Section 14 21 13 ELECTRI C TRACTI ON FREI GHT ELEVATORS

b. Section 14 21 23 ELECTRI C TRACTI ON PASSENGER ELEVATORS

Section 14 24 13 HYDRAULI C FREI GHT ELEVATORS

(¢]

d. Section 14 24 23 HYDRAULI C PASSENGER ELEVATORS

Section 21 13 19.00 20 [DELUGE] [ PREACTI ON] FI RE SPRI NKLER SYSTEMS

@

f. Section 21 13 20.00 20 FOAM FI RE EXTI NGUI SHI NG FOR Al RCRAFT HANGARS

g. Section 21 13 21.00 20 FOAM FI RE EXTI NGUI SHI NG FOR FUEL TANK PROTECTI ON

SECTI ON 25 50 00.00 20 Page 6
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Section 21
FACILITY

Section 21
SYSTEM

Section 21
Section 21
Section 21
Section 21
Section 21
Section 26
Section 26
Section 26

Section 26

13

13

21

21

22

22

30

05

11

11

13

SWITCHGEAR

Section 26
Section 26
Section 26
Section 26
Section 26
Section 26
Section 26
Section 26
Section 26
Section 26
Section 26
Section 26
Section 26
Section 27
Section 27
Section 27

Section 28

13

20

23

24

27

29

31

32

33

35

36

51

56

21

52

52

10

22.

24,

01.

02.

00.

00.

00

33

13.

16

00

01

00

00

13

14.

23

00

13.

53.

43

23.

00

00

00.

24

24

05

00 20 FOAM FI RE EXTI NGUI SH NG FOR HAZ/ FLAM MATERI AL

00 10 AQUEQUS FI LM FORM NG FOAM ( AFFF) FI RE PROTECTI ON

00 20 CARBON DI OXI DE FI RE EXTI NGUI SHI NG ( HI GH PRESSURE)
00 20 CARBON DI OXI DE FI RE EXTI NGUI SHI NG ( LOW PRESSURE)
00 20 HALON 1301 FI RE EXTI NGUI SHI NG

00 40 CLEAN AGENT FI RE EXTI NGUI SHI NG SYSTEMS

FI RE PUMPS

DOCKSI DE POAER CONNECTI ON STATI ONS

00 20 PRI MARY UNI'T SUBSTATI ONS

SECONDARY UNI' T SUBSTATI ONS

SF6/ H GH FI REPOI NT FLUI DS | NSULATED PAD- MOUNTED

PAD- MOUNTED DEAD- FRONT Al R | NSULATED SW TCHGEAR
| NTERI OR DI STRI BUTI ON SYSTEM

LOW VOLTAGE SW TCHGEAR

SW TCHBOARDS

00 20 ELECTRI CI TY METERI NG

VARI ABLE FREQUENCY DRI VE SYSTEMS UNDER 600 VOLTS
SOLAR PHOTOVOLTAI C (PV) COVPONENTS

00 20 SINGLE OPERATI ON GENERATCR SETS

00 20 UNI NTERRUPTI BLE POAER SUPPLY ( UPS)

400- HERTZ (HZ) SOLID STATE FREQUENCY CONVERTER
00 20 AUTOVATI C TRANSFER SW TCHES

| NTERI OR LI GHTI NG

EXTERI OR LI GHTI NG

00 20 | NTERCOMMUNI CATI ON SYSTEM

NURSE CALL SYSTEM

NURSE CALL SYSTEMS ( DRAFT)

ELECTRONI C SECURI TY SYSTEMS
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I al.

Il am
I an.
][ ao.
I ap.
I aq.
Il ar.
Il as.

I at.

11.2.4

Section 28 20 02 CENTRAL MONI TORI NG SERVI CES FOR ELECTRONI C SECURI TY
SYSTEMS

Section 28 31 02.00 20 FI RE ALARM REPORTI NG SYSTEMS- DI G TAL
COMMUNICATIONS

Section 28 31 33.13 20 EXTERI OR FI RE REPORTI NG SYSTEM RADI O TYPE
Section 28 31 63.00 20 ANALOG ADDRESSABLE | NTERI OR FI RE ALARM SYSTEM
Section 28 31 74.00 20 I NTERI OR FI RE DETECTI ON AND ALARM SYSTEM
Section 28 31 76 | NTERIOR FI RE ALARM AND MASS NOTI FI CATI ON SYSTEM
Section 33 11 00 WATER UTI LI TY DI STRI BUTI ON PI PI NG

Section 33 71 01 OVERHEAD TRANSM SSI ON AND DI STRI BUTI ON

Section 40 95 00 PROCESS CONTROL

Section [ 1 [ ]

Cybersecurity Hygi ene Requirenents

Itens bel ow are organi zed according to the Cybersecurity Hygi ene

Checklist. \Were the requirement corresponds with a specific Cybersecurity
Hygi ene Checklist task nunmber, the reference is cited at end of the

par agr aph i n parenthesis.

1.2.4.1 Inventory

a.

Provi de an inventory of all |P-based control system hardware and

software using CS I nventory TEMPLATE Version 10.6 (TO DOANLOAD THI S
TEMPLATE, SEE UFGS GRAPH CS (
https://lwww.wbdg.org/ffc/dod/unified-facilities-guide-specifications-ufgs/ufgs-table-contents-graphics

) (Task ID# 1)

Provide the latest Operation System (0S) software for the control
system.

.2 User/Password

Provi de job-specific password for wirel ess networks (if applicable).
(Task | D# 4)

Provi de j ob-specific password for control systens, if feasible. (Task
| D# 5)

Create separate adm nistrator, operator, and user accounts for the
control system if feasible. Admnistrator accounts nust have full
perm ssions of the system Operator accounts rmust be linmited to

adj ustabl e set points and alarmresetting. User accounts nmust be view
only. Adm nistrator accounts nust have ability to Iimt and change
operator pernissions and access. (Task |ID# 7)

Del ete all construction accounts and pernissions. (Task |D# 13)
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1.2.4.3 Connectivity
a. Ensure there is no vendor rempte access. Physically disable or renove
al |l nodem networ k devices not required for operational purposes. (Task
| D# 24 and 25)
1.2.4.4 Physi cal Access

a. Provide control system conmponents in a | ocked panel secured to
floor/wall. Provide all keys to the CGovernnent. (Task |ID# 29 and 30)

1.2.4.5 Har dwar e and Sof t war e

a. Renmove all software fromcontrol system conputers not required for
operation and nai ntenance. (Task |D# 32)

PART 2 PRODUCTS
Not used.
PART 3 EXECUTI ON
3.1 FI ELD QUALI TY CONTROL

3.1.1 Cybersecurity Field Verification

*kkkkkkkkkkkkkkkkkkkkkkkkkhkhhhhkkkkkkkkkkkkhkhhkhkkkkkkkkkkkkhkhhkhhkkkkkkkkkkik

NOTE: The checklist nust be verified in the
presence of the Government and the CI O
representative when possi bl e.

The individual control system cybersecurity field

i nspection nmust be conducted by personnel that are
know edgeabl e in that system typically the system
installer

*% *% *% *% *% *% *% *% *% *% *% *% *%%

Field verify the cybersecurity hygi ene checklist information with
Contractor and Government personnel. Include the follow ng personnel
Contractor's SystemliInstaller and Quality Control Manager, the Government's
Contracting O ficer Representative, including the ClO representative when
avail abl e. The Contractor nust contact the Contracting Oficer for CIO
representation. The Contracting O ficer reserves the right to witness al
systemverifications for cybersecurity.

3.1.1.1 Cybersecurity Field Verification Request

Performthe cybersecurity field verification for applicable equi pnent and
systens specified in the sections listed in paragraph FACI LI TY- RELATED
CONTROL SYSTEM REQUI REMENTS. The Contracting O ficer nust be notified at

| east 15 days in advance of when the cybersecurity inspection will be done.
Every itemon the checklist for applicable equipnment and systens specified
is required to be exam ned for successful field verification

3.1.1.2 Verification for Each System
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Field verify the conpl eteness of the cybersecurity hygi ene checklist at the
field testing of each systeminstallation. Goup the control system
cybersecurity verifications to nmininize the Contracting Oficer w tnessing

effort.

a. Assist Governnent personnel with changing job-specific passwords to
Gover nment assi gned and control |l ed passwords.

-- End of Section --
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