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NOTE: This gui de specification covers the
requirenents for a Uility Mnitoring and Contro
System (UMCS) based on open system technol ogi es

i ncludi ng the CEA-709. 1B communi cati on protocol and
LonWor ks Network Services (LNS).

Edit this guide specification for project specific
requi renents by addi ng, deleting, or revising text.
For bracketed itens, choose applicable itens(s) or
insert appropriate information

Renmove information and requirenents not required in
respective project, whether or not brackets are
present.

Conment s and suggestions on this guide specification
are wel come and should be directed to the technica
proponent of the specification. A listing of
techni cal proponents, including their organization
designation and tel ephone nunber, is on the Internet.

Recommended changes to a UFGS should be subnitted as
a Criteria Change Request (CCR)
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NOTE: Additional information and gui dance on use of
this guide specification is contained in ECB 2004-11,
whi ch may be found on the Internet on the Techlnfo
web site at:
http://ww. hnd. usace. arny. m | /techi nfo/ ECoul | . ht m
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PART 1 GENERAL

1.1 REFERENCES
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NOTE: This paragraph is used to list the
publications cited in the text of the guide
specification. The publications are referred to in
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the text by basic designation only and listed in
thi s paragraph by organization, designation, date,
and title.

Use the Reference Wzard' s Check Reference feature
when you add a RID outside of the Section's
Reference Article to autonmatically place the
reference in the Reference Article. Al so use the
Ref erence Wzard's Check Reference feature to update
the i ssue dates.

Ref erences not used in the text will automatically
be deleted fromthis section of the project

speci ficati on when you choose to reconcile
references in the publish print process.
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The publications listed below forma part of this specification to the
extent referenced. The publications are referred to within the text by the
basi ¢ designation only.

AMERI CAN NATI ONAL STANDARDS | NSTI TUTE (ANSI)
ANSI I NCITS 154 (1988; R 2004) O fice Machi nes and
Suppl i es - Al phanuneric Mchi nes- Keyboard

Arrangenent

AVERI CAN SOCI ETY OF HEATI NG, REFRI GERATI NG AND Al R- CONDI TI ONI NG
ENG NEERS ( ASHRAE)

ASHRAE FUN | P (2009) Fundanmental s Handbook, I-P Edition
ASHRAE FUN SI (2009) Fundanental s Handbook, SI Edition
CONSUMER ELECTRONI CS ASSOC!I ATI ON ( CEA)

CEA-709. 1B (2002) Control Network Protoco
Speci fication

CEA-709. 3 (1999) Free-Topol ogy Tw st ed-Pair Channe
Speci fication

CEA-852- A (2004) Tunnel i ng Conponent Network
Protocols Over Internet Protocol Channels

I NSTI TUTE OF ELECTRI CAL AND ELECTRONI CS ENG NEERS (| EEE)
| EEE C62.41.1 (2002; R 2008) | EEE Guide on the Surges
Envi ronment in Low Voltage (1000 V and
Less) AC Power Circuits
| EEE C62.41.2 (2002) | EEE Recommended Practice on
Characterization of Surges in Low Voltage
(1000 V and Less) AC Power Circuits

| EEE Std 100 (2000) The Authoritative Dictionary of
| EEE St andards Terns

| EEE Std 802.1 WARNI NG Text in tags exceeds the nmaxi mum
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l ength of 300 characters

| EEE Std 802.2 (1998; R 2003) Standards for Local Area
Net wor ks: Logi cal Link Contro

| EEE Std 802.3 WARNI NG: Text in tags exceeds the nmaxi mum
l ength of 300 characters

| NTERNATI ONAL ORGANI ZATI ON FOR STANDARDI ZATI ON (| SO

| SO CSI Model Open Systens | nterconnection Reference
Model

LONVARK | NTERNATI ONAL ( LonMar k)

LonMar k SNVT Li st (2002) LonMark SNVT Master List; Version
11 Revision 2

LonMark Xl F Gui de (2001) LonMark External Interface File
Ref erence Cui de; Revision 4.0B

NATI ONAL ELECTRI CAL MANUFACTURERS ASSOCI ATI ON ( NEMA)

NENVA 250 (2008) Enclosures for Electrical Equipnent
(1000 Vol ts Maxi num

NATI ONAL FI RE PROTECTI ON ASSOCI ATl ON ( NFPA)

NFPA 262 (2006) Test for Flane Travel and Snoke of
Wres and Cables for Use in Air-Handling
Spaces

NFPA 70 (2008; AMD 1 2008) National Electrica

Code - 2008 Edition
TELECOVMUNI CATI ONS | NDUSTRY ASSOCI ATI ON (Tl A)
TI A J- STD-607- A (2002) Commercial Buil ding G ounding
(Earthing) and Bondi ng Requirenents for

Tel econmuni cati ons

TI A-568-C. 1 (2009) Commercial Buil ding
Tel econmuni cati ons Cabling Standard

TI A/ El A- 606- A (2002) Administration Standard for the
Tel econmmuni cati ons I nfrastructure

THE | NTERNET ENG NEERI NG TASK FORCE (| ETF)

RFC 1112 (1989) Host Extensions for |IP Milticasting
(1 GwP)

RFC 1371 (1992) Choosing a "Conmmon I GP" for the IP
I nt er net

RFC 1812 (1995) Requirenents for IP Version 4
Rout ers

RFC 1918 (1996) Address Allocation for Private
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RFC 2131

RFC 2784

RFC 768

RFC 791

RFC 792

RFC 793

RFC 821

RFC 826

Internets

(1997)
(2000)
(1980)
(1981)

(1981)
(1 CVP)

(1981)
(2001)

(1982)

Dynani ¢ Host Configuration Protocol
CGeneric Routing Encapsul ati on (GRE)
User Datagram Protocol (UDP)
Internet Protocol (IP)

I nternet Control Message Protocol

Transm ssion Control Protocol (TCP)
Sinmple Mail Transfer Protocol (SMIP)

Et her net Address Resol ution

Prot ocol (ARP)

U. S. DEPARTMENT OF DEFENSE ( DOD)

M L- STD- 2202

(Rev A) Energy Mnitoring and Control
Systens, Factory Tests

U. S. FEDERAL COMMUNI CATI ONS COWM SSI ON ( FCO)

FCC EMC

(2002)

FCC El ectromagneti c Conpliance

Requi renment s

U.S. NATI ONAL ARCHI VES AND RECCRDS ADM NI STRATI ON ( NARA)

47 CFR 15

Radi o Frequency Devi ces

UNDERWRI TERS LABORATORI ES (UL)

UL 1778

UL 60950

UL 916

.2 DEFI NI TI ONS

(2005;
Power

(2000;

Rev thru Jul 2006) Uninterruptible

Syst ens

Rev thru COct 2007) Safety of

I nformati on Processing and Busi ness
Equi pnent

(2007;

Rev thru Nov 2009) Energy

Managenent Equi pnent

The following list of definitions may contain ternms not found el sewhere in
this Section but are included here for conpl eteness.

2.1 Application Specific Controller

A device that is furnished with a pre-established built in application that

is configurabl e but not

re-programmabl e. An ASC has a fixed

factory-installed application program (i.e ProgramID) wi th configurable

settings.
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. 2.2 Bi nary

A two-state system where an "ON' condition is represented by a high signa
| evel and an "OFF" condition is represented by a | ow signal |evel.
"Digital' is sonetinmes used interchangeably with 'binary'.

. 2.3 Bi ndi ng

The act of establishing comunications between CEA-709. 1B devi ces by
associating the output of a device to the input of another.

. 2.4 Bui | di ng Control Network

The CEA-709.1B control network installed under Section 23 09 23 DI RECT
Dl G TAL CONTROL FOR HVAC AND OTHER LOCAL BUI LDI NG SYSTEMS consisting of a
backbone and one or nore | ocal control busses.

. 2.5 Bui | di ng Poi nt of Connection (BPQC)

The BPOC is the point of connection between the UMCS network backbone (an
| P network) and the building control network backbone. The hardware at
this location, that provides the connection is referred to as the BPCC
Hardware. |n general, the term"BPCC Location" neans the place where this
connection occurs, and "BPOC Hardware" neans the device that provides the
connection. Sometimes the term"BPOC' is used to nean either and its
actual neaning (i.e. location or hardware) is determ ned by the context in
which it is used.

.2.6 Channel

A portion of the control network consisting of one or nore segnents
connected by repeaters. Channels are separated by routers. The device
quantity limtation is dependent on the topol ogy/ media and devi ce type.

For exanple, a TP/ FT-10 network with locally powered devices is limted to
128 devi ces per channel.

2.7 Confi guration Paraneter

Controller setting usually witten to EEPROM Al so see ' Standard
Configuration Parameter Type (SCPT).

. 2.8 Control Logic Di agram

A graphical representation of control logic for multiple processes that
make up a system

.2.9 Domai n

A grouping of up to 32,385 nodes that can comunicate directly with each
other. (Devices in different domains cannot comunicate directly with each
other.) Part of the Node Addressing scheme.

.2.10 Explicit Messaging

A et hod of communi cati on between devi ces where each nessage contains a
nmessage code that identifies the type of nessage and the devices use these

codes to determ ne the action to take when the nessage is received. These
nessages are non-standard and often vendor (application) dependent.
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.2.11 External Interface File (X F)

A file which docunments a device's external interface, specifically the
nunber and types of LonMark objects; the nunber, types, directions, and
connection attributes of network variables; and the nunber of nessage tags.

.2.12 Functional Profile

The description of one or nore LonMark Cbjects used to classify and certify
devi ces.

.2.13 Gat eway

A device that translates fromone protocol to another. Gateways are al so
cal l ed Conmuni cations Bridges or Protocol Translators.

.2.14 CGeneral Purpose Programmabl e Controller (GPPQC)

Unlike an ASC, a GPPC is not furnished with a fixed application program A
GPPC can be (re-)programred, usually using vendor-supplied software.

.2.15 LonMar k Ohj ect

A collection of network variables, configuration paraneters, and associ ated
behavi or defined by LonMark International and described by a Functiona
Profile. Defines how information is exchanged between devices on a network
(inputs fromand outputs to the network).

.2.16 LNS Plug-in

Sof tware which runs in an LNS conpatible software tool. Device
configuration plug-ins provide a '"user friendly' interface to configuration
par amet ers.

.2.17 LonMar k

See LonMark International. Also, a certification issued by LonMark
International to CEA-709. 1B devices.

.2.18 LonMark | nternationa

St andards conmittee consisting of nunerous independent product devel opers
and systens integrators dedicated to deternining and maintaining the
interoperability guidelines for the LonWirks industry. Maintains

gui delines for the interoperability of CEA-709.1B devices and issues the
LonMark Certification for CEA-709.1B devices

.2.19 LonMark Interoperability Association

See 'LonMark International’

.2.20 LonWbr ks

The overal | communi cations technol ogy, devel oped by Echel on Corporation,
for control systens. The termis often used to refer to the technology in
general, and may include reference to any/all of the: protocol, network
management, and interoperability guidelines where the technology is based

on the CEA-709. 1B protocol and enploys interoperable devices along with the
capability to openly manage these devices (via multiple vendors) using a
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network configuration (or service) tool

.2.21 LonWor ks Networ k Servi ces (LNS)

A networ k managenent and dat abase standard for CEA-709. 1B devi ces.

.2.22 Moni toring and Control (M&C) Software

The UMCS 'front end' software which performs supervisory functions such as
al arm handl i ng, scheduling and data | oggi ng and provides a user interface
for monitoring the systemand configuring these functions.

.2.23 Net wor k Vari abl e

See ' Standard Network Variable Type (SNVT)'.

.2.24 Net wor k Configuration Too

The software used to configure the control network and set device
configuration properties. This software creates and nodifies the contro
net wor k dat abase (LNS Dat abase).

.2.25 Node

A devi ce that conmuni cates using the CEA-709. 1B protocol and is connected
to an CEA-709. 1B networKk.

.2.26 Node Address

The | ogi cal address of a node on the network. Variations in node
addressing are possible, but the 'Donmain, Subnet, Node' format is the
establ i shed standard for this specification.

.2.27 Node | D

A unique 48-bit identifier assigned (at the factory) to each CEA-709.1B
device. Sonetines called the Neuron |ID.

.2.28 Program | D

An identifier (nunber) stored in the device (usually EEPROM that
identifies the node nmanufacturer, functionality of device (application &
sequence), transceiver used, and the intended devi ce usage.

.2.29 Repeat er

A device that connects two control network segnents and retransmts al
informati on received on one side onto the other.

.2.30 Rout er

A device that connects two channels and controls traffic between the
channel s by retransmtting signals received fromone subnet onto the other
based on the signal destination. Routers are used to subdivide a contro
network and to control bandw dth usage.

.2.31 Segnent

A single section of a control network that contains no repeaters or
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routers. The device quantity limtation is dependent on the topol ogy/ nedi a
and device type. For exanple, a TP/FT-10 network with | ocally powered
devices is limted to 64 devices per segnent.

1.2.32 Service Pin

A hardware push-button on a device which causes the device to broadcast a
nmessage (over the control network) containing its Node ID and Program I D
Thi s broadcast can also be initiated via software.

1.2.33 St andard Configuration Paranmeter Type (SCPT)

Pronounced 'skip-it'. A standard format type (nmaintai ned by LonMark
International) for Configuration Paraneters.

1.2.34 St andard Network Variabl e Type (SNVT)

Pronounced 'snivet'. A standard format type (maintained by LonMark
International) used to define data information transnmitted and received by
the individual nodes. The term SNVT is used in two ways. Technically it
is the acronym for Standard Network Variable Type, and is sometines used in
this manner. However, it is often used to indicate the network variabl e
itself (i.e. it can nean "a network variable of a standard network vari abl e
type"). In general, the intended neani ng should be clear fromthe context.

1.2.35 Subnet

Consi sts of a logical (not physical) grouping of up to 127 nodes, where the
| ogi cal grouping is defined by node addressing. Part of the Node
Addr essi ng schene.

1.2.36 TP/ FT- 10

A Free Topol ogy Twi sted Pair network defined by CEA-709.3. This is the
nost comon nedia type for an ANSI-709.1 control network.

1.2.37 UMCS Net wor k

An | P network connecting multiple building | evel control networks using the
CEA- 852- A st andar d.

1.2.38 User - defi ned Configuration Paraneter Type (UCPT)

Pronounced 'u-keep-it'. A Configuration Parameter format type that is
defined by the device manufacturer.

1.2.39 User -defined Network Variabl e Type (UNVT)

A network variable format defined by the device manufacturer. Note that
UNVTs create non-standard conmmuni cati ons (other vendor's devices nmay not
correctly interpret it) and may cl ose the system and therefore are not
permtted by this specification.

1.3 SYSTEM DESCRI PTI ON

Rk Rk kR IR R R Sk O kb S O I AR R R R Rk O ok O O R IR I bk S A R

NOTE: Designer is to add location and site specific
requirenents.

EE R R R S I R I R I R I O I R R R R I O S R R I R I I R S R R S R R R O

SECTION 25 10 10 Page 12



The Utility Mnitoring and Control System (UMCS) shall perform

supervi sory control and nonitoring of a base-w de CEA-709. 1B (LonWr ks)
networ k using LonWrks Network Services (LNS) as specified and shown. The
UMCS shall interface to | ocal CEA-709.1B building controls installed per
Section 23 09 23 DIRECT DI G TAL CONTROL FOR HVAC AND OTHER LOCAL BUI LDI NG
SYSTEMS, as well as existing | egacy systens. The UMCS shall rmaintain the
LNS dat abase(s) for the entire network.

. 3.1 Syst em Requi renents

The Contractor shall provide a UMCS in accordance with UL 916 and with the
foll owi ng characteristics:

a. The UMCS shall include an I P network as shown and specified and shal
interface to building level control networks using CEA-709.1B TP/ FT-10
to P Routers or IP Routers as specified.

b. The system shall perform supervisory nonitoring and control functions
i ncluding but not Iimted to Scheduling, Al arm Handling, Trending,
Report GCeneration and Electrical Peak Demand Linmiting as specified.

c. The systemshall include a user interface which provide a G aphica
User Interface which shall allow for graphical navigation between
systens, graphical representations of systens, access to real-tine data
for systens, ability to override points in a system access to al
supervi sory monitoring and control functions.

d. Al software used by the UMCS shall be |icensed to and delivered to the
installation as specified.

e. Al necessary docunentation, configuration information, configuration
tool s, programs, drivers, and other software shall be licensed to and
otherwi se remain with the Government such that the Government or their
agents are able to performrepair, replacenent, upgrades, and
expansi ons of the system wi thout subsequent or future dependence on the
Contractor.

f. The Contractor shall provide sufficient docunentation and data,
including rights to docunentation and data, such that the Government or
their agents can execute work to performrepair, replacenent, upgrades,
and expansi ons of the system w thout subsequent or future dependence on
the Contractor.

g. Al communication between the UMCS and buil di ng networks shall be via
t he CEA-709. 1B protocol over the IP network in accordance with CEA-852-A.

. 3.2 Synbol s, Definition and Abbreviations

Synbol s, definitions, and engi neering unit abbreviations used in

i nformati on di splays, submttals and reports shall be as shown in the
contract drawings. Synbols, definitions and abbreviations not in the
contract drawi ngs shall conformat a minimumto | EEE Std 100 and the
ASHRAE FUN SI ASHRAE FUN | P, as applicable.

.3.3 System Units and Accuracy

System di spl ays, print-outs and cal cul ations shall be perfornmed in [netric
(SI)][English (inch-pound)] units. Calculations shall have accuracy equa
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to or exceedi ng sensor accuracy as specified in Section 23 09 23 DI RECT

Dl G TAL CONTROL FOR HVAC AND OTHER LOCAL BUI LDI NG SYSTEMS. Di spl ays and
printouts shall have precision and resolution equal to or exceedi ng sensor
accuracy as specified in Section 23 09 23 DI RECT DI G TAL CONTROL FOR HVAC
AND OTHER LOCAL BUI LDI NG SYSTEMS.

1.4 SUBM TTALS

Rk bk b R IR R R O kO b S O R Rk Rk R ok O S O R R R Ik kS I O I b Rk R

NOTE: The submittals included in this guide
specification are critical for new projects and
require Governnment review. Any added subnittals
normal ly should be for information only and revi enwed
t hrough the Contractor Quality Control system
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NOTE: Review subnmittal description (SD) definitions
in Section 01 33 00 SUBM TTAL PROCEDURES and edit
the following list to reflect only the submttals
required for the project. Submittals should be kept
to the minimumrequired for adequate quality control.

A“G following a subnmittal itemindicates that the
submittal requires Governnent approval. Sone
submittals are already marked with a “G'. Only
delete an existing “G if the subnittal itemis not
conpl ex and can be reviewed through the Contractor’s
Quality Control system Only add a “G if the
submittal is sufficiently inportant or conplex in
context of the project.

For submittals requiring Governnent approval on Arny
projects, a code of up to three characters within
the subnmittal tags nay be used following the "G'
designation to indicate the approving authority.
Codes for Arny projects using the Resident
Managenment System (RMB) are: "AE" for
Architect-Engineer; "DO for District Ofice

(Engi neering Division or other organization in the
District OOfice); "AO for Area Ofice; "RO' for
Resident O fice; and "PO' for Project Ofice. Codes
following the "G' typically are not used for Navy,
Air Force, and NASA projects.

Choose the first bracketed itemfor Navy, Air Force
and NASA projects, or choose the second bracketed
itemfor Arny projects.

EE R R R kR S I R R R I I O R R R R O S R R R I R I R I O R I R I

Rk Ik kR R IR R R Sk S ke S O R AR Rk R R Rk O o O O R R R IR R I S b I Rk o

NOTE: The acquisition of all technical data, data
bases and conputer software itens that are
identified herein will be acconplished strictly in
accordance with the Federal Acquisition Regulation
(FAR) and the Departnent of Defense Acquisition
Regul ati on Suppl emrent (DOD FARS). Those regul ations
as well as the Services inplenentations thereof
shoul d al so be consulted to ensure that a delivery
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of critical itenms of technical data is not

i nadvertently | ost. Specifically, the Rights in
Techni cal Data and Conputer Software C ause, DOD
FARS 52.227-7013, and the Data Requirenments d ause,
DOD FAR 52.227-7031, as well as any requisite
software |icensing agreements will be nade a part of
t he CONTRACT CLAUSES or SPECI AL CONTRACT

REQUI REMENTS. I n addition, the appropriate DD Form
1423 Contract Data Requirenments List, will be filled
out for each distinct deliverable data item and made
a part of the contract. Were necessary, a DD Form
1664, Data Item Description, will be used to explain
and nore fully identify the data items listed on the
DD Form 1423. It is to be noted that all of these
clauses and fornms are required to ensure the
delivery of the data in question and that such data
is obtained with the requisite rights to use by the
Gover nnent .

Include with the request for proposals a conpleted
DD Form 1423, Contract Data Requirements List. This
formis essential to obtain delivery of all
docunentation. Each deliverable will be clearly
specified, both description and quantity being
required.

Rk Rk kIR Rk S S O e S S S AR Rk R O R Rk Ik kS I O R SRR o

Government approval is required for submttals with a "G' designation;
submittals not having a "G' designation are for [Contractor Quality Control
approval .][information only. Wen used, a designation following the "G
designation identifies the office that will review the submttal for the
CGover nment . |

Techni cal data packages consisting of conputer software and technical data
(meani ng technical data which relates to conputer software) which are
specifically identified in this project and which may be defi ned/required
in other specifications shall be delivered strictly in accordance with the
CONTRACT CLAUSES and in accordance with the Contract Data Requirenents
List, DD Form 1423. Data delivered shall be identified by reference to the
particul ar specification paragraph against which it is furnished. Al
submittals not specified as technical data packages are considered 'shop
drawi ngs' under the Federal Acquisition Regulation Supplenment (FARS) and
shall contain no proprietary information and shall be delivered with
unrestricted rights.

The foll owi ng shall be submtted in accordance with Section 01 33 00
SUBM TTAL PROCEDURES, the CONTRACT CLAUSES and DD Form 1423 and accordi ng
to the sequencing specified in paragraph PRQIECT SEQUENCI NG
SD- 02 Shop Drawi ngs
UMCS Contractor Design Drawings[; C[; G |

UMCS Contractor Design Drawings in hard copy and on CDROM in
[ Aut oCAD] [ M crostation] fornmat.

Draft As-Built Drawings[; CG[; G [____ 1]

Draft As-Built Drawings in hard copy and on CDROM i n
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[ Aut oCAD] [ M crostation] fornmat.
Final As-Built Drawings[; CI[; G [___ 11

Final As-Built Drawi ngs in hard copy and on CDROM i n
[ Aut oCAD] [ M crostation] fornat.

SD- 03 Product Data
Product Data Sheets[; C[; G [___ 11
Copi es of all manufacturer catal og cuts and specification sheets

for all products (equipment) specified in PART 2 and supplied
under this contract.

Conputer Software[; C[; G [_____ 11

The nost recent versions of all conputer software provi ded under
this specification delivered as a Techni cal Data Package. The
user manuals for all software delivered for this project shall be
submitted with the software.

SD- 05 Design Data
Net wor k Bandwi dt h Usage Cal culations[; C[; G [___ 11

[ Four]] ] copies of the Network Bandw dth Usage Cal cul ati ons.

SD- 06 Test Reports

Exi sting Conditions Report[; C[; G [___ 11

[Four][___ ] copies of the Existing Conditions Report.
Factory Test Procedures[; C[; G [___ 11

[Four][___ ] copies of the Factory Test Procedures. The
Factory Test Procedures may be subnmitted as a Technical Data
Package.
Factory Test Report[; C[; G [___ 11

[Four][___ ] copies of the Factory Test Report. The Factory
Test Report may be subnitted as a Techni cal Data Package.
Start-Up and Start-Up Testing Report[; C[; G [___ 11

[Four][___ ] copies of the Start-Up and Start-Up Testing

Report. The Start-Up and Testing report may be subnitted as a
Techni cal Data Package.

PVT Phase | Procedures[; CG[: G [_____ 11

[Four][___ ] copies of the PVT Phase | Procedures. The PVT
Procedures may be subnitted as a Techni cal Data Package.

PVT Phase | Report[; C[; G [

[ Four]] ] copies of the PVT Phase | Report. The PVT Phase |
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Report may be subnmitted as a Technical Data Package.

PVT Phase Il Report[; CI[; G [_____ 1]

[Four][___ ] copies of the PVT Phase Il Report. The PVT Phase
Il Report may be submitted as a Technical Data Package.
Pre-Construction QC Checklist[; C[; G [____ 11

[Four][___ ] copies of the Pre-Construction QC Checkli st.

Post - Constructi on QC Checklist[; Cl[; G [___ 11

[Four][___ ] copies of the Post-Construction QC Checklist.

SD- 10 Operation and Mai ntenance Dat a
Preventive Miintenance Work Plan[; C[; G [___ 11

[Four][___ ] copies of the Preventive Mintenance Wrk Pl an.
The Preventive Mintenance Wrk Plan may be submitted as a
Techni cal Data Package.

Basi ¢ Qperator Training Docunentation[; C[; G |

Trai ni ng manual s for Basic Operator Training delivered for each
trainee on the Course Attendance List with [two][__ ] additional
copies delivered for archival at the project site. [Two][___ ]
copi es of the Course Attendance List shall be delivered with the
archival copies. The Basic Operator Training Docunentation nmay be
subnitted as a Techni cal Data Package.

Advanced Operator Training Docunentation[; C[; G [

One set of training nanual s delivered for each trainee on the
Course Attendance List with [two][__ ] additional copies
delivered for archival at the project site. [Two][__ ] copies
of the Course Attendance List shall be delivered with the archival
copi es. The Advanced Operator Training Docunentation nay be
submitted as a Technical Data Package.

Operator Refresher Training Docunmentation[; C[; G [___ 11

One set of training nmanual s delivered for each trainee on the
Course Attendance List with [two][__ ] additional copies
delivered for archival at the project site. [Two][__
of the Course Attendance List shall be delivered with the archival
copies. The Qperator Refresher Training Docunmentation nmay be
subnitted as a Technical Data Package.

Qperation and Mai ntenance (O&V) Instructions[; Cl[; G [___ 11

[ Four]] ] bound O&M Instructions[ and [ ] copies of the
Instructions in PDF format on CD-ROM. Bound |Instructions shall
be indexed and tabbed.[ Instructions in PDF formshall be a
single PDF file, or nultiple PDF files with a PDF file table of
contents containing links to the other files.] O&MInstructions
may be subnitted as a Technical Data Package.
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1.5

SD- 11 C oseout Subnmittals
O oseout QC Checklist[; C[; G |

[ Four]] ] copies of the O oseout QC Checklist.

PRQJECT SEQUENCI NG

TABLE |: PROJECT SEQUENCI NG specifies the sequencing of subnmittals as
specified in paragraph SUBM TTALS (denoted by an 'S in the ' TYPE col um)
and activities as specified in PART 3: EXECUTION (denoted by an 'E in the
"TYPE' colum).

a.

| TEM #

OCO~NOUPR~WNE

el ol
WN RO

14
15

16
17
18

19

Sequencing for submittals: The sequencing specified for submttals is
t he deadl i ne by which the submittal nmust be initially submitted to the
Government. Followi ng subm ssion there will be a Governnment review
period as specified in Section 01 33 00 SUBM TTAL PROCEDURES. If the
submittal is not accepted by the Governnent, the Contractor shall
revise the subnmittal and resubnmit it to the Government within

[14] ] days of notification that the submttal has been rejected.
Upon re-submittal there shall be an additional Government review
period. |If the submttal is not accepted the process repeats until the

submittal is accepted by the Governnent.

Sequencing for Activities: The sequencing specified for activities
indicates the earliest the activity nmay begin.

Abbreviations: In TABLE | the abbreviation AAO is used for 'after
approval of' and 'ACO is used for '"after conpletion of'.

TABLE |. PRQIECT SEQUENCI NG

SEQUENCI NG
(START OF ACTIVITY or
TYPE DESCRI PTI ON DEADLI NE FOR SUBM TTAL)
S Factory Test Procedures
Perform Factory Test AAO #1
S Factory Test Report [ ] days ACO #2
S Exi sting Conditions Report [ ] days AAO #3
S Desi gn Dr awi ngs [ ] days AAO #3
S Product Data Sheets [ ] days AAO #3
S Net wor k Bandwi dt h Cal cul ati ons [ ] days AAO #3
S Pre-construction QC Checkli st [ ] days AAO #3
E Install UMCS AAO #4 thru #8
E Start-Up and Start-Up Testing ACO #9
S Post - Construction QC Checkl i st [ ] days ACO #10
S Conput er Sof t war e [ ] days ACO #10
S Start-Up and Start-Up [ ] days ACO #10
Testing Report
S Draft As-Built Draw ngs [ ] days ACO #10
S PVT Phase | Procedures [ ] days before sched.
start of #16 and AAO #13
E PVT Phase | AAO #15 and #14
S PVT Phase | Report [ ] days ACO #16
S Preventi ve Mai ntenance AAO #13
Work Pl an
S &M | nstructions AAO #13
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| TEM #

21

22
23

24

25

26

27

28

1.6

The Contractor's Chief Quality Contro
t he QC Checkli st

TYPE

m » 0wn m

E

S

TABLE 1I.

DESCRI PTI ON

Basi ¢ Operator Training
Docurent at i on

Basi ¢ Qperator Training
(PVT Phase 11)

PVT Phase Il Report

Final As-Built Draw ngs

Advanced Qperator Training
Docunent ati on
Advanced Qperator Training

Oper ator Refresher Training
Docunent ati on
Operator Refresher Training

Cl oseout QC Checkl i st

QUALI TY CONTRCL (QC) CHECKLI STS

(@) Representative shal
in APPENDI X A and submt a Pre-Construction Q Checkli st,

PRQIECT SEQUENCI NG

SEQUENCI NG
(START OF ACTIVITY or
DEADLI NE FOR SUBM TTAL)
AAO #13 and | ] days
bef ore schedul ed start
of #21

AAO #18, #19 and #20

[ 1]
1]

[ ] days before sched.
start of #25 and AAO #20
ACO #21, | ] days

AAO #24, and no |ater than
[ 60] days ACO #21

[ ] days before #27 and
AAO #20 and #24

bet ween [ ] and [ ]
days ACO #21 and AAO #26
ACO #25

days ACO #21
days AAO #22

conpl ete

Post - Construction QC Checklist and a C oseout QC Checklist as specified.

The QC Representative shal
in the provided area to indicate that the requirenment has been net.

Representative shall sign and date the Checklist prior to submission to the

Gover nment .

1.7

The UMCS Operati on and Mi ntenance |Instructions shal

a.

b

OPERATI ON AND MAI NTENANCE ( O&M)

Procedures for the UMCS system start-up,

Fi nal

Rout i ne nmi nt enance checkl i st.
be arranged in a columar fornmat.
i nstal | ed devi ces,

As-Bui It drawi ngs.

comments or reference.

Qualified service organi zation |ist.

Start-Up and Start-Up Testing Report.

Perf ormance Verification Test

verify each itemin the Checklist and initial

The QC

I NSTRUCTI ONS

i ncl ude:

operation and shut-down.

The routine naintenance checkli st shal
The first col umm shal
t he second col umm shal
activity or state no nmintenance required,
the frequency of the naintenance activity,
addi ti onal

list all
state the mmi nt enance

the third columm shall state
and the fourth columm for

(PVT) Procedures and Reports.
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8 MAI NTENANCE AND SERVI CE

Rk bk bk A IR R R Sk O O S R S AR R Rk O o O IR Ik S I S b R R

NOTE: The nmai ntenance and service to be provided by
the Contractor for the duration of the 1D Q or

mai nt enance contract is specified in this

paragraph. The Maintenance and Service may need to
be a separate bid itemfunded by O&M funds. I|f the
UMCS net wor ki ng equi prent and supporting
infrastructure is Governnent furnished equi pnent
(see I P Network Installation paragraph in PART 3),

it may be desirable to limt maintenance and service
to Contractor supplied itens.

Requi rements shoul d be coordi nated with "WARRANTY
MANAGEMENT" in Section 01 78 00 CLOSEQUT SUBM TTALS

EE R R R S I R R R O I R R R R O S R R I R I R R R R R R R

The Contractor shall performinspection, testing, cleaning, and part or
component replacenent as specified and as required to maintain the
warranty. Work includes providi ng necessary preventive and unschedul ed
mai nt enance and repairs to keep the UMCS operating as specified, and
accepted by the Governnent, and other services as specified. W rk shal
conmply with manufacturer's recommendati ons and industry standards. The
Contractor shall provide technical support via tel ephone during
Contractor's regul ar working hours.

.8.1 Wor k Coor di nati on

The Contractor shall schedul e and arrange work to cause the |east
interference with the normal CGovernnent business and nmission. In those
cases where sone interference may be essentially unavoi dable, the
Contractor shall coordinate with the Governnent to m nimze the inpact of
the interference, inconveni ence, equipnent downtinme, interrupted service
and personnel disconfort.

.8.2 VWor k Control

VWhen the Contractor conpletes work on a system or piece of equi pnment, that
system or piece of equipnent shall be free of m ssing conponents or defects
whi ch woul d prevent it fromfunctioning as originally intended and

desi gned. Replacenents shall conformto the sane specifications as the
original equipnent. During and at conpl etion of work, debris shall not be
allowed to spread unnecessarily into adjacent areas nor accunul ate in the
work area itself.

.8.3 Wor ki ng Hours

Worki ng hours are from[7:30 AM][__ ] to[4:00 PM][___ ] local tine
Mondays t hrough Fridays except Federal holidays.

8.4 Equi pnent Repairs

EE R R R S I R I R I R I R S R R R R O S R R I R R R R R S R R R O

NOTE: Select repair tines

Rk Rk kR IR R R Sk O kb S O I AR R R R Rk O ok O O R IR I bk S A R

Equi pnent repairs shall be initiated and conpleted within the follow ng
time periods. Tinme periods shall be neasured as actual elapsed tine from
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first notification, including working and non-wor ki ng hours:

a. For non-redundant computer server hardware, initiate within [4]] ]
hours and conplete within [8]] ] hours.

b. For non-redundant conputer workstation hardware, initiate within

[4]1 ] hours and conmplete within [8]] ] hours.

c. For redundant conputer server hardware, initiate within [36]] ]
hours and conplete within [5]] ] days.

d. For redundant conputer workstation hardware, initiate within [2]] ]
days and conplete within [5]] ] days.

e. For active (powered) network hardware, initiate within [4][ ] hours
and conplete within [6]][ ] hours.

f. For cabling and ot her passive network hardware, initiate within
[16] [ ] hours and conmplete within [5]] ] days.

Repair is the restoration of a piece of equipment, a system or a facility
to such condition that it may be effectively used for its designated
purposes. Repair may be overhaul, reprocessing, or replacenent of
nonfunctional parts or nmaterials or replacenent of the entire unit or
system

.8.5 Repl acenent, Modderni zati on, Renovation

The Governnent may replace, renovate, or install new equi prment at

CGover nent expense and by means not associated with this contract.

Repl aced, inproved, updated, nodernized, or renovated systenms and equi pnent
interfaced to the systemnay be added to the Contractor's mai ntenance and
service effort as a nodification.

.8.6 Access To UMCS Equi prent
Access by the Contractor shall be in accordance with the foll ow ng:

a. The Contractor shall be responsible for coordinating access to
facilities and arranging that they be opened and cl osed during and
after the acconplishnent of the work effort. For Contractor access to
a controlled facility the Contractor shall contact the Governnent for
assi stance.

b. The Governnment may provide keys for access to UMCS equi pnent where the
Government determ nes such key issuance is appropriate. The Contractor
shal | establish and i npl ement net hods of ensuring that keys issued to
the Contractor by the Governnent are not |ost or misplaced, are not
used by unauthorized persons, and are not duplicated.

.8.7 Records, Logs, and Progress Reports

The Contractor shall keep records and | ogs of each task, and shall organize
cumul ati ve chronol ogi cal records for each maj or conponent, and for the
conpl ete system A continuous |og shall be maintained for the UMCS

Conpl ete | ogs shall be kept and shall be available for inspection on site,
demonstrating that planned and systematic adjustnents and repairs have been
acconpl i shed for the UMCS
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1.8.8 Preventi ve Mai ntenance Requirenents

The Contractor shall perform mai nt enance procedures as described bel ow, or
nore often if required by the equi prent nmanufacturer.

1.8.8.1 Preventi ve Mi ntenance Wrk Pl an

Rk Rk kR IR R R I kO ke S O R AR Rk R R R Rk O ok O I R R I O I b R R o

NOTE: Designer will delete if not required by the
user.

EE R R R S I R R I R I R S R R R R O S R R R I R I R R S R R R R R O

The Contractor shall prepare a Preventive Miintenance Wirk Plan to schedul e
all required preventive mai ntenance. Governnent approval of the Wrk Plan
shal | be obtained as specified in paragraph PROIECT SEQUENCI NG  The
Contractor shall strictly adhere to the approved work plan to facilitate
CGovernment verification of work. [If the Contractor finds it necessary to
reschedul e mai ntenance, a witten request shall be nmade to the Governnent
detailing the reasons for the proposed change at |east five days prior to
the originally schedul ed date. Schedul ed dates shall be changed only with
the prior witten approval of the Governnent.]

1.8.8.2 Sem annual Mai nt enance

Contractor shall performthe follow ng Seni annual Mi ntenance as specified:

a. Performdata backups on all Server Hardware.

b. Run system di agnostics and correct diagnosed probl ens.

c. Performfan checks and filter changes for UMCS hardware.

d. Performall necessary adjustments on printers.

e. Resolve all outstanding problens.

f. Install new ribbons, ink cartridges and toner cartridges into printers,
and ensure that there is at |east one spare ribbon or cartridge |ocated

at each printer.

1.8.8.3 Mai nt enance Procedures

EE R R R I R S I R R I I O R R R R O S R R R R R R I I O R R I

NOTE: Sel ect whether notice nust be given for

mai nt enance that will result in downtime (off-1ine)
or for any mai ntenance that MAY result in downtine.
A selection of "will' is recomended unl ess the

proj ect site requests otherwi se.

Sel ect appropriate down-tinmes and notice tines.

Rk Ik kR R IR R R Sk S ke S O R AR Rk R R Rk O o O O R R R IR R I S b I Rk o

a. Mintenance Coordi nation: Any schedul ed nmai nt enance event that
[Will][may] result in conmponent downtime shall be coordinated with the
CGovernment as follows. Tinme periods shall be neasured as actua
el apsed time from begi nning of equi prent off-1ine period, including
wor ki ng and non-wor ki ng hours.

(1) For non-redundant conputer server hardware, provide [14]][
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days notice, conponents shall be off-line for no nore than

(811 ] hours.

(2) For non-redundant conputer workstation hardware, provide
(710 ] days notice, conponents shall be off-line for no nore
than [8][___ ] hours

(3) for redundant conputer server hardware, provide [7][__ ] days
noti ce, conponents shall be off-line for no nore than [36][__ |
hours.

(4) For redundant conputer workstation hardware, provide [4][__ |
days notice, conponents shall be off-line for no nore than
[4811___ ] hours

(5) For active (powered) network hardware, provide [14][_ ] days

noti ce, conponents shall be off-line for no nore than [6][
hour s.

(6) For cabling and ot her passive network hardware, provide

[21) ] days notice, conponents shall be off-line for no nore
than [12][ ] hours.
b. Software/Firmvare: Software/firmware mai ntenance shall include

operating systens, application programs, and files required for the
proper operation of the UMCS regardl ess of storage medium User
(project site) devel oped software is not covered by this contract,
except that the UMCS software/firmmvare shall be maintained to all ow
user creation, nodification, deletion, and proper execution of such
user - devel oped software as specified. The Contractor shall perform
di agnostics and corrective reprograming as required to maintain tota
UMCS operations as specified. The Contractor shall back up software
bef ore perforning any computer hardware and software mai ntenance. The
Contractor shall not nodify any paranmeters w thout approval fromthe
CGovernment. Any approved changes and additions shall be properly
docunent ed, and the appropriate manuals shall be updated.

Rk Ik Sk kR IR R R I kO e S O R R Rk Rk kO R AR Ik I kS I S I b R R R o

NOTE: Network mai nt enance should only be required
for Contractor furnished networks. |If using a
Gover nnent furni shed network del ete the requirenent.

EE R R R S I R I R I R I R S R R R R R O S R R I R R R R R S R R R R

[c. Network: Network mai ntenance shall include testing transm ssion nmedia
and equi pnent to verify signal |levels, systemdata rates, errors and
overal | system performance. ]

1.8.9 Service Call Reception

Rk bk bk R IR R R Sk O O e S R S AR Rk R R Rk I ok O kI R R I O b I R

NOTE: Designer should coordinate with the project
site to deternmine if they want the Contractor to be
responsi ble for answering service calls only during
wor ki ng hours or 24-7.

EZE IR R R S R R R I I O R R R Ok S R R R R I R I R I O R I O

a. A CGovernnent representative will advise the Contractor by phone or in
person of all nmintenance and service requests, as well as the
classification of each based on the definitions specified. A
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description of the problemor requested work, date and time notifi ed,
| ocation, classification, and other appropriate information will be
pl aced on a Service Call Wrk Authorization Form by the Governnent.

b. The Contractor shall have procedures for receiving and responding to
service calls [24 hours per day, seven days a week, including weekends
and hol i days][during regul ar working hours]. A single telephone nunber
shal |l be provided by the Contractor for receipt of service calls during
regul ar working hours. Service calls shall be considered received by
the Contractor at the tine and date the tel ephone call is placed by the
aut hori zed Governnent representative.

c. The Contractor shall separately record each service call request, as
recei ved on the Service Call Wrk Authorization formand shall conplete
the Service Call Wrk Authorization formfor each service call. The
conpleted formshall include the serial nunber identifying the
conponent involved, its location, date and time the call was received,
nature of trouble, nanes of the service personnel assigned to the task,
i nstructions describing what has to be done, the amount and nature of
the materials to be used, the tine and date work started, and the tine
and date of conpletion.

d. The Contractor shall respond to each service call request within

[two] [ ] working hours. The status of any item of work nust be
provided within [four]] ] hours of the inquiry during regular
wor ki ng hours, and within [16]] ] hours after regular working hours

or as needed to neet the Equi pnent Repair requirenments as specified.

.8.10 Service Call Work Warranty

The Contractor shall provide a [1 year]] ] unconditional warranty on

service call work. The warranty shall include |abor and material necessary
to restore the equiprment involved in the initial service call to a fully
operable condition. In the event that Contractor service call work causes

damage to additional equipnment, the Contractor shall be liable for |abor
and material to restore the systemto full operation. Contractor response
to service call warranty work shall be the sane as required by the initia
service call.

.8.11 System Modi fications

The Contractor shall make reconmendati ons for system nodification in
witing to the Governnent. No system nodifications shall be nade wi thout
prior approval of the Governnent. Any nodifications made to the system
shal |l be incorporated into the Operations and Mii ntenance Instructions, and
ot her docunentation affected. The Contractor shall neke available to the
CGovernment software updates for all software furnished under this
specification during the Iife of this contract. There shall be at |east
one schedul ed update near the end of the contract period, at which tine the
Contractor shall nake avail able the | atest rel eased version of all software
provi ded under this specification, and shall install and validate it upon
approval by the Governnent.

9 UMCS | P NETWORK

Rk Rk kR IR R R Sk O kb S O I AR R R R Rk O ok O O R IR I bk S A R

NOTE: The designer nmust decide if the UMCS network
is Government furnished or is to be installed by the
Contractor. If it is to be installed by the
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Contractor, keep the text below If it is
Government furni shed replace the text with a brief
description of the furnished network. If it is
partially Governnent furnished, keep the text bel ow
and add a description of the Governnent furnished
portions. Basic information to include is: nedia
type, wiring location and access, network bandw dth,
Project Site POC for coordination of shared network.

Note that simlar editing is required in PART 3 IP
Network Installation

EE R R R S I R I R I R I O I R R R I R S R R I R R R R R S R R R

The I P UMCS network shall provide speeds of at |east 100 Mops on the entire
network using the IP protocol. The Bit Error Rate (BER) of the data
conmuni cati ons conponents shall be no greater than one error in 10E9 for
the entire network. The UMCS Network shall support CEA-709.1B

conmuni cations in accordance with CEA-852-A and all other necessary UMCS
functionality. The Network shall use the followi ng protocols for layers 1
through 7 as defined in the | SO Osl Model

a. Osl Layer 1. The physical layer shall be in conformance with
| EEE Std 802.3 (Ethernet) and operate at at |east 100 nmegabits per
second Mops (100Base-T and 100Base-FX). Hi gher speed protocols may be
used. |If higher speed physical |ayers are used, bridging hardware
shal |l be provided to ensure conpatibility with 100 Mops devi ces.

b. OSI Layer 2. The data-link layer shall be the |EEE Std 802.2 Logica
Link Control (LLC), Type 1, Cass 1, in conbination with the
| EEE Std 802.3 Protocol

c. OsSl Layer 3. The network |ayer shall be the Internet Protocol (IP
RFC 791), the Internet Control Message Protocol (ICMP;, RFC 792), and
t he Address Resol ution Protocol (ARP;, RFC 826).

d. Layers 4 - 7. Network shall support all layer 4 protocols supported by
P (RFC 791) including but not limted to |CMP (RFC 792), 1GW (RFC 1112
), TCP (RFC 793), UDP (RFC 768), IGP (RFC 1371, GRE (RFC 2784) and
protocol s required by [CEA-852-A] ].

PART 2 PRODUCTS

2.1 EQUI PMENT REQUI REMENTS

2.1.1 Product Certifications
Conputing devices, as defined in 47 CFR 15, supplied as part of the UMCS
shall be certified to conply with the requirenents of C ass B conputing
devi ces.

2.1.2 Product Sour ci ng
Contractor supplied units of the sane type of equipnent shall be products
of a single manufacturer. Each major conponent of equi pnent shall have the
manuf acturer's name and the nodel and serial nunber in a conspicuous

pl ace. Materials and equi prent shall be new standard unnodified products
of a manufacturer regularly engaged in the nmanufacturing of such products.
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1.3 CGeneral Requirenents

The Contractor shall provide conponents which neet the follow ng
requirenents:

a. Portions of the data comuni cati ons equi pment systeminstalled in
uncondi ti oned spaces shall operate properly in an environment with
anbi ent tenperatures between -7 and +66 degreesC +20 and 150 degrees F
and ambient relative humdity between 20% and 95% noncondensi ng.

b. Conponents shall accept 100 to 125 volts AC (Vac), 60 Hz, single phase,
three wire with a three-pronged, dedicated circuit outlet or be
provided with a transformer to neet the conponent's power requirenents.

c. The equi pment shall neet the requirements of NFPA 70, UL 60950, NFPA 262,
FCC EMC, and 47 CFR 15.

.1.4 Product Data Sheets

For each product specified in this contract, manufacturer catal og cuts and
sheets which indicate conformance to product requirenments shall be
submitted as specified.

.2 NETWORK HARDWARE

2.1 Nanepl at es

Lam nated pl astic nanepl ates shall be provided for all network hardware.
Each nanepl ate shall identify the function, network address and identifier
of the device. Lanminated plastic shall be 3 mr 0.125 inch thick, white
with black center core. Naneplates shall be a mininmumof 25 by 75 mm 1 by
3 inch with minimum 6 nmr 0.25 inch high engraved bl ock lettering.

Nanepl ates shall be attached to the device in conspicuous | ocation.

2.2 Bui | di ng Poi nt of Connection (BPOC) Hardware

EZE IR R R S R R R I I O R R R Ok S R R R R I R I R I O R I O

NOTE: FYl: BPOCs are the interface between Section
25 10 10 UTILITY MONI TORI NG AND CONTROL SYSTEM
(UMCS) and Section 23 09 23 DI RECT DI G TAL CONTRCL
FOR HVAC AND OTHER LOCAL BUI LDI NG SYSTEMS

EE R R R S I R I R I R I R S R R R R R O S R R I R R R R R S R R R R

2.2.2.1 CEA-709. 1B TP/ FT-10 to I P Router

CEA-709. 1B TP/ FT-10 to IP Routers shall performlayer 3 routing of
CEA-709. 1B packets over an | P network in accordance with CEA-852-A. The
router shall provide the appropriate connection to the I P network and
connections to the CEA-709.3 TP/ FT-10 network. CEA-709.1B TP/ FT-10 to IP
Rout ers shall support the Dynam c Host Configuration Protocol (DHCP

RFC 2131 for IP configuration the use of an CEA-852-A Configuration Server
(for CEA-852-A configuration), but shall not rely on these services for
configuration. CEA-709.1B TP/FT-10 to |IP Routers shall be capabl e of
manual configuration.

2.2.2.2 CEA-709. 1B Gat eway

IR R R R R R RS EEEEEREEEEEEREEEREEEREREEEREEEREEEREEEREEEEREEEEEEEEEEEEEREEEEEEREEEEEERS

NOTE: FYl: Gateways will be used only for
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i ntegration of |egacy systens. Gateways shoul d not
be used to allow a new, non- CEA-709. 1B systemto be
i nstall ed.

IR R R R R R RS EEEEEREEEEEEEEEREEEREREEEREEEEREEEREEEEEEREEEEEEEEEEEEEEREEEEEEREEEEEESE]

Gat eways shall have the appropriate connection on the buil ding-side (non-
CEA-709. 1B side) to interface to the building DDC system and shall neet
the follow ng requirenents:

a. It shall be capable of being installed, configured and progranmed for
t he desi gnated application and through the use of instructions in the
manual supplied by the Contractor.

b. Al software required for gateway configuration shall be provided.

c. It shall provide bi-directional protocol translation between the
buil ding I evel control protocol and CEA-709. 1B

d. It shall allow bi-directional mapping between Standard Network Vari abl e
Types (SNVTs) according to the LonMark SNVT List on the CEA-709. 1B side
and points on the building control network.

EE R R R S I R R I R I R S R R R R R S R R I R R R R R R R R O

NOTE: FYl: The following itemallows both
translation fromLegacy to IP and translation from
Legacy to TP/ FT-10 followed by TP/ FT-10 to IP
conver si on.

IR R R R R R RS EEEEEREEEEEEEEEREEEREREEEREEEREEEREEREEEEREEEEEEEEEEREEEREEEEEEREEEEEEESES

e. It shall communicate on the CEA-709.1B over an |P network in accordance
with CEA-852-A. Contractor may provide a CEA-709.1B TP/ FT-10 to IP
Router co-located with the protocol translator to nmeet this requirenent.

f. It shall allow binding of its standard network vari abl es (SNVTs).

g. For the CEA-709. 1B network, it shall be capable of transnmitting data
using the "min, nmax, and delta" (throttling and heartbeat) methodol ogy.

h. It shall provide the ability to | abel SNVTs that are napped to or from
third party devices.

EE R R R S I R I R I R I R S R R R R R O S R R I R R R R R S R R R R

NOTE: Indicate if additional capability may be
required. Note that since the Legacy system shoul d
not change this requirenent should not be needed,
and when used will normally be intended to cover the
case of 'forgotten' points (when the mapping
requirenents fromthe | egacy system have not been
ful ly/properly identified).

Rk bk bk R IR R R Sk O O e S R S AR Rk R R Rk I ok O kI R R I O b I R

i. It shall provide capacity for mapping all required points as shown|
pl us an additional [50% | ]] fromthe |l egacy side as SNVTs on the
CEA-709. 1B side and vi ce-versa.

j. It shall be capable of supporting polled and synchronous nodifiers for
networ k vari abl es.

k. It shall supply a LonMark external interface file (XIF) as defined in
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3

the LonMark XIF Guide for use with LNS tools and utilities.

It shall have a "service pin" which, when pressed, will cause the
Gateway to broadcast its 48-bit Nodel D and Program D over the network.

It shall provide a configurable self-docunenting string.
It shall retain its configuration after a power | oss of an indefinite
time, and shall automatically return to its pre-power |oss state once

power is restored.

| P Net wor k Har dwar e

2.2.3.1 Wre and Cabl es

IR R R R E R RS EEEEEREEEEEEREEEREEEREREEEREEEEEEREEEEEEREEEEEEEEEEEEEREEEEEEREEEEE SRS

NOTE: Indicate type of fiber and type of connectors
to be used, or if it's left to the Contractor to
decide. If using any of the project sites IT
infrastructure, coordinate with the DOM (I T group)
to determ ne which type of fiber to specify. Use of
Mul tinode fiber for interior work i s reconmended

Use of SC type connectors is recomended.

EE R R R S R I R I R R R R R R R R S I R R I R I R R R S R R R R

a.

Interior LAN Copper Cable: Interior Copper LAN cable shall neet or
exceed all requirements of Category 5 cable as specified in TIA-568-C. 1.
Term nations, patch panels, and other hardware shall neet or exceed
Category 5 specifications and shall be as specified in SECTION 27 10 00
BUI LDI NG TELECOVMUNI CATI ONS CABLI NG SYSTEM  Cabling products shall be
tested and certified for use at data speeds up to at |east 100 Mops.

O her types of nedia commonly used within | EEE Std 802.3 LANs (e.g.
10Base-T and 10Base-2) shall be used only in cases to interconnect with
exi sting nedia. Short lengths of nedia and transceivers nmay be used in
t hese applications. The Contractor shall provide separately orderable
nedi a, taps and connectors.

Interior Fiber Optic Cable: Interior Fiber Optic Cable shall be

[ Mul ti nmode] [ Si ngl enpde] [ Mul ti mode or Singl enode] fiber
[62.5/125][10/125][62.5/125 mcron for nultinbde or 10/125 mcron for
singl ennde] with [SCI[ST][SC or ST] connectors as specified in
TIA-568-C. 1. Term nations, patch panels, and other hardware shall be
conpatible with the specified fiber and shall be as specified in
SECTI ON 27 10 00 BUI LDI NG TELECOMMUNI CATI ONS CABLI NG SYSTEM The data
conmuni cati ons equi pnent shall use the [850-nm range of

nmul ti node] [ 1310- nm range of si ngl enode] [ 850-nm range of multinode or
1310-nm range of singlenpde] fiber-optic cable. Fiber-optic cable
shall be suitable for use with the 100Base- FX standard as defined in
| EEE Std 802. 3.

Exterior Fiber Optic Cable: Exterior Fiber Optic Cable shall be

[ Mul ti node] [ Si ngl enbde] [ Mul ti node or Singl enode] Fi ber

[ 62.5/125][10/125][62.5/125 m cron for nultinbde or 10/125 mcron for

si ngl enode] micron with [ SC][ST][SC or ST] connectors as specified in
TI A-568-C. 1. Terminations, patch panels, and other hardware shall be
conpatible with the specified fiber and shall be as specified in
Section 40 95 33.23 20 FIBER OPTIC (FO QUTSI DE PLANT (CsSP) MEDI A.  The
dat a conmuni cati ons equi pnent shall use the [850-nm range of

nmul ti node] [ 1310-nm range of si ngl enode] [ 850-nm range of multinode or
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1310-nm range of singl enode] fiber-optic cable. Fiber-optic cable
shall be suitable for use with the 100Base- FX standard as defined in
| EEE Std 802. 3.

2.3.2 Fi ber Optic Patch Panel

Fi ber Optic Patch Panels shall be wall or rack nountable and designed to
provide termination facilities for up to 24 fibers. Unit shall also have
capability to be equipped with spliced trays, six packs (for adapters), and
bl ank panels for easy term nation of the fiber bundl es and tube cabl es.

Fi ber-optic term nating equi prent shall provide for nounting of ST or SC

connectors on an optical patch panel. Fiber-cable nanagenent and
cabl e-routing hardware shall be provided by the Contractor to assure
conformance to mninumfiber and cable bend radii. Connectors on the patch

panel shall be ST or SC feed through. Access to both sides of the pane
shal |l be provided by the Contractor. The patch panel for the connectors
shall be nounted to facilitate rearrangenent and identification. Each
appar atus shall have cabling and connection instructions associated with it.

.2.3.3 Fi ber Optic Media Converter

Fi ber Optic nmedia converter shall provide nmedia conversion between |ayer 1
copper and fiber nedia to support data rates equal to the greater of the
physi cal |ayer or 100 Mips as specified in | EEE Std 802. 3.

.2.3. 4 Et hernet Swi tch

Swi tches shall be I EEE Std 802.3 bridges which shall function as the center
of a distributed-star architecture and shall be "l earning" bridges with
spanning tree algorithns per |EEE Std 802.1. The switch shall support the
connected nedia types and shall have a m ni mum of 150%the required ports
and no fewer than 4 ports. One port shall be switch sel ectable as an
upl i nk port.

.2.3.5 | P Rout er

The Contractor shall provide |P router network equi pnment. The routers
shall be fully configurable for protocol types, security, and routing

sel ection of sub-networks. The router shall neet all requirenents of

RFC 1812.

.3 COVPUTER HARDWARE

. 3.1 Nanepl at es

Lam nated pl astic nanepl ates shall be provided for each server and

wor kstation. Each naneplate shall identify the function, network address
and identifier of the server or workstation. Lam nated plastic shall be 3
nr 0. 125 inch thick, white with black center core. Naneplates shall be a
m ni mum of 25 by 75 my 1 by 3 inches with nminimumr 6 mr 0.25 inch high
engraved bl ock lettering. Al nanmeplates shall be attached to the device
in conspicuous |ocation.

3.2 Server Hardware

Rk Rk kR IR R R Sk O kb S O I AR R R R Rk O ok O O R IR I bk S A R

NOTE: Coordinate with the Project Sites DOM (IT
group) and include the sites 'standard' server
redundancy requirenents.
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Conput er Server Hardware (server) shall be a standard unnodified digital
conput er of nodul ar design currently bei ng manufactured. The nodul ar
conponents of the server shall be products of a single manufacturer which
advertises service in all 48 contiguous states. Server hardware shall neet
the follow ng mnimumrequirenents.

a. Processor speed: M nimum 250% of the stated requirenents of the
software to be installed on the server.

b. Random Access Menory (RAM: M ni mum 250% of the stated requirenents of
the software to be installed on the server.

c. Comuni cations ports: One serial port, one enhanced parallel port and
one USB port in addition to any ports required for the keyboard and
nouse.

d. Hard Drives and Controller: Controller and Drives shall provide at
| east [120GB] | ] usabl e disk space with an average seek tinme of 7
mlliseconds or |ess using hardware RAID (Redundant Array of
I nexpensive Disks) at levels 1 or 5 (RAID-1 or RAID5).

e. CDDVD-RWDrive: Conbo CD-RWwi th 32x read, 24x wite and 16x rewite
and DVD-RWwi th 12x read; 4x re-wite; 2x wite.

f. Floppy Disk Drive and controller: High density (1.44MB) disk drive 90
my 3.5 inch dianeter size.

g. Video output card: Support at least 16 bit color at a nmininmm
resol ution of 1280 by 1024 at a mininumrefresh rate of 70 Hz.

h. Network Interface Card (NIC): Integrated [100Base-T Ethernet NIC with
an RJ45 connector.][100Base-FX Ethernet NIC with an [SC][ ST] connector.]

i. Mnitor: Sized as shown but no | ess than 432 nm 17 inches with a
m ni mum resol uti on of 1024 by 768 pixels, non-interlaced, a maxi num dot
pitch of 0.28 millimeters, and a minimumrefresh rate of 70Hz.

j. Keyboard: 101 key keyboard having a m ni mum 64 character standard
ASCI | character set based on ANSI | NCI TS 154.

k. Muse: 2-button nmouse with a minimmresolution of 400 dots per inch.
. Hot-swappabl e redundant power supplies.

.3.3 Wor kst ati on Hardware (Desktop and Lapt op)

Conput er Wirkstation Hardware (workstation) shall be a standard unnodified
digital desktop conmputer of modul ar design or a | aptop as shown. The
nodul ar conponents of the desktop, or the Il aptop, shall be products of a
singl e manufacturer which advertises service in all 48 contiguous states.
Wor kst ations shall neet the follow ng mininmumrequirenents.

a. Processor speed: 150%the stated requirements of the software to be
installed on the workstation.

b. Random Access Menory (RAM: 150%the stated requirements of the
software to be installed on the workstation.
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Conmuni cati ons ports:

(1) Desktop: One serial port, one enhanced parallel port and two USB
ports in addition to any ports required for the keyboard and nouse.

(2) Laptop: One serial port, one enhanced parallel port, one USB
port, one PCMCI A card slot, and one additional USB or PS/2 port
for a nouse.

Hard Drive and controll er

(1) Desktop: [60GB] [___] formatted di sk space with an average seek
time of 7 mlliseconds or |ess.

(2) Laptop: [40GB] [__ ] formatted di sk space with an average seek
time of 10 nmilliseconds or |ess.

CD-RWDrive: 24x read; 12x re-wite; 24x wite. For |aptops the CD-RW
drive [shall be a fixed drive][shall be a fixed or nodul ar - bay
drive][shall be a fixed, nodul ar-bay or external drive].

Fl oppy Disk Drive and controller: High density (1.44MB) disk drive
90mm (3. 5inch) diameter size. For |laptop workstations the floppy disk
drive shall be a [fixed drive][fixed or nodul ar-bay drive][fixed
nodul ar - bay or external drive].

Vi deo out put card:

(1) Desktop: Support at least 32 bit color at a mininumresolution
of 1280 by 1024 at a mininumrefresh rate of 70 Hz.

(2) Laptop: Support at least 16 bit color at a m ni mumresol ution of
1024 by 768 at a minimumrefresh rate of 60 Hz.

Network Interface Card (NIC):

(1) Desktop: Integrated [100Base-TX Ethernet NIC with an RJ45
connector.][100Base- FX Ethernet NIC with an [SC][ ST] connector]

(2) Laptop: Integrated or PCMCI A 100Base-TX Ethernet NIC with an
RJ45 connect or

Moni t or :

(1) Desktop: Mnitor sized as shown but no |less than 482 mr 19 inches
wi th a maxi nrum supported resolution of no | ess of 1280 by 1024
pi xel s, non-interlaced, and a maxi mum dot pitch of 0.28
mllinmeters

(2) Laptop: LCD Screen sized as shown but no | ess than 305 mr 12
inches with a maxi nrum supported resolution of no | ess than 1024 by
768 pi xels

Keyboar d

(1) Desktop: 101 key keyboard having a m ni mum 64 character standard
ASCI | character set based on ANSI |NCI TS 154.
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(2) Laptop: Standard |aptop keyboard.
k. Mouse:

(1) Desktop: 2-button nouse with a mininumresolution of 400 dots
per inch.

(2) Laptop: Integrated touch-pad.
3.4 Printers
Printers shall be local or network printers as shown. Local printers shall
have a parallel or USB interface. Network printers shall have a 100Base-T

interface with an RJ45 connection and shall have a firmnare print spool er
conmpatible with the Operating System print spooler.

.3.4.1 Alarm Printer

The dot matrix alarmprinters shall have a mnimum 96 character standard
ASCI | character set based on ANSI | NCI TS 154 and with graphics capability.
The printers shall have adjustable sprockets for paper width up to 279 m
11 inches, print at least 80 colums per line and have a m ni nrum speed of
200 characters per second. Character spacing shall be selectable at 10, 12
or 17 characters per inch. The printers shall use sprocket-fed fanfold
paper. The units shall have programmabl e control of top-of-form]

Printers shall include floor stands with paper racks.]

.3.4.2 Laser Printer

Laser printers shall neet the follow ng mininmmrequirenents:
a. Resolution: 600 by 600 dots per inch.

b. Printing Tine: 10 pages per mnute.

c. Data Buffer Size: 10 Megabytes.

d. Media Size: 216 by 279 my 8.5 by 11 inches as shown.

e. Paper Cassette: 250 sheet capacity.

.3.4.3 Col or Printer

The color printer shall use ink jet technol ogy, shall be a full-color
printer, and shall meet the follow ng m ni mumrequirenents:

a. Resolution: 600 by 600 dots per inch.
b. Printing Time: 2 pages per mnute.
c. Data Buffer Size: 16 Megabytes.

d. Colors: Printer shall have a separate replaceable black ink cartridge
or print head.

e. Media Type: Paper and transparency film

f. Media Size: 216 by 279 mm 8.5 by 11 inches and as shown.
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g. Paper Cassette: 250 sheet capacity.

4 COVPUTER SOFTWARE

4.1 Operating System (QOS)

The operating system (0S) shall fully support all installed software and

peri pherals and shall be able to obtain screen capture of the nonitor
di spl ay bei ng vi ewed.

.4.2 O fice Autonmati on Software

Ofice Automati on Software shall consist of the [e-nmail, ]spreadsheet and
word processing portions of the project site's standard office automation
sof t war e.

.4.3 Virus Protection Software

Virus Protection Software shall consist of the project site's standard
virus protection software conplete with a virus definition update
subscri ption.

4.4 CEA- 852- A Configuration Server

The CEA-852-A configuration server shall neet the requirenents of CEA-852-A.

.4.5 CEA-709. 1B Networ k Confi guration Too

The network configuration tool shall neet the foll owi ng ninimm
requirenents:

a. It shall solely use LonWwrks Network Services (LNS) for all network
configurati on and managenment of CEA-709. 1B devi ces.

b. It shall be capable of executing LNS plug-ins.

c. It shall be capable of perforn ng network database reconstruction of an
CEA-709. 1B control network, such that if connected to an existing
CEA-709.1B network it has the ability to query the network and create
an LNS database for that network and an associ ated network draw ng.

d. It shall allow configuration of the network while off-line such that an
operator may set up changes to the network while di sconnected fromthe
network, and then execute all of them once connect ed.

e. It shall have a graphics-based user interface, and be able to display
and print a graphical representation of the control network.

f. 1t shall be capable of generating and printing the follow ng reports:

(1) Tabl e containing domai n/ subnet/node address and node identifier
for the entire network or any subset thereof, selected by the user

(2) Table containing Standard Network Variabl e (SNVT) input and
out put details for any CEA-709. 1B device on the network.

(3) Table containing Standard and User-Defined Configuration

Properties (SCPTs and UCPTs) for any CEA-709. 1B device on the
net wor k.
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g. It shall be capable of nerging two existing standard LNS dat abases into

a single standard LNS dat abase.

2.4.6 Moni toring and Control (M&C) Software

EE R R R I I R R R I I O R R R O R R R I R R I O R I O

NOTE: Designer should choose the ninimum nunber of
points and clients the M&C software is required to
acconmpdat e based on the project site's master
plan. The initial nunber of points to be
accommodat ed shoul d be chosen such that it is
sufficient to cover all current and known future
projects. The total system expansion requirenment
shoul d be based on potential/anticipated future
proj ects.

{Points neans "points that the M&C software can
read/ wite on the network'. In general, points wll
be SNVTs, but they may include configuration
properties and/or variables (points) froma |egacy
system (via a protocol driver)}.

Web based clients are not specifically addressed
here. The Contractor may provi de web-based or
non- web- based clients as needed to neet the M&C
software functional requirenents. |If web based
clients are specifically required or are not

al l owed, edit the M&C Software requirenents
accordingly See the UFC for nore information.

EE R R R I R R R I I O R R R Ok S R R I R I R I O R I O
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NOTE: FYl: The follow ng paragraphs/ pages (the M&C
software requirenments) specify functionality that is
required for the M&C Software but that nmay not be
achi evabl e due to | ack of data/support at the
building level. In order to nmeet future needs these
requi renents should be kept. It is expected that
they are usually part of the 'standard' capabilities
of this type of software

EE R R R S I R I R I R I R S R R R R R O S R R I R R R R R S R R R R

The nonitoring and control (M&C) software shall be an LNS-conpatible
client-server software package. The software shall acconmpdate [ ]
poi nts and shall be expandable via licensing upgrade to accommpdate up to
[50,000][ ] points without requiring additional software installation.
The server software shall support clients as specified and shown and shal
be expandable via licensing upgrade to support no less than [50][__ ]
total clients and no less than [20][__ ] clients simultaneously w thout
requiring additional server software installation.

2.4.6.1 Passwor ds

EZE IR R R S R R R I I O R R R Ok S R R R R I R I R I O R I O

NOTE: Designer nust choose if password managenent
for M&C software i s perforned

a) by the Gs

or
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b) by the M&C software itself
or

c) if the decisionis left to the Contractor
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The M&C software shall provide user-based access to M&C functionality. The
M&C Software shall [obtain user information fromthe OS][or][manage M&C
user information] and shall recognize at least [100][__ ] separate users
and have at |east 4 levels of user perm ssions. User perm ssion |levels
(fromnost restrictive to nost perm ssive) shall include:

a. Pernission Level 1: View System G aphic Displ ays.

b. Permssion Level 2: Permssion Level 1 plus acknow edge al arns and set
up (configure) trends and reports.

c. Pernission Level 3: Permission Level 2 plus override SNVTs and set up
(configure) alarnms, schedules and denmand |imting.

d. Pernission Level 4: Pernmission Level 3 plus create and nodi fy System
Graphi c Displays and create custom prograns.

Passwords shall not be displayed. The systemshall nmaintain a disk file
logging all activity of the system |If the file fornmat is not plain ASCl
text, the Contractor shall provide a neans to export or convert the file to
plain ASCI1 text. This file shall maintain, as a mininum a record of al
operators | ogged onto the system al arm acknow edgrments, conmands i ssued
and all database nodifications. Passwords shall not be | ogged. The
activity log shall be naintained at the server hardware. The system shal
automatically provide a nechanismfor archiving the log files for long term
record storage.

.4.6.2 Prot ocol Drivers

EE R R R S I R R R I O I R R R R I O S R R I R R R R R R R R O

NOTE: FYl: one of the integration nethods for

| egacy systens is to use a protocol driver (a
"software gateway') in the M&C software to integrate
t he | egacy system

IR R R R R R RS EEEEEREEEEEEREEEREEEREREEEREEEREEEREEEREEEEREEEEEEEEEEEEEREEEEEEREEEEEERS

The M&C Software nay include drivers to other (non-CEA-709.1B) protocols.
The protocol driver shall allow all M&C Software functions to wite val ues
to and read values frompoints on the | egacy system The M&C software
shal | support reading points fromthe | egacy systemand witing these

val ues to SNVTs on the CEA-709. 1B network, and reading SNVTs fromthe
CEA-709. 1B network and writing these values to points on the | egacy
network. Use of the driver to integrate additional |egacy systens shal

not require progranm ng but may require configuration.

.4.6.3 System Graphi c Di spl ays

The nonitoring and control (M&C) software shall include graphical displays
t hrough which an operator can performreal -tine access and mani pul ati on of
the M&C functions as specified and shown. The graphical displays shal
consi st of building-level system (air handler units, VAV boxes, chillers,
boilers etc) graphic displays, alarmdisplays, scheduling displays,
trendi ng di splays, and demand linmting displays. Data associated with an
active display shall be updated at |east once every 5 seconds.
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Navi gati on Schene: System graphic displays of building-level systens
and points shall be hierarchical displays using a building-to-equipnent
poi nt-and-click navigation schene. Each display shall show the
bui | di ng name and nunber. Each display shall show system w de data
such as outside air tenperature and humdity in the case of an HVAC
system applicati on.

(1) Each Building or Building Sub-Area display shall show the
buil ding foot print and basic floor plan, and shall clearly show
and di stinguish between the individual zones and the equi pnent
serving each zone and space. The building display shall also show
all space sensor and status readi ngs, as applicable, for the
i ndi vi dual zones such as space tenperature, humdity, occupancy
status, etc. The building display shall show the |ocations of
i ndi vi dual pieces of nonitored and controlled equipnent.

(2) Each equi pnent display shall show a [one-line diagram contro
schemati c] [ 3-di nensional] representation of the individual pieces
of equi prent using the synbols and M&C point data types as
specified. Different colors and textures shall be used to
i ndi cate various conponents and real tine data. Color and texture
meani ngs shall be consistent across all displays.

(3) Each display shall clearly distinguish between the follow ng
poi nt data types and information:

(a) Real-tine data.

(b) User-entered data.

(c) Overridden or operator-disabl ed points.
(d) Devices in alarm (unacknow edged).

(e) Qut-of-range, bad, or mssing data.

Navi gati on Conmands: The system graphi c di splays shall support English
| anguage operator commands via point-and-click nouse or keyboard entry
for defining and sel ecting points, paraneters, graphics, report
generation, and all other functions associated with operation. The
operator comuands shall be usable fromany operator workstation with

i ndi vi dual operator passwords as specified.

(1) Conmmand Input: Operator's conmands shall be full words and
acronyns selected to all ow operators to use the system w t hout
extensive training or any data processing backgrounds. The system
shal | pronpt the operator in full words and acronyns for al
required information, identifying acceptable conmand formats. The
operator's response shall be a point-and-click selection, word,
phrase, or acronymincludi ng paraneters where required.

(2) Command Input Errors: The system shall supervise operator inputs
to ensure they are correct for proper execution. Operator input
assi stance shall be provided whenever a command cannot be executed
because of operator input errors. The systemshall explain to the
operator why the command cannot be executed. Conditions for which
operator error assist nessages shall be generated include:
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(3)

(4)

(5)

(a) The command used is incorrect or inconplete.

(b) The operator is restricted fromusing that command

(c) The command addresses an out-of-range or bad data point.

(d) The command addresses a point that does not exist.

(e) The command woul d violate constraints.

Speci al Functions: The systemshall provide the foll ow ng

poi nt-and-click nouse functions, in addition to all other commands
speci fi ed:

(a) HELP: shall produce an indexed or nmenu-driven display of al
conmands available to the operator. The HELP command, followed by
a specific command shall produce a context sensitive listing with
a short explanation of the purpose, use, and systemreaction to
t hat command.

(b) DI SPLAY DI AGRAM shall display diagrans of specific utility
systens or other systens as specified.

(c) DI AGRAM DEVELOPMENT: shall allow the user to devel op
di agrans of specific utility systens or other systens as specified.

(d) PRINT REPORT: Shall allow the operator to initiate printing
of reports.’

Qperator's Commands: The operator's commands shall provide the
nmeans for entry of control and nonitoring conmands, and for
retrieval of information. Processing of operator conmands shal
comrence within 1 second of entry, with sonme form of
acknow edgnment provided at that tine. The operator's conmmands
shal | performtasks, including:

(a) Request a display of any SNVT or cal cul ated point or any
group of related SNVTs and cal cul ated points

(b) Startup and shutdown sel ected systens or devices.

(c) Override any SNVT point to an operator sel ected val ue.
(d) Release the override of a SNVT

(e) Mdify tine and event scheduling.

(f) Initiate reports.

(g) GCenerate and format reports.

System Graphic Display H erarchy: The system graphic display
shall have a hierarchical structure with at |east five |evels:

(a) Unit: The unit that a point is associated with, such as an
AHU.

(b) Building Sub-Area: A part of a building.
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(c) Building: The building that a point is located in or near

(d) Building Goup: A group of buildings.

(e) Facility: Installation included in the UMCS
Di splay Editor: The display editor shall enable the user to create,
nodi fy, and del ete di splays and graphic synbols. The prinmary use shal
be for adding and nodifying one-line diagrans, status displays, system
sunmari es, and systemdirectories, as new controllers, points, data,
and ot her necessary changes are made. The basic functions shal
i ncl ude:
(1) Create and save displays and graphic synbols.

(2) Goup and ungroup graphic synbols. The grouped synbol shall be
mani pul ated as a single synbol.

(3) Modify a portion of a graphic synbol

(4) Save graphic synbols as a library object.

(5) Rotate and mirror a graphic synbol.

(6) Delete a graphic synbol

(7) Place a graphic synbol on a display.

(8) Cancel the display of a graphic synbol.

(9) Assign conditions which automatically initiate the display.
(10) Overlay al phanunerics and graphics.

(11) Save new, nodified, or existing graphics as new graphics.
(12) Integrate real-tine data with the display.

(13) Define the background col or

(14) Define the foreground col or

(15) Locate the synbols.

(16) Position and edit al phanuneric descriptors.

(17) Establish connecting lines.

(18) Establish sources of latest data and | ocation of readouts.
(19) Display anal og val ues as specified.

(20) Cursor control (up, down, right, left).

(21) Create and display al phanuneric displ ays.

(22) Assign graphics a depth such that when there are coincident
graphics the one with the | ower depth is displayed.
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(23) Modify graphic properties based on SNVT val ues, cal cul at ed
val ues or val ues obtained froma | egacy system

(24) Creating conditional displays such that different graphic
synbol s or text are displayed based on SNVT val ues, cal cul at ed
val ues or val ues obtained froma | egacy system

(25) Synbols Library: The library of call able display synmbols shal
i nclude: Punp, Mtor, Two- and Three-way Val ves, Flow Sensing
El enent, Point and Averagi ng Tenperature Sensors, Pressure Sensor
Humi dity Sensor, Single and Double Deck Air Handling Unit, Fan
Chiller, Boiler, Air Conpressor, Chilled Water Piping, Steam
Pi pi ng, Hot Water Piping, Ductwork, Unit Heater, Pressure Reducing
Val ve, Danper, Electric Meter, Limt Switch, Flow Switch, Hi gh-
and Low Point and Averagi ng Tenperature Switches, H gh- and Low
Pressure Switches, Coil, Solenoid Valve, Filter, Condensing Unit,
Cool i ng Tower, Variable Frequency Drive (VFD), Heat Exchanger
Current Sensing Relays. Synbols shall at a mininumconformto
ASHRAE FUN SI ASHRAE FUN | P where applicable.

2.4.6.4 Schedul i ng
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NOTE: FYl: The M&C software will be the primary
net hod of scheduling. Building systens have

" backup' scheduling capability in the event of a

| oss of conmunication with the M&C Software Server
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The M&C software shall be capabl e of changing the value of any SNVT in the
LNS Dat abase and any point available froma connected | egacy systemvia the
protocol driver to any |legal value according to a schedule. A mninum of
[200] ] user-definabl e schedul es shall be supported and the specified
schedul i ng functions shall be operator accessible and adjustable via
graphi cs display. The graphics display shall include the follow ng fields
and functions:

a. Current date and tinme. The OS and M&C software shall automatically
make Daylight Savings Time adjustnents. Daylight savings tine
adj ustment shall be capabl e of being disabled by the operator

b. Building nane and nunber.
C. Systemidentifier and nane.

d. Systemgroup. Systens shall be capabl e of being grouped by the user to
perform according to a comopn schedul e.

e. Wekly schedules. Each system shall have a weekly schedul e based on a
seven day per week schedule with i ndependent schedul es for each day of
the week including no I ess than 6 val ue changes per day.

f. Holiday and special event schedules. System scheduling shall support
hol i day and speci al event cal endar schedul es i ndependent of the daily
schedul e. Special event schedul es shall include one-tine events and
recurring events. Scheduling of one-tine events shall include the
begi nni ng and endi ng dates and tines of the event. Holiday and specia
event schedul es shall have precedence over device weekly schedul es.
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2.4.6.5 Aarns
The MRC software shall be capable of generating alarnms and handl i ng network
vari able inputs of type SNVT_Alarmfromthe control network. MC Software
shal | be capabl e of handling and managi ng no |l ess than [10,000][__ ]
al arm points.

a. AlarmData. Alarmdata to be displayed and stored, as applicable and as
speci fied, shall include:

(1) Identification of alarmincluding building, system (or
sub-systen), and devi ce nane.

(2) Date and time to the nearest second of occurrence.

(3) Alarmtype

(a) Unreliable: Indicates that the source device has failed due
to the sensing device or alarm paraneter being out-of-range or bad
dat a.

(b) High Alarm

(c) Low Alarm
(4) Alarmset point and deadband(if anal og).
(5) Engineering units.
(6) Current value or status of the al arm point.

(7) Alarmpriority: There shall be two alarmpriority |evels;
critical and informational. Critical alarnms shall remain in alarm
until acknow edged by an operator and the alarmcondition no
| onger exists; informational alarns shall remain in alarmunti
the alarmcondition no |longer exists or until the alarmis
acknow edged.

(8) Alarm Message: A unique nmessage with a field of 60 characters
shal |l be provided for each alarm Assignnent of nessages to an
al arm shal |l be an operator editable function

(9) Alarm Secondary Message: Secondary nessages shall be assignable
by the operator for printing to provide further information, such
as tel ephone lists or maintenance functions, and shall be editable
by the operator. The systemshall provide for 100 secondary
messages, each with 25 |ines of 60 characters each

(10) Acknow edgenment status of the alarm and, where acknow edged, the
time and date of acknow edgenent.

(11) User who acknow edged the al arm

b. Alarm Notification and Routing: The M&C software shall be capabl e of
performng alarmnotification and routing functions. Upon receipt or

generation of an alarmthe M&C software shall imrediately perform al arm
notification and routing according to an assigned routing for that
alarm The M&C software shall support at |east [500]] ] alarm

routes; an alarmroute shall be a unique conbination of any of the
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followi ng activities:

(1) Generate a pop-up up display on designated workstation nonitors.
The pop-up display shall include identification of the alarm date
and tinme of the alarm alarm nessage, and current val ue/status of
the alarmpoint. Alarns shall be capable of being acknow edged
fromthe pop-up display by operators with sufficient perni ssions.
Pop-up displays shall be displayed until acknow edged.

(2) Dial a nuneric paging systemand | eaving a nuneric nessage. The
pagi ng system nunber and numeric nessage shall be user
configurable for each alarmroute.

(3) Send an e-nmil nessage via sinple mail transfer protocol (SMIP
RFC 821). The e-mmil shall contain a scripted nessage and al
alarmdata. The e-mail recipient and scripted nessage shall be
user configurable for each alarmroute.

(4) Print alarns to designated alarmprinters. The printed nessage
shall be the same as the pop-up nessage.

c. Alarm D splay and Acknowl edgenent. The M&C software shall include an
alarmdisplay. A mninmmof the nost recent [100]] ] system al arns
shal |l be available for display at each workstation as shown, along wth
all associated alarmdata. Alarnms shall be capable of being
acknow edged fromthis display. Miltiple alarns shall be capable of
bei ng acknow edged using a single command. Operator acknow edgnent of
one alarmshall not automatically be considered as acknow edgnent of
any other alarmnor shall it inhibit reporting of subsequent al arns.

d. Alarm Storage and Reports: The M&C software shall store each al arm and
its associated alarmdata to hard disk. The stored data shall be
user-sortable and formatted for printing.

2.4.6.6 Trendi ng
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NOTE: Designer should determ ne required nunber of
poi nts M&C software is capable of trending based on
the project site's naster plan
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The M&C software shall be capable of performng real-tinme trending on a

m ni mum of [5,000][ __ ] points sinultaneously with a mni mumtrendi ng
capacity of 100 points per second. The M&C software shall be capabl e of

di splaying and printing a graphical representation of each trend, and of
mul tiple trended points on the sane graph. The software shall be capable
of saving trend logs to a file. |If the file format is not plain ASCI| text
in a Conma- Separ at ed-Val ue (CSV) format, the Contractor shall provide a
nmeans to export or convert the file to plain ASCII text in a CSV format.
Each trend shall be user-configurable for:

a. Point to trend

b. Sanpling interval with a mninmmsanpling interval no greater than 1
second, and a maximum sanpling interval no I ess than 1 hour

c. Start and Stop Tine of Trend: Start and stop tines shall be determ ned
by one or nore of the follow ng nethods:
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(1) Start Time and Stop Tine
(2) Start Time and Duration
(3) Start Time and nunber of sanples

2.4.6.7 El ectrical Power Demand Liniting
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NOTE: The System Schedul er (referenced below) is
specified in Section 23 09 23 DI RECT DI G TAL CONTRCL
FOR HVAC AND OTHER LOCAL BUI LDI NG SYSTEMS

The critical alarmfor actual demand exceedi ng the
El ectrical Demand Target (EDT) should be routed such
that it is received as soon as possible.

Desi gner nust decide if actual denmand exceedi ng EDT
causes the EDT to be reset to a higher val ue.

The billing structure should be obtained fromthe
utility supplying electrical service in order to
coordi nate equi prrent demand linmit priorities with

the project site's Energy Manager. |If real tinme
pricing is a part of the billing structure it wll
al so require coordination with the demand limting
program
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The UMCS shall be able to nonitor and Iimt the electrical denand using a
demand limting program subject to the availability of appropriate data
and control hardware. The demand liniting programshall operate

continuously and shall execute at the M&C Software Server. It shall obtain
electrical demand fromthe installation electric utility nmeters a m ni mum
of once per mnute and predict the electrical peak demand [30][__ ]

mnutes into the future. This predicted peak demand val ue shall be

recal culated at a mninmnumof [one (1)]J[___ ] minute intervals. The

El ectri cal Denmand Target (EDT) and predicted denand shall be used by the
demand limting programto determne demand limt priority. The EDT shal
be user configurable. Wen the actual denmand exceeds the EDT[, the EDT
shal |l be automatically reset to a higher value for the duration of the
billing cycle and] a critical alarmshall be broadcast.

a. Demand limt priority level: The Demand limt priority level is a
cal cul ated value which is used by the M&C server to determ ne the group
or groups of equipnment to be shut off or set points adjusted
(Chillers). Six (6) levels of demand priority (zero (0) through five
(5)) shall be defined. Wen no |oads are to be shut down the system
shall be at demand |imt |evel zero (0). When the predicted denand
first exceeds the EDT, the demand limiting program shall designate the
demand |imt priority to have a value of 1. Successive |evels of
demand limt priority shall be based upon the amobunt (kW that the
predi cted demand exceeds the EDT and duration of this excess. The
m ni mum amount of tine between changes to the demand limt priority
| evel shall be operator-adjustable with a default value of [15]] ]
m nut es.

b. Denmand Linit Schedule and Monitoring Screen: The demand limt software
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shal | use a spreadsheet type table which shall include the follow ng
i nformati on:

(1) Current demand, predicted denmand
(2) Base-wi de EDT
(3) Tine of day
(4) For each system
(a) Equi pnent Description
(b) Equi pnent demand limt priority

(c) SNVT nane used to override equi pnent occupancy node (via the
System Schedul er specified in Section 23 09 23: DI RECT D d TAL
CONTROL FOR HVAC AND OTHER LOCAL BUI LDI NG SYSTEMS) or to adj ust
chiller setpoint.

(d) Maximumoff tinme
(e) Maxi mum shut-down or setpoint reset intervals per day

(f) Equi prent status indicating current occupancy node for
non-chill er equi pment and setpoint for chillers

This screen and associ ated table used for inplenenting the

el ectrical power demand liniting algorithmshall have a user
interface which allows the user to edit, add, and delete any item
in the table.

Equi prent shut down and chiller reset. Each mechani cal system (air
handl er, chiller, fan coil unit, etc) shall have associated with it a
demand [imt priority fromO to 5. A systemwith a priority of 5 shall
never be shut down by the denmand limting program Equi pnent whose
demand limt priority is less than or equal to the base-w de demand
[imt priority level shall be shut down for a maxi mumtime period of
time as shown. Chillers shall have their setpoint reset or shall be
shut down as shown. This shall be acconplished by setting the val ue of
the Occupancy Override SNVT (to the System Schedul er)to OC UNOCCUPI ED
or by adjusting the Chiller Setpoint via the Chiller Setpoint Override
SNVT for the mechani cal system as shown on the Denand Limt Schedule in
a staged manner such that no |less than [15]] ] seconds el apses

bet ween changi ng any two SNVTs in a single building.

Equi pnrent re-start: Wen predicted demand transitions from greater
than the EDT to | ess than the EDT by the EDT Deadband val ue, the denmand
l[imt priority level shall be decremented and the appropriate equi pnent
(equipment with a demand limt priority level greater than the
base-wi de demand limt priority) shall have their Occupancy Override
SNVT (to the System Schedul er) set to OC NUL. Chillers that have had
setpoint reset shall have their setpoint override released or changed

to a value appropriate for the new demand limt priority level. These
SNVT changes shall be performed in a staged manner such that no |ess
than [15][ ] seconds el apses between changi ng any two SNVTS in a

si ngl e buil di ng.

Manual initiation of denmand limting: The demand |initing program
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shal |l be configured to allow an operator to manually override the
demand [imt priority regardless of predicted demand. This override
shall remain until manually rel eased.

f. Program I nputs

(1) Calcul ated Equi prrent Demand Linmit Priority Level (MC Software
I nternal Val ue).

(2) Tine-of-day

(3) Equi pnent nmaxi mum of f tinme

(4) EDT (Electrical Denand Target)
(5) EDT Deadband

(6) Beginning and endi ng dates of winter and sumer billing
peri ods

(7) Length of sliding window interval
(8) Total denand
(9) Operating setpoint and occupancy status (current val ues)
(10) Begi nning and endi ng dates for each billing cycle
g. Program Qut put
(1) Occupancy Override SNVT (to System Schedul er) for each system
(2) Setpoint Override SNVT for each chiller with setpoint reset
(3) Predicted Denmand
2.4.6.8 Dermand Linmiting with Real -Tinme Pricing
Demand Limiting with Real -Tine Pricing shall perform El ectrical Power
Demand Limting as specified except that demand Iimt priority shall be

determned by real-tinme pricing data.

2.4.6.9 Pr ogranm ng Language

The MRC Software shall incorporate a progranm ng (scripting) |anguage for
creating customapplications. Actions that shall be avail able through the
programm ng | anguage shall include the foll owi ng functions:

a. Override SNVTs
b. Monitor SNVTs
c. Cdock / Tinmer Functions

d. Math Functions: Addition, subtraction, nultiplication, division,
exponentiation, trigononetric and | ogarithm c functions.

e. Loops ("for" and "while")
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f. Conditional Branches ("if-then-else")
g. Variable Define / Assignnent / Use

h. Provide data to a graphic display

i. GCet data froma graphic display

j. Initiate alarmconditions

k. Initiate Reports

. Logic Functions: ("and", "or" and "not")

m Bitwi se |logic functions.
n. User defined subroutines and functions.

2.4.6.10 Report GCeneration
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NOTE: The list of standard reports should be edited
by the designer to renpbve any reports or sub-itens
of individual reports not required by the project.
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Software shall be provided with commands to generate and format reports for
di splaying on current Workstation, printing, and storing on disk. Reports
shal |l be stored by type, date, and tinme. The destination of each report
shal | be sel ectable by the operator. Dynamic operation of the system shal
not be interrupted to generate a report. The report generation node,
either automatic or requested, shall be operator assignable. The report
shall contain the time and date when the sanples were taken, and the tine
and date when the report was generated. The software shall be capabl e of
saving reports to a file. |If the file format is not in a format conpatible
with the provided Ofice Autonmation Software, the Contractor shall provide
a neans to export or convert the file to a conpatible format. Software
shall be provided to format and store all data, trends, profiles, reports
and | ogs specified herein in a conma-delinited text format to any nedia
supported by the operating system The software shall allow for automatic
or manual generation of reports. For automatic reports the operator shal
be able to specify the tine the initial report is to be generated, the tine
interval between reports, end of period, and the output format for the
report. The operator shall be able to nmodify, or inhibit a periodic
report. Manual report generation shall allow for the operator to request
at any tine the output of any report. The software shall have a report
generation utility capable of generating the follow ng standard reports:

a. Electrical Power Usage Report: An electrical power Usage sunmary,
operator selectable for substations, nmeters, or transducers, individua
nmeters and transducers, any group of meters and transducers, and al
neters for an operator selected tine period. The report shall include
the voltage, current, power factor, electrical demand, electrical power
consunption, reactive power (Kvar) for each substation, facility,
system or equi pment as sel ected by the operator. The report shall be
automatically printed at the end of each sunmary period and shal
i ncl ude:

(1) Total period consunption.
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(2) Denmand interval peak for the period, with tine of occurrence.
(3) Energy consunption (kW) over each demand i nterval

(4) Tine-of-use peak, sem -peak, off-peak, or baseline total kW
consunpti on.

(5) Reactive power during each demand i nterval

(6) Power factor during each dermand interval

(7) Qutside air (OA) tenperature and relative humidity (RH) taken at
t he maxi mum and m ni mrum of OA tenperature of the report period
with the time and dates of occurrence. At the installation's peak
demand interval, the OA tenperature and RH shall al so be recorded

(8) Calculated heating and cooling degree days based on a 18.3
degrees C 65 degrees F balance point. Heating and cooling degree
day bal ance point may be operator adjustable.

El ectrical Peak Denand Prediction Report: A report based on the denand
l[imting program The report shall include:

(1) Electrical Demand Target (EDT).

(2) Actual peak and predicted peak for each demand interval for that
day.

(3) Predicted demand for the next demand interval

Ener gy usage Report: An energy usage summary, operator selectable, for
a unit, building, area, installation, and the entire UMCS. The report

shall be divided by utility, and shall be capable of reporting on at

| east four separate utilities. The report shall include the follow ng
i nformation:

(1) Beginning and endi ng dates and tines.

(2) Total energy usage for each utility for the current and previous
day.

(3) Total energy usage for each utility for the current and previous
nmont h.

(4) Maximum 15-minute interval average rate of consunption for each
utility for the current and previous day and current and previous
nont h.

(5) Qutside air (OA) tenperature and QA relative hunmidity (RH) or dew
point for current and previous nonth and current and previous day:

(a) Average tenperature and RH or dewpoi nt.

(b) Tenperature and RH or dewpoi nt at naxi mum and m ni rum QA
tenperature with tine and date of occurrence.

(c) Tenperature and RH or dewpoi nt at naxi mum and m ni nrum RH
or dewpoint with tinme and date of occurrence.
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(d) Tenperature and RH or dew point at the installation's peak
demand interval with the tine and date of occurrence

(6) Calcul ated degree days.

d. Alarm Report: CQutstanding alarms by building or unit, including tinme
of occurrence.

e. Override Report: Points overridden, including time overridden, and
identification of operator overriding the point.

f. Run Tine Reports: A report totalizing the accumulated run tine of
i ndi vi dual pieces of equipnent. The operator shall be able define

equi prent groupi ngs and shall be able to generate reports based on
t hese groupi ngs.

g. Cooling Tower Profiles: A cooling tower profile for each cooling tower
as shown, including:

(1) Total daily and nmonthly on-tinme (each fan).
(2) Nunber of on and off transitions (each fan).

(3) Maxi mum and m ni rum daily condenser water tenperature and the
time of occurrence for the current and previ ous nonths.

h. Chiller usage Report: A report of the operation of each chiller as
shown on a daily and nmonthly basis, including:

(1) Daily run-time in each one of at |east 10 discrete |oading |evels.
(2) Total on-time for each level for the current nonth.

(3) Monthly average energy use in kWh or Motu for total on-tinme at
each | evel

.5 UNI NTERRUPTI BLE PONER SUPPLY ( UPS)

The uninterruptible power supply (UPS) shall be a self contained device
suitable for installation and operation at the |ocation of Server and

Wor kst ati on hardware and shall be sized to provide a m ninumof 20 mnutes
of operation of the connected hardware. Equi prent connected to the UPS
shall not be affected in any manner by a power outage of a duration |ess
than the rated capacity of the UPS. UPS shall be conplete with al
necessary power supplies, transforners, batteries, and accessories and
shal | include visual indication of nornal power operation, UPS operation,
abnornmal operation and visual and audi bl e indication of AC input |oss and
| ow battery power. The UPS shall be UL 1778 approved. UPS powering Server
Har dwar e shall support notification to the server via serial interface of

i npendi ng battery failure.

.6 RACKS AND ENCLOSURES
.6.1 Encl osur es
Encl osures shall mneet the foll owi ng m ni mumrequirenents:

a. Qutdoors: Enclosures |ocated outdoors shall neet NEMA 250 [ Type 3][ Type
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4] requirenents.

b. Mechanical and El ectrical Roons: Enclosures |ocated in nechanical or
el ectrical roons shall nmeet NEVA 250 [Type 2][ Type 4] requirenents.

c. Oher Locations: Enclosures in other |ocations including but not
limted to occupi ed spaces, above ceilings, and plenumreturns shal
meet NEMVA 250 Type 1 requirenents.

Encl osures supplied as an integral (pre-packaged) part of another product
are accept abl e.

2.6.2 Equi prent Racks

Equi pnent racks shall be either alumnumor steel with bolted or wel ded
construction. Steel equipnent racks shall be painted with a
flane-retardant paint. Guard rails shall be included with each equi pnent
rack and have a copper grounding bar installed and grounded to the earth.
These equi pnent racks shall be conpatible with the el ectronic equi pnent
provi ded.

2.7 FACTORY TEST

EE R R R S R I R I R R R R R R R R S I R R I R I R R R S R R R R

NOTE: The bracketed text in the bel ow paragraph
references the 'old" ML standards for factory
tests. The Corps of Engineers is devel oping a new
factory test procedure, which should replace the ML
st andards once avail abl e.

EE R R R S I R I R I I R R S R R R R R R S R R I R I R R R R S R R R

The Contractor shall performfactory testing of the UMCS as specified. The
Contractor is responsible for providing personnel, equipnent,
instrumentation, and supplies necessary to performrequired testing.
Witten notification of planned testing shall be given to the Governnent at
| east 21 days prior to testing, and in no case shall notice be given unti
after the Contractor has received witten Government approval of the
specific Factory Test Procedures. The Factory Test Procedures shall define
the tests required to ensure that the system neets technical, operational,
and performance specifications. The Procedures shall define |ocation of
tests, mlestones for the tests, and identify simnulation prograns,

equi pnent, personnel, facilities, and supplies required. The test
procedures shall provide for testing all capabilities and functions

speci fied and shown. The Procedures shall be devel oped fromthe design
docunentation[, using the requirenents of M L-STD 2202 as a technical and
format requirenment][ ]. The Procedures shall cover actual equipnent to
be used by the Contractor for the specified project and shall consist of
detailed instructions for test setup, execution, and evaluation of test
results. Upon conpletion of the Factory Test, the Contractor shall prepare
a Factory Test Report documenting the results of the Factory Test and
submit it as specified.

PART 3 EXECUTI ON
3.1 EXI STI NG CONDI TI ONS SURVEY
The Contractor shall performa field survey, including but not limted to

testing and i nspection of equipnment to be part of the UMCS, and subnmit an
Exi sting Conditions Report docunenting the current status and its inpact on
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3.

the Contractor's ability to neet this specification. The Contractor shal
verify the availability of the buil ding network backbone at the BPOC
| ocation, and verify that the building network used CEA-709. 1B

.2 DRAW NGS AND CALCULATI ONS

2.1 Net wor k Bandwi dt h Usage Cal cul ati ons

The Contractor shall perform UMCS Network Bandwi dth Usage Cal cul ati ons for
a normal ly | oaded and a heavily | oaded UMCS. Cal cul ations shall be
performed for network traffic at the M&C Server. A heavily | oaded network
is characterized as one performng the follow ng activities sinultaneously:

a. Trending a nunber of points equal to the specified mninum M&C sof t ware
trending capacity at 15 minute intervals.

b. Trending (for loop tuning) 20 points at 2 second intervals.
c. Viewing 500 points via workstations with a 5 second update interval.

d. Transmtting | oad shed commands (via SNVTs) to 2,000 devices in a1l
mnute interval.|

e. Viewing of 10 systemdisplay graphic screens of 50 points each via
browsers. ]

A normally | oaded network is characterized as one performng the foll ow ng
activities simltaneously:

a. Trending 500 points equal at 15 ninute intervals.
b. Viewing 100 points via workstations with a 5 second update interval.

c. Transmtting |oad shed commands (via SNVTs) to 200 devices in a 1
mnute interval.

d. Viewing of 2 systemdisplay graphic screens of 50 points each via
browsers. ]

2.2 UMCS Contractor Design Draw ngs

EE R R R S I R I R I R I R S R R R R R O S R R I R R R R R S R R R R

NOTE: Designer nust decide whether to require a
specific drawi ng size (approx. 11x17 or 22x34) or to
leave it up to the Contractor

IR R R R E R RS EEEEEREEEEEEEEEEREEREEEEREEEEEEREEREEEEREEEEEEEEEEEEEREEEEEEREEEEE SRS

Contractor shall revise and update the Contract Drawi ngs to include details
of the systemdesign. Drawi ngs shall be on [ISO Al 841 by 594 mr 34 by 22
inches][or][A3 420 by 297 nmr 17 by 11 inches] sheets. Details to be shown
on the Design Draw ng include:

a. Details on logical structure of the network. This includes |ogica
| ocation of all network hardware

b. Manufacturer and nodel nunber for each piece of computer and network
har dwar e

c. Physical location for each piece of network or conputer hardware.
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3.2.3 As-Bui It Draw ngs

IR R R R R R RS EEEEEREEEEEEEEEREEEREREEEREEEEREEEREEEEEEREEEEEEEEEEEEEEREEEEEEREEEEEESE]

NOTE: The Points Schedule is a submittal from
Section 23 09 23 DI RECT DI G TAL CONTROL FOR HVAC AND
OTHER LOCAL BUI LDI NG SYSTEMS contracts and is a
contract drawing for this Section. The Contractor
updates the Points Schedul e and submits it as an
as-built.

EE R R R S I R R I R I R S R R R R O S R R R I R I R R S R R R R R O

The Contractor shall prepare draft as-built draw ngs consisting of Points
Schedul e drawi ngs for the entire UMCS and an updat ed Desi gn Draw ng
including details of the actual installed systemas it is at the concl usion
of Start-Up and Start-Up Testing. In addition to the details shown in the

desi gn drawi ngs, the as-built draw ng shall include:
a. | P address(es) as applicable for each piece of network hardware.
b. [P address for each conputer server, workstation and networked printer

c. Network identifier (nane) for each printer, computer server and
conput er workstation

d. CEA-709. 1B address (dommin, subnet, node address) for each CEA-709.1B
TP/ FT-10 to | P Router.

Contractor shall prepare Draft As-Built Draw ngs upon the conpletion of
Start-Up and Start-Up Testing and Final As-Built Draw ngs upon conpletion
of PVT Phase |1.

3.3 | NSTALLATI ON REQUI REMENTS

3.3.1 Cener a

EZE IR R R S R R R I I O R R R Ok S R R R R I R I R I O R I O

NOTE: |Indicate the |ocation of tel ecomunications
cl osets on the contract draw ngs.

IR R R R R R RS EEEEEREEEEEEREEEREEEREREEEREEEREEEREEEREEEEREEEEEEEEEEEEEREEEEEEREEEEEERS

The Contractor shall install system conponents as shown and specified and
in accordance with the manufacturer's instructions and shall provide
necessary interconnections, services, and adjustments required for a

compl ete and operabl e system Commruni cati on equi pnent and cabl e groundi ng
shall be installed as necessary to preclude ground | oops, noise, and surges
fromadversely affecting systemoperation. Fiber Optic cables and wiring

i n exposed areas, including | ow voltage w ring but not including network
cable in tel ecommunication closets, shall be installed in netallic raceways
or EMI conduit as specified in Section 26 20 00 | NTERI OR DI STRI BUTI ON
SYSTEM

3.3.2 | sol ati on, Penetrations of Buildings and C earance from Equi pnent

The UMCS shall be completely installed and ready for operation, as
specified and shown. Dielectric isolation shall be provided where
dissimlar netals are used for connection and support. Penetrations
through and nounting holes in the building exteriors shall be made
watertight. Holes in concrete, brick, steel and wood walls shall be
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drilled or core drilled with proper equi pnment; conduits installed through
openi ngs shall be sealed with materials which are conpatible with existing
materials. Openings shall be sealed with materials which nmeet the
requirenents of NFPA 70 and SECTION 07 84 00 FI RESTOPPI NG

.4 | NSTALLATI ON OF EQUI PVENT
.4.1 Wre and Cable Installation

Syst em conponents and appurtenances shall be installed in accordance with
NFPA 70, manufacturer's instructions and as shown. Necessary

i nterconnections, services, and adjustnents required for a conplete and
operabl e signal distribution systemshall be provided. Conponents shall be
| abel ed in accordance with TI A/ El A-606-A. Penetrations in fire-rated
construction shall be firestopped in accordance with Section 07 84 00

FI RESTOPPI NG Conduits, outlets and raceways shall be installed in
accordance with Section 26 20 00 I NTERI OR DI STRI BUTI ON SYSTEM W i ng
shall be installed in accordance with TIA-568-C. 1 and as specified in
Section 26 20 00 | NTERI OR DI STRI BUTI ON SYSTEM W ring, and term nal bl ocks
and outlets shall be marked in accordance with TI A/ El A-606-A. Non
fiber-optic cables shall not be installed in the same cable tray, utility
pol e conpartnent, or floor trench conpartnent with ac power cables. Cables
not installed in conduit or raceways shall be properly secured and neat in
appear ance.

.4.2 Groundi ng

Signal distribution systemground shall be installed in accordance with
TIA J-STD-607-A and Section 26 20 00 | NTERI OR DI STRI BUTI ON SYSTEM

Equi prent racks shall be connected to the electrical safety ground.

. 4.3 Power - Li ne Surge Protection

Equi pnent connected to ac circuits shall be protected against or wthstand
power-1line surges. Equipnent protection shall nmeet the requirenments of

| EEE C62.41.1, |EEE C62.41.2. Fuses shall not be used for surge protection.
4.4 Conput er Hardware and Software

.4.4.1 Hardware I nstallation

Conput er Hardware shall be installed as shown. Conputer Servers shall be
powered through a UPS, and shall be installed and configured such that the
server will automatically undergo a cl ean shutdown upon | ow battery signa
fromthe UPS.

.4.4.2 Software Installation

Contractor shall install software as foll ows:

a. Operating system The Contractor shall install the OS on each Server
and Wbrkstation and configure user names and passwords.

b. Ofice Automation Software: The Contractor shall install the office
aut omati on software on each server and workstation

c. Virus Protection software: The Contractor shall install the virus

protection software on each server and workstation and shall configure
weekly virus scans.
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d. CEA-852-A Configuration Server: The Contractor shall install and
configure one CEA-852-A Configuration Server. The CEA-852-A
Configuration Server may be installed on Server Hardware, Workstation
Hardware, or an CEA-709.1B TP/ FT-10 to I P Router

e. CEA-709.1B Network Configuration Tool: The Contractor shall instal
t he network configuration tool software as shown. The server version
of the software shall be installed on server hardware, and client
versions shall be installed on workstation or server hardware.

f. Monitoring and Control Software: The Contractor shall install the
nonitoring and control software as shown. The server version of the
software shall be installed on server hardware, and client versions
shall be installed on workstation or server hardware.

3.4.5 Net wor k Har dwar e

EE IR R R I R R I I R R R I I O R R R R Ok S R R R R R I R I I O R O

NOTE: |If UPS power is available it should be used
i nstead of specifying individual/small UPSs. In

t hese cases, this paragraph should be edited to

i ndi cate that the Contractor shall use the provided
UPS.

EZE IR R R S I R R I I O R R R Ok S R R I R R R I O R O O

The Contractor shall install all network hardware in an encl osure or a
tel econmuni cation closet as defined by the project site. [P Network
Har dwar e shal |l be powered through a UPS.

3.4.6 | P Addr esses

For equi prent requiring | P addresses, the Contractor shall [coordinate with
the DOMto obtain |IP addresses][choose | P addresses fromthe list of
private | P addresses specified in RFC 1918].

3.4.7 IP Network Installation

Rk Rk kR IR R R I kO e O O R AR R R R Rk kO I R R I O S R Rk o

NOTE: Part of the UMCS is an |IP network which is
used to connect the BPOCs, conputer servers,
conput er workstations, and printers. There are
three approaches to getting this IP network; the
designer nust coordinate with the installation DO M
(or equivalent) and select one of the follow ng

t hree options:

a. Share existing basewide |IT LAN operated by the
DOM(IT Goup). For purposes of discussion wth
the DOM assune that the UMCS will require network
bandwi dth not to exceed 10 Mips. DO M shoul d
provide | P addresses to show on contract draw ng.

b. Use spare existing IT infrastructure (primarily
spare inter-building fiber optic cable, UPS power,
and physical space in tel econmunications closets) to
install a physically independent |P network.

c. Install all new networking. Even in cases where
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options a) or b) are available, this option is
permitted to allow Contractor to install new
net wor ki ng (needed for when the supplied network
does not neet the Contractors needs).

A single project may require a mxture of options,
since use of the IT LAN or existing cables may be an
option at sone buildings and not others. |In any
case, network nust provide end-to-end transm ssion
speeds of at |east 100 Mops using the | P protocol

EE R R R S I R R I R I R S R R R R O S R R R I R I R R S R R R R R O

EE R R R I R R I I R R R I I R R R Ok S R R I R I R I O R O

NOTE: The following bracketed text is for Option a)
as described above; renove if no part of the UMCS
wi Il be shared.

EE R R R S I R R R O I R R R R O S R R I R I R R R R R R R

[Government will provide an IP network functioning at at |east 100 Mps as
shown in support of the UMCS IP Network. Contractor shall not use the
CGover nent Furni shed network w t hout additional approval fromthe
Government if the installed UMCS network bandw dth requirenments cal cul ated
as specified in the Heavily Loaded UMCS Network Bandw dth Cal cul ati ons
exceed [10 Mops][__ 1.1

Rk Rk kIR Rk S S O e S S S AR Rk R O R Rk Ik kS I O R SRR o

NOTE: The followi ng bracketed text is for Option b)
as descri bed above; renove if no part of the UMCS
wi |l use spare infrastructure.

EE R R R S I R I R I I R R S R R R R R R S R R I R I R R R R S R R R

[ Government will provide equi prrent as shown in support of an | P Network
functioning at at |east 100 Mops.]

EE R R R S I R R R I O I R R R R I O S R R I R R R R R R R R O

NOTE: Select the bracketed text in the next
par agraph as foll ows:

select 'shall' if option b) or c¢) is used for any
part of the installation

select 'may' if option a) is used for the entire
installation.

If part of the UMCS network is shared per option a)
and part isn't per option b) or c), coordinate with
the DOM (IT group) to ensure that Contractor
installed network is conpatible with existing IT

LAN. (including assignment of |P addresses.)
EE IR I Sk S S I S S S S R R Rk S I S Sk S kR R S I Ik S S I R Rk I I O S

The Contractor [shall][may] install the IP Network in accordance with the
fol | owi ng:

a. Determine requirenments for and install interior copper LAN cable in
accordance with Section 27 10 00 BU LDI NG TELECOVMUNI CATI ONS CABLI NG
SYSTEM as needed to neet contract requirenents.

b. Determine requirenments for and install interior fiber optic cable in
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accordance with Section 27 10 00 BU LDI NG TELECOMMUNI CATI ONS CABLI NG
SYSTEM as needed to neet contract requirenents.

c. Determine requirenents for and install exterior fiber optic cable in
accordance with Section 40 95 33.23 20 FIBER OPTIC (FO QUTSI DE PLANT
(OCsP) MEDI A as needed to neet contract requirements. All exterior
cabl e shall be buried. Wen installing fiber, Contractor shall provide
at least 6 pairs of fiber.

d. Determine requirenents for and install Network Hardware as shown and as
needed to neet contract requirenents.

3.5 | NTEGRATI ON OF BUI LDI NG LEVEL CONTROLS

Rk Ik kb I IR R R I kO e S R R ARk Rk R Rk O ok O O kR SRR I b R R R o

NOTE: WMake sure contract draw ng package i ncl udes:

1. Points Schedul e; nake sure Points Schedul e
i ncl udes:
- the SNVTs (points) to be displayed by the M&C
Sof t war e
- SNVTs that can be overridden by the M&C Software
- SNVT al arm points
- SNVT trend points.
- Alarmrouting (al so nake sure to include the
Al arm Routi ng Schedul e)

2. Alarm Routing Schedul e draw ngs.
-ldentify and assign priorities, pager telephone
nunmbers, e-nmil addresses, and alarns to be
be printed.

3. Demand Linmt schedul e draw ng.
- Make sure it includes systemnane, |oad shed
priority and SNVT needed for shut-down or
set poi nt reset.

4. Riser Diagram Draw ng
-Show the details and | ocation of servers,
wor kst ations, printers and other equipnent.

5. Control System Schenatics for each buil ding-1evel
control system (The as-built draw ngs from
Section 23 09 23 DI RECT DI G TAL CONTROL FOR

HVAC AND OTHER LOCAL BUI LDI NG SYSTEM

IR R R R E R RS EEEEEREEEEEEEEEEREEREEEEREEEEEEREEREEEEREEEEEEEEEEEEEREEEEEEREEEEE SRS

3.5.1 Integration of CEA-709.1B Systens

Rk bk bk R IR R R Sk O O e S R S AR Rk R R Rk I ok O kI R R I O b I R

NOTE: |If network is shared with DO M per option a)
above, coordinate use of IP router or Ethernet
switch with DOM otherw se, | eave choice of router
vs. switch up to Contractor.

EZE IR R R S R R R I I O R R R Ok S R R R R I R I R I O R I O

The Contractor shall performthe follow ng tasks (per Section 23 09 23
DI RECT DI G TAL CONTROL FOR HVAC AND OTHER LOCAL BUI LDI NG SYSTEMS) to
integrate the building systeminto the UMCS:
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If the building control network contains an |IP backbone, install and
configure an [IP router or Ethernet switch]] ] to connect the

buil ding I P network backbone to the UMCS I P Network. Re-configure
CEA-709.1B TP/ FT-10 to IP Routers in the building to use the UMCS
CEA-852-A Configuration Server. Qherwi se, install and configure an
CEA-709.1B TP/ FT-10 to I P Router to connect the building | evel TP/ FT-10
net wor k backbone to the UMCS | P NetworKk.

Update the UMCS LNS Dat abase and update UMCS Network representation
(drawi ngs) in the Network Configuration Tool. The LNS database shal

be updated by nerging the buil ding database with the UMCS database. In
cases where the building database is not avail able the Contractor shal
use the Network Configuration Tool software to discover the buil ding
network and create an LNS Database for the building and then nmerge the
bui | di ng dat abase and the UMCS dat abase.

Est abl i sh network vari abl e bi ndi ngs as shown and as necessary to
support M&C Software functionality:

(1) SNvTs used for display on currently active displays shall be
updated (via polling) as necessary to neet display requirenents.

(2) SNvTs used for currently active trends shall be updated (via
pol ling) as necessary to neet trend interval requirements.

(3) Alarm SNVTs shall be bound fromthe device originating the alarm
to the M&C Software. Alarns shall be bound shall use the
acknow edged service.

(4) SNVTs used for scheduling shall be bound to the appropriate
System Schedul er with a maxi rum send tinme (mninmumtine between
subsequent transm ssions of the SNVT) of 45 m nutes, shall be of
type SNVT_occupancy, and support the follow ng val ues:
OC_OCCUPI ED, OC_UNOCCUPI ED and OC_STANDBY.

(5) SNvTs used for overrides shall be polled to the device receiving
the override. SNVTs for overriding schedules (via the System
Schedul er) shall be of type SNVT_occupancy and shall support the
foll owi ng val ues: OC_OCCUPI ED, OC_UNCCCUPI ED, OC_STANDBY and
OC NUL. SNVTs used to override schedul es or setpoints for Denand
Limting functions shall use the acknow edged service.

Configure M&C Software functionality:

(1) Create graphical pages for System G aphic D splays, including
overrides, as shown on the Points Schedul e and as specified.
SNVTs for nonitoring shall be updated while the nonitoring graphic
for that SNVT is active

(2) Configure alarmhandling as shown on the Points Schedul e and
Al arm Routi ng Schedul es and as specified.

(3) Configure the scheduling function of the M&C software to schedul e
systenms (SNVTs) as shown on the Points Schedul e and as specified.
Label schedul es and schedul ed points with full English-language
descriptors. For scheduling and schedul e overrides (including
Demand Limting), SNVT values of OC OCCUPI ED correspond to the
system operating in occupi ed node, OC UNOCCUPI ED corresponds to
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unoccupi ed node and OC_STANDBY corresponds to Warm Up- Cool - Down
node. For overrides, OC NUL corresponds to a no override (and is
used to rel ease an override).

(4) Create trends for required points as shown on the Points Schedul e
and as specified. Trend points at [15][__ ] minute intervals.

(5) Configure Demand Liniting as shown on the Denmand Limt Schedul e
and Points Schedul e and as specified.

3.5.2 Integration of Legacy CEA-709.1B Systens

EE R R R I R R I I R R R I I R R R Ok S R R I R I R I O R O

NOTE: Provide a Points Schedul e drawi ng for the
| egacy system Otherwi se, integrating a | egacy
CEA-709. 1B systemis the sane as integrating a new
CEA-709. 1B system |If an LNS database exists, the
Contractor will use it and if it doesn't exist the
Contractor will 'learn' the network to create one.

Rk Ik Sk kR IR R R Ik O R R Rk Rk S R R R O O kS I O I S

The Contractor shall performall tasks (not per Section 23 09 23 DI RECT

DI G TAL CONTROL FOR HVAC AND OTHER LOCAL BUI LDI NG SYSTEMS) required to
integrate a CEA-709. 1B Systeminstalled per Section 23 09 23 DI RECT DI G TAL
CONTROL FOR HVAC AND OTHER LOCAL BUI LDI NG SYSTENMS.

3.5.3 Integration of Legacy non- CEA-709. 1B Systens at Buil ding via Gat eway

EE R R R S I R R I R I R I R S R R R R S R R I R I R R R R R R

NOTE: Provide a Points Schedul e drawi ng for the
| egacy system

Rk Ik Sk kR IR R R I O O e S S R Rk Rk S R Rk Ok kS I O I b R R Rk

When integrating a non- CEA-709. 1B Legacy system using a CEA-709. 1B Gat eway
the Contractor shall performthe follow ng tasks:

a. Install and configure the CEA-709. 1B Gateway, including adding the
gateway to the LNS database and network drawi ng. The gateway shall be
configured such that the required data (points) as shown fromthe
Legacy system can be read as SNVTs on the CEA-709. 1B side of the
gateway and that required conmands as shown on the | egacy side of the
gateway can be written as SNVTs on the CEA-709. 1B side of the gateway.

b. When the Gateway perfornms protocol translation to CEA-709. 1B, an
CEA-709.1B TP/ FT-10 to I P Router shall be installed on configured to
connect the gateway to the UMCS | P Net worKk.

c. Establish network variable bindings for all alarns as shown.

d. Configure M&C functionality as specified in paragraph Integration of
CEA-709. 1B (per Section 23 09 23 DI RECT DI G TAL CONTROL FOR HVAC AND
OTHER LOCAL BUI LDI NG SYSTEMS) .

3.5.4 Integration of Legacy non- CEA-709. 1B Systens at M&C Server via
Prot ocol Driver

Rk Rk kR IR R R I kO e O O R AR R R R Rk kO I R R I O S R Rk o

NOTE: Provide a Points Schedul e drawi ng for the
| egacy system
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3.

3.

3.

3.

EE R R Ik R I R R R I I O I R R I R O I R R I R R I I O R O

When integrating non- CEA-709. 1B | egacy systens at the M&C Server the
Contractor shall

a.

b

6

Extend the | egacy systemnetwork to the M&C Server

Configure the M&C software protocol driver to provide read and wite
access to required | egacy system data as shown.

Configure M&C functionality as specified in paragraph Integration of
CEA-709. 1B (per Section 23 09 23 DI RECT DI G TAL CONTROL FOR HVAC AND
OTHER LOCAL BUI LDI NG SYSTEMS)

START- UP AND START- UP TESTI NG

Contractor shall test all equipment and performall other tests necessary
to ensure the systemis installed and functioning as specified. Contractor
shall prepare a Start-Up and Start-Up Testing Report docunenting all tests
performed and their results and certifying that the systemneets the
requirenents specified in the contract docunents.

7

PERFORVANCE VERI FI CATI ON TEST ( PVT)

EZE IR R R S I R R I I O R R R Ok S R R I R R R I O R O O

NOTE: A set of Field Test Procedures are being
devel oped by an A/ E under contract with Huntsville
Center. Once conplete, these Test Procedures will be
i ncluded or referenced here.

Brief interimguidance is provided here.

Rk Ik Sk kR IR R R I O O e S S R Rk Rk S R Rk Ok kS I O I b R R Rk

7.1 PVT Phase | Procedures

PVT Procedures shall include:

a. Network bandw dth usage and avail abl e bandwi dt h
(t hr oughput ) measurenments. Network bandw dt h usage shall reference the
nor mal usage networ k Bandwi dth Cal cul ati ons.

b. Test System Reaction during PVT: Under system nornmal heavy |oad {as
defined in paragraph Bandw dth Usage Cal cul ation), no nore than 10
seconds shall lapse fromthe time an alarmis generated at a node unti
the M&C software provides notification and the alarmis displayed. The
total systemresponse tine frominitiation of a control action command
fromthe workstation, to display of the resulting status change on the
wor kst ation shall not exceed 20 seconds under system nornal heavy | oad
conditions assuning a zero response tine for operation of the node's
control device.

c. Verification of IP Connectivity.

d. Verification of configuration of M&C Software functionality.

7.2 PVT Phase

The Contractor shall denpnstrate conpliance of the control systemwth the
contract docunents. Using test plans and procedures previously
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approved by the CGovernnent, the Contractor shall denonstrate all physica
and functional requirements of the project. Upon conpletion of PVT Phase
and as specified the Contractor shall prepare and submit the PVT Phase
Report docunenting all tests performed during the PVT and their results.
The PVT report shall include all tests in the PVT Procedures and any other
testing performed during the PVT. Failures and repairs shall be docunented
with test results

.7.3 PVT Phase |

PVT Phase Il shall consist of Basic Operator Training. Failures or
deficiencies of the UMCS during Basic Operator Training shall be considered
PVT failures. Upon conpletion of PVT Phase Il and as specified the
Contractor shall prepare and submit the PVT Phase ||l Report docunenting any
failures which occurred and repairs perforned during PVT Phase |1

. 8 TRAI NI NG

EE IR R R I R R I I R R R I I O R R R R Ok S R R R R R I R I I O R O

NOTE: Training duration and content should be
nmodified to fit the requirenments of the specific
job. For exanple, if this specification is to be
used to add to an existing UMCS or to replace a
portion of an existing UMCS the training

requi renents shoul d be rel axed.
EE SRR I Sk S S I S I S S R R R Rk I I S kS I Sk S R R Rk S S I S O Sk I I R I

The Contractor shall conduct training courses for designated personnel in
t he mmi ntenance, service, and operation of the systemas specified,

i ncludi ng specified hardware and software. The training shall be oriented
to the specific system provided under this contract. The Contractor is
responsi bl e for providi ng audi ovi sual equi pment and other training materi al
and supplies. Wen training is conducted at Governnent facilities, the
Government reserves the right to videotape the training sessions for |ater
use. A training day is defined as 8 hours of classroominstruction,

excl uding lunchtine, Monday through Friday, during the daytinme shift in
effect at the training facility. For guidance in planning the required
instruction, the Contractor should assume that attendees will be tradesnen
such as electricians or boiler operators. Approval of the Contractor's
training schedule shall be obtained fromthe Governnent at |east

[30]] ] days prior to the first day of training.

.8.1  Training Docunentation

The Contractor shall prepare training documentation for each course. Basic
Operator Training Docunent ati on, Advanced Operator Training Docunentation,
and Operator Refresher Training Docunentation shall each consist of:

a. Course attendance list: A list of course attendees shall be devel oped
in coordination with and signed by the [Control s][ HVAC|[ El ectri cal ]
shop supervi sor.

b. Training Manuals: Training nmanual s shall include an agenda, defined
obj ectives for each | esson, and a detail ed description of the subject
matter for each lesson. Were the Contractor presents portions of the
course material by audiovisuals, copies of those audiovisuals shall be
delivered to the Governnent as a part of the printed training manual s.
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3.

3.

8.2 Basi ¢ Operator Training

The Basic Operator Training course shall be taught at the project site on
the installed systemfor a period of no less than [5][ ] training days
during Phase 2 of the PVT. A maximumof [ten][__ ] personnel will attend
this course. This training shall be targeted towards training personnel in
the day-to-day operation and basic maintenance of the system Upon

compl etion of this course, each student, using appropriate docurmentation,
shoul d be able to start the system operate the system recover the system
after a failure, performroutine maintenance and describe the specific
hardware architecture and operation of the system This course shall at a
m ni mum i ncl ude:

a. GCeneral systemarchitecture.

b. Functional operation of the system including workstations and system
navi gati on.

c. Systemstart-up procedures.

d. Failure recovery procedures.

e. Schedul e configuration

f. Trend configuration.

g. Perform point overrides and override rel ease.

h. Reports generation.

h. Alarmreporting and acknow edgenents.

j. Diagnostics.

k. Historical files.

. Maintenance procedures:
(1) Physical layout of each piece of hardware.
(2) Troubl eshooting and di agnosti c procedures.
(3) Preventive maintenance procedures and schedul es.

8.3 Advanced Qperator Training

EE R I R R S I R I R R I R R R R R R R R S R R I R R R S R R R R R O

NOTE: Coordinate with the project site to select
the |l ocation of the Advanced Operator Training (or
leave it up to the Contractor). Select the duration
of the training and the nunmber of attendees.

IR E R R E R RS EEEEEREEEEEEEEEREEREREEEREEEEEEREEEEEEEREEEEEEEEEEEEEEREEEEEEREEEEE SRS

The advanced operator course shall be taught [at the project site][off-site
or at the project site] for a period of not less then [five][__
A maxi mum of [ten][__ ] personnel will attend this course. The course
shal | consist of "hands-on" training under the constant nonitoring of the
instructor. The instructor shall be responsible for determning the
appropri ate password to be issued to the student conmensurate with each
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student's acquired skills at the begi nning of each of these individua
traini ng sessions. Advanced Operator Training shall include training on
the M&C Software and the CEA-709. 1B Network Configuration Tool. Upon
conpletion of this course, the students should be fully proficient in the
operation and nmanagenent of all system operations. The Contractor shal
report the skill level of each student at the end of this course. This
course shall at minimuminclude:

a. Areviewof all topics in Basic Operator Training

b. CEA-709.1B 1 Network Managenent

c. MC Software G aphic Generation

d. MC Software Application Programr ng (M&C Software Programi ng Language)

e. System Administrator including Operating System nai ntenance, passwords,
networking, firewalls and anti-virus software

3.8.4 Oper at or Refresher Training

IR R R R SRR EEEEEREEEEEEREEEREEEREREEEREEEEEEREEREEEEREEEEEEEEEEEEEREEEEEEREEEEE SRS

NOTE: Operator Refresher Training should be tined
to take place near the end of the 1l-year warranty
period. |If the UMCS is contracted out via an IDQ
process, it may be desirable to repeat the operator
refresher training periodically.

IR R R R R R RS EEEEEREEEEEEEEEREEEREREEEREEEREEEREEREEEEREEEEEEEEEEREEEREEEEEEREEEEEEESES

The refresher course shall be taught at the project site for a period of
[two] [ ] training days when approved by the Government and as specified
i n paragraph PROQIECT SEQUENCI NG A maxi mumof [ten][__ ] personnel will
attend the course. The course shall be structured to address specific
topics that the students need to discuss and to answer questions concerning
the operation of the system Upon conpletion of the course, the students
should be fully proficient in system operation and have no unanswer ed
questions regardi ng operation of the installed UMCS. Any systemfailures
di scovered during the Operator Refresher Training shall be corrected by the
Contractor at no cost to the Governnent.
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APPENDI X A

QC CHECKLI ST

This checklist is not all-inclusive of the requirenents of this specification
and shoul d not be interpreted as such.

This checklist is for (check one:)
Pre- Construction QC Checklist Submttal (Itens 1-3) | |

Post - Construction QC Checklist Submttal (ltens 1-6) | |
Gl ose-out QC Checklist Submittal (ltems 1-14) | |
Initial each itemin the space provided (]| |) verifying that requirenent
has been net.
Items verified for Pre-Construction, Post-Construction and C oseout C
Checklists Submttal:
1 Net wor k bandwi dt h cal cul ati ons have been perforned and

indicate that the UMCS will neet network bandw dth
requirenents.

2 Contractor Design Drawing Ri ser Diagramincludes |ocation | |
and types of Building Point O Connection (BPOC) Hardware.

3 M&C Software is LonWrks Network Services (LNS) based and
uses LNS for interfacing to CEA- 709. 1B networKks.

Items verified for Post-Construction and C oseout QC Checkli st
Subm ttal:

4 Connecti ons between the UMCS | P network and CEA-709. 1B |
bui | di ng networks are through CEA-709.1B TP/ FT-10 to
I P Routers, I P Routers or Ethernet Switches

5 Conput er workstations and servers are installed as shown
on the UMCS Ri ser Diagram

6 Training schedul e and course attendee |ists have been
devel oped and coordi nated with shops and submitted.

Itens verified for Closeout QC Checklists Submttal:

7 LNS Dat abase is up-to-date and accurately represents the
final installed system

8 Al'l software has been licensed to the CGovernnent | |

9 M&C software nonitoring displays have been created for all
bui | di ng systens, including all override and di splay points
i ndi cated on Poi nts Schedul e draw ngs.

10 Final As-built Drawi ngs accurately represent the final
installed system
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QC CHECKLI ST

11 Default trends have been set up (per Points Schedul e draw ngs)
12 M&C Software schedul es have been set up (per Qccupancy
Schedul e drawi ng).
13 Q&M I nstructions have been conpl eted and submitted.
14 Basi ¢ Qperator and Advanced Operator Training courses have
been conpl et ed
(QC Representative Signature) (Dat e)

End of Section --
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