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NOTE:   Thi s gui de speci f i cat i on cover s t he 
r equi r ement s f or  cyber secur i t y f or  LOW and MODERATE 
i mpact  f aci l i t y- r el at ed cont r ol  syst ems t o meet  t he 
r equi r ement s of  t he Depar t ment  of  Def ense Ri sk 
Management  Fr amewor k ( RMF) .

Adher e t o UFC 1- 300- 02 Uni f i ed Faci l i t i es Gui de 
Speci f i cat i ons ( UFGS)  For mat  St andar d when edi t i ng 
t hi s gui de speci f i cat i on or  pr epar i ng new pr oj ect  
speci f i cat i on sect i ons.   Edi t  t hi s gui de 
speci f i cat i on f or  pr oj ect  speci f i c  r equi r ement s by 
addi ng,  del et i ng,  or  r evi s i ng t ext .   For  br acket ed 
i t ems,  choose appl i cabl e i t em( s)  or  i nser t  
appr opr i at e i nf or mat i on.

Remove i nf or mat i on and r equi r ement s not  r equi r ed i n 
r espect i ve pr oj ect ,  whet her  or  not  br acket s ar e 
pr esent .

Comment s,  suggest i ons and r ecommended changes f or  
t hi s gui de speci f i cat i on ar e wel come and shoul d be 
as a Cr i t er i a Change Request  ( CCR) .

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *
Not e:  Faci l i t y- r el at ed cont r ol  syst ems ar e a subset  
of  cont r ol  syst ems t hat  ar e used t o moni t or  and 
cont r ol  equi pment  and syst ems r el at ed t o DoD r eal  
pr oper t y f aci l i t i es ( e. g. ,  bui l di ng cont r ol  syst ems,  
ut i l i t y  cont r ol  syst ems,  el ect r oni c secur i t y 
syst ems,  and f i r e and l i f e saf et y syst ems) .   Thi s 
sect i on i ncl udes Cyber secur i t y r equi r ement s t o be 
i ncl uded on ever y DoD pr oj ect  whi ch i ncl udes a 
f aci l i t y- r el at ed cont r ol  syst em.   Thi s Sect i on does 
not  pr ovi de gener al  r equi r ement s f or  a cont r ol  
syst em,  nor  ar e t he r equi r ement s i n t hi s sect i on 
suf f i c i ent  t o pr ocur e a cont r ol  syst em.   Thi s 
sect i on must  be used i n conj unct i on wi t h anot her  
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cont r ol s syst em speci f i cat i on.   For  exampl e,  f or  a 
HVAC cont r ol s pr oj ect ,  t hi s sect i on shoul d be used 
i n conj unct i on wi t h Sect i on 23 09 00 and r el at ed 
sect i ons.

Requi r ement s and act i v i t i es i n t hi s sect i on must  be 
coor di nat ed wi t h t he ot her  r el evant  cont r ol  
speci f i cat i on sect i ons.   Requi r ement s speci f i c  t o 
Cyber secur i t y shoul d be i ncor por at ed i nt o t hi s 
sect i on,  and r equi r ement s not  speci f i c  t o 
Cyber secur i t y shoul d be i ncl uded i n t he appr opr i at e 
cont r ol s sect i on.

Thi s sect i on i ncl udes r equi r ement s i n suppor t  of  t he 
DoD Ri sk Management  Fr amewor k ( RMF)  f or  i mpl ement i ng 
cyber secur i t y.   Ref er  t o UFC 4- 010- 06,  Cyber secur i t y 
f or  Faci l i t y- Rel at ed Cont r ol  Syst ems f or  
r equi r ement s on i ncor por at i ng cyber secur i t y i nt o 
cont r ol  syst em desi gn and f or  gener al  i nf or mat i on on 
t he RMF pr ocess as i t  appl i es t o cont r ol  syst ems.  
Assi st ance f or  cont r ol  syst em cyber secur i t y i s 
avai l abl e f r om t he f ol l owi ng Ser vi ce or gani zat i ons:
   Ar my:  Cont r ol  Syst em Cyber secur i t y Mandat or y 
         Cent er  of  Exper t i se ( CSC- MCX) ,  Hunt svi l l e
         Engi neer i ng and Suppor t  Cent er
         ( CSC- MCX@usace. ar my. mi l ) .  

   Navy ( and Mar i ne Cor ps) :  Naval  Faci l i t i es  
        Engi neer i ng Syst ems Command,  Command 
        I nf or mat i on Of f i ce ( CI O)
        Naval  Faci l i t i es Engi neer i ng
        Command,  Command I nf or mat i on Of f i ce ( CI O)

   Ai r  For ce ( and Space For ce) :  Ai r  For ce Ci vi l
        Engi neer i ng Cent er  ( AFCEC)  Oper at i ons
        Di r ect or at e,  Tyndal l  Ai r  For ce Base 

Si nce t hi s Sect i on cover s a wi de r ange of  cont r ol  
syst ems,  and t hose syst ems of t en have di f f er ent  
capabi l i t i es and r equi r ement s,  t her e ar e 
r equi r ement s i dent i f i ed i n t hi s Sect i on whi ch need 
ext ensi ve desi gner  i nput  or  deci s i ons.  

Many desi gner  sel ect i ons i n t hi s Sect i on wi l l  
r equi r e coor di nat i on wi t h t he pr oj ect  s i t e,  Syst em 
Owner ,  Aut hor i z i ng Of f i c i al  or  a subj ect  mat t er  
exper t  i n t he speci f i c  cont r ol  syst ems bei ng 
i nst al l ed.   

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *
NOTE:   Thi s Gui de Speci f i cat i on i s f or  use on 
cont r ol  syst ems havi ng no i mpact  r at i ng hi gher  t han 
MODERATE.   I f  t he pr oj ect  i ncl udes syst ems wi t h 
i mpact  r at i ngs of  HI GH,  t hi s speci f i cat i on must  be 
modi f i ed t o i ncl ude t hose addi t i onal  r equi r ement s.

Syst ems of  di f f er ent  t ypes at  t he same i mpact  l evel  
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may have di f f er ent  r equi r ement s based on t he 
speci f i c  needs and capabi l i t i es of  t he cont r ol  
syst em.   Thi s i s addr essed i n t hi s Gui de 
Speci f i cat i on by i ndi cat i ng when r equi r ement s appl y 
t o a speci f i c  syst em t ype.
Syst ems of  t he same t ype may have di f f er ent  
r equi r ement s.   Thi s may be due t o t hose syst ems 
havi ng di f f er ent  i mpact  l evel s or  due t o 
syst em- speci f i c  r equi r ement s f or  syst ems at  t he same 
i mpact  l evel .

I f  a pr oj ect  i ncl udes mul t i pl e syst ems,  i t ' s  
cr i t i cal  t hat  i t  be c l ear  whi ch r equi r ement s appl y 
t o whi ch syst ems.   Thi s can be done by a)  usi ng a 
s i ngl e Sect i on and speci f y i ng t he appl i cabi l i t y  of  
r equi r ement s ( i ndi cat i ng f or  each syst em what  i mpact  
l evel  and syst em t ype i t  i s)  or  b)  usi ng mul t i pl e 
Sect i ons.   Whi ch appr oach t o empl oy depends on t he 
needs of  t he pr oj ect  and t he pr ef er ences of  t he 
speci f i er  and pr oj ect  manager .   I f  usi ng mul t i pl e 
sect i ons use t he f our t h l evel  speci f i cat i on 
number i ng t o di f f er ent i at e t he Sect i ons and i ndi cat e 
i n each whi ch syst ems t he Sect i on appl i es t o,  f or  
exampl e,  one pr oj ect  may have:
1)  Sect i on 25 05 11. 01 CYBERSECURI TY FOR LOW I MPACT 
HVAC CONTROL SYSTEMS

2)  Sect i on 25 05 11. 02 CYBERSECURI TY FOR LOW I MPACT 
LI GHTI NG SYSTEMS

3)  Sect i on 25 05 11. 03 CYBERSECURI TY FOR MODERATE 
I MPACT ELECTRONI C SECURI TY SYSTEMS

( The f our t h l evel  number i ng i s not  r equi r ed t o be 
sequent i al ,  as l ong as t he mappi ng bet ween t he 
cyber secur i t y speci f i cat i on and t he cont r ol  syst em 
i s c l ear .   Some pr oj ect s may wi sh t o use f our t h 
l evel  number i ng t hat  mat ches t he di v i s i on t hey 
suppor t  ( 25 05 11. 23 f or  HVAC ( mechani cal )  f or  
exampl e) . )

I n accor dance wi t h UFC 4- 010- 06,  f or  pr oj ect s 
desi gned by or  under  cont r act  t o USACE use mul t i pl e 
speci f i cat i ons as descr i bed i n t hi s not e,  wher e each 
syst em has a cor r espondi ng cyber secur i t y sect i on 
whi ch i s i ncl uded wi t h t he sect i on( s)  speci f y i ng t he 
cont r ol  syst em.

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *
NOTE:   Thi s speci f i cat i on makes use of  SpecsI nt act  
Tai l or i ng Opt i ons.

Ser vi ces t ai l or i ng opt i ons:
   Ar my 
   Ai r  For ce
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I mpact  Level  t ai l or i ng opt i ons:
   LOW I mpact
   MODERATE I mpact

Cont r ol  syst em t ype t ai l or i ng opt i ons:
   HVAC Cont r ol  Syst ems
   Li ght i ng Cont r ol  Syst ems
   El ect r oni c Secur i t y Syst ems ( ESS)
   Fi r e Pr ot ect i on Syst ems
   Desi gner  Speci f i ed Requi r ement s
   Def aul t  Requi r ement s

Cur r ent l y,  al l  t ext  i n Fi r e Pr ot ect i on t ags i s al so 
wi t hi n MODERATE I mpact  t ags,  and LOW I mpact  Fi r e 
Pr ot ect i on syst ems ar e addr essed by t he def aul t  
r equi r ement s.

These t ai l or i ng opt i ons af f ect  t he subpar t s t hat  ar e 
i ncl uded t hr oughout  t he speci f i cat i on t o " br eak out "  
speci f i c  r equi r ement s.   The " Def aul t  Requi r ement s"  
t ai l or i ng opt i on i ncl udes " gener i c"  r equi r ement s 
t hat  ar e i nt ended t o appl y t o a wi de r ange of  
cont r ol  syst ems.   The " Desi gner  Speci f i ed 
Requi r ement s"  t ai l or i ng opt i on wi l l  i ncl ude bl ank 
subpar t s f or  t he speci f i cat i on of  r equi r ement s,  and 
i s i nt ended t o be used when cust omi zi ng r equi r ement s 
t o a cont r ol  syst em t ype f or  whi ch t her e i s no 
speci f i c  t ai l or i ng opt i on and f or  whi ch t he " Def aul t  
Requi r ement s"  ar e not  appl i cabl e.

I ncl ude onl y t ai l or i ng opt i ons f or  t he 
speci f i cat i ons t o be addr essed.   Onl y i ncl ude 
" Def aul t  Requi r ement s"  i f  t he sect i on i s t o cover  a 
syst em not  cover ed by one of  t he speci f i c  syst em 
t ype opt i ons AND t he " Def aul t  Requi r ement s"  ar e 
adequat e.  Onl y i ncl ude " Desi gner  Speci f i ed 
Requi r ement s"  i f  t he sect i on i s t o cover  a syst em 
not  cover ed by one of  t he speci f i c  syst em t ype 
opt i ons,  AND t he " Def aul t  Requi r ement s"  ar e NOT 
adequat e.   When sel ect i ng " Desi gner  Speci f i ed 
Requi r ement s" ,  r equi r ement s must  be added t hr oughout  
t he speci f i cat i on.

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *

PART 1   GENERAL

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *
NOTE:   As descr i bed i n t he par agr aph bel ow,  t hi s 
Sect i on i ncl udes t ext  i n cur l y br aces ( " { "  and " } " )  
i ndi cat i ng whi ch cyber secur i t y cont r ol  and cont r ol  
cor r el at i on i dent i f i er  ( CCI )  t he r equi r ement s of  t he 
subpar t  r el at e t o.   When edi t i ng t hi s speci f i cat i on 
t o i ncor por at e r equi r ement s f or  ot her  cont r ol s or  
CCI s or  t o r emove r equi r ement s r el at ed t o speci f i c  
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cont r ol s or  CCI s,  r evi se t he l i s t  of  cont r ol s and 
CCI s accor di ngl y.    DO NOT REMOVE THE TEXT I N CURLY 
BRACES i n t he f i nal  speci f i cat i on;  t hi s i nf or mat i on 
i s needed f or  r ef er ence dur i ng const r uct i on,  
commi ssi oni ng and cyber secur i t y assessment s. .

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *
NOTE:   Thi s subpar t  poi nt s t he cont r act or  t o t he 
l ocat i ons of  STI Gs and SRGs,  as t hi s Sect i on 
r equi r es t he cont r act or  t o meet  avai l abl e STI Gs or  
SRGs.   I t ' s  not  necessar y f or  t he desi gner / speci f i er  
t o r evi ew t he STI Gs or  SRGs f or  appl i cabi l i t y .   The 
cont r act or  i s r esponsi bl e f or  det er mi ni ng whi ch 
STI Gs or  SRGs ar e appl i cabl e and f or  meet i ng t he 
r el evant  r equi r ement s.

Whi l e most  STI Gs/ SRGs do not  r equi r e a CAC t o 
access,  FOUO STI Gs/ SRGs do.   See t he SRG- STI G 
Compi l at i on Read- Me f or  mor e i nf or mat i on -  
ht t ps: / / dl . dod. cyber . mi l / wp- cont ent / upl oads/ st i gs/ pdf / U_STI G_Li br ar y- zi p_Read- ME_v1- 07. pdf  
 

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *

Many subpar t s i n t hi s Sect i on cont ai n t ext  i n cur l y br aces ( " { "  and " } " )  
i ndi cat i ng whi ch cyber secur i t y cont r ol  and cont r ol  cor r el at i on i dent i f i er  
( CCI )  t he r equi r ement s of  t he subpar t  r el at e t o.   The t ext  i nsi de t hese 
cur l y br aces i s f or  Gover nment  r ef er ence onl y and enabl es coor di nat i on of  
t he r equi r ement s of  t hi s Sect i on wi t h t he RMF pr ocess t hr oughout  t he 
desi gn and const r uct i on pr ocess.   Text  i n cur l y br aces ar e not  cont r act or  
r equi r ement s.

Thi s Sect i on r ef er s t o Secur i t y Requi r ement s Gui de ( SRGs)  and Secur i t y 
Techni cal  I mpl ement at i on Gui de ( STI Gs) .   STI Gs and SRGs ar e avai l abl e 
onl i ne at  t he I nf or mat i on Assur ance Suppor t  Envi r onment  ( I ASE)  websi t e at   
ht t ps: / / publ i c. cyber . mi l / st i gs/ downl oads/  and an SRG/ STI G Appl i cabi l i t y  
Gui de and Col l ect i on Tool  i s  avai l abl e at  
ht t ps: / / publ i c. cyber . mi l / st i gs/ SCAP/ .  Not  al l  cont r ol  syst em component s 
have appl i cabl e STI Gs or  SRGs.   The " Cont r ol  Syst ems SRG"  does not  appl y 
t o wor k per f or med under  t hi s Sect i on;  al l  r equi r ement s wi t hi n t hi s sect i on 
t o appl y appl i cabl e SRGs DO NOT i ncl ude t he " Cont r ol  Syst ems SRG" .

[ 1. 1   CONTROL SYSTEM APPLI CABI LI TY

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *
NOTE:   I f  mul t i pl e ver si ons of  t hi s Sect i on ar e used 
on a s i ngl e pr oj ect ,  keep t hi s subpar t  and l i s t  al l  
t he syst ems t o whi ch t hi s speci f i c  ver si on of  t he 
Sect i on appl i es.

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *

Ther e ar e mul t i pl e ver si ons of  t hi s Sect i on associ at ed wi t h t hi s pr oj ect .   
Di f f er ent  ver si ons have r equi r ement s appl i cabl e t o di f f er ent  cont r ol  
syst ems.   Thi s speci f i c  Sect i on appl i es onl y t o t he f ol l owi ng cont r ol  
syst ems:  [ _____] .

SECTI ON 25 05 11  Page 10



] 1. 2   RELATED REQUI REMENTS

Thi s sect i on does not  cont ai n suf f i c i ent  r equi r ement s t o pr ocur e a cont r ol  
syst em and must  be used i n conj unct i on wi t h ot her  Sect i ons whi ch speci f y 
cont r ol  syst ems.   Thi s Sect i on adds cyber secur i t y r equi r ement s t o t he 
cont r ol  syst ems speci f i ed i n ot her  Sect i ons,  and as t hese r equi r ement s ar e 
condi t i oned on t he cont r ol  syst em bei ng pr ovi ded,  t her e may be 
r equi r ement s i n t hi s Sect i on t hat  wi l l  not  appl y t o t hi s pr oj ect .   Al l  
Sect i ons cont ai ni ng f aci l i t y- r el at ed cont r ol  syst ems or  cont r ol  syst em 
component s ar e r el at ed t o t he r equi r ement s of  t hi s Sect i on.   Revi ew al l  
speci f i cat i on sect i ons t o det er mi ne r el at ed r equi r ement s.

I n cases wher e a r equi r ement  i s speci f i ed i n bot h t hi s Sect i on and i n 
anot her  Sect i on,  t he mor e st r i ngent  r equi r ement  must  be met .   I n cases 
wher e a r equi r ement  i n t hi s Sect i on conf l i c t s wi t h t he r equi r ement s of  
anot her  Sect i on such t hat  bot h r equi r ement s cannot  be met  at  t he same 
t i me,  r equest  di r ect i on f r om t he [ Cont r act i ng Of f i cer  
Repr esent at i ve] [ _____]  t o det er mi ne whi ch r equi r ement  appl i es t o t he 
pr oj ect .

1. 3   REFERENCES

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *
NOTE:   Thi s par agr aph i s used t o l i s t  t he 
publ i cat i ons c i t ed i n t he t ext  of  t he gui de 
speci f i cat i on.   The publ i cat i ons ar e r ef er r ed t o i n 
t he t ext  by basi c desi gnat i on onl y and l i s t ed i n 
t hi s par agr aph by or gani zat i on,  desi gnat i on,  dat e,  
and t i t l e.

Use t he Ref er ence Wi zar d' s Check Ref er ence f eat ur e 
when you add a RI D out si de of  t he Sect i on' s 
Ref er ence Ar t i c l e t o aut omat i cal l y pl ace t he 
r ef er ence i n t he Ref er ence Ar t i c l e.   Al so use t he 
Ref er ence Wi zar d' s Check Ref er ence f eat ur e t o updat e 
t he i ssue dat es.

Ref er ences not  used i n t he t ext  wi l l  aut omat i cal l y 
be del et ed f r om t hi s sect i on of  t he pr oj ect  
speci f i cat i on when you choose t o r econci l e 
r ef er ences i n t he publ i sh pr i nt  pr ocess.

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *

The publ i cat i ons l i s t ed bel ow f or m a par t  of  t hi s speci f i cat i on t o t he 
ext ent  r ef er enced.   The publ i cat i ons ar e r ef er r ed t o wi t hi n t he t ext  by 
t he basi c desi gnat i on onl y.

AMERI CAN SOCI ETY OF HEATI NG,  REFRI GERATI NG AND AI R- CONDI TI ONI NG 
ENGI NEERS ( ASHRAE)

ASHRAE 135 ( 2020;  I nt er pr et at i on 1- 8 2021;  Er r at a 1- 2 
2021;  Addenda CD 2021;  Addenda BV- CE 2022;  
I nt er pr et at i on 9- 12 2022;  I nt er pr et at i on 
13- 24 2023;  Addenda BV- CF 2023;  Er r at a 3 
2023)  BACnet —A Dat a Communi cat i on Pr ot ocol  
f or  Bui l di ng Aut omat i on and Cont r ol  
Net wor ks
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I NSTI TUTE OF ELECTRI CAL AND ELECTRONI CS ENGI NEERS ( I EEE)

I EEE 802. 1x ( 2010)  Local  and Met r opol i t an Ar ea 
Net wor ks -  Por t  Based Net wor k Access 
Cont r ol

I NTERNET ENGI NEERI NG TASK FORCE ( I ETF)

I ETF RFC 2819 ( 2000)  Remot e Net wor k Moni t or i ng ( RMON)  
Management  I nf or mat i on Base ( MI B)

NATI ONAL I NSTI TUTE OF STANDARDS AND TECHNOLOGY ( NI ST)

NI ST FI PS 140- 2 ( 2001)  Secur i t y Requi r ement s f or  
Cr ypt ogr aphi c Modul es

NI ST FI PS 201- 2 ( 2013)  Per sonal  I dent i t y Ver i f i cat i on 
( PI V)  of  Feder al  Empl oyees and Cont r act or s

U. S.  DEPARTMENT OF DEFENSE ( DOD)

DODI  8551. 01 ( 2014)  Por t s,  Pr ot ocol s,   and Ser vi ces 
Management  ( PPSM)

DTM 08- 060 ( 2008)  Pol i cy on Use of  Depar t ment  of  
Def ense ( DoD)  I nf or mat i on Syst ems -  
St andar d Consent  Banner  and User  Agr eement

1. 4   DEFI NI TI ONS

1. 4. 1   Admi ni st r at or  Account

An admi ni st r at or  account  i s an account  wi t h f ul l  per mi ssi ons t o a devi ce,  
appl i cat i on,  or  oper at i ng syst em,  i ncl udi ng t he abi l i t y  t o cr eat e and 
modi f y ot her  user  account s.

Not e t hat  t he oper at i ng syst em Admi ni st r at or  Account  may be di f f er ent  t han 
Admi ni st r at or  Account s f or  appl i cat i ons host ed on t hat  oper at i ng syst em.   
Al so,  most  cont r ol l er s wi l l  not  have any suppor t  f or  account s and wi l l  
t her ef or e not  have an ' Admi ni st r at or  Account ' .

1. 4. 2   Comput er

A comput er  i s one of  t he f ol l owi ng:

a.   a devi ce r unni ng a non- embedded deskt op or  ser ver  ver si on of  Mi cr osof t  
Wi ndows

b.   a devi ce r unni ng a non- embedded ver si on of  MacOS

c.   a devi ce r unni ng a non- embedded ver si on of  Li nux

d.   a devi ce r unni ng a ver si on or  der i vat i ve of  t he Andr oi d Oper at i ng 
Syst em,  wher e Andr oi d i s consi der ed separ at e f r om Li nux

e.   a devi ce r unni ng a ver si on of  Appl e i OS

Unl ess ot her wi se i ndi cat ed or  c l ear  f r om cont ext  use of  t he wor d " devi ce"  
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i n t hi s Sect i on i ncl udes comput er s.

1. 4. 3   Cont r ol l er

A devi ce ot her  t han a comput er  or  Et her net  swi t ch.   For  Fi r e Pr ot ect i on 
syst ems t hi s i ncl udes f i r e al ar m cont r ol  panel s,  r emot e oper at i ng 
consol es,  and r emot e annunci at or s.

1. 4. 4   Mi ssi on Space

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *
NOTE:   Def i ne " Mi ssi on space"  such t hat  t he 
cont r act or  i s abl e t o det er mi ne when a net wor k or  
devi ce i s out si de of  t he mi ssi on ar ea.   Coor di nat e 
t he def i ni t i on of  Mi ssi on Space wi t h t he physi cal  
secur i t y desi gn and t he secur i t y or gani zat i on at  t he 
pr oj ect  s i t e.

Sel ect  whet her  t o l eave t he def i ni t i on or  t o def i ne 
mi ssi on space on a dr awi ng.

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *

[ A devi ce or  medi a i s i n mi ssi on space i f  physi cal  access t o t he devi ce or  
medi a i s cont r ol l ed by t he or gani zat i on ser ved by t he devi ce.   For  
exampl e,  a VAV box cont r ol l er  i n a suspended cei l i ng i s i n mi ssi on space 
i f  t he VAV box ser ves t hat  r oom;  an el ect r i cal  swi t chgear  i n an el ect r i cal  
r oom or  an AHU i n a mechani cal  r oom or  on a r oof t op may st i l l  be 
consi der ed t o be i n mi ssi on space i f  t he or gani zat i on ( mi ssi on)  ser ved by 
t hat  swi t chgear  or  AHU cont r ol s access t o t he el ect r i cal  r oom,  mechani cal  
r oom or  r oof t op. ] [ Mi ssi on space i s shown on t he dr awi ngs. ]

1. 4. 5   Net wor k

A net wor k i s a gr oup of  t wo or  mor e devi ces t hat  can communi cat e usi ng a 
net wor k pr ot ocol .   Net wor k pr ot ocol s must  pr ovi de a met hod f or  addr essi ng 
devi ces on t he net wor k;  a communi cat i on met hod t hat  does not  pr ovi de an 
addr essi ng scheme i s not  a net wor ked f or m of  communi cat i on.   Devi ces t hat  
communi cat e usi ng a met hod of  communi cat i on t hat  does not  suppor t  devi ce 
addr essi ng ar e not  usi ng a net wor k.

1. 4. 6   Net wor k Connect ed

A component  i s net wor k connect ed ( or  " connect ed t o a net wor k" )  onl y when 
t he devi ce has a net wor k t r anscei ver  whi ch i s di r ect l y connect ed t o t he 
net wor k and i mpl ement s t he net wor k pr ot ocol .   A devi ce l acki ng a net wor k 
t r anscei ver  ( and accompanyi ng pr ot ocol  i mpl ement at i on)  can never  be 
consi der ed net wor k connect ed.   Not e t hat  ( unl i ke many I T def i ni t i ons of  
" Net wor k Connect ed" )  a devi ce connect ed t o a non- I P net wor k i s st i l l  
consi der ed net wor k connect ed ( an I P connect i on or  I P addr ess i s not  
r equi r ed f or  a devi ce t o be net wor k connect ed) .

1. 4. 6. 1   Wi r el ess Net wor k Connect ed

Any devi ce t hat  suppor t s wi r el ess net wor k communi cat i on i s net wor k 
connect ed t o a wi r el ess net wor k,  r egar dl ess of  whet her  t he devi ce i s 
communi cat i ng usi ng wi r el ess.   Unl ess physi cal l y di sabl ed,  devi ces wi t h 
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wi r el ess t r anscei ver s suppor t  wi r el ess,  i t  i s  not  suf f i c i ent  t o di sabl e 
t he wi r el ess i n sof t war e.

1. 4. 7   Net wor k Medi a

 The t hi ng t hat  pr ovi des t he communi cat i on channel  bet ween t he devi ces on 
a net wor k.   Typi cal l y wi r e,  but  mi ght  i ncl ude wi r el ess,  f i ber  opt i c,  or  
even power  l i ne ( some net wor k pr ot ocol s al l ow sendi ng net wor k s i gnal s over  
power  wi r i ng) .

1. 4. 8   User  Account  Suppor t  Level s

The suppor t  f or  user  account s i s cat egor i zed i n t hi s Sect i on as one of  
t hr ee l evel s:   

1. 4. 8. 1   FULLY Suppor t ed

Devi ce suppor t s conf i gur abl e i ndi v i dual  account s.   Account s can be 
cr eat ed,  del et ed,  modi f i ed,  et c.   Pr i v i l eges can be assi gned t o account s.   
These devi ces suppor t  user - based ( as opposed t o r ol e- based)  aut hent i cat i on.

1. 4. 8. 2   MI NI MALLY Suppor t ed

Devi ce suppor t s a smal l ,  f i xed number  of  account s ( per haps onl y one) .   
Account s cannot  be modi f i ed.   A devi ce wi t h onl y a " User "  and an 
" Admi ni st r at or "  account  woul d f i t  t hi s cat egor y.   Si mi l ar l y,  a devi ce wi t h 
t wo PI Ns f or  l ogon -  one f or  r est r i ct ed and one f or  unr est r i ct ed r i ght s 
woul d f i t  her e ( i n ot her  wor ds,  t he account s do not  have t o be t he 
t r adi t i onal  " user name and passwor d"  st r uct ur e) .   These devi ces t ypi cal l y 
onl y suppor t  r ol e- based aut hent i cat i on.

Exampl es of  devi ces whi ch MI NI MALLY suppor t  account s ar e a)  a var i abl e 
f r equency dr i ve wi t h a s i ngl e account  whi ch r equi r es a PI N f or  access t o 
conf i gur at i on;  and b)  a r oom l i ght i ng cont r ol  t ouchpad i nt er f ace t hat  has 
a s i ngl e account .

1. 4. 8. 3   NOT Suppor t ed

Devi ce does not  suppor t  any Access Enf or cement  t her ef or e t he whol e concept  
of  " account "  i s  meani ngl ess.

1. 4. 9   Manual  Local  I nput

Manual  Local  I nput s ar e syst em anal og or  bi nar y i nput s t hat  ar e adj ust abl e 
by a per son but  ar e,  by i nt r i nsi c har dwar e desi gn,  ver y l i mi t ed i n 
pot ent i al  capabi l i t i es.   Manual  Local  I nput s do not  have t ouch scr eens or  
f ul l  keyboar ds,  but  may have a f ew but t ons or  di al s t o al l ow i nput .   
Manual  Local  I nput s do not  have f ul l  gr aphi c scr eens or  dot - mat r i x 
di spl ays,  but  may have si mpl e l i ght s ( LEDs)  or  7- segment  di spl ays.   Manual  
Local  I nput s do not  have any sor t  of  menu st r uct ur e,  each but t on has a 
s i ngl e wel l - def i ned f unct i on.  

Exampl es of  Manual  Local  I nput s ar e H- O- A swi t ches,  s i mpl e t her most at s,  
and di sconnect  swi t ches.

1. 4. 10   Car d Reader

A car d r eader  i s an i nput / out put  devi ce whose pr i mar y f unct i on i s t o 
assi st  i n t wo- f act or  aut hent i cat i on.   A car d r eader  must  have an i nt er f ace 
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t o r ead dat a f r om a car d and may be abl e t o wr i t e dat a t o a car d.   A car d 
r eader  may have a means ( such as but t ons,  keypad,  t ouchscr een,  et c. )  f or  a 
user  t o i nput  a PI N or  passwor d,  as wel l  as a l i mi t ed di spl ay.   

1. 4. 11   User  I nt er f ace

A User  I nt er f ace ( UI )  i s  somet hi ng ot her  t han a Manual  Local  I nput  or  Car d 
Reader  t hat  al l ows a per son t o i nt er act  wi t h t he syst em or  devi ce.   Not e 
t hat  whi l e a Car d Reader  i s not  by i t sel f  a User  I nt er f ace,  a User  
I nt er f ace may cont ai n a Car d Reader  i n or der  f or  i t  t o aut hent i cat e i t s 
user .   Wi t hi n cont r ol  syst ems,  t her e ar e a wi de r ange of  User  I nt er f aces.  

Two i mpor t ant  di st i nct i ons ar e 1)  whet her  t he user  i nt er f ace i s Local  or  
Remot e,  and 2)  t he ef f ect i ve capabi l i t i es of  t he User  I nt er f ace t o al t er  
dat a,  whi ch i s t he " pr i v i l ege"  of  t he user  i nt er f ace ( wher e ef f ect i ve 
pr i v i l ege avai l abl e t o a speci f i c  user  at  a speci f i c  user  i nt er f ace i s t he 
combi nat i on of  t he gr eat est  pr i v i l ege of f er ed by t he user  i nt er f ace and 
t he speci f i c  account  t he user  i s l ogged i nt o) .

1. 4. 11. 1   Local  User  I nt er f ace

A Local  User  I nt er f ace i s a user  i nt er f ace wher e t he physi cal  har dwar e t he 
user  i nt er act s wi t h ( keyboar d,  but t ons,  di spl ay,  et c. )  i s  physi cal l y par t  
of  t he devi ce bei ng af f ect ed.   Al l  of  t he r el evant  char act er i st i cs of  t he 
user  i nt er f ace ar e embodi ed wi t hi n a s i ngl e devi ce.

Not e t hat  a Local  UI  may be abl e t o access dat a i n a di f f er ent  devi ce,  
Local  ver sus Remot e i n t hi s cont ext  r ef er s t o t he user  i nt er f ace i t sel f ;  
t he capabi l i t y  t o access dat a i n a di f f er ent  devi ce i s cover ed under  " Ful l  
User  I nt er f ace" .

1. 4. 11. 2   Remot e User  I nt er f ace

A Remot e User  I nt er f ace i mpl ement s a Cl i ent / Ser ver  model  wher e t he 
physi cal  har dwar e t he user  i nt er act s wi t h ( Cl i ent )  i s  physi cal l y di st i nct  
f r om t he devi ce bei ng af f ect ed ( Ser ver ) .   Most  or  al l  of  t he secur i t y and 
f unct i onal i t y char act er i st i cs of  t he user  i nt er f ace ar e def i ned by t he 
Ser ver ,  not  t he Cl i ent .   The Cl i ent  and Ser ver  communi cat e v i a a net wor k 
connect i on.   A common exampl e of  a r emot e user  i nt er f ace i s a web- based 
i nt er f ace wher e t he br owser  ( c l i ent )  i s  gener al l y on di f f er ent  har dwar e 
t han t he web ser ver  ( ser ver ) .   A Remot e UI  r emai ns a Remot e UI  even i f  t he 
user  happens t o be at  a Cl i ent  on t he same har dwar e as t he Ser ver .   What  
i s i mpor t ant  i s t hat  a)  t he Cl i ent  may be on di f f er ent  har dwar e t han t he 
Ser ver  and b)  t he maj or i t y of  t he secur i t y and f unct i onal  char act er i st i cs 
of  t he i nt er f ace ar e def i ned at  t he Ser ver .

Not e t hat  t hi s def i ni t i on of  " r emot e"  i s consi st ent  wi t h t hat  gener al l y 
used i n t he cont r ol  i ndust r y but  i s not  al i gned wi t h t he NI ST 800- 53 
def i ni t i on of  " Remot e" ,  whi ch r ef er s t o " out si de t he syst em" .   The t er m 
" Remot e"  her e bet t er  al i gns wi t h t he NI ST 800- 53 def i ni t i on of  " Net wor k"  
( r emot e f r om wi t hi n t he syst em)  Access.  

1. 4. 11. 3   Types of  User  I nt er f ace ( by capabi l i t y)

User  i nt er f aces ar e al so cat egor i zed by t hei r  capabi l i t i es as bei ng Read 
Onl y,  Li mi t ed,  or  Ful l .
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1. 4. 11. 3. 1   Read- Onl y User  I nt er f ace

A Read Onl y User  I nt er f ace ( al so r ef er r ed t o as a Vi ew- Onl y User  
I nt er f ace)  i s a user  i nt er f ace t hat  onl y al l ows f or  r eadi ng dat a,  i t  does 
not  al l ow ( have t he capabi l i t y  t o)  modi f y dat a.   A Read Onl y User  
I nt er f ace may be ei t her  Local  or  Remot e.  A User  I nt er f ace t hat  i s 
conf i gur ed t o be Read Onl y ( by some ot her  means t han t he i nt er f ace i t sel f ,  
such as usi ng conf i gur at i on sof t war e on a l apt op)  i s a Read- Onl y 
I nt er f ace.  Not e a Read Onl y User  I nt er f ace may have but t ons ( or  t ouch 
scr een,  et c. )  al l owi ng t he user  t o navi gat e t hr ough t he pr esent at i on of  
dat a.

Exampl es of  a Read Onl y User  I nt er f aces ar e a)  a publ i c l y v i ewabl e " ener gy 
dashboar d"  showi ng weat her  dat a and ener gy usage wi t hi n a bui l di ng and b)  
di gi t al  wayf i ndi ng si gnage.

1. 4. 11. 3. 2   Li mi t ed User  I nt er f ace

A Li mi t ed User  I nt er f ace i s a user  i nt er f ace t hat  -  by desi gn -  can onl y 
al t er  i nf or mat i on l ocal  t o t he user  i nt er f ace.  Not e t hat  t he det er mi nat i on 
of  " al t er "  i ncl udes onl y di r ect  i nt er act i ons,  i t  expl i c i t l y  excl udes 
i nt er act i ons t hat  mi ght  occur  as secondar y ef f ect s.   For  exampl e,  an 
i nt er f ace changi ng t he f l ow set poi nt  i n a pump cont r ol l er  i s  a di r ect  
i nt er act i on,  t he subsequent  change i n f l ow ( as wel l  as any subsequent  
downst r eam changes i n val ve posi t i on)  ar e not  di r ect  i nt er act i ons.

Two exampl es of  LI MI TED UI s ar e:    a)  a var i abl e speed dr i ve has a Li mi t ed 
Local  User  I nt er f ace whi ch al l ows t he user  t o change pr oper t i es wi t hi n t he 
dr i ve,  but  does not  al l ow af f ect i ng t hi ngs out si de t he dr i ve;  and b)  a 
t ypi cal  home Wi Fi  Rout er  has a Li mi t ed Remot e User  I nt er f ace whi ch al l ows 
conf i gur at i on of  t he Rout er ,  but  does not  al l ow di r ect  i nt er act i on wi t h 
ot her  devi ces.

1. 4. 11. 3. 3   Ful l  User  I nt er f ace

A Ful l  User  I nt er f ace can al t er  i nf or mat i on i n devi ces out si de t he devi ce 
wi t h t he user  i nt er f ace.   For  exampl e,  a t ypi cal  Local  Di spl ay Panel  i s  a 
Ful l  Local  User  I nt er f ace whi l e a br owser - based f r ont  end i s a Ful l  Remot e 
User  I nt er f ace.

1. 4. 11. 3. 4   Vi ew- Onl y User  I nt er f ace

See Read- Onl y User  I nt er f ace

1. 4. 11. 4   Ot her  User  I nt er f ace Ter mi nol ogy

I n addi t i on t o def i ni ng whet her  a user  i nt er f ace i s a Har dwar e Li mi t ed,  
Read- Onl y,  Li mi t ed or  Ful l ,  and whet her  i t  i s  Local  or  Remot e,  user  
i nt er f aces ar e c l assi f i ed by whet her  t hey ar e wr i t abl e or  pr i v i l eged.

1. 4. 11. 4. 1   Wr i t abl e User  I nt er f ace

Any User  I nt er f ace t hat  i s not  Read- Onl y i s Wr i t abl e.  ( Li mi t ed User  
I nt er f aces and Ful l  User  I nt er f aces ar e bot h wr i t abl e user  i nt er f aces ( as 
t hey ar e capabl e of  changi ng a val ue) ) .

1. 4. 11. 4. 2   Pr i v i l eged User  I nt er f ace

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *

SECTI ON 25 05 11  Page 16



NOTE:   Thi s subpar t  uses t ai l or i ng opt i ons f or  t he 
l et t er ed r equi r ement s.   Af t er  sel ect i ng t ai l or i ng 
opt i ons edi t  t he l et t er s i n t hi s subpar t  accor di ngl y.

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *

A Pr i v i l eged UI  i s a UI  t hat  has suf f i c i ent  capabi l i t i es or  f unct i onal i t y 
t hat  i t  r equi r es speci f i c  cyber secur i t y measur es t o be put  i n pl ace t o 
l i mi t  i t s  unaut hor i zed use.   Ul t i mat el y,  whet her  a speci f i c  user  i nt er f ace 
i s consi der ed a Pr i v i l eged User  I nt er f ace must  be det er mi ned by usage.   
Unl ess ot her wi se speci f i ed,  user  i nt er f aces can be det er mi ned t o be 
pr i v i l eged or  not  usi ng t he f ol l owi ng:

a.   Read- Onl y User  I nt er f aces ar e not  pr i v i l eged user  i nt er f aces.  

b.   User  I nt er f aces t hat  can i nhi bi t  or  f or ce t he act i vat i on of  a f i r e 
suppr essi on syst em ( e. g.  such as f or  a pr e- act i on or  del uge syst em)  
ar e al ways pr i v i l eged user  i nt er f aces.   Ot her  Ful l  User  i nt er f aces f or  
Fi r e Al ar m Syst ems ar e pr i v i l eged user  i nt er f aces as i ndi cat ed and 
shown,  or  when anot her  r equi r ement  of  t hi s Sect i on est abl i shes t hey 
ar e pr i v i l eged.   For  al l  ot her  syst ems,  Ful l  User  I nt er f aces ar e 
pr i v i l eged user  i nt er f aces.

c.   User  i nt er f aces t hat  al l ow f or  conf i gur at i on of  audi t i ng or  al l ows f or  
modi f i cat i on or  del et i on of  audi t  l ogs ar e pr i v i l eged user  i nt er f ace.

d.   User  i nt er f aces t hat  al l ow f or  r epr ogr ammi ng a net wor k connect ed 
devi ce i s a pr i v i l eged user  i nt er f ace.

e.   Wr i t eabl e User  I nt er f aces i n El ect r oni c Secur i t y Syst ems ( ESS)  ar e 
pr i v i l eged user  i nt er f aces.

e.   Except  as speci f i ed above,  a Li mi t ed User  I nt er f ace must  be det er mi ned 
t o be pr i v i l eged or  not  based on t he speci f i c  capabi l i t i es and use 
case of  t he user  i nt er f ace.   I n gener al  however ,  user  i nt er f aces t hat  
do not  of f er  s i gni f i cant  capabi l i t i es above and beyond t hose avai l abl e 
at  t hat  l ocat i on v i a ot her  means ( e. g.  such as a di sconnect  swi t ch,  
br eaker ,  or  hand- of f - aut o swi t ch,  or  physi cal  at t ack)  ar e not  
pr i v i l eged.

1. 4. 12   Wi r el ess Net wor k

Any net wor k t hat  communi cat es wi t hout  usi ng wi r es or  f i ber  opt i cs as t he 
communi cat i on medi a.  Wi r el ess net wor ks i ncl ude:  Wi Fi ,  Bl uet oot h,  Zi gBee,  
cel l ul ar ,  sat el l i t e,  900 MHz r adi o,  2. 4 GHz,  f r ee space opt i cal ,  
poi nt - t o- poi nt  l aser ,  and I R.   

1. 4. 13   Wi r ed Br oadcast  Net wor k

Wi r ed Br oadcast  Net wor ks ar e any net wor k,  such as power l i ne car r i er  
net wor ks and modem ( wi r ed t el ephony) ,  t hat  use wi r e- based t echnol ogi es 
wher e t her e i s not  a c l ear l y def i ned boundar y f or  s i gnal  pr opagat i on.  

1. 5   ADMI NI STRATI VE REQUI REMENTS

1. 5. 1   Poi nt s of  Cont act

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *
NOTE:   I ndi cat e t he appr opr i at e poi nt  of  cont act  
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( POC)  f or  each POC.   

Gover nment  Comput er  Access Poi nt  of  Cont act :  To 
pr ovi de cont r act or  user  access t o Gover nment  
comput er s.   Speci f i cal l y,  t hi s POC may be r equi r ed 
t o ar r ange f or  el evat ed per mi ssi ons t o comput er s t o 
cr eat e a backup di sk i mage or  i nst al l  mal war e 
pr ot ect i on sof t war e.

HTTPS Cer t i f i cat e Poi nt  of  Cont act :   To pr ovi de t he 
cont r act or  wi t h web cer t i f i cat es.

Emai l  Addr ess Poi nt  of  Cont act :  The POC who wi l l  
pr ovi de t he cont r act or  wi t h emai l  addr esses f or  t he 
I SSM and appl i cat i on admi ni st r at or  f or  audi t i ng.

Passwor d Poi nt  of  Cont act :   The POC who wi l l  ei t her  
coor di nat e t he sel ect i on of  passwor ds wi t h t he 
cont r act or  or  who wi l l  i ndi cat e i ndi v i dual s t o 
change t he passwor ds i n coor di nat i on wi t h t he 
cont r act or .

Mobi l e Code Poi nt  of  Cont act :  The POC who wi l l  
pr ovi de access t o t he mobi l e code r eposi t or y.  ( Thi s 
wi l l  gener al l y be someone f r om t he i nst al l at i on I T 
or gani zat i on ( f or  t he Ar my,  t he NEC) . )

PKI  I nf r ast r uct ur e Poi nt  of  Cont act :  The POC who 
wi l l  pr ovi de access t o t he PKI  I nf r ast r uct ur e.   I f  
PKI  i s not  r equi r ed by PART 3 of  t hi s Sect i on,  
r emove t hi s br acket ed t ext .  ( Thi s wi l l  gener al l y be 
someone f r om t he i nst al l at i on I T or gani zat i on ( f or  
t he Ar my,  t he NEC) . )

These poi nt s of  cont act  ar e used by name i n t he 
speci f i cat i on,  and can be f ound by sear chi ng t he 
document  f or  t he POC ( usi ng under l i ned t ext ) .   

Not  al l  pr oj ect s wi l l  r equi r e al l  POCs.   I f  unsur e 
of  t he POC keep " The Cont r act i ng Of f i ce 
Repr esent at i ve ( COR) "  and t he cont r act or  wi l l  
r equest  as needed.

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *

Coor di nat e wi t h t he f ol l owi ng Poi nt s of  Cont act  as i ndi cat ed i n t hi s 
Sect i on and as r equi r ed.   Not  al l  pr oj ect s wi l l  r equi r e coor di nat i on wi t h 
al l  Poi nt s of  Cont act .   When coor di nat i on i s r equi r ed and no Poi nt  of  
Cont act  i s  i ndi cat ed,  coor di nat e wi t h [ The Cont r act i ng Of f i ce 
Repr esent at i ve ( COR) ] [ _____] .

a.   Gover nment  Comput er  Access Poi nt  of  Cont act :  [ The Cont r act i ng Of f i ce 
Repr esent at i ve ( COR) ] [ _____]

b.   HTTPS Cer t i f i cat e Poi nt  of  Cont act :   [ The Cont r act i ng Of f i ce 
Repr esent at i ve ( COR) ] [ _____]

c.   Emai l  Addr ess Poi nt  of  Cont act :   [ The Cont r act i ng Of f i ce 
Repr esent at i ve ( COR) ] [ _____]
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d.   Passwor d Poi nt  of  Cont act :   [ The Cont r act i ng Of f i ce Repr esent at i ve 
( COR) ] [ _____]

e.   Mobi l e Code Poi nt  of  Cont act :  [  The Cont r act i ng Of f i ce Repr esent at i ve 
( COR) ] [ _____] [

f .   PKI  I nf r ast r uct ur e Poi nt  of  Cont act :   [  The Cont r act i ng Of f i ce 
Repr esent at i ve ( COR) ] [ _____] ]

1. 5. 2   Coor di nat i on

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *
NOTE:   Thi s subpar t  deal s wi t h cyber secur i t y r el at ed 
coor di nat i on r equi r ement s f or  t he cont r act or ,  and 
does not  i ndi cat e coor di nat i on t hat  must  be done by 
t he desi gner / speci f i er .   I n addi t i on t o t he nor mal  
pr oj ect  coor di nat i on,  aut hor i zat i on f or  wi r el ess 
use,  al t er nat e account  l ock per mi ssi ons and devi ces 
wi t h mul t i pl e I P connect i ons may be i mpact ed by s i t e 
( or  Ser vi ce)  pol i c i es and need t o be coor di nat ed 
wi t h t he appr opr i at e Gover nment  r epr esent at i ves 
bef or e aut hor i zat i on i s pr ovi ded.

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *

Coor di nat e t he execut i on of  t hi s Sect i on wi t h t he execut i on of  al l  ot her  
Sect i ons r el at ed t o cont r ol  syst ems as i ndi cat ed i n t he par agr aph RELATED 
REQUI REMENTS.   I t ems t hat  must  be consi der ed when coor di nat i ng pr oj ect  
ef f or t s i ncl ude but  ar e not  l i mi t ed t o:  

a.   I f  r equest i ng per mi ssi on f or  wi r el ess or  wi r ed br oadcast  
communi cat i on,  t he Wi r el ess and Wi r ed Br oadcast  Communi cat i on Request  
submi t t al  must  be appr oved pr i or  t o cont r ol  syst em devi ce sel ect i on 
and i nst al l at i on.

b.   I f  r equest i ng per mi ssi on f or  al t er nat e account  l ock per mi ssi ons,  t he 
Devi ce Account  Lock Except i on Request  must  be appr oved pr i or  t o 
cont r ol  syst em devi ce sel ect i on and i nst al l at i on.

c.   I f  r equest i ng per mi ssi on f or  t he use of  a devi ce wi t h mul t i pl e 
physi cal  connect i ons t o I P net wor ks,  t he Mul t i pl e I P Connect i on Devi ce 
Request  must  be appr oved pr i or  t o cont r ol  syst em devi ce sel ect i on and 
i nst al l at i on.

d.   Wi r el ess t est i ng may be r equi r ed as par t  of  t he cont r ol  syst em 
t est i ng.   See r equi r ement s f or  t he Wi r el ess Communi cat i on Test  Repor t  
submi t t al .

e.   I f  t he Devi ce Audi t  Recor d Upl oad Sof t war e i s t o be i nst al l ed on a 
comput er  not  bei ng pr ovi ded as par t  of  t he cont r ol  syst em,  
coor di nat i on i s r equi r ed t o i dent i f y t he comput er  on whi ch t o i nst al l  
t he sof t war e.

f .   The Cyber secur i t y I nt er connect i on Schedul e must  be coor di nat ed wi t h 
ot her  wor k t hat  wi l l  be i nt er connect ed t o,  and i nt er connect i ons must  
be appr oved by t he Gover nment  bef or e r el y i ng on t hem f or  syst em 
f unct i onal i t y.

g.   Cyber secur i t y t est i ng suppor t  must  be coor di nat ed acr oss cont r ol  
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syst ems and wi t h t he Gover nment  cyber secur i t y t est i ng schedul e.

h.   Passwor ds must  be coor di nat ed wi t h t he i ndi cat ed cont act  f or  t he 
pr oj ect  s i t e.

i .   I f  appl i cabl e,  HTTPS web ser ver  cer t i f i cat es must  be obt ai ned f r om t he 
i ndi cat ed HTTPS Cer t i f i cat e Poi nt  of  Cont act .

j .   Cont r act or  Comput er  Cyber secur i t y Compl i ance St at ement s must  be 
pr ovi ded f or  each cont r act or  usi ng cont r act or  owned comput er s.

1. 6   SUBMI TTALS

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *
NOTE:   Revi ew Submi t t al  Descr i pt i on ( SD)  def i ni t i ons 
i n Sect i on 01 33 00 SUBMI TTAL PROCEDURES and edi t  
t he f ol l owi ng l i s t ,  and cor r espondi ng submi t t al  
i t ems i n t he t ext ,  t o r ef l ect  onl y t he submi t t al s 
r equi r ed f or  t he pr oj ect .   The Gui de Speci f i cat i on 
t echni cal  edi t or s have cl assi f i ed t hose i t ems t hat  
r equi r e Gover nment  appr oval ,  due t o t hei r  compl exi t y 
or  cr i t i cal i t y,  wi t h a " G. "   Gener al l y,  ot her  
submi t t al  i t ems can be r evi ewed by t he Cont r act or ' s 
Qual i t y Cont r ol  Syst em.   Onl y add a " G"  t o an i t em,  
i f  t he submi t t al  i s  suf f i c i ent l y i mpor t ant  or  
compl ex i n cont ext  of  t he pr oj ect .

For  Ar my pr oj ect s,  f i l l  i n t he empt y br acket s 
f ol l owi ng t he " G"  c l assi f i cat i on,  wi t h a code of  up 
t o t hr ee char act er s t o i ndi cat e t he appr ovi ng 
aut hor i t y.   Codes f or  Ar my pr oj ect s usi ng t he 
Resi dent  Management  Syst em ( RMS)  ar e:   " AE"  f or  
Ar chi t ect - Engi neer ;  " DO"  f or  Di st r i ct  Of f i ce 
( Engi neer i ng Di v i s i on or  ot her  or gani zat i on i n t he 
Di st r i ct  Of f i ce) ;  " AO"  f or  Ar ea Of f i ce;  " RO"  f or  
Resi dent  Of f i ce;  and " PO"  f or  Pr oj ect  Of f i ce.   Codes 
f ol l owi ng t he " G"  t ypi cal l y ar e not  used f or  Navy,    
and Ai r  For ce.

The " S"  c l assi f i cat i on i ndi cat es submi t t al s r equi r ed 
as pr oof  of  compl i ance f or  sust ai nabi l i t y  Gui di ng 
Pr i nci pl es Val i dat i on or  Thi r d Par t y Cer t i f i cat i on 
and as descr i bed i n Sect i on 01 33 00 SUBMI TTAL 
PROCEDURES.

Choose t he f i r st  br acket ed i t em f or  Navy and Ai r  
For ce pr oj ect s,  or  choose t he second br acket ed i t em 
f or  Ar my pr oj ect s.

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *
NOTE:   Al l  submi t t al s i n t hi s Gui de Speci f i cat i on 
r equi r e Gover nment  appr oval  and must  have a " G"  
desi gnat i on.

Gover nment  r evi ew of  submi t t al s i n t hi s Sect i on 
i mpact  Cyber secur i t y,  and must  be coor di nat ed wi t h 
t he appr opr i at e Cyber secur i t y exper t s t o ensur e 

SECTI ON 25 05 11  Page 20



appr opr i at e r evi ew and t he i dent i f i cat i on of  i ssues 
or  concer ns t hat  may af f ect  t he cyber secur i t y 
post ur e of  t he syst em or  t he abi l i t y  of  t he syst em 
t o r ecei ve an RMF aut hor i zat i on.  

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *

Gover nment  appr oval  i s  r equi r ed f or  submi t t al s wi t h a " G"  or  " S"  
c l assi f i cat i on.   Submi t t al s not  havi ng a " G"  or  " S"  c l assi f i cat i on ar e 
[ f or  Cont r act or  Qual i t y Cont r ol  appr oval . ] [ f or  i nf or mat i on onl y.   When 
used,  a code f ol l owi ng t he " G"  c l assi f i cat i on i dent i f i es t he of f i ce t hat  
wi l l  r evi ew t he submi t t al  f or  t he Gover nment . ]   Submi t  t he f ol l owi ng i n 
accor dance wi t h Sect i on 01 33 00 SUBMI TTAL PROCEDURES:

SD- 01 Pr econst r uct i on Submi t t al s

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *
NOTE:   When t he FI RE PROTECTI ON t ai l or i ng opt i on i s 
sel ect ed,  t he Wi r el ess and Wi r ed Br oadcast  
Communi cat i on Request  wi l l  be i n br acket s.   I f  t hi s 
speci f i cat i on i s used ONLY f or  Fi r e Pr ot ect i on 
Syst ems r emove t he br acket ed t ext .   Ot her wi se keep 
i t .

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *

[ Wi r el ess and Wi r ed Br oadcast  Communi cat i on Request ;  G[ ,  [ _____] ]

] Devi ce Account  Lock Except i on Request ;  G[ ,  [ _____] ]

Mul t i pl e Et her net  Connect i on Devi ce Request ;  G[ ,  [ _____] ]

Cont r act or  Comput er  Cyber secur i t y Compl i ance St at ement s;  G[ ,  
[ _____] ]

Cont r act or  Tempor ar y Net wor k Cyber secur i t y Compl i ance St at ement s;  G
[ ,  [ _____] ]

Cyber secur i t y I nt er connect i on Schedul e;  G[ ,  [ _____] ]

Pr ot ect i on of  I nf or mat i on At  Rest  Pr oposal ;  G[ ,  [ _____] ]

Pr oposed STI G and SRG Appl i cabi l i t y  Repor t ;  G[ ,  [ _____] ]

SD- 02 Shop Dr awi ngs

Net wor k Communi cat i on Repor t ;  G[ ,  [ _____] ]

Cyber secur i t y Ri ser  Di agr am;  G[ ,  [ _____] ]

SD- 03 Pr oduct  Dat a

Cont r ol  Syst em Cyber secur i t y Document at i on;  G[ ,  [ _____] ]

SD- 06 Test  Repor t s

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *
NOTE:   When t he FI RE PROTECTI ON t ai l or i ng opt i on i s 
sel ect ed,  t he Wi r el ess Communi cat i on Test  Repor t  
wi l l  be i n br acket s.   I f  t hi s speci f i cat i on i s used 
ONLY f or  Fi r e Pr ot ect i on Syst ems r emove t he 
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br acket ed t ext .   Ot her wi se keep i t .
* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *

[
Wi r el ess Communi cat i on Test  Repor t ;  G[ ,  [ _____] ]

]

Cont r ol  Syst em Cyber secur i t y Test i ng Pr ocedur es;  G[ ,  [ _____] ]

Cont r ol  Syst em Cyber secur i t y Test i ng Repor t ;  G[ ,  [ _____] ]

SD- 07 Cer t i f i cat es

Sof t war e Li censes;  G[ ,  [ _____] ]

SD- 11 Cl oseout  Submi t t al s

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *
NOTE:  I n PART 3 of  t hi s Sect i on t her e i s a desi gner
sel ect i on t o i ndi cat e whet her  t he cont r act or  changes
passwor ds or  accompani es s i t e per sonnel  whi l e t hey
change passwor ds.

I f  r equi r i ng cont r act or  t o change passwor ds,  keep
" Conf i dent i al  Passwor d Repor t "  and r emove " Passwor d
Change Summar y Repor t "

I f  r equi r i ng cont r act or  t o accompany si t e per sonnel  
t o change passwor ds,  keep " Passwor d Change Summar y
Repor t "  and r emove " Conf i dent i al  Passwor d Repor t "  

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *

[ Conf i dent i al  Passwor d Repor t ;  G[ ,  [ _____] ]

] [ Passwor d Change Summar y Repor t ;  G[ ,  [ _____] ]

] Encl osur e Keys;  G[ ,  [ _____] ]

Sof t war e and Conf i gur at i on Backups;  G[ ,  [ _____] ]

Audi t i ng Fr ont  End Sof t war e;  G[ ,  [ _____] ]

Devi ce Audi t  Recor d Upl oad Sof t war e;  G[ ,  [ _____] ]

Syst em Mai nt enance Tool  Sof t war e;  G[ ,  [ _____] ]

Cont r ol  Syst em Scanni ng Tool s;  G[ ,  [ _____] ]

STI G,  SRG and Vendor  Gui de Compl i ance Resul t  Repor t ;  G[ ,  [ _____] ]

Cont r ol  Syst em I nvent or y Repor t ;  G[ ,  [ _____] ]

I nt egr i t y Ver i f i cat i on Sof t war e;  G[ ,  [ _____] ]

1. 7   QUALI TY CONTROL

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *
NOTE:   I f  usi ng t hese subpar t s t o add r equi r ement s,  
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be sur e t o add submi t t al  r equi r ement s as needed t o 
suppor t  t hese r equi r ement s.  

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *

[ 1. 7. 1   Regul at or y Requi r ement s

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *
NOTE:   I f  t her e ar e r egul at or y r equi r ement s r el at ed 
t o a cont r ol  syst em,  speci f y t hose i n t he cont r ol  
syst em speci f i cat i on.   I f  t her e ar e r egul at or y 
r equi r ement s r el at ed t o cyber secur i t y f or  a cont r ol  
syst em t hey can be speci f i ed her e.   
Regul at or y r equi r ement s speci f i ed her e must  i ndi cat e 
whi ch syst em or  syst ems t hey appl y t o,  DO NOT 
i ncl ude r equi r ement s her e t hat  ar e not  di r ect l y 
l i nked t o a speci f i c  cont r ol  syst em.  

For  t ypi cal  UMCS or  bui l di ng cont r ol  syst em pr oj ect s 
t her e wi l l  not  be r equi r ement s t o i ncl ude her e.

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *

For  t he [ _____]  cont r ol  syst em:   [ _____] .

] [ 1. 7. 2   [ Cer t i f i cat i ons] [ Qual i f i cat i ons]

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *
NOTE:   I f  t her e ar e cont r act or  qual i f i cat i on or  
cer t i f i cat i on r equi r ement s r el at ed t o t he cont r ol  
syst em,  speci f y t hose i n t he cont r ol  syst em 
speci f i cat i on.   I f  t her e ar e cont r act or  
qual i f i cat i ons or  cer t i f i cat i ons speci f i cal l y 
r el at ed t o cyber secur i t y t hey can be speci f i ed her e.   

Use car e when i ncl udi ng r equi r ement s her e,  as many 
cyber secur i t y cer t i f i cat i ons ar e I T- cent r i c and do 
not  appl y t o cont r ol  syst ems.

Requi r ement s speci f i ed her e must  i ndi cat e whi ch 
syst em or  syst ems t hey appl y t o,  DO NOT i ncl ude 
r equi r ement s her e t hat  ar e not  di r ect l y l i nked t o a 
speci f i c  cont r ol  syst em.  

For  t ypi cal  UMCS or  bui l di ng cont r ol  syst em pr oj ect s 
t her e wi l l  not  be r equi r ement s t o i ncl ude her e.

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *

For  t he [ _____]  cont r ol  syst em:   [ _____] .

] [ 1. 7. 3   Pr e- Const r uct i on Test i ng

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *
NOTE:   I f  t her e ar e cyber secur i t y Pr e- Const r uct i on 
Test i ng r equi r ement s,  i ncl ude t hem her e.   

For  a LOW- LOW- LOW I mpact  syst em pr e- const r uct i on 
t est i ng wi l l  gener al l y not  be r equi r ed.   For  syst ems 
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wi t h a MODERATE or  HI GH i mpact  t her e may be some 
pr e- const r uct i on t est i ng r equi r ement s based on t he 
speci f i c  needs of  t he pr oj ect  s i t e.  

Requi r ement s speci f i ed her e must  i ndi cat e whi ch 
syst em or  syst ems t hey appl y t o,  DO NOT i ncl ude 
r equi r ement s her e t hat  ar e not  di r ect l y l i nked t o a 
speci f i c  cont r ol  syst em.  

Not e,  t hese concer n t est i ng of  t he cont r ol  syst em,  
r equi r ement s on t est i ng of  t he cont r act or ' s net wor k 
dur i ng const r uct i on ar e separ at el y cover ed bel ow.

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *

For  t he [ _____]  cont r ol  syst em:   [ _____] .

] [ 1. 8   DELI VERY,  STORAGE,  AND HANDLI NG

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *
NOTE:   I f  t her e ar e gener al  del i ver y,  st or age or  
handl i ng r equi r ement s r el at ed t o a cont r ol  syst em,  
speci f y t hose i n t he cont r ol  syst em speci f i cat i on I f  
t her e ar e del i ver y,  st or age or  handl i ng r equi r ement s 
speci f i c  t o cyber secur i t y,  i ncl ude t hem her e.   

For  a LOW- LOW- LOW I mpact  syst em del i ver y,  st or age 
and handl i ng r equi r ement s wi l l  gener al l y not  be 
needed.   For  syst ems wi t h a MODERATE or  HI GH i mpact  
t her e may be some r equi r ement s based on t he speci f i c  
needs of  t he pr oj ect  s i t e.  

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *

[ _____]

] 1. 9   CYBERSECURI TY DOCUMENTATI ON

{ For  Gover nment  Ref er ence Onl y:   Thi s subpar t  ( and i t s subpar t s)  r el at es 
t o PL- 7;  CCI - 003071}

1. 9. 1   Pr oposed STI G and SRG Appl i cabi l i t y  Repor t

For  each model  of  net wor k connect ed or  net wor k i nf r ast r uct ur e devi ce,  use 
t he DI SA SRG/ STI G Appl i cabi l i t y  Gui de and Col l ect i on Tool  ( avai l abl e at  
ht t ps: / / publ i c. cyber . mi l / st i gs/ SCAP/ t o i dent i f y appl i cabl e STI Gs or  SRGs 
and pr ovi de a r epor t  i ndi cat i ng appl i cabl e STI Gs and SRGs f or  each model .

[ 1. 9. 2   Cyber secur i t y I nt er connect i on Schedul e

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *
NOTE:  The Cyber secur i t y I nt er connect i on Schedul e i s 
used i n t wo si t uat i ons:

1)  The cont r ol  syst em communi cat es wi t h a separ at el y 
aut hor i zed syst em or  an unaut hor i zed syst em.   I n 
t hi s case,  i ncl ude a Cyber secur i t y I nt er connect i on 
Schedul e i n t he desi gn showi ng t he f ol l owi ng 
i nt er connect i on det ai l s:  Name/ descr i pt i on of  ot her  
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syst em,  POC f or  t he ot her  syst em,  t ype of  
dat a/ i nf or mat i on.

2)  The cont r ol  syst em i s a sub- par t  of  a l ar ger  
syst em and wi l l  communi cat e wi t h and i nt egr at e t o 
t he l ar ger  syst em ( and wi l l  be par t  of  t he same 
aut hor i zat i on as t he l ar ger  syst em) .   I n t hi s case,  
t he cont r ol  syst em desi gn must  i ncl ude r equi r ement s 
f or  t he expect ed communi cat i on bet ween t he 
sub- syst em and t he l ar ger  syst em.   The Cyber secur i t y 
I nt er connect i on Schedul e wi l l  not  be a desi gn 
dr awi ng,  but  wi l l  s t i l l  be a cont r act or  submi t t al .

I f  nei t her  of  t hese si t uat i ons appl y ( i f  t he syst em 
i s st and- al one wi t h no connect i on or  i nt egr at i on t o 
anot her  syst em) ,  r emove t he br acket ed t ext  r equi r i ng 
t he Cyber secur i t y I nt er connect i on Schedul e,  and 
r emove t he Cyber secur i t y I nt er connect i on Schedul e 
f r om t he SUBMI TTALS par agr aph of  t hi s Sect i on.

I f  Case 1 appl i es,  keep t he br acket ed t ext  r ef er r i ng 
t o For ei gn Dest i nat i on and POC f or  Dest i nat i on,  
ot her wi se r emove t hi s t ext .

I n s i t uat i ons wher e bot h cases appl y,  a s i ngl e 
submi t t al  wi l l  ser ve bot h pur poses.

Not e t hat  t hi s submi t t al  does not  cr eat e a 
r equi r ement  f or  i nt er connect i ons,  but  document s 
i nt er connect i on det ai l s i n accor dance wi t h ot her  
r equi r ement s.

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *

{ For  Gover nment  Ref er ence Onl y:   Thi s subpar t  r el at es t o CA- 3( b) ,  PL- 8,  
SC- 7( 9) ,  SC- 7( 11) ;  CCI - 000258,  CCI - 003072,  CCI - 003073,  CCI - 003075,  
CCI - 002398,  CCI - 002399,  CCI - 002401,  CCI - 002402,  CCI - 002403.  For  MODERATE 
I mpact  syst ems,  t hi s subpar t  al so r el at es t o SC- 7;  CCI - 001126,  CCI - 001109}

Pr ovi de a compl et ed Cyber secur i t y I nt er connect i on Schedul e document i ng 
net wor k connect i ons bet ween t he i nst al l ed syst em and ot her  syst ems.  
Pr ovi de t he f ol l owi ng i nf or mat i on f or  each devi ce di r ect l y communi cat i ng 
bet ween syst ems:  Devi ce I dent i f i er ,  Devi ce Descr i pt i on,  Tr anspor t  l ayer  
Pr ot ocol ,  Net wor k Addr ess,  Por t  ( i f  appl i cabl e) ,  MAC ( Layer  2)  addr ess ( i f  
appl i cabl e) ,  Medi a,  Appl i cat i on Pr ot ocol ,  Ser vi ce ( i f  appl i cabl e) ,  
Descr i pt i ve Pur pose of  communi cat i on.  [ For  communi cat i on wi t h ot her  
aut hor i zed syst ems al so pr ovi de t he For ei gn Dest i nat i on and POC f or  
Dest i nat i on. ]   For  MODERATE I mpact  Syst ems:  Al so descr i be t he i mpact  of  
l oss of  t he connect i on on t he cont r ol  syst em.  I f  ot her  cont r ol  syst em 
Sect i ons used on t hi s pr oj ect  i ncl ude submi t t al s document i ng t hi s 
i nf or mat i on,  pr ovi de copi es of  t hose submi t t al s t o meet  t hi s r equi r ement .  

I n addi t i on t o t he r equi r ement s of  Sect i on 01 33 00 SUBMI TTAL PROCEDURES,  
pr ovi de t he Cyber secur i t y I nt er connect i on Schedul e as an edi t abl e 
Mi cr osof t  Excel  f i l e ( a t empl at e Cyber secur i t y I nt er connect i on Schedul e i n 
Excel  f or mat  i s avai l abl e at  
ht t ps: / / www. wbdg. or g/ f f c/ dod/ uni f i ed- f aci l i t i es- gui de- speci f i cat i ons- uf gs/ uf gs- 25- 05- 11
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] 1. 9. 3   Net wor k Communi cat i on Repor t

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *
NOTE:   Cont r ol  syst em speci f i cat i ons shoul d i ncl ude 
r equi r ement s r el at ed t o pr ot ocol  and document at i on.   
I n t he desi gn cyber secur i t y document at i on r equi r ed 
by t he UFC,  document  what ,  i f  any,  pr ot ocol  
r equi r ement s ar e i ncl uded i n t he cont r ol  syst em 
speci f i cat i on ( CCI - 002103) .   Al so document  any 
r equi r ement s or  submi t t al s r el at ed t o net wor k 
communi cat i on,  such as Poi nt s Schedul es  
( CCI - 002105) .  

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *

{ For  Gover nment  Ref er ence Onl y:   Thi s subpar t  ( and i t s subpar t s)  r el at es 
t o CA- 9,  PL- 8;  CCI - 002102,  CCI - 002103,  CCI - 002104,  CCI - 002105,  CCI - 003072,  
CCI - 003073,  CCI - 003075 and al so t he submi t t al  r equi r ement s associ at ed wi t h 
CM- 6,  CM- 7,  i ncl udi ng CM- 7( 3) ,  CCI - 000388. }

Pr ovi de a net wor k communi cat i on r epor t .   For  each net wor ked devi ce,  
document  t he communi cat i on char act er i st i cs of  t he devi ce i ncl udi ng 
communi cat i on pr ot ocol s,  ser vi ces used,  encr ypt i on empl oyed,  and a gener al  
descr i pt i on of  what  i nf or mat i on i s communi cat ed over  t he net wor k.   For  
each devi ce usi ng I P,  document  al l  TCP and UDP por t s used.   For  non- I P 
communi cat i ons,  document  communi cat i on pr ot ocol  and medi a used.     I f  
ot her  cont r ol  syst em Sect i ons used on t hi s pr oj ect  i ncl ude submi t t al s 
document i ng t hi s i nf or mat i on,  pr ovi de copi es of  t hose submi t t al s t o meet  
t hi s r equi r ement .   

I n addi t i on t o t he r equi r ement s of  Sect i on 01 33 00 SUBMI TTAL PROCEDURES,  
pr ovi de t he Net wor k Communi cat i on Repor t  as an edi t abl e Mi cr osof t  Excel  
f i l e.

1. 9. 4   Cont r ol  Syst em I nvent or y Repor t

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *
NOTE:   Sel ect  whet her  t he i nvent or y r epor t  must  
i ncl ude non- net wor ked devi ces.   

Unl ess speci f i cal l y r equi r ed by t he pr oj ect ,  keep 
t he f i r st  br acket ed t ext  t o r equi r e i nvent or y of  
onl y net wor ked devi ces and r emove t he l at er  
br acket ed t ext  r equi r i ng i nvent or y of  non- net wor ked 
devi ces,  i nput  devi ces and out put  devi ces.  

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *

{ For  Gover nment  Ref er ence Onl y:   Thi s subpar t  ( and i t s subpar t s)  r el at es 
t o CM- 8( a) ,  SI - 17,  I A- 3;  CCI - 000389,  CCI - 000392,  CCI - 000398,  CCI - 002773,  
CCI - 002774,  CCI - 002775,  CCI - 000777,  CCI - 000778,  CCI - 001958}

Pr ovi de a Cont r ol  Syst em I nvent or y r epor t  usi ng t he I nvent or y Spr eadsheet  
l i s t ed under  t hi s Sect i on at  
ht t ps: / / www. wbdg. or g/ f f c/ dod/ uni f i ed- f aci l i t i es- gui de- speci f i cat i ons- uf gs/ uf gs- 25- 05- 11
 document i ng al l  [ net wor ked devi ces,  i ncl udi ng net wor k i nf r ast r uct ur e 
devi ces] [ devi ces,  i ncl udi ng net wor ked devi ces,  net wor k i nf r ast r uct ur e 
devi ces,  non- net wor ked devi ces,  i nput  devi ces ( e. g.  sensor s)  and out put  
devi ces ( e. g.  act uat or s) ] .   For  each devi ce pr ovi de al l  appl i cabl e 
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i nf or mat i on f or  whi ch t her e i s a f i el d on t he spr eadsheet  i n accor dance 
wi t h t he i nst r uct i ons on t he spr eadsheet .  

I n addi t i on t o t he r equi r ement s of  Sect i on 01 33 00 SUBMI TTAL PROCEDURES,  
pr ovi de t he Cont r ol  Syst em I nvent or y Repor t  as an edi t abl e Mi cr osof t  Excel  
f i l e.

1. 9. 5   Sof t war e and Conf i gur at i on Backups

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *
NOTE:   Thi s r equi r ement  cover s di sk i mages t o al l ow 
r ecover y and r econst i t ut i on of  appl i cat i ons on 
comput er s,  and al so cover s pr ogr am and conf i gur at i on 
backups f or  cont r ol l er s.   As descr i bed i n UFC 
4- 010- 06 Cyber secur i t y f or  Faci l i t y- Rel at ed Cont r ol  
Syst ems,  as- bui l t  document at i on ( i ncl udi ng copi es of  
cust om pr ogr ammi ng and devi ce set t i ngs)  must  be 
r equi r ed i n t he Sect i on speci f y i ng t he cont r ol  
syst em i t sel f ,  but  i s  i ncl uded her e i n case t hat  has 
not  been done.

For  MODERATE I mpact  Syst ems:  Suppor t  of  I nf or mat i on 
Syst em Recover y and Reconst i t ut i on r equi r es t hat  t he 
i nf or mat i on syst em have spar e par t s avai l abl e on 
si t e and t hat  st af f  ar e pr oper l y t r ai ned i n r epai r ,  
r ecover y,  and r econst i t ut i on of  t he syst em.   Make 
sur e t he under l y i ng cont r ol s spec has r equi r ement s 
i n suppor t  of  t hi s r equi r ement .

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *

{ For  Gover nment  Ref er ence Onl y:   Thi s subpar t  ( and i t s subpar t s)  r el at es 
t o CP- 10;  CCI - 000550,  CCI - 000551,  CCI - 000552}

For  each comput er  on whi ch sof t war e i s i nst al l ed under  t hi s pr oj ect ,  
pr ovi de a r ecover y i mage of  t he f i nal  as- bui l t  comput er .   Thi s i mage must  
al l ow f or  bar e- met al  r est or e such t hat  r est or at i on of  t he i mage i s 
suf f i c i ent  t o r est or e syst em oper at i on t o t he i maged st at e wi t hout  t he 
need f or  r e- i nst al l at i on of  sof t war e.   I f  addi t i onal  user  per mi ssi ons ar e 
r equi r ed t o meet  t hi s r equi r ement ,  coor di nat e t he cr eat i on of  t he i mage 
wi t h t he i dent i f i ed Gover nment  Comput er  Access Poi nt  of  Cont act .

For  al l  et her net  swi t ches pr ovi de a backup of  t he swi t ch conf i gur at i on.   
For  al l  cont r ol l er s,  pr ovi de a backup of  t he cont r ol l er  conf i gur at i on and 
t he sour ce code f or  al l  l oaded appl i cat i on pr ogr ams ( al l  sof t war e
t hat  i s not  common t o ever y cont r ol l er  of  t he same manuf act ur er  and
model ) .

I f  any or  al l  of  t hese ar e pr ovi ded under  anot her  Sect i on,  pr ovi de 
document at i on i ndi cat i ng t hi s and r ef er enci ng t hose submi t t al s.

1. 9. 6   Cyber secur i t y Ri ser  Di agr am

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *
NOTE:   Sel ect  or  speci f y t he f or mat  f or  t he r i ser  
di agr am.  

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *

{ For  Gover nment  Ref er ence Onl y:   Thi s subpar t  ( and i t s subpar t s)  r el at es 
t o PL- 2( a) ,  PL- 8;  CCI - 003051,  CCI - 003053,  CCI - 003072,  CCI - 003073,  

SECTI ON 25 05 11  Page 27



CCI - 003075}

Pr ovi de a cyber secur i t y r i ser  di agr am of  t he compl et e cont r ol  syst em 
i ncl udi ng al l  net wor k and devi ce har dwar e.   I f  t he cont r ol  syst em 
speci f i cat i ons r equi r e a r i ser  di agr am submi t t al ,  pr ovi de a copy of  t hat  
submi t t al  as t he cyber secur i t y r i ser  di agr am.   Ot her wi se,  pr ovi de a r i ser  
di agr am i n [ one- l i ne f or mat ] [ one- l i ne f or mat  over l ayed on a f aci l i t y  
schemat i c] [ t abul ar  f or mat ] [ _____] .

1. 9. 7   STI G,  SRG and Vendor  Gui de Compl i ance Resul t  Repor t

For  ever y component  ( devi ce or  sof t war e)  wi t h an appl i cabl e STI G or  SRG i n 
t he Pr oposed STI G and SRG Appl i cabi l i t y  Repor t ,  pr ovi de a r esul t  r epor t  
document i ng compl i ance wi t h t he STI G or  SRG r equi r ement s.   For  component s 
whi ch ar e scannabl e by t he SCAP ( secur i t y cont ent  aut omat i on pr ot ocol )  
t ool  ( avai l abl e onl i ne at  ht t ps: / / publ i c. cyber . mi l / st i gs/ scap) ,  pr ovi de 
t he SCAP r epor t  and r aw scan r esul t s.

For  ever y component  ( devi ce or  sof t war e)  wi t h manuf act ur er  pr ovi ded 
cyber secur i t y document at i on,  pr ocedur e,  or  met hod f or  secur e conf i gur at i on 
or  i nst al l at i on,  pr ovi de a r epor t  document i ng how t he component  was 
conf i gur ed and any devi at i on f r om t he manuf act ur er  i nst r uct i ons.

1. 9. 8   Cont r ol  Syst em Cyber secur i t y Document at i on

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *
NOTE:   The f ol l owi ng enumer at es ver y det ai l ed 
r equi r ement s f or  document at i on;  r equi r ement s t hat  
woul d be i mpossi bl e t o meet  f or  some cont r ol  
devi ces.   The r equi r ement s ar e br oken out  i n t he sub 
par agr aphs such as:
   1)  Requi r ement s t o be met  by al l  sof t war e
      r unni ng on comput er s
   2)  Requi r ement s t o be met  by HVAC cont r ol  devi ces
   3)  Requi r ement s t o be met  by Li ght i ng Cont r ol
      Syst em Devi ces
   4)  Requi r ement s t o be met  by [ f i l l  i n t he bl ank]
      cont r ol  devi ces
   5)  Def aul t  r equi r ement s f or  cont r ol  syst em
      devi ces ( when not  cover ed i n 1- 4 above)

I f  t he pr oj ect  i ncor por at es devi ces ot her  t han HVAC 
or  Li ght i ng devi ces,  and t he gener al  r equi r ement s i n 
sub- par agr aph 5 ar e not  sat i sf act or y,  add 
r equi r ement s t o subpar agr aph 4.   I f  mul t i pl e 
di f f er ent  r equi r ement s ar e needed ( e. g.  t he pr oj ect  
i ncor por at es a mi cr o- gr i d and an el ect r oni c secur i t y 
syst em,  bot h wi t h speci f i c  r equi r ement s)  add 
addi t i onal  par agr aphs si mi l ar  t o par agr aph 4.   Leave 
t he " devi ces not  ot her wi se cover ed"  at  t he end of  
t he l i s t  and do not  edi t  t hose r equi r ement s.

Not e t hat  wi t hi n HVAC and Li ght i ng devi ces,  a 
f ur t her  di st i nct i on i s made bet ween devi ces t hat  
FULLY suppor t  account s and t hose t hat  do not .   Thi s 
di st i nct i on i s a sur r ogat e t o account  f or  t he r ange 
of  capabi l i t i es and compl exi t y among var i ous HVAC or  
Li ght i ng cont r ol  devi ces.

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *
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{ For  Gover nment  Ref er ence Onl y:  Thi s subpar t  ( and i t s subpar t s)  r el at es t o 
SA- 5( a) , SA- 5( b) , SA- 5( c) ,  SA- 22( b) ;  CCI s:   CCI - 003124,  CCI - 003125,  
CCI - 003126,  CCI - 003127,  CCI - 003128,  CCI - 003129,  CCI - 003130,  CCI - 003131,  
CCI - 003374}

Pr ovi de a Cont r ol  Syst em Cyber secur i t y Document at i on submi t t al  cont ai ni ng 
t he i ndi cat ed i nf or mat i on f or  each devi ce and sof t war e appl i cat i on.

1. 9. 8. 1   Sof t war e Appl i cat i ons

For  al l  sof t war e appl i cat i ons r unni ng on comput er s pr ovi de:

a.   admi ni st r at or  document at i on t hat  descr i bes secur e conf i gur at i on of  t he 
sof t war e { For  Gover nment  Ref er ence Onl y:  r el at es t o CCI - 003124}

b.   admi ni st r at or  document at i on t hat  descr i bes secur e i nst al l at i on of  t he 
sof t war e and sof t war e updat es.  { For  Gover nment  Ref er ence Onl y:  r el at es 
t o CCI - 003125}

c.   admi ni st r at or  document at i on t hat  descr i bes secur e oper at i on of  t he 
sof t war e { For  Gover nment  Ref er ence Onl y:  r el at es t o CCI - 003124}

d.   admi ni st r at or  document at i on t hat  descr i bes ef f ect i ve use and 
mai nt enance of  secur i t y f unct i ons or  mechani sms f or  t he sof t war e { For  
Gover nment  Ref er ence Onl y:  r el at es t o CCI - 003127}

e.   admi ni st r at or  document at i on t hat  descr i bes known vul ner abi l i t i es 
r egar di ng conf i gur at i on and use of  admi ni st r at i ve ( i . e.  pr i v i l eged)  
f unct i ons f or  t he sof t war e { For  Gover nment  Ref er ence Onl y:  r el at es t o 
CCI - 003128}

f .   user  document at i on t hat  descr i bes user - accessi bl e secur i t y f unct i ons 
or  mechani sms i n t he sof t war e and how t o ef f ect i vel y use t hose 
secur i t y f unct i ons or  mechani sms { For  Gover nment  Ref er ence Onl y:  
r el at es t o CCI - 003129}

g.   user  document at i on t hat  descr i bes met hods f or  user  i nt er act i on whi ch 
enabl es i ndi v i dual s t o use t he sof t war e i n a mor e secur e manner  { For  
Gover nment  Ref er ence Onl y:  r el at es t o CCI - 003130}

h.   user  document at i on t hat  descr i bes user  r esponsi bi l i t i es i n mai nt ai ni ng 
t he secur i t y of  t he sof t war e { For  Gover nment  Ref er ence Onl y:  r el at es 
t o CCI - 003131}

1. 9. 8. 2   For  HVAC Cont r ol  Syst em Devi ces

1. 9. 8. 2. 1   HVAC Cont r ol  Syst em Devi ces FULLY Suppor t i ng User  Account s

For  al l  HVAC Cont r ol  Syst em Devi ces whi ch FULLY suppor t  user  account s,  
pr ovi de:

a.   Document at i on t hat  descr i bes secur e conf i gur at i on of  t he devi ce { For  
Gover nment  Ref er ence Onl y:  r el at es t o CCI - 003124}

b.   Document at i on t hat  descr i bes secur e oper at i on of  t he devi ce { For  
Gover nment  Ref er ence Onl y:  r el at es t o CCI - 003124}
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c.   Document at i on t hat  descr i bes ef f ect i ve use and mai nt enance of  secur i t y 
f unct i ons or  mechani sms f or  t he devi ce { For  Gover nment  Ref er ence Onl y:  
r el at es t o CCI - 003127}

d.   Document at i on t hat  descr i bes known vul ner abi l i t i es r egar di ng 
conf i gur at i on and use of  admi ni st r at i ve ( i . e.  pr i v i l eged)  f unct i ons 
f or  t he devi ce { For  Gover nment  Ref er ence Onl y:  r el at es t o CCI - 003128}

e.   Document at i on t hat  descr i bes user - accessi bl e secur i t y f unct i ons or  
mechani sms i n t he devi ce and how t o ef f ect i vel y use t hose secur i t y 
f unct i ons or  mechani sms;  or  a speci f i c  i ndi cat i on t hat  t her e ar e no 
user - accessi bl e secur i t y f unct i ons or  mechani sms i n t he devi ce { For  
Gover nment  Ref er ence Onl y:  r el at es t o CCI - 003129}

f .   Document at i on t hat  descr i bes met hods f or  user  i nt er act i on whi ch 
enabl es i ndi v i dual s t o use t he devi ce i n a mor e secur e manner  { For  
Gover nment  Ref er ence Onl y:  r el at es t o CCI - 003130}

1. 9. 8. 2. 2   Al l  Ot her  HVAC Cont r ol  Syst em Devi ces

For  al l  HVAC Cont r ol  Syst em Devi ces whi ch do not  FULLY suppor t  user  
account s,  pr ovi de:

a.   Document at i on t hat  descr i bes secur e conf i gur at i on of  t he devi ce;  or  a 
speci f i c  i ndi cat i on t hat  t her e ar e no secur e conf i gur at i on st eps t hat  
appl y { For  Gover nment  Ref er ence Onl y:  r el at es t o CCI - 003124}

b.   Document at i on t hat  descr i bes ef f ect i ve use and mai nt enance of  secur i t y 
f unct i ons or  mechani sms f or  t he devi ce;  or  a speci f i c  i ndi cat i on t hat  
t her e ar e no secur i t y f unct i ons or  mechani sms i n t he devi ce { For  
Gover nment  Ref er ence Onl y:  r el at es t o CCI - 003127}

c.   For  devi ces whi ch i ncl ude a user  i nt er f ace,  document at i on t hat  
descr i bes met hods f or  user  i nt er act i on whi ch enabl es i ndi v i dual s t o 
use t he devi ce i n a mor e secur e manner  { For  Gover nment  Ref er ence Onl y:  
r el at es t o CCI - 003130}

1. 9. 8. 3   For  Li ght i ng Cont r ol  Syst em Devi ces

1. 9. 8. 3. 1   Li ght i ng Cont r ol  Syst em Devi ces FULLY Suppor t i ng User  Account s

For  al l  Li ght i ng Cont r ol  Syst em Devi ces whi ch FULLY suppor t  user  account s,  
pr ovi de:

a.   Document at i on t hat  descr i bes secur e conf i gur at i on of  t he devi ce { For  
Gover nment  Ref er ence Onl y:  r el at es t o CCI - 003124}

b.   Document at i on t hat  descr i bes secur e oper at i on of  t he devi ce { For  
Gover nment  Ref er ence Onl y:  r el at es t o CCI - 003124}

c.   Document at i on t hat  descr i bes ef f ect i ve use and mai nt enance of  secur i t y 
f unct i ons or  mechani sms f or  t he devi ce { For  Gover nment  Ref er ence Onl y:  
r el at es t o CCI - 003127}

d.   Document at i on t hat  descr i bes known vul ner abi l i t i es r egar di ng 
conf i gur at i on and use of  admi ni st r at i ve ( i . e.  pr i v i l eged)  f unct i ons 
f or  t he devi ce { For  Gover nment  Ref er ence Onl y:  r el at es t o CCI - 003128}

e.   Document at i on t hat  descr i bes user - accessi bl e secur i t y f unct i ons or  
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mechani sms i n t he devi ce and how t o ef f ect i vel y use t hose secur i t y 
f unct i ons or  mechani sms;  or  a speci f i c  i ndi cat i on t hat  t her e ar e no 
user - accessi bl e secur i t y f unct i ons or  mechani sms i n t he devi ce { For  
Gover nment  Ref er ence Onl y:  r el at es t o CCI - 003129}

f .   Document at i on t hat  descr i bes met hods f or  user  i nt er act i on whi ch 
enabl es i ndi v i dual s t o use t he devi ce i n a mor e secur e manner  { For  
Gover nment  Ref er ence Onl y:  r el at es t o CCI - 003130}

1. 9. 8. 3. 2   Al l  Ot her  Li ght i ng Cont r ol  Syst em Devi ces

For  al l  Li ght i ng Cont r ol  Syst em Devi ces whi ch do not  FULLY suppor t  user  
account s,  pr ovi de:

a.   Document at i on t hat  descr i bes secur e conf i gur at i on of  t he devi ce;  or  a 
speci f i c  i ndi cat i on t hat  t her e ar e no secur e conf i gur at i on st eps t hat  
appl y { For  Gover nment  Ref er ence Onl y:  r el at es t o CCI - 003124}

b.   Document at i on t hat  descr i bes ef f ect i ve use and mai nt enance of  secur i t y 
f unct i ons or  mechani sms f or  t he devi ce;  or  a speci f i c  i ndi cat i on t hat  
t her e ar e no secur i t y f unct i ons or  mechani sms i n t he devi ce { For  
Gover nment  Ref er ence Onl y:  r el at es t o CCI - 003127}

c.   For  devi ces whi ch i ncl ude a user  i nt er f ace,  document at i on t hat  
descr i bes met hods f or  user  i nt er act i on whi ch enabl es i ndi v i dual s t o 
use t he devi ce i n a mor e secur e manner  { For  Gover nment  Ref er ence Onl y:  
r el at es t o CCI - 003130}

[ 1. 9. 8. 4   [ _____]  Cont r ol  Syst em Devi ces

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *
NOTE:   Use t hi s br acket ed subpar t  i f  needed t o add 
r equi r ement s f or  a speci f i c  cont r ol  syst em t ype 
( e. g.  l i ght i ng,  el ect r i cal  di st r i but i on et c. ) ,  
s i mi l ar  t o how HVAC and Li ght i ng cont r ol  syst em 
devi ces ar e cover ed above.   

I f  addi ng a new cont r ol  syst em t ype,  submi t  a 
Cr i t er i a Change Request  wi t h t he r el evant  
r equi r ement s t o have t hat  syst em i ncl uded i n t he 
publ i shed UFGS.

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *

[ _____]

] 1. 9. 8. 5   Def aul t  Requi r ement s f or  Cont r ol  Syst em Devi ces

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *
NOTE:   Do not  edi t  t hese r equi r ement s ( beyond 
sel ect i on of  br acket ed t ext ) .   These def aul t  
r equi r ement s shoul d onl y be used i n l i eu of  
t echnol ogy- speci f i c  r equi r ement s i n t he pr ecedi ng 
par agr aphs.   I f  t hese def aul t  r equi r ement s ar e 
i nappr opr i at e,  ensur e t hat  t he pr ecedi ng par agr aphs 
pr ovi de appr opr i at e t echnol ogy- speci f i c  r equi r ement s.

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *

For  cont r ol  syst em devi ces wher e Cont r ol  Syst em Cyber secur i t y 
Document at i on r equi r ement s ar e not  ot her wi se i ndi cat ed i n t hi s Sect i on,  
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pr ovi de:

a.   Document at i on t hat  descr i bes secur e conf i gur at i on of  t he devi ce { For  
Gover nment  Ref er ence Onl y:  r el at es t o CCI - 003124}

b.   Document at i on t hat  descr i bes secur e i nst al l at i on of  t he devi ce { For  
Gover nment  Ref er ence Onl y:  r el at es t o CCI - 003125}

c.   Document at i on t hat  descr i bes secur e oper at i on of  t he devi ce { For  
Gover nment  Ref er ence Onl y:  r el at es t o CCI - 003124}

d.   Document at i on t hat  descr i bes ef f ect i ve use and mai nt enance of  secur i t y 
f unct i ons or  mechani sms f or  t he devi ce { For  Gover nment  Ref er ence Onl y:  
r el at es t o CCI - 003127}

e.   Document at i on t hat  descr i bes known vul ner abi l i t i es r egar di ng 
conf i gur at i on and use of  admi ni st r at i ve ( i . e.  pr i v i l eged)  f unct i ons 
f or  t he devi ce { For  Gover nment  Ref er ence Onl y:  r el at es t o CCI - 003128}

f .   Document at i on t hat  descr i bes user - accessi bl e secur i t y f unct i ons or  
mechani sms i n t he devi ce and how t o ef f ect i vel y use t hose secur i t y 
f unct i ons or  mechani sms { For  Gover nment  Ref er ence Onl y:  r el at es t o 
CCI - 003129}

g.   Document at i on t hat  descr i bes met hods f or  user  i nt er act i on whi ch 
enabl es i ndi v i dual s t o use t he devi ce i n a mor e secur e manner  { For  
Gover nment  Ref er ence Onl y:  r el at es t o CCI - 003130}

h.   Document at i on t hat  descr i bes user  r esponsi bi l i t i es i n mai nt ai ni ng t he 
secur i t y of  t he devi ce { For  Gover nment  Ref er ence Onl y:  r el at es t o 
CCI - 003131}

i .   Document at i on of  t he publ i shed l ast  dat e of  suppor t  by t he 
manuf act ur er  or  i ndi cat i on t hat  a publ i shed dat e i s not  avai l abl e.  
{ For  Gover nment  Ref er ence Onl y:  r el at es t o CCI - 003374}

1. 10   SOFTWARE LI CENSI NG

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *
NOTE:   The i nst al l at i on may pr ocur e i t s own sof t war e 
updat e l i censi ng or  cont r act  and t hus needs l ess 
t han 5 year s.   Al t er nat i vel y,  t he i nst al l at i on may 
r equi r e l onger  t han f i ve year s ( al t hough t hi s wi l l  
l i kel y i ncr ease t he cost s s i gni f i cant l y) .   
Coor di nat e wi t h t he i nst al l at i on t o det er mi ne i f  
t hey have any speci f i c  r equi r ement ;  i f  t hey don' t  
t hen keep t he 5 year  r equi r ement .

Not e t hat  t hi s r equi r ement  may al r eady exi st  i n t he 
cont r ol  syst em speci f i cat i ons,  i n whi ch case i t  can 
r emoved f r om t hi s Sect i on ( or  kept  i n t hi s Sect i on 
and r emoved f r om t he cont r ol  syst em speci f i cat i on) .

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *

{ For  Gover nment  Ref er ence Onl y:   Thi s subpar t  ( and i t s subpar t s)  r el at es 
t o SI - 2( a) ,  SI - 2( c) ,  SI - 7( 14) ;  CCI - 001227,  CCI - 002605,  CCI - 002737}
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For  al l  sof t war e pr ovi ded t hat  has not  al r eady been l i censed t o t he 
gover nment  or  pr oj ect  s i t e,  pr ovi de a l i cense t o t he [ Gover nment ] [ pr oj ect  
s i t e] [ _____]  f or  a per i od [ of  no l ess t han 5 year s] [ ___] ,  and t he l i cense 
must  al so i ncl ude t he f ol l owi ng sof t war e updat es:

a.   Secur i t y and bug- f i x pat ches i ssued by t he sof t war e manuf act ur er .  

b.   Secur i t y pat ches t o addr ess any vul ner abi l i t y  i dent i f i ed i n t he 
Nat i onal  Vul ner abi l i t y  Dat abase at  ht t p: / / nvd. ni st . gov wi t h a Common 
Vul ner abi l i t y  Scor i ng Syst em ( CVSS)  sever i t y r at i ng of  MEDI UM or  
hi gher .

Pr ovi de a s i ngl e Sof t war e Li censes submi t t al  wi t h document at i on of  t he 
sof t war e l i censes f or  al l  sof t war e pr ovi ded

1. 11   CYBERSECURI TY DURI NG CONSTRUCTI ON

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *
NOTE:  The r equi r ement s i n t hi s subpar t  do not  t i e t o 
cyber secur i t y speci f i c  cyber secur i t y cont r ol s or  
CCI s as t i ght l y as most  ot her  r equi r ement s i n t hi s 
Sect i on.   They ar e i ncl uded t o pr ovi de a basi c l evel  
of  " cyber  hygi ene"  dur i ng t he const r uct i on pr ocess,  
and t he cont r ol s t hat  t hey ar e r el at ed t o ar e st i l l  
not ed f or  r ef er ence.

These r equi r ement s ar e not  r el at ed t o t he net wor ks 
cont r act or s wi l l  of t en est abl i sh i n t hei r  pr oj ect  
of f i ces/ t r ai l er s.   They ar e speci f i c  t o t empor ar y 
net wor ks  used by t he cont r ol  syst em dur i ng 
i nst al l at i on.  For  exampl e,  a wi r el ess access poi nt  
set  up i n a mechani cal  r oom t o al l ow const r uct i on 
per sonnel  l apt ops t o access t he cont r ol  syst em 
dur i ng const r uct i on bef or e t he bui l di ng I T 
i nf r ast r uct ur e i s oper at i onal . .  

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *

{ For  Gover nment  Ref er ence Onl y:  Thi s subpar t  ( and i t s subpar t s)  r el at es t o 
AC- 18,  CA- 3;  CCI - 000258}

I n addi t i on t o t he cont r ol  syst em cyber secur i t y r equi r ement s i ndi cat ed i n 
t hi s sect i on,  meet  f ol l owi ng r equi r ement  t hr oughout  t he const r uct i on 
pr ocess.

1. 11. 1   Cont r act or  Comput er  Equi pment

Cont r act or  owned comput er s may be used f or  const r uct i on.   Cont r act or  
comput er s connect ed t o t he cont r ol  syst em,  cont r ol  syst em net wor k,  or  a 
cont r ol  syst em component  at  any poi nt  dur i ng const r uct i on must  meet  t he 
f ol l owi ng r equi r ement s:

1. 11. 1. 1   Oper at i ng Syst em

The oper at i ng syst em must  be an oper at i ng syst em cur r ent l y suppor t ed by 
t he manuf act ur er  of  t he oper at i ng syst em.  The oper at i ng syst em must  be 
cur r ent  on secur i t y pat ches and oper at i ng syst em manuf act ur er  r equi r ed 
updat es.  
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1. 11. 1. 2   Ant i - Mal war e Sof t war e

The comput er  must  r un ant i - mal war e sof t war e f r om a r eput abl e sof t war e 
manuf act ur er .   Ant i - mal war e sof t war e must  be a ver si on cur r ent l y suppor t ed 
by t he sof t war e manuf act ur er ,  must  be cur r ent  on al l  pat ches and updat es,  
and must  use t he l at est  def i ni t i ons f i l e.   Comput er s used on t hi s pr oj ect  
must  be scanned usi ng t he i nst al l ed sof t war e at  l east  once per  day.

1. 11. 1. 3   Passwor ds and Passphr ases

The passwor ds and passphr ases f or  comput er s,  appl i cat i ons,  and web- based 
appl i cat i ons suppor t i ng passwor ds must  be changed f r om t hei r  def aul t  
val ues.   Passwor ds must  be a mi ni mum of  ei ght  char act er s wi t h a mi ni mum of  
one upper case l et t er ,  one l ower case l et t er ,  one number  and one speci al  
char act er .

1. 11. 1. 4   User - Based Aut hent i cat i on

Each user  must  have a uni que account ;  shar i ng of  a s i ngl e account  bet ween 
mul t i pl e user s i s pr ohi bi t ed.

1. 11. 1. 5   Demonst r at i on of  Compl i ance

The Gover nment  has t he r i ght  t o r equi r e demonst r at i on of  comput er  
compl i ance wi t h t hese r equi r ement s at  any t i me dur i ng t he pr oj ect .

1. 11. 1. 6   Cont r act or  Comput er  Cyber secur i t y Compl i ance St at ement s

Pr ovi de a s i ngl e submi t t al  cont ai ni ng compl et ed Cont r act or  Comput er  
Cyber secur i t y Compl i ance St at ement s f or  each company usi ng cont r act or  
owned comput er s.  Cont r act or  Comput er  Cyber secur i t y Compl i ance St at ement s 
must  use t he t empl at e publ i shed at  
ht t ps: / / www. wbdg. or g/ f f c/ dod/ uni f i ed- f aci l i t i es- gui de- speci f i cat i ons- uf gs/ uf gs- 25- 05- 11
Each St at ement  must  be si gned by a cyber secur i t y r epr esent at i ve f or  t he 
r el evant  company.

1. 11. 2   Tempor ar y I P Net wor ks

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *
NOTE:   The al l owance of  connect i on t o " Gover nment  
f ur ni shed I P net wor ks pr ovi ded f or  t hi s pur pose"  
cover s t he case of  t her e bei ng a " guest "  net wor k t he 
cont r act or  can use.   Thi s i s l i kel y not  avai l abl e i n 
many cases,  but  i s cover ed her e f or  t he i nst ances i n 
whi ch i t  i s  of f er ed by t he pr oj ect  s i t e.

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *

Tempor ar y cont r act or - i nst al l ed I P net wor ks may be used dur i ng 
const r uct i on.  When used,  t empor ar y cont r act or - i nst al l ed I P net wor ks 
connect ed t o t he cont r ol  syst em,  cont r ol  syst em net wor k,  or  a cont r ol  
syst em component  at  any poi nt  dur i ng const r uct i on must  meet  t he f ol l owi ng 
r equi r ement s:

1. 11. 2. 1   Net wor k Boundar i es and Connect i ons

The net wor k must  not  ext end out si de t he pr oj ect  s i t e and must  not  connect  
t o any I P net wor k ot her  t han t hose speci f i cal l y pr ovi ded or  f ur ni shed f or  
t hi s pr oj ect .   Any and al l  access t o t he net wor k f r om out si de t he pr oj ect  
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si t e i s pr ohi bi t ed.

1. 11. 3   Gover nment  Access t o Net wor k

Gover nment  per sonnel  must  be al l owed t o have compl et e and i mmedi at e access 
t o t he net wor k at  any t i me i n or der  t o ver i f y compl i ance wi t h t hi s 
speci f i cat i on.

1. 11. 4   Tempor ar y Wi r el ess I P Net wor ks

I n addi t i on t o t he ot her  r equi r ement s on t empor ar y I P net wor ks,  t empor ar y 
wi r el ess I P ( Wi Fi )  net wor ks,  when per mi t t ed,  must  not  i nt er f er e wi t h 
exi st i ng wi r el ess net wor ks,  must  use WPA2 secur i t y and must  not  br oadcast  
t he net wor k name ( SSI D) .   Net wor k names ( SSI D)  f or  wi r el ess net wor ks must  
be changed f r om t hei r  def aul t  val ues.

1. 11. 5   Passwor ds and Passphr ases

The passwor ds and passphr ases f or  al l  net wor k devi ces and net wor k access 
must  be changed f r om t hei r  def aul t  val ues.  Passwor ds must  be a mi ni mum 8 
char act er s wi t h a mi ni mum of  one upper case l et t er ,  one l ower case l et t er ,  
one number  and one speci al  char act er .

1. 11. 6   Cont r act or  Tempor ar y Net wor k Cyber secur i t y Compl i ance St at ement s

Pr ovi de a s i ngl e submi t t al  cont ai ni ng compl et ed Cont r act or  Tempor ar y 
Net wor k Cyber secur i t y Compl i ance St at ement s f or  each company i mpl ement i ng 
a t empor ar y I P net wor k.   Cont r act or  Tempor ar y Net wor k Cyber secur i t y 
Compl i ance St at ement s must  use t he t empl at e publ i shed at  
ht t ps: / / www. wbdg. or g/ f f c/ dod/ uni f i ed- f aci l i t i es- gui de- speci f i cat i ons- uf gs/ uf gs- 25- 05- 11
Each St at ement  must  be si gned by a cyber secur i t y r epr esent at i ve f or  t he 
r el evant  company.   I f  no t empor ar y I P net wor ks wi l l  be used,  pr ovi de a 
s i ngl e copy of  t he St at ement  i ndi cat i ng t hi s.

1. 12   CYBERSECURI TY DURI NG WARRANTY PERI OD

Al l  wor k per f or med on t he cont r ol  syst em af t er  accept ance must  be 
per f or med usi ng Gover nment  Fur ni shed Equi pment  or  equi pment  speci f i cal l y 
and i ndi v i dual l y appr oved by t he Gover nment .

PART 2   PRODUCTS

Al l  pr oduct s used on t hi s pr oj ect  must  meet  t he i ndi cat ed r equi r ement s,  
but  not  al l  pr oduct s speci f i ed her e wi l l  be r equi r ed by ever y pr oj ect .

2. 1   ETHERNET SWI TCH

Pr ovi de Open Syst ems I nt er connect i on ( OSI )  Layer  2 Et her net  swi t ches wi t h 
t he f ol l owi ng capabi l i t i es,  and wi t h an i nt er f ace t o suppor t  swi t ch 
conf i gur at i on f or  t hese capabi l i t i es:

2. 1. 1   Requi r ed Funct i onal i t y

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *
NOTE:   I ncl ude br acket ed opt i ons whi ch cor r espond t o 
r equi r ed swi t ch f unct i onal i t y,  and change bul l et  
l et t er s accor di ngl y.  Det er mi ne f unct i onal i t y i n 
coor di nat i on wi t h t he syst em owner  or gani zat i on and 
do not  i ncl ude any r equi r ement s t hat  ar e not  
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speci f i cal l y needed.

Use par t i cul ar  caut i on i n r equi r i ng I EEE 802. 1x as 
most  cont r ol l er s wi l l  not  suppor t  i t .

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *

Swi t ches must :

a.  Copper  Et her net  por t s must  aut o negot i at e f or  10,  100 and 1000 
megabi t s- per - second l i nks.

b.  Be capabl e of  i mpl ement i ng por t  l evel  access cont r ol  by MAC addr ess and 
l i mi t  t he number  of  MAC addr esses t o one MAC addr ess per  por t .

c.  For  MODERATE I mpact  Syst ems,  be capabl e of  i mpl ement i ng per - por t  access 
cont r ol  l i s t s ( ACLs)  wher e t he l i s t  can be f i l t er ed by sour ce and 
dest i nat i on I P addr esses,  and by sour ce and dest i nat i on UDP or  TCP 
por t s. [

c.  For  LOW I mpact  Syst ems,  be capabl e of  i mpl ement i ng per - por t  access 
cont r ol  l i s t s ( ACLs)  wher e t he l i s t  can be f i l t er ed by sour ce and 
dest i nat i on I P addr esses,  and by sour ce and dest i nat i on UDP or  TCP 
por t s. ] [

d.  Suppor t  Remot e Net wor k Moni t or i ng ( RMON)  Por t  Anal ysi s i n accor dance 
wi t h I ETF RFC 2819] [

e.  Conf i gur e t ar get  por t  and anal ysi s por t  such t hat  swi t ch c l ones al l  
t ar get  por t  t r af f i c  t o anal ysi s por t . ] [

f .  Suppor t  aut hent i cat i on v i a RADI US ser ver  ( f or  management  and 802. 1x) ] [

g.  Suppor t  I EEE 802. 1x net wor k l ogi n. ]

2. 1. 2   Conf i gur at i on Requi r ement s

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *
NOTE:   Coor di nat e wi t h t he syst em owner  or gani zat i on 
t o det er mi ne i f  t he capabi l i t y  t o l ock t o a 
dedi cat ed management  por t  i s  r equi r ed,  and i ncl ude 
or  r emove br acket ed t ext  r equi r i ng t hi s as needed.  

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *

Swi t ches must :

a.   Suppor t  conf i gur at i on save and r est or e.

b.   Suppor t  bot h manual  I P addr ess assi gnment  and acqui s i t i on of  a dynami c 
I P addr ess v i a Dynami c Host  Conf i gur at i on Pr ot ocol  ( DHCP) .

c.   Be capabl e of  l i mi t i ng access f or  conf i gur at i on t o one or  mor e of :  a 
web i nt er f ace usi ng HTTPS,  a command l i ne i nt er f ace usi ng SSH,  or  an 
SNMP connect i on usi ng SNMP ver si on 3 or  l at er . [

d.  Suppor t  t he abi l i t y  t o l ock conf i gur at i on capabi l i t y  t o a dedi cat ed 
management  por t . ]
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2. 2   DAI SY CHAI N I P CONTROLLERS

Cont r ol l er s used as Dai sy Chai n I P Cont r ol l er s must  be I P cont r ol l er s wi t h 
exact l y t wo Et her net  net wor k connect i ons and basi c bui l t - i n swi t ch 
capabi l i t i es t o al l ow i mpl ement at i on of  an Et her net  net wor k i n a dai sy 
chai n ar chi t ect ur e.   Swi t ches i ncor por at ed by Dai sy Chai n I P Cont r ol l er s 
ar e not  r equi r ed t o meet  t he r equi r ement s f or  Et her net  Swi t ches as def i ned 
i n t hi s Sect i on.

2. 3   DATABASE AND WEB SERVER SOFTWARE FOR MODERATE I MPACT SYSTEMS

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *
NOTE:   I ndi cat e t he per mi t t ed dat abase and web 
ser ver s.

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *

{ For  Gover nment  Ref er ence Onl y:   Thi s subpar t  ( and i t s subpar t s)  r el at e t o 
RA- 5( 1) ,  RA- 5( 5) ;  CCI - 001062,  CCI - 001067,  CCI - 001645,  CCI - 002906}

Al l  comput er - based dat abases must  use [ Mi cr osof t  SQL Ser ver ] [  or  
] [ Or acl e] [  or  ] [ MySQL] .   Al l  comput er - based web i nt er f aces must  use 
[ I nt er net  I nf or mat i on Ser vi ces ( I I S) ] [  or  ] [ Apache]  as t he web ser ver .

PART 3   EXECUTI ON

3. 1   CYBERSECURI TY HARDENI NG AND CONFI GURATI ON GUI DES

I nst al l ,  conf i gur e,  and har den al l  har dwar e and sof t war e f ur ni shed on t hi s 
pr oj ect  i n accor dance wi t h manuf act ur er  pr ovi ded document at i on,  
pr ocedur es,  or  met hods f or  secur e conf i gur at i on or  i nst al l at i on.   Do not  
i mpl ement  speci f i c  har deni ng act i ons i f  t hat  act i on woul d conf l i c t  wi t h 
r equi r ed f unct i onal i t y or  anot her  r equi r ement  of  t hi s Sect i on.

3. 2   NETWORK REQUI REMENTS

3. 2. 1   I nf or mat i on Fl ow Enf or cement  I n MODERATE I mpact  Syst ems

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *
NOTE:  For  non- I P net wor ks ( I n MODERATE I mpact  
Syst ems) ,  ensur e t hat  t he cont r ol  speci f i cat i ons 
r equi r e t hat  t hose net wor ks l i mi t  t r af f i c  t o t hat  
r equi r ed f or  t he cont r ol  syst em.  

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *

{ For  Gover nment  Ref er ence Onl y:   Thi s subpar t  ( and i t s subpar t s)  r el at e t o 
AC- 4;   CCI - 001368,  CCI - 001414,  CCI - 001548,  CCI - 001549,  CCI - 001550,  
CCI - 001551}

I nst al l  and conf i gur e Et her net  swi t ches t o bl ock al l  t r af f i c  on al l  por t s 
not  r equi r ed by t he cont r ol  pr ot ocol .

3. 2. 2   Wi r el ess and Wi r ed Br oadcast  Communi cat i on f or  Fi r e Pr ot ect i on 
Syst ems

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *

SECTI ON 25 05 11  Page 37



NOTE:   I ndi cat e whet her  t he communi cat i on f r om a 
f aci l i t y  f i r e pr ot ect i on syst em t o t he cent r al  
moni t or i ng st at i on must  meet  FI PS 140- 2.   Coor di nat e 
t hi s r equi r ement  wi t h t he pr oj ect  s i t e,  and i f  t he 
exi st i ng syst em does not  use FI PS cer t i f i ed r adi os 
and i t  i s  not  cer t ai n t he exi st i ng syst em i s abl e t o 
empl oy FI PS cer t i f i ed r adi os DO NOT i ncl ude t hi s 
r equi r ement .

Not e t hat  mi t i gat i on measur es f or  non- FI PS 140- 2 
r adi os ar e cover ed i n " Pr ocess I sol at i on and 
Boundar y Pr ot ect i on i n Moder at e I mpact  Fi r e 
Pr ot ect i on Syst ems"

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *

The use of  wi r el ess and wi r ed br oadcast  communi cat i on f or  f i r e pr ot ect i on 
syst ems wi t hi n a f aci l i t y  i s  pr ohi bi t ed.   Wi r el ess communi cat i on may be 
used t o pr ovi de communi cat i on f r om t he f i r e pr ot ect i on syst em i n a 
f aci l i t y  t o t he cent r al  moni t or i ng st at i on.   [ Communi cat i on bet ween t he 
f i r e pr ot ect i on syst em and t he cent r al  moni t or i ng st at i on must  be vi a FI PS 
140- 2 cer t i f i ed devi ces. ]

[ 3. 2. 3   Wi r el ess and Wi r ed Br oadcast  Communi cat i on f or  Syst ems Ot her  t han 
Fi r e Pr ot ect i on Syst ems

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *
NOTE:   When t he FI RE PROTECTI ON t ai l or i ng opt i ons i s 
sel ect ed,  t hi s subpar t  i s  i n br acket s.   I f  t hi s 
speci f i cat i on i s onl y f or  f i r e pr ot ect i on syst ems 
r emove t hi s subpar t .  I f  t hi s speci f i cat i on i ncl udes 
r equi r ement s f or  ot her  syst ems,  keep t hi s subpar t .

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *
NOTE:   Avoi d wi r el ess and wi r ed br oadcast  net wor ks 
t o t he gr eat est  ext ent  possi bl e.  Wi r el ess may be 
consi der ed f or  r et r of i t s wher e r unni ng wi r es woul d 
be pr ohi bi t i ve.  Whi l e power l i ne car r i er  shoul d be 
avoi ded wher e possi bl e,  i t  ( and ot her  wi r ed 
br oadcast  net wor ks)  ar e l i kel y mor e secur e t han 
wi r el ess and shoul d be consi der ed as a pot ent i al  
al t er nat i ve t o cases wher e wi r el ess seems 
unavoi dabl e.   I f  t he s i t e has a c l ear  pr ef er ence f or  
non- wi r el ess br oadcast  ( e. g.  power l i ne or  s i mi l ar )  
over  wi r el ess,  i ncl ude t he br acket ed t ext .

I n gener al ,  cont r act or s shoul d never  i nst al l  a 
wi r el ess net wor k whi ch car r i es t he I P pr ot ocol .   The 
Ai r  For ce may al l ow wi r el ess I P net wor ks t o be 
i nst al l ed i n some i nst ances,  when i t  i s  i nst al l ed i n 
accor dance wi t h exi st i ng s i t e r equi r ement s -  
coor di nat e wi t h t he pr oj ect  s i t e t o det er mi ne i f  
t hi s i s r equi r ed and r emove t he br acket ed t ext  i f  
not  r equi r ed.

Not e t hat  cont r act or s may ( wher e per mi t t ed and 
suppor t ed)  USE a gover nment  pr ovi ded wi r el ess I P 
net wor k.

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *

SECTI ON 25 05 11  Page 38



{ For  Gover nment  Ref er ence Onl y:   Thi s subpar t  ( and i t s subpar t s)  r el at es 
t o AC- 18,  AC- 18( 3) ;  CCI - 001438,  CCI - 001439,  CCI - 002323,  CCI - 001441,  
CCI - 001449}

Unl ess expl i c i t l y  aut hor i zed by t he Gover nment ,  do not  use any wi r el ess or  
wi r ed br oadcast  communi cat i on.   [ I f  r equest i ng aut hor i zat i on f or  wi r el ess 
or  wi r ed br oadcast  communi cat i on,  wi r ed br oadcast  medi a such as power l i ne 
car r i er  i s  pr ef er r ed t o wi r el ess.   ]

3. 2. 3. 1   Wi r el ess and Wi r ed Br oadcast  I P Communi cat i ons

[ Unl ess speci f i cal l y appr oved and i nst al l ed i n accor dance wi t h t he pr oj ect  
s i t e r equi r ement s,  ] Do not  i nst al l  wi r el ess or  wi r ed br oadcast  I P 
net wor ks,  i ncl udi ng:   do not  i nst al l  a wi r el ess access poi nt ;  do not  
i nst al l  or  conf i gur e an ad- hoc wi r el ess net wor k;  do not  i nst al l  or  
conf i gur e a Wi Fi  Di r ect  communi cat i on.

When expl i c i t l y  aut hor i zed by t he Gover nment ,  wi r el ess I P communi cat i on 
may be used t o communi cat e wi t h an exi st i ng wi r el ess net wor k.

3. 2. 3. 2   Non- I P Wi r el ess Communi cat i on

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *
NOTE:   Not e t hat  t he MODERATE r equi r ement  f or  FI PS 
140- 2 may ef f ect i vel y pr ohi bi t  t he use of  non- I P 
wi r el ess.   Thi s i s i nt ent i onal ,  f or  MODERATE I mpact  
syst ems wi r el ess encr ypt i on i s r equi r ed.

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *

For  LOW I mpact  Syst ems:   When non- I P wi r el ess communi cat i on i s expl i c i t l y  
aut hor i zed by t he Gover nment ,  use t he maxi mum l evel  of  encr ypt i on 
suppor t ed by t he speci f i c  pr ot ocol  empl oyed and sel ect  s i gnal  st r engt h and 
r adi at ed power  t o t he mi ni mum necessar y f or  r el i abl e communi cat i on.

For  MODERATE I mpact  Syst ems:  When non- I P wi r el ess communi cat i on i s 
expl i c i t l y  aut hor i zed by t he Gover nment ,  t he r adi os must  meet  
NI ST FI PS 140- 2 Level  2.

3. 2. 3. 3   Wi r el ess and Wi r ed Br oadcast  Communi cat i on Request

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *
NOTE:   The Wi r el ess and Wi r ed Br oadcast  
Communi cat i on Request  submi t t al  wi l l  be used t o 
aut hor i ze speci f i c  use of  wi r el ess communi cat i on,  
and t o i ndi cat e whet her  or  not  t est i ng of  t he s i gnal  
st r engt h i s r equi r ed.   I n gener al ,  t est i ng i s not  
r equi r ed f or  a LOW i mpact  syst em.

Ther e may be pr oj ect  s i t e or  Ser vi ce pol i c i es t hat  
gover n t he use of  wi r el ess.   Bef or e aut hor i z i ng 
wi r el ess use coor di nat e wi t h t he r el evant  Ser vi ce 
and pr oj ect  s i t e r epr esent at i ves.

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *

Pr ovi de a r epor t  document i ng t he pr oposed use of  wi r el ess or  wi r ed 
br oadcast  communi cat i on pr i or  t o devi ce sel ect i on usi ng t he Wi r el ess and 
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Wi r ed Br oadcast  Communi cat i on Request  Schedul e at  
ht t ps: / / www. wbdg. or g/ f f c/ dod/ uni f i ed- f aci l i t i es- gui de- speci f i cat i ons- uf gs/ uf gs- 25- 05- 11
I f  t her e i s no pr oposed use of  wi r el ess or  wi r ed br oadcast  communi cat i on,  
pr ovi de a document  i ndi cat i ng t hi s i nst ead of  t he Request  Schedul e.

For  each devi ce pr oposed t o use wi r el ess or  wi r ed br oadcast  communi cat i on 
show:   t he devi ce i dent i f i er ,  a descr i pt i on of  t he devi ce,  t he l ocat i on of  
t he devi ce,  t he devi ce i dent i f i er s of  ot her  devi ces communi cat i ng wi t h t he 
devi ce,  t he pr ot ocol  used f or  communi cat i on,  encr ypt i on t ype and 
st r engt h.   For  wi r el ess communi cat i on,  al so show:  RF Fr equency,  Radi at ed 
Power  i n dBm ( deci bel  wi t h a mi l l i wat t  r ef er ence) ,  f r ee- space r ange,  and 
t he expect ed as- i nst al l ed r ange.

3. 2. 3. 4   Wi r el ess Communi cat i on Test i ng

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *
NOTE:   Sel ect  or  ent er  appr opr i at e name f or  t he 
syst em- l evel  t est  of  t he cont r ol  syst em.  

Sel ect  or  i ndi cat e t he wi r el ess net wor k t est  
boundar y.

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *

As par t  of  [ Per f or mance Ver i f i cat i on Test i ng ( PVT) ] [ Funct i onal  Per f or mance 
Test i ng { FPT} ] [ ___] ,  conduct  t est i ng of  wi r el ess communi cat i on f or  al l  
devi ces i ndi cat ed on t he appr oved Wi r el ess and Wi r ed Br oadcast  
Communi cat i on Request  as r equi r i ng t est i ng.

To t est  wi r el ess communi cat i on,  t est  f or  wi r el ess net wor k r ecept i on at  
mul t i pl e poi nt s al ong t he wi r el ess t est  boundar y i n t he v i c i ni t y of  t he 
wi r el ess devi ce,  and r ecor d whet her  a net wor k connect i on can be 
est abl i shed at  each poi nt .   The wi r el ess t est  boundar y i s [ t he bui l di ng 
ext er i or  wal l s] [ t he f aci l i t y  f ence l i ne] [ _____] .   I f  wi r el ess t est i ng i s 
r equi r ed,  pr ovi de a Wi r el ess Communi cat i on Test  Repor t  document i ng t he 
t est i ng poi nt s and r esul t s at  each poi nt  f or  each wi r el ess devi ce.

] 3. 2. 4   Non- I P Cont r ol  Net wor ks

When cont r ol  syst em speci f i cat i ons r equi r e par t i cul ar  communi cat i on 
pr ot ocol s,  use onl y t hose communi cat i on pr ot ocol s and onl y as speci f i ed.   
Do not  i mpl ement  any ot her  communi cat i on pr ot ocol .

When cont r ol  syst em speci f i cat i ons do not  i ndi cat e r equi r ement s f or  
communi cat i on pr ot ocol s,  use onl y t hose pr ot ocol s r equi r ed f or  oper at i on 
of  t he syst em as speci f i ed.

3. 2. 5   I P Cont r ol  Net wor ks

{ For  Gover nment  Ref er ence Onl y:   Thi s subpar t  r el at es t o CM- 6( a) ,  CM- 7( a) ,  
CM- 7( b) ,  CM- 7( 1) ( b) ,  SC- 41;  CCI - 001588,  CCI - 000381,  CCI - 000380,  
CCI - 000381,  CCI - 000382,  CCI - 001761,  CCI - 001762,  CCI - 002544,  CCI - 002545,  
CCI - 002546.  For  Moder at e I mpact  Syst ems,  t hi s subpar t  ( and i t s subpar t s)  
al so r el at es t o SC- 5( 1) ,  SC- 5( 2) ;  CCI - 001094 CCI - 001095}

I P Net wor ks must  be Et her net  net wor ks and must  use swi t ches whi ch ar e 
Et her net  Swi t ches or  Dai sy Chai n I P Cont r ol l er s as def i ned i n t hi s 
Sect i on.   Do not  use nonsecur e f unct i ons,  por t s,  pr ot ocol s and ser vi ces as 
def i ned i n DODI  8551. 01 unl ess t hose por t s,  pr ot ocol s and ser vi ces ar e 
speci f i cal l y r equi r ed by t he cont r ol  syst em speci f i cat i ons or  ot her wi se 
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speci f i cal l y aut hor i zed by t he Gover nment .   Do not  use por t s,  pr ot ocol s 
and ser vi ces t hat  ar e not  speci f i ed i n t he cont r ol  syst em speci f i cat i ons 
or  r equi r ed f or  oper at i on of  t he cont r ol  syst em.

For  MODERATE I mpact  Syst ems,  unl ess expl i c i t l y  aut hor i zed,  do not  use I P 
net wor ks i f  t he same cont r ol  f unct i onal i t y i s avai l abl e t hr ough t he use of  
non- I P net wor ks.

3. 2. 5. 1   I P Net wor k Rout er s

Do not  i nst al l  any devi ce t hat  per f or ms I P r out i ng.

3. 2. 5. 2   I P Devi ces Wi t h Mul t i pl e Et her net  Connect i on

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *
NOTE:   Some cases wher e devi ces wi t h mul t i pl e I P 
connect i ons mi ght  be desi r ed or  r equi r ed as par t  of  
t he cont r ol  syst em desi gn ar e:

1)  Use of  a f i el d devi ce wi t h t wo Et her net  por t s t o 
separ at e t he upst r eam ( base- wi de)  net wor k f r om t he 
bui l di ng net wor k.   Thi s devi ce l i ves on t wo separ at e 
net wor ks and -  whi l e mai nt ai ni ng net wor k separ at i on 
-  passes cont r ol  dat a bet ween t he t wo di f f er ent  
net wor ks.

2)  Use of  a f r ont  end wi t h t wo net wor k car ds t o 
separ at e t he cont r ol  net wor k f r om t he oper at or  
i nt er f ace net wor k.   Li ke t he f i el d devi ce,  t hi s 
f r ont  end r esi des on t wo separ at e net wor ks and 
passes cont r ol  dat a f r om t he cont r ol  syst em t o 
oper at or  i nt er f aces and commands f r om oper at or  
i nt er f aces t o t he cont r ol  syst em.  

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *

Except  f or  Et her net  Swi t ches and Dai sy Chai n I P Cont r ol l er s,  devi ces must  
not  have mor e t han one Et her net  connect i on t o I P net wor ks unl ess doi ng so 
i s r equi r ed by t he pr oj ect  speci f i cat i ons and t he speci f i c  appl i cat i on i s 
appr oved.   I f  a devi ce wi t h Mul t i pl e Et her net  Connect i ons t o I P net wor ks 
i s r equi r ed,  pr ovi de a Mul t i pl e Et her net  Connect i on Devi ce Request  usi ng 
t he Mul t i pl e Et her net  Connect i on Devi ce Request  Templ at e at  
ht t ps: / / www. wbdg. or g/ f f c/ dod/ uni f i ed- f aci l i t i es- gui de- speci f i cat i ons- uf gs/ uf gs- 25- 05- 11
 t o r equest  appr oval  f or  each devi ce.  I f  a devi ce wi t h Mul t i pl e Et her net  
Connect i ons t o I P net wor ks i s not  r equi r ed,  i nst ead pr ovi de a document  
st at i ng t hat  no appr oval  i s  bei ng r equest ed.

3. 2. 6   Cr ypt ogr aphi c Pr ot ect i on

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *
NOTE:  HTTPS i s a f or m of  cr ypt ogr aphi c pr ot ect i on 
and hence i s i ncl uded her e f or  al l  cases.

I n gener al ,  addi t i onal  cr ypt ogr aphi c r equi r ement s 
shoul d be avoi ded,  or  at  l east  mi ni mi zed.  ( Not e t hat  
even f or  syst ems wher e cr ypt ogr aphy i s r equi r ed,  i t  
may not  be r equi r ed at  ever y node and 
i nt er connect i on i n t he syst em. )  
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Wi t h r egar d t o ot her  cr ypt ogr aphy,  t her e ar e 3 
possi bi l i t i es t o consi der :
   1.   The cont r ol  syst em cont ai ns no cl assi f i ed 
i nf or mat i on and cr ypt ogr aphy has not  been 
speci f i cal l y r equi r ed by t he Aut hor i z i ng Of f i c i al .   
I n t hat  case,  t her e ar e no UFGS r equi r ement s and 
t hi s Subpar t  shoul d be r emoved.
   2.   The cont r ol  syst em cont ai ns no cl assi f i ed 
i nf or mat i on,  but  t he Aut hor i z i ng Of f i c i al  has 
det er mi ned t hat  cr ypt ogr aphy i s r equi r ed.   Sel ect  
t ext  r equi r i ng cr ypt ogr aphy.
   3.   The cont r ol  syst em cont ai ns c l assi f i ed 
i nf or mat i on.   Fi r st ,  conf i r m t hat  t he syst em t r ul y 
needs t o cont ai n c l assi f i ed i nf or mat i on -  i f  t hi s i s 
onl y t o f ul f i l  some r epor t i ng r equi r ement ,  consi der  
r emovi ng t he i nf or mat i on f r om t he CS and meet i ng t he 
r epor t i ng r equi r ement  v i a some ot her  means.   I f  t he 
r equi r ement  f or  cr ypt ogr aphy cannot  be el i mi nat ed,  
sel ect  t ext  r equi r i ng cr ypt ogr aphy.  

Keep br acket ed t ext  onl y when cr ypt ogr aphy i s 
r equi r ed.  I f  cr ypt ogr aphy i s r equi r ed,  sel ect  
whet her  t o r equi r e i t  ever ywher e,  onl y on t he I P 
net wor k,  or  onl y at  speci f i c  l ocat i ons wi t hi n t he 
syst em.  Not e t hat  some syst ems wi l l  not  suppor t  
cr ypt ogr aphy even at  t he I P l evel ,  and most  syst ems 
wi l l  not  suppor t  t he use of  cr ypt ogr aphy at  non- I P 
devi ces.

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *

{ For  Gover nment  Ref er ence Onl y:   Thi s subpar t  r el at es t o I A- 2( 9) ,  I A- 3( 1) ,  
SC- 8,  SC- 13,  SC- 23( 1) ,  SC- 23( 3) ;  CCI - 001942,  CCI - 001959,  CCI - 001967,  
CCI - 002418,  CCI - 002449,  CCI - 002450,  CCI - 001185,  CCI - 001188,  CCI - 001664. }

Al l  r emot e user  i nt er f aces must  use HTTPS f or  al l  t r af f i c  bet ween t he user  
i nt er f ace cl i ent  and user  i nt er f ace ser ver . [

For  devi ces t hat  have STI G/ SRGs r el at ed t o cr ypt ogr aphi c pr ot ect i on 
( CCI - 002450) ,  compl y wi t h t he r equi r ement s of  t hose STI G/ SRGs.   Ensur e 
t hat  [ al l ] [ I P] [ _____]  net wor k t r af f i c  i s  encr ypt ed usi ng NSA- appr oved 
cr ypt ogr aphy;  pr ovi s i on of  di gi t al  s i gnat ur es and hashi ng,  and 
FI PS- val i dat ed cr ypt ogr aphy. ]

3. 2. 7   Devi ce I dent i f i cat i on and Aut hent i cat i on

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *
NOTE:   I f  s i t e r equi r ed use of  I EEE 802. 1x,  keep 
br acket ed t ext  r equi r i ng i t s i mpl ement at i on.   
Ot her wi se r emove br acket ed t ext .

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *
                                               

{ For  Gover nment  Ref er ence Onl y:   Thi s subpar t  ( and i t s subpar t s)  r el at es 
t o I A- 3;  CCI - 000777,  CCI - 000778,  CCI - 001958.   For  MODERATE I mpact  syst ems,  
t hi s subpar t  ( and i t s subpar t s)  al so r el at es t o SC- 23,  SC- 23( 5) ;  
CCI - 001184,  CCI - 002470. }

Al l  comput er s must  suppor t  [ and i mpl ement  ] I EEE 802. 1x f or  devi ce 
aut hent i cat i on t o t he net wor k.

SECTI ON 25 05 11  Page 42



3. 2. 7. 1   For  HVAC Cont r ol  Syst em Devi ces

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *
NOTE:   I f  wi del y suppor t ed or  speci f i cal l y r equi r ed 
by t he pr oj ect  s i t e,  keep t he br acket ed t ext  
r equi r i ng Et her net  devi ces t o meet  802. 1x.   Not e 
many I P- based cont r ol l er s do not  suppor t  802. 1x,  so 
onl y i ncl ude t hi s r equi r ement  i f  conf i dent  i t  can be 
suf f i c i ent l y suppor t ed or  i f  i t  i s  a speci f i c  
pr oj ect  r equi r ement .

Unl ess t he pr oj ect  s i t e speci f i cal l y i ndi cat es t hat  
802. 1x i s not  a r equi r ement ,  keep t he br acket ed t ext  
r equi r i ng Fox Pr ot ocol  component s t o suppor t  802. 1x.

Do not  r equi r e net wor k secur i t y wi t h BACnet  ( BACnet  
Secur e Connect )  wi t hout  det er mi ni ng bot h a)  t hat  i t  
i s  a speci f i c  pr oj ect  r equi r ement ,  and b)  t hat  i t  
can be met  by mul t i pl e vendor s.

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *

Devi ces usi ng HTTP as a cont r ol  pr ot ocol  must  use HTTPS i nst ead.   [ Devi ces 
usi ng Et her net  must  suppor t  I EEE 802. 1x.   ] [ Devi ces usi ng Fox Pr ot ocol   
must  suppor t  I EEE 802. 1x.   ] [ Devi ces usi ng BACnet  must  suppor t  net wor k 
secur i t y as speci f i ed f or  BACnet  Secur e Connect  i n ASHRAE 135. ]

3. 2. 7. 2   For  Li ght i ng Cont r ol  Syst em Devi ces

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *
NOTE:  I f  wi del y suppor t ed or  speci f i cal l y r equi r ed 
by t he pr oj ect  s i t e,  keep t he br acket ed t ext  
r equi r i ng Et her net  devi ces t o meet  802. 1x.   Not e 
many I P- based cont r ol l er s do not  suppor t  802. 1x,  so 
onl y i ncl ude t hi s r equi r ement  i f  conf i dent  i t  can be 
suf f i c i ent l y suppor t ed or  i f  i t  i s  a speci f i c  
pr oj ect  r equi r ement .

Unl ess t he pr oj ect  s i t e speci f i cal l y i ndi cat es t hat  
802. 1x i s not  a r equi r ement ,  keep t he br acket ed t ext  
r equi r i ng Fox Pr ot ocol  component s t o suppor t  802. 1x.

Do not  r equi r e net wor k secur i t y wi t h BACnet  ( BACnet  
Secur e Connect )  wi t hout  det er mi ni ng bot h a)  t hat  i t  
i s  a speci f i c  pr oj ect  r equi r ement ,  and b)  t hat  i t  
can be met  by mul t i pl e vendor s.

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *

Devi ces usi ng HTTP as a cont r ol  pr ot ocol  must  use HTTPS i nst ead.   [ Devi ces 
usi ng Fox Pr ot ocol  must  suppor t  I EEE 802. 1x.   ] [ Devi ces usi ng Et her net  
must  suppor t  I EEE 802. 1x.   ] [ Devi ces usi ng BACnet  must  suppor t  net wor k 
secur i t y as speci f i ed f or  BACnet  Secur e Connect  i n ASHRAE 135. ]

[ 3. 2. 7. 3   [ _____]  Cont r ol  Syst em Devi ces

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *
NOTE:   Use t hi s br acket ed subpar t  i f  needed t o add 
r equi r ement s f or  a speci f i c  cont r ol  syst em t ype 
( e. g.  el ect r i cal  di st r i but i on et c. ) ,  s i mi l ar  t o how 
HVAC and Li ght i ng cont r ol  syst em devi ces ar e cover ed 
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above.   

I f  addi ng a new cont r ol  syst em t ype,  submi t  a 
Cr i t er i a Change Request  wi t h t he r el evant  
r equi r ement s t o have t hat  syst em i ncl uded i n t he 
publ i shed UFGS.

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *

[ _____]

] 3. 2. 7. 4   Def aul t  Requi r ement s f or  Cont r ol  Syst em Devi ces

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *
NOTE:   Do not  edi t  t hese r equi r ement s ( beyond 
sel ect i on of  br acket ed t ext ) .   These def aul t  
r equi r ement s shoul d onl y be used i n l i eu of  
t echnol ogy- speci f i c  r equi r ement s i n t he pr ecedi ng 
par agr aphs.   I f  t hese def aul t  r equi r ement s ar e 
i nappr opr i at e,  ensur e t hat  t he pr ecedi ng par agr aphs 
pr ovi de appr opr i at e t echnol ogy- speci f i c  r equi r ement s.

I f  wi del y suppor t ed,  r equi r e Et her net  devi ces t o 
meet  802. 1x.   Not e many I P- based cont r ol l er s do not  
suppor t  802. 1x,  so onl y i ncl ude t hi s r equi r ement  i f  
conf i dent  i t  can be suf f i c i ent l y suppor t ed or  i f  i t  
i s  a speci f i c  pr oj ect  r equi r ement .

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *

For  cont r ol  syst em devi ces wher e Devi ce I dent i f i cat i on and Aut hent i cat i on 
r equi r ement s ar e not  ot her wi se i ndi cat ed i n t hi s Sect i on:  [ Devi ces usi ng 
Et her net  must  suppor t  I EEE 802. 1x.   ] Devi ces usi ng HTTP as a cont r ol  
pr ot ocol  must  use HTTPS i nst ead.

3. 2. 8   Cr ypt ogr aphi c Modul e Aut hent i cat i on

{ For  Gover nment  Ref er ence Onl y:   Thi s subpar t  ( and i t s subpar t s)  r el at es 
t o I A- 7;  CCI - 000803}

For  devi ces ( i ncl udi ng but  not  l i mi t ed t o NI ST FI PS 140- 2 compl i ant  
r adi os)  t hat  have STI G/ SRGs r el at ed t o cr ypt ogr aphi c modul e aut hent i cat i on 
( CCI - 000803) ,  compl y wi t h t he r equi r ement s of  t hose STI G/ SRGs.

3. 3   ACCESS CONTROL REQUI REMENTS

3. 3. 1   User  Account s

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *
NOTE:   Ensur e t hat  cont r ol  syst em speci f i cat i ons 
def i ne r ol es ( such as oper at or  wi t h v i ew- onl y,  
oper at or  wi t h cont r ol ,  cont r ol  syst em admi n)  f or  
appl i cat i ons whi ch FULLY suppor t  account s.   
Di f f er ent  devi ces,  par t i cul ar l y t hose wi t h ver y 
di f f er ent  f unct i ons and r esi di ng at  di f f er ent  pl aces 
i n t he syst em ar chi t ect ur e,  may r equi r e di f f er ent  
account  r ol es.

The det er mi nat i on of  whet her  a devi ce has a STI G or  
SRG,  and t he i nst al l at i on and conf i gur at i on of  
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devi ces i n accor dance wi t h r el evant  STI Gs or  SRGs 
ar e cont r act or  r esponsi bi l i t i es.  The 
desi gner / speci f i er  i s  not  expect ed t o i dent i f y 
r el evant  STI Gs or  SRGs

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *

{ For  Gover nment  Ref er ence Onl y:   Thi s subpar t  ( and i t s subpar t s)  r el at e t o 
AC- 2( a) ,  AC- 3,  AC- 6( 1) ,  AC- 6( 10) ,  AC- 6( 2) ,  AC- 6( 9) ,  CM- 11( 2) ,  and I A- 2;  
CCI - 002110,  CCI - 000213,  CCI - 001558,  CCI - 002221,  CCI - 002222,  CCI - 002223,  
CCI - 002235,  CCI - 000039,  CCI - 001419,  CCI - 002234,  CCI - 001812,  and CCI - 000764.
  For  MODERATE I mpact  syst ems,  t hi s subpar t  ( and i t s subpar t s)  al so r el at e 
t o AC- 2 ( 2) ,  AC- 2( 3) ,  AC- 2( 4) ,  AC- 6( 1) ,  and CM- 5( 1) ;  CCI - 001361,  
CCI - 000017,  CCI - 000217,  CCI - 000018,  CCI - 001403,  CCI - 001404,  CCI - 001405,  
CCI - 002130,  CCI - 001683,  CCI - 001684,  CCI - 001685,  CCI - 001686,  CCI - 002132,  
CCI - 001558,  CCI - 002221,  CCI - 002222,  CCI - 002223,  CCI - 001813. }

Any user  i nt er f ace suppor t i ng user  account s ( ei t her  FULLY or  MI NI MALLY)  
must  l i mi t  access accor di ng t o speci f i ed l i mi t at i ons f or  each account .   
I nst al l  and conf i gur e any devi ce havi ng a STI G or  SRG i n accor dance wi t h 
t hat  STI G or  SRG.

Al l  user  i nt er f aces FULLY suppor t i ng account s must  i mpl ement  user - based 
aut hent i cat i on wher e each account  i s uni quel y assi gned t o a speci f i c  
user .   User  i nt er f aces FULLY suppor t i ng account s must  i mpl ement  at  l east  
t hr ee ( 3)  l evel s of  user  account  pr i v i l ege i ncl udi ng:   1)  an account  wi t h 
r ead- onl y per mi ssi ons 2)  an account  wi t h f ul l  per mi ssi ons i ncl udi ng 
account  cr eat i on and modi f i cat i on and 3)  an account  wi t h gr eat er  
per mi ssi ons t han r ead- onl y but  wi t hout  account  cr eat i on and modi f i cat i on.

3. 3. 1. 1   Comput er s

Al l  comput er  oper at i ng syst ems must  FULLY suppor t  user  account s and 
i mpl ement  account s f or  access.   Each cont r ol  syst em sof t war e appl i cat i on 
not  suppor t i ng account s and r unni ng on a comput er  must  be i nst al l ed such 
t hat  use of  t he sof t war e i s r est r i ct ed by t he comput er  oper at i ng syst em t o 
speci f i c  user s.

Appl i cat i ons r unni ng on comput er s must  not  r equi r e t he user  be l ogged i n 
t o a comput er  oper at i ng syst em admi ni st r at or  account  f or  nor mal  
oper at i on.    I t  i s  per mi ssi bl e t o r equi r e t he comput er  oper at i ng syst em 
admi ni st r at or  account  f or  i ni t i al  appl i cat i on i nst al l at i on and 
conf i gur at i on.

3. 3. 1. 2   Cont r ol l er s

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *
NOTE:   Not e f r om t he def i ni t i on of  Pr i v i l eged User  
I nt er f ace:  " I n gener al  however ,  user  i nt er f aces t hat  
do not  of f er  s i gni f i cant  capabi l i t i es above and 
beyond t hose avai l abl e at  t hat  l ocat i on v i a ot her  
means ( e. g.  such as a di sconnect  swi t ch,  br eaker ,  or  
hand- of f - aut o swi t ch,  or  physi cal  at t ack)  ar e not  
pr i v i l eged. "

For  ESS,  we assume t hat  t her e i s a possi bi l i t y  of  
sensi t i ve i nf or mat i on ( ei t her  secur i t y or  PI I )  bei ng 
di spl ayed.
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The not es bel ow pr ovi de gui dance on how t o sel ect  
t he appr opr i at e r equi r ement  wher e a choi ce i s gi ven.  
Do not  use gui dance i n t hi s not e t o al t er  ent r i es 
wher e no desi gner  opt i on i s gi ven.

Local  Read Onl y UI :  
   For  ESS,  di scuss wi t h t he pr oj ect  s i t e t o
   det er mi ne whet her  t o r equi r e a key l ock or  t o
   r equi r e at  l east  MI NI MAL suppor t  of  account s.  For
   non- ESS,  unl ess speci f i cal l y r equest ed by t he
   s i t e,  sel ect  NONE ( not  r equi r ed t o suppor t
   account s) .

Local  Li mi t ed UI ,  Non- Pr i v i l eged:  
   Unl ess speci f i cal l y r equest ed by t he s i t e,  sel ect
   None Requi r ed.

Local  Li mi t ed UI ,  Pr i v i l eged:  
   For  LOW i mpact  ESS,  di scuss wi t h t he pr oj ect  s i t e
   t o det er mi ne whet her  t o al l ow a key l ock al ong
   wi t h at  l east  MI NI MALLY suppor t i ng account s,  or
   whet her  t o r equi r e FULL suppor t  of  account s.  For
   LOW i mpact  non- ESS,  unl ess speci f i cal l y r equest ed
   by t he s i t e,  sel ect  MI NI MALLY.  For  MODERATE
   syst ems,  use gr eat  car e bef or e r equi r i ng FULL
   suppor t  of  account s as t hese i nt er f aces may be 
   di f f i cul t  t o obt ai n.  Ent r i es of  “ KEY and Physi cal
   Secur i t y”  ( or  “ MI NI MALLY and Physi cal  Secur i t y" )
   ar e t her e as a r emi nder :  Thi s i s an i mpor t ant
   f unct i on and ever yt hi ng associ at ed wi t h i t ,
   i ncl udi ng t he cont r ol l ed equi pment ,  shoul d be 
   pr ot ect ed by physi cal  secur i t y i n addi t i on t o 
   ot her  saf eguar ds.

Local  Ful l  UI :  
   Ver i f y t hat  i nt er f aces FULLY suppor t i ng account s 
   ar e avai l abl e bef or e sel ect i ng FULLY ( r equi r i ng 
   FULL suppor t  of  account s) .  

Remot e Read Onl y UI :  
   For  ESS,  di scuss wi t h t he pr oj ect  s i t e t o 
   det er mi ne i f  t her e ar e any conf i dent i al i t y  i ssues
   associ at ed wi t h t he i nt er f ace.  For  non- ESS,  
   unl ess speci f i cal l y r equest ed by t he s i t e,
   sel ect  None Requi r ed

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *

For  user  i nt er f aces pr ovi ded by cont r ol l er s,  pr ovi de access cont r ol  i n 
accor dance wi t h t he User  I nt er f ace Requi r ement s t abl e f or  t he appl i cabl e 
cont r ol  syst em and user  i nt er f ace t ype.

a.  For  t abl e ent r i es of  " NA" :   NA means Not  Appl i cabl e,  t her e ar e no 
i nt er f aces i n t hi s cat egor y.

b.  For  t abl e ent r i es of  " None Requi r ed" :   The user  i nt er f ace i s not  
r equi r ed t o suppor t  user  account s.
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c.  For  t abl e ent r i es of  " MI NI MALLY" :  The user  i nt er f ace must  at  l east  
MI NI MALLY suppor t  user  account s.

d.  For  t abl e ent r i es of  " FULLY" :  The user  i nt er f ace must  at  FULLY suppor t  
user  account s.

e.  For  t abl e ent r i es of  " KEY" :  The user  i nt er f ace must  have physi cal  
secur i t y i n t he f or m of  ei t her  a key l ock on t he i nt er f ace i t sel f  or  
be f ur ni shed i nsi de a l ocked encl osur e.   Wher e t hi s i s r equi r ed f or  a 
r ead onl y i nt er f ace,  t hi s l ock must  pr event  v i ewi ng of  dat a on t he 
i nt er f ace;  f or  ot her  i nt er f aces,  t hi s l ock must  pr event  usi ng t he 
i nt er f ace t o al t er  dat a.   

f .  For  t abl e ent r i es of  " Physi cal  Secur i t y" :  For  Local  FULL i nt er f aces,  
t he i nt er f ace must  be l ocat ed i nsi de mi ssi on space.  For  Local  Li mi t ed 
( not  FULL)  i nt er f aces,  t he user  i nt er f ace must  ei t her  a)  be l ocat ed 
wi t hi n mi ssi on space or  b)  be pr ot ect ed by physi cal  secur i t y at  l east  
as good as t he cont r ol  devi ces ( and equi pment  cont r ol l ed by t he 
cont r ol  devi ces)  af f ect ed by t he i nt er f ace.   For  pur poses of  t hi s 
r equi r ement ,  ' af f ect ed'  i ncl udes cont r ol l er s wi t h dat a t hat  can be 
di r ect l y al t er ed by t he i nt er f ace,  as wel l  as mechani cal  and/ or  
el ect r i cal  equi pment  di r ect l y cont r ol l ed by t hose cont r ol l er s,  but  
does not  i ncl ude ot her  i nt er act i ons.   

g.   Ent r i es of  t he f or m " X and Y"  must  meet  bot h t he r equi r ement  i ndi cat ed 
f or  X and t he r equi r ement  i ndi cat ed f or  Y.   For  exampl e,  an ent r y of  
" MI NI MALLY and Physi cal  Secur i t y"  i ndi cat es t he user  i nt er f ace must  
bot h MI NI MALLY suppor t  account s and have physi cal  secur i t y.

h.  Ent r i es of  t he f or m " X or  Y"  must  meet  ei t her  t he r equi r ement  i ndi cat ed 
f or  X or  t he r equi r ement  i ndi cat ed f or  Y.   

3. 3. 1. 2. 1   HVAC Cont r ol  Syst ems

User  I nt er f ace Requi r ement s f or  LOW I mpact  HVAC Cont r ol  Syst ems

User  I nt er f ace Type Access Cont r ol  Requi r ement

Local  Read Onl y ( see not e 1) None Requi r ed

Local  Li mi t ed,  Non- pr i v i l eged [ None Requi r ed] [ MI NI MALLY]

Local  Li mi t ed,  Pr i v i l eged [ MI NI MALLY] [ Physi cal  Secur i t y]

Local  Ful l MI NI MALLY

Remot e Read Onl y None Requi r ed

Remot e Li mi t ed,  Non- Pr i v i l eged MI NI MALLY

Remot e Li mi t ed,  Pr i v i l eged
AND

Remot e Ful l  ( see not e 2)

FULLY
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User  I nt er f ace Requi r ement s f or  LOW I mpact  HVAC Cont r ol  Syst ems

User  I nt er f ace Type Access Cont r ol  Requi r ement

Not es:
1) Local  Read Onl y User  I nt er f aces ar e al ways Non- Pr i v i l eged
2) Remot e Ful l  User  I nt er f aces ar e al ways Pr i v i l eged 

User  I nt er f ace Requi r ement s f or  MODERATE I mpact  HVAC Cont r ol  Syst ems

User  I nt er f ace Type Access Cont r ol  Requi r ement
( See not e 3)

Local  Read Onl y ( see not e 1) None Requi r ed

Local  Li mi t ed,  Non- pr i v i l eged [ None Requi r ed] [ MI NI MALLY]

Local  Li mi t ed,  Pr i v i l eged [ MI NI MALLY and Physi cal  Secur i t y] [ FULLY]

Local  Ful l MI NI MALLY and Physi cal  Secur i t y

Remot e Read Onl y [ None Requi r ed] [ MI NI MALLY]

Remot e Li mi t ed,  Non- Pr i v i l eged FULLY

Remot e Li mi t ed,  Pr i v i l eged
AND

Remot e Ful l  ( see not e 2)

FULLY

Not es:
1) Local  Read Onl y User  I nt er f aces ar e al ways Non- Pr i v i l eged
2) Remot e Ful l  User  I nt er f aces ar e al ways Pr i v i l eged
3) Devi ces out si de mi ssi on space r equi r e physi cal  secur i t y pr ot ect i ons as i ndi cat ed 
( i n " PHYSI CAL SECURI TY I N MODERATE I MPACT SYSTEMS" )

3. 3. 1. 2. 2   Li ght i ng Cont r ol  Syst ems

User  I nt er f ace Requi r ement s f or  LOW I mpact  Li ght i ng Cont r ol  Syst ems

User  I nt er f ace Type Access Cont r ol  Requi r ement

Local  Read Onl y ( see not e 1) None Requi r ed

Local  Li mi t ed,  Non- pr i v i l eged [ None Requi r ed] [ MI NI MALLY]

Local  Li mi t ed,  Pr i v i l eged [ MI NI MALLY] [ Physi cal  Secur i t y]

Local  Ful l MI NI MALLY

Remot e Read Onl y None Requi r ed

Remot e Li mi t ed,  Non- Pr i v i l eged MI NI MALLY
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User  I nt er f ace Requi r ement s f or  LOW I mpact  Li ght i ng Cont r ol  Syst ems

User  I nt er f ace Type Access Cont r ol  Requi r ement

Remot e Li mi t ed,  Pr i v i l eged
AND

Remot e Ful l  ( see not e 2)

FULLY

Not es:
1) Local  Read Onl y User  I nt er f aces ar e al ways Non- Pr i v i l eged
2) Remot e Ful l  User  I nt er f aces ar e al ways Pr i v i l eged

User  I nt er f ace Requi r ement s f or  MODERATE I mpact  Li ght i ng Cont r ol  Syst ems

User  I nt er f ace Type Access Cont r ol  Requi r ement
( See not e 3)

Local  Read Onl y ( see not e 1) None Requi r ed

Local  Li mi t ed,  Non- pr i v i l eged [ None Requi r ed] [ MI NI MALLY]

Local  Li mi t ed,  Pr i v i l eged [ MI NI MALLY and Physi cal  Secur i t y] [ FULLY]

Local  Ful l MI NI MALLY and Physi cal  Secur i t y

Remot e Read Onl y [ None Requi r ed] [ MI NI MALLY]

Remot e Li mi t ed,  Non- Pr i v i l eged FULLY

Remot e Li mi t ed,  Pr i v i l eged
AND

Remot e Ful l  ( see not e 2)

FULLY

Not es:
1) Local  Read Onl y User  I nt er f aces ar e al ways Non- Pr i v i l eged
2) Remot e Ful l  User  I nt er f aces ar e al ways Pr i v i l eged
3) Devi ces out si de mi ssi on space r equi r e physi cal  secur i t y pr ot ect i ons as i ndi cat ed 
( i n " PHYSI CAL SECURI TY I N MODERATE I MPACT SYSTEMS" )

3. 3. 1. 2. 3   El ect r oni c Secur i t y Syst ems ( ESS)

User  I nt er f ace Requi r ement s f or  LOW I mpact  El ect r oni c Secur i t y Syst ems

User  I nt er f ace Type Access Cont r ol  Requi r ement

Local  Read Onl y ( see not e 1) [ KEY] [ MI NI MALLY]

Local  Li mi t ed,  Non- pr i v i l eged NA

Local  Li mi t ed,  Pr i v i l eged [ MI NI MALLY and KEY] [ FULLY]

Local  Ful l FULLY and Physi cal  Secur i t y
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User  I nt er f ace Requi r ement s f or  LOW I mpact  El ect r oni c Secur i t y Syst ems

User  I nt er f ace Type Access Cont r ol  Requi r ement

Remot e Read Onl y [ None Requi r ed] [ MI NI MALLY]

Remot e Li mi t ed,  Non- Pr i v i l eged NA

Remot e Li mi t ed,  Pr i v i l eged
AND

Remot e Ful l  ( see not e 2)

FULLY

Not es:
1) Local  Read Onl y User  I nt er f aces ar e al ways Non- Pr i v i l eged
2) Remot e Ful l  User  I nt er f aces ar e al ways Pr i v i l eged

User  I nt er f ace Requi r ement s f or  MODERATE I mpact  El ect r oni c Secur i t y Syst ems

User  I nt er f ace Type Access Cont r ol  Requi r ement
( See not e 3)

Local  Read Onl y ( see not e 1) [ KEY] [ MI NI MALLY]

Local  Li mi t ed,  Non- pr i v i l eged NA

Local  Li mi t ed,  Pr i v i l eged FULLY

Local  Ful l FULLY and Physi cal  Secur i t y

Remot e Read Onl y [ None Requi r ed] [ MI NI MALLY]

Remot e Li mi t ed,  Non- Pr i v i l eged NA

Remot e Li mi t ed,  Pr i v i l eged
AND

Remot e Ful l  ( see not e 2)

FULLY

Not es:
1) Local  Read Onl y User  I nt er f aces ar e al ways Non- Pr i v i l eged
2) Remot e Ful l  User  I nt er f aces ar e al ways Pr i v i l eged
3) Devi ces out si de mi ssi on space r equi r e physi cal  secur i t y pr ot ect i ons as i ndi cat ed 
( i n " PHYSI CAL SECURI TY I N MODERATE I MPACT SYSTEMS" )

3. 3. 1. 2. 4   Fi r e Pr ot ect i on Syst ems

User  I nt er f ace Requi r ement s f or  LOW I mpact  Fi r e Pr ot ect i on Syst ems

User  I nt er f ace Type Access Cont r ol  Requi r ement

Local  Read Onl y ( see not e 1) None Requi r ed

Local  Li mi t ed,  Non- pr i v i l eged [ None Requi r ed] [ KEY or  MI NI MALLY]
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User  I nt er f ace Requi r ement s f or  LOW I mpact  Fi r e Pr ot ect i on Syst ems

User  I nt er f ace Type Access Cont r ol  Requi r ement

Local  Li mi t ed,  Pr i v i l eged KEY and Physi cal  Secur i t y

Local  Ful l KEY

Remot e Read Onl y None Requi r ed

Remot e Li mi t ed,  Non- Pr i v i l eged MI NI MALLY

Remot e Li mi t ed,  Pr i v i l eged
AND

Remot e Ful l

FULLY

Not es:
1) Local  Read Onl y User  I nt er f aces ar e al ways Non- Pr i v i l eged

User  I nt er f ace Requi r ement s f or  MODERATE I mpact  Fi r e Pr ot ect i on Syst ems

User  I nt er f ace Type Access Cont r ol  Requi r ement
( See not e 2)

Local  Read Onl y None Requi r ed

Local  Li mi t ed,  Non- pr i v i l eged [ None Requi r ed] [ KEY or  MI NI MALLY]

Local  Li mi t ed,  Pr i v i l eged [ KEY and Physi cal  Secur i t y] [ FULLY]

Local  Ful l KEY

Remot e Read Onl y [ None Requi r ed] [ MI NI MALLY]

Remot e Li mi t ed,  Non- Pr i v i l eged FULLY

Remot e Li mi t ed,  Pr i v i l eged
AND

Remot e Ful l

FULLY

Not es:
1) Local  Read Onl y User  I nt er f aces ar e al ways Non- Pr i v i l eged
2) Devi ces out si de mi ssi on space r equi r e physi cal  secur i t y pr ot ect i ons as i ndi cat ed 
( i n " PHYSI CAL SECURI TY I N MODERATE I MPACT SYSTEMS" )

[ 3. 3. 1. 2. 5   [ _____]  Cont r ol  Syst ems

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *
NOTE:   Use t hi s br acket ed subpar t  i f  needed t o add 
r equi r ement s f or  a speci f i c  cont r ol  syst em t ype 
( e. g.  el ect r i cal  di st r i but i on et c. ) ,  s i mi l ar  t o how 
ot her  cont r ol  syst ems ar e cover ed above.   

I f  addi ng a new cont r ol  syst em t ype,  submi t  a 
Cr i t er i a Change Request  wi t h t he r el evant  
r equi r ement s t o have t hat  syst em i ncl uded i n t he 
publ i shed UFGS.
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* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *

User  I nt er f ace Requi r ement s f or  LOW I mpact  [ _____]  Syst ems

User  I nt er f ace Type Access Cont r ol  Requi r ement

Local  Read Onl y ( see not e 1) [ _____]

Local  Li mi t ed,  Non- pr i v i l eged [ _____]

Local  Li mi t ed,  Pr i v i l eged [ _____]

Local  Ful l [ _____]

Remot e Read Onl y [ _____]

Remot e Li mi t ed,  Non- Pr i v i l eged [ _____]

Remot e Li mi t ed,  Pr i v i l eged
AND

Remot e Ful l  ( see not e 2)

[ _____]

Not es:
1) Local  Read Onl y User  I nt er f aces ar e al ways Non- Pr i v i l eged
2) Remot e Ful l  User  I nt er f aces ar e al ways Pr i v i l eged

User  I nt er f ace Requi r ement s f or  MODERATE I mpact  [ _____]  Syst ems

User  I nt er f ace Type Access Cont r ol  Requi r ement
( See not e 3)

Local  Read Onl y [ _____]

Local  Li mi t ed,  Non- pr i v i l eged [ _____]

Local  Li mi t ed,  Pr i v i l eged [ _____]

Local  Ful l [ _____]

Remot e Read Onl y [ _____]

Remot e Li mi t ed,  Non- Pr i v i l eged [ _____]

Remot e Li mi t ed,  Pr i v i l eged
AND

Remot e Ful l  ( see not e 2)

[ _____]
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User  I nt er f ace Requi r ement s f or  MODERATE I mpact  [ _____]  Syst ems

User  I nt er f ace Type Access Cont r ol  Requi r ement
( See not e 3)

Not es:
1) Local  Read Onl y User  I nt er f aces ar e al ways Non- Pr i v i l eged
2) Remot e Ful l  User  I nt er f aces ar e al ways Pr i v i l eged
3) Devi ces out si de mi ssi on space r equi r e physi cal  secur i t y pr ot ect i ons as i ndi cat ed 
( i n " PHYSI CAL SECURI TY I N MODERATE I MPACT SYSTEMS" )

] 3. 3. 1. 2. 6   Def aul t  Requi r ement s f or  Ot her  Cont r ol  Syst ems

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *
NOTE:   Do not  edi t  t hese r equi r ement s ( beyond 
sel ect i on of  br acket ed t ext ) .   These def aul t  
r equi r ement s shoul d onl y be used i n l i eu of  
t echnol ogy- speci f i c  r equi r ement s i n t he pr ecedi ng 
par agr aphs.   I f  t hese def aul t  r equi r ement s ar e 
i nappr opr i at e,  ensur e t hat  t he pr ecedi ng par agr aphs 
pr ovi de appr opr i at e t echnol ogy- speci f i c  r equi r ement s.

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *

For  cont r ol  syst em devi ces wher e User  I nt er f ace Requi r ement s ar e not  
ot her wi se i ndi cat ed i n t hi s Sect i on,  use t he Def aul t  User  I nt er f ace 
Requi r ement s t abl es.

Def aul t  User  I nt er f ace Requi r ement s f or  LOW I mpact  Cont r ol  Syst ems

User  I nt er f ace Type Access Cont r ol  Requi r ement

Local  Read Onl y ( see not e 1) [ None Requi r ed] [ MI NI MALLY]

Local  Li mi t ed,  Non- pr i v i l eged [ None Requi r ed] [ MI NI MALLY]

Local  Li mi t ed,  Pr i v i l eged [ MI NI MALLY] [ Physi cal  Secur i t y]

Local  Ful l [ MI NI MALLY] [ FULLY]

Remot e Read Onl y [ None Requi r ed] [ MI NI MALLY]

Remot e Li mi t ed,  Non- Pr i v i l eged MI NI MALLY

Remot e Li mi t ed,  Pr i v i l eged
AND

Remot e Ful l  ( see not e 2)

FULLY

Not es:
1) Local  Read Onl y User  I nt er f aces ar e al ways Non- Pr i v i l eged
2) Remot e Ful l  User  I nt er f aces ar e al ways Pr i v i l eged
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Def aul t  User  I nt er f ace Requi r ement s f or  MODERATE I mpact  Cont r ol  Syst ems

User  I nt er f ace Type Access Cont r ol  Requi r ement
( See not e 3)

Local  Read Onl y ( see not e 1) [ None Requi r ed] [ MI NI MALLY]

Local  Li mi t ed,  Non- pr i v i l eged [ None Requi r ed] [ MI NI MALLY]

Local  Li mi t ed,  Pr i v i l eged [ MI NI MALLY and Physi cal  Secur i t y] [ FULLY]

Local  Ful l [ MI NI MALLY and Physi cal  Secur i t y] [ FULLY]

Remot e Read Onl y [ None Requi r ed] [ MI NI MALLY]

Remot e Li mi t ed,  Non- Pr i v i l eged FULLY

Remot e Li mi t ed,  Pr i v i l eged
AND

Remot e Ful l  ( see not e 2)

FULLY

Not es:
1) Local  Read Onl y User  I nt er f aces ar e al ways Non- Pr i v i l eged
2) Remot e Ful l  User  I nt er f aces ar e al ways Pr i v i l eged
3) Devi ces out si de mi ssi on space r equi r e physi cal  secur i t y pr ot ect i ons as i ndi cat ed 
( i n " PHYSI CAL SECURI TY I N MODERATE I MPACT SYSTEMS" )

3. 3. 1. 3   Addi t i onal  User  Account  Expi r at i on Requi r ement s I n MODERATE I mpact  
Syst ems:

I n addi t i on t o ot her  user  account  r equi r ement s,  user  account  expi r at i on 
and audi t i ng must  be conf i gur ed as i ndi cat ed.

3. 3. 1. 3. 1   For  Cont r ol  Syst em Appl i cat i ons Runni ng on Comput er s

I f  t empor ar y account s ar e suppor t ed,  expi r e t empor ar y account s 72 hour s 
af t er  cr eat i on.   Expi r e al l  ot her  account s af t er  35 days of  i nact i v i t y.

3. 3. 1. 3. 2   For  Ot her  Cont r ol  Syst em Devi ces FULLY Suppor t i ng Account s

I f  t empor ar y account s ar e suppor t ed,  expi r e t empor ar y account s 72 hour s 
af t er  cr eat i on.   Expi r e al l  ot her  account s af t er  365 days of  i nact i v i t y.

3. 3. 2   Unsuccessf ul  Logon At t empt s

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *
NOTE:  Not e t hat  most  f i el d devi ces t hat  onl y 
MI NI MALLY suppor t  account s ( e. g.  a Local  Di spl ay 
Panel )  cannot  be l ocked.   Keep t he br acket ed t ext  
r equi r i ng t hat  t hese devi ces l ock ONLY i f  t hi s i s a 
speci f i c  pr oj ect  r equi r ement .   I f  keepi ng t hi s t ext ,  
i ncl ude r equi r ement s on when t he i nt er f ace must  l ock 
and how t o unl ock.   Some unl ocki ng condi t i ons t o 
consi der  ar e:   net wor k command or  a physi cal  but t on 
whi ch i s pr ot ect ed by a l ocked encl osur e.

Not e t hat  a r equi r ement  f or  a HI GH avai l abi l i t y  at  
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t he f r ont  end may pr ecl ude l ocki ng out  an account  
f or  f ai l ed l ogon at t empt s.  I f  t he syst em i ncl udes 
hi gh avai l abi l i t y  user  i nt er f aces whi ch shoul d not  
be l ocked,  i ncl ude t he br acket ed t ext  exempt i ng hi gh 
avai l abi l i t y  i nt er f aces and keep t he br acket ed 
t abl e.   I ndi cat e i n t he t abl e t he exempt  i nt er f aces,  
t hei r  l ocat i on and act i on t o t ake f or  each i n l i eu 
of  l ocki ng t he scr een.  Use car e wi t h hi gh
avai l abi l i t y  user  i nt er f aces,  as i n most  cases t he
cont r ol  syst em shoul d act  wi t hout  user  i nt er vent i on,
and a hi gh avai l abi l i t y  user  i nt er f ace depends on a
" hi gh avai l abi l i t y"  oper at or .

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *

{ For  Gover nment  Ref er ence Onl y:   Thi s subpar t  ( and i t s subpar t s)  r el at e t o 
AC- 7 ( a) ,  AC- 7 ( b) ;   CCI - 000043,  CCI - 000044,  CCI - 001423,  CCI - 002236,  
CCI - 002237,  CCI - 002238}

Except  f or  hi gh avai l abi l i t y  user  i nt er f aces i ndi cat ed as exempt ,  devi ces 
must  meet  t he i ndi cat ed r equi r ement s f or  handl i ng unsuccessf ul  l ogon 
at t empt s.  I f  a devi ce cannot  meet  t hese r equi r ement s,  document  devi ce 
capabi l i t i es t o pr ot ect  f r om subsequent  l ogon at t empt s and pr opose 
al t er nat e pr ot ect i ons i n a Devi ce Account  Lock Except i on Request  
submi t t al .  Do not  i mpl ement  al t er nat e pr ot ect i on measur es i n l i eu of  t he 
i ndi cat ed r equi r ement s wi t hout  expl i c i t  per mi ssi on f r om t he Gover nment .   
I f  no Devi ce Account  Lock Except i ons ar e r equest ed,  pr ovi de a document  
st at i ng t hat  no appr oval  i s  bei ng r equest ed as t he Devi ce Account  Lock 
Except i on Request .

3. 3. 2. 1   Devi ces MI NI MALLY Suppor t i ng Account s

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *
NOTE:   For  LOW I mpact  Syst ems:   I ndi cat e whet her  
devi ces MI NI MALLY suppor t i ng account s must  l ock 
based on unsuccessf ul  l ogon at t empt s.  Gener al l y,  f or  
LOW I mpact  cont r ol  syst ems,  l ocki ng i s not  r equi r ed 
-  keep t he f i r st  br acket ed t ext  t o i ndi cat e so.  

Use car e when r equi r i ng t hat  devi ces mi ni mal l y 
suppor t i ng account s l ock t o speci f y a r easonabl e 
r equi r ement  t hat  wi l l  not  i nt r oduce an addi t i onal  
O&M bur den.

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *

For  LOW I mpact  Syst ems:   Devi ces whi ch MI NI MALLY ( but  not  FULLY)  suppor t  
account s [ ar e not  r equi r ed t o l ock based on unsuccessf ul  l ogon 
at t empt s] [ must  l ock t he user  account  [ af t er  [ f i ve] [ _____]  consecut i ve 
f ai l ed l ogi n at t empt s] [ _____]  and must  unl ock t he user  account  af t er  
[ 15] [ _____]  mi nut es have el apsed wi t hout  an unsuccessf ul  l ogi n at t empt  or  
by a successf ul  l ogi n t o a separ at e admi ni st r at or  account ] .

For  MODERATE I mpact  Syst ems:  Devi ces whi ch MI NI MALLY ( but  not  FULLY)  
suppor t  account s must  l ock t he user  account  account [ af t er  [ f i ve] [ _____]  
consecut i ve f ai l ed l ogi n at t empt s] [ _____]  and must  unl ock t he user  account  
af t er  [ 60] [ _____]  mi nut es have el apsed wi t hout  an unsuccessf ul  l ogi n 
at t empt  or  by a successf ul  l ogi n t o a separ at e admi ni st r at or  account .
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3. 3. 2. 2   Devi ces FULLY Suppor t i ng Account s

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *
NOTE:   Sel ect  or  i ndi cat e t he number  and t i me per i od 
f or  unsuccessf ul  l ogon at t empt s t o l ock an account .  

When a devi ce has a s i ngl e admi ni st r at or  account ,  
t hat  account  cannot  be manual l y unl ocked ( as 
unl ocki ng r equi r es an admi ni st r at or  account ,  and t he 
onl y one i s now l ocked) .   Sel ect  t he t i me per i od f or  
sol e admi ni st r at or  account s t o r emai n l ocked bef or e 
aut omat i cal l y unl ocki ng.

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *

Devi ces whi ch FULLY suppor t  account s must  meet  t he f ol l owi ng 
r equi r ement s.   

a.   I t  must  l ock t he user  account  when [ t hr ee] [ _____]  unsuccessf ul  l ogon 
at t empt s occur  wi t hi n a [ 15 mi nut e] [ _____]  i nt er val .

b.   Once an account  i s l ocked,  t he account  must  st ay l ocked unt i l  unl ocked 
by an admi ni st r at or .   I f  t he account  bei ng l ocked i s t he sol e 
admi ni st r at or  account  on t he devi ce,  t he account  must  st ay l ocked f or  
[ 1 hour ] [ _____]  and t hen aut omat i cal l y unl ock.  

c.   Once t he i ndi cat ed number  of  unsuccessf ul  l ogon at t empt s occur s,  del ay 
f ur t her  l ogon pr ompt s by 5 seconds.

3. 3. 2. 3   Hi gh Avai l abi l i t y  I nt er f aces Exempt  f r om Unsuccessf ul  Logon 
At t empt s Requi r ement s

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *
NOTE:   I ndi cat e whet her  or  not  t her e ar e hi gh 
avai l abi l i t y  i nt er f aces whi ch ar e exempt  f r om 
unsuccessf ul  l ogon at t empt s r equi r ement s.   I f  t her e 
ar e,  speci f y t hem i n t he t abl e pr ovi ded.

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *

[ Ther e ar e no hi gh avai l abi l i t y  i nt er f aces whi ch ar e exempt  f r om 
unsuccessf ul  l ogon at t empt s r equi r ement s. ] [ The f ol l owi ng hi gh avai l abi l i t y  
i nt er f aces ar e exempt  f r om unsuccessf ul  l ogon at t empt s r equi r ement s:

Hi gh Avai l abi l i t y I nt er f aces Exempt  f r om Unsuccessf ul  Logon At t empt s Requi r ement s

User  I nt er f ace Locat i on Act i on t o t ake i n l i eu of  l ocki ng scr een
[ _____] [ _____] [ _____]

[ _____] [ _____] [ _____]

[ _____] [ _____] [ _____]

]

3. 3. 3   Syst em Use Not i f i cat i on

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *
NOTE:  Not e t hat  t he poi nt  of  r est r i ct i ng t he 
r equi r ement  t o devi ces " connect ed t o t he net wor k"  i s 
t o excl ude t hi ngs l i ke a t her most at  t hat  has a PI N 
t o l ockout  changes but  i sn' t  net wor ked.
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* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *

{ For  Gover nment  Ref er ence Onl y:   Thi s subpar t  ( and i t s subpar t s)  r el at es 
t o AC- 8;  CCI - 000048,  CCI - 002247,  CCI - 002243,  CCI - 002244,  CCI - 002245,  
CCI - 002246,  CCI - 000050,  CCI - 002248}

3. 3. 3. 1   Syst em Use Not i f i cat i on f or  Remot e User  I nt er f aces

Remot e user  i nt er f aces must  di spl ay a war ni ng banner  meet i ng t he 
r equi r ement s of  DTM 08- 060 on scr een.

3. 3. 3. 2   Syst em Use Not i f i cat i on f or  Local  User  I nt er f aces

Devi ces whi ch ar e connect ed t o a net wor k and have a l ocal  user  i nt er f ace 
must  di spl ay a war ni ng banner  meet i ng t he r equi r ement s of  DTM 08- 060 on 
t he user  i nt er f ace scr een i f  capabl e of  doi ng so and must  have a 
per manent l y af f i xed l abel  wi t h an appr oved banner  f r om DTM 08- 060 i f  
unabl e t o di spl ay t he war ni ng banner  on t he scr een.   Wher e i t  i s  
i mpr act i cal  ( per haps due t o devi ce s i ze)  t o af f i x  t he l abel  t o t he devi ce,  
af f i x  t he l abel  t o t he devi ce encl osur e.

Label s must  be machi ne pr i nt ed or  engr aved,  pl ast i c or  met al ,  desi gned f or  
per manent  i nst al l at i on,  must  use a f ont  no smal l er  t han 14 poi nt ,  and must  
pr ovi de a hi gh cont r ast  bet ween f ont  and backgr ound col or s.

3. 3. 4   Sessi on Lock and Sessi on Ter mi nat i on Requi r ement s I n MODERATE I mpact  
Syst ems:

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *
NOTE:   I ndi cat e dur at i on of  i nact i v i t y bef or e 
t er mi nat i ng or  l ocki ng a sessi on.

Al so i ndi cat e t he maxi mum number  of  concur r ent  
sessi ons t o pr event  a s i ngl e user  f r om bei ng l ogged 
i n mul t i pl e ( " t oo many" )  t i mes.

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *

{ For  Gover nment  Ref er ence Onl y:   Thi s subpar t  ( and i t s subpar t s)  r el at es 
t o AC- 11( a) ,  AC- 11( b) ,  AC- 11( 1) ,  AC- 12,  SC- 10;  AC- 10;  CCI - 000058,  
CCI - 000059,  CCI - 000056,  CCI - 000057,  CCI - 000060,  CCI - 002360,  CCI - 002361,  
CCI - 001133,  CCI - 001134,  CCI - 000054,  CCI - 000055,  CCI - 002252}

3. 3. 4. 1   Sessi on Ter mi nat i on

When sessi on t er mi nat i on i s r equi r ed f or  a User  I nt er f ace,  t he User  
I nt er f ace must  i mpl ement  sessi on t er mi nat i on a)  based on manual  
i ni t i at i on,  or  b)  based on l ack of  act i v i t y,  or  c)  based on ei t her  manual  
i ni t i at i on or  l ack of  act i v i t y,  as i ndi cat ed.

Sessi on Ter mi nat i on must  r esul t  i n l oggi ng out  t he user .   A l ogged out  
User  I nt er f ace may onl y per f or m act i ons as i ndi cat ed i n t he " Per mi t t ed 
Act i ons Wi t hout  I dent i f i cat i on or  Aut hent i cat i on"  subpar t  of  t hi s Sect i on 
or  di spl ay a publ i c l y v i ewabl e i mage or  bl ank scr een.  User  I nt er f aces must  
r emai n l ogged out  ( sessi on t er mi nat ed)  unt i l  a user  ent er s cor r ect  
aut hent i cat i on i nf or mat i on,  whi ch must  i ni t i at e a new sessi on.   Al l  User  
I nt er f aces r unni ng on comput er s and al l  Remot e User  I nt er f aces must  al so 

SECTI ON 25 05 11  Page 57



t er mi nat e net wor k connect i ons as par t  of  sessi on t er mi nat i on.

3. 3. 4. 2   Sessi on Lock

When sessi on l ock i s r equi r ed f or  a User  I nt er f ace,  t he User  I nt er f ace 
must  i mpl ement  sessi on l ock a)  based on manual  i ni t i at i on,  or  b)  based on 
l ack of  act i v i t y,  or  c)  based on ei t her  manual  i ni t i at i on or  l ack of  
act i v i t y,  as i ndi cat ed.

Sessi on l ock must  r esul t  i n t he User  I nt er f ace bei ng suspended and t he 
user  i nt er f ace must  di spl ay a publ i c l y v i ewabl e i mage or  bl ank scr een.    
No i nt er act i on wi t h t he user  i nt er f ace must  be possi bl e unt i l  ei t her  a)  
t he same user  ent er s val i d aut hent i cat i on i nf or mat i on,  i n whi ch case t hat  
sessi on must  be cont i nued,  or  b)  unt i l  a di f f er ent  user  ent er s val i d 
aut hent i cat i on i nf or mat i on at  whi ch poi nt  t he f i r st  sessi on must  be 
t er mi nat ed and a new sessi on i ni t i at ed f or  t he new user .

3. 3. 4. 3   Sessi on Lock and Ter mi nat i on f or  Comput er s

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *
NOTE:  I ncl ude br acket ed t ext  r ef er r i ng t o Sessi on 
Lock and Sessi on Ter mi nat i on Except i on Tabl e onl y i f  
t he subpar t  cont ai ni ng t he t abl e i s i ncl uded bel ow.

Unl ess speci f i cal l y r equi r ed by t he s i t e,  do not  
i ncl ude br acket ed t ext  wi t h r equi r ement s f or  suppor t  
of  sessi on l ock.

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *

[ Except  as shown i n t he Sessi on Lock and Sessi on Ter mi nat i on Except i on 
Tabl e,  ] User  I nt er f ace sessi ons pr ovi ded by comput er  oper at i ng syst ems 
must  suppor t  t he r equi r ement  f or  bot h Sessi on Lock and Sessi on 
Ter mi nat i on.   Sessi on Lock and Sessi on Ter mi nat i on must  be capabl e of  
bei ng i ni t i at ed by t he user  and must  al so be i ni t i at ed by l ack of  
act i v i t y.   Sessi on Lock must  occur  af t er  [ 15] [ ___]  mi nut es of  i nact i v i t y,  
and Sessi on Ter mi nat i on must  occur  af t er  [ 30] [ ___]  mi nut es t ot al  of  
i nact i v i t y ( i ncl udi ng,  not  i n addi t i on t o,  t he t i me f or  Sessi on Lock) .   
When a user  i ni t i at es a new sessi on,  t er mi nat e exi st i ng sessi ons i f  
necessar y t o l i mi t  t he t ot al  number  of  concur r ent  sessi ons t o [ 1] [ _____] .  

[ Except  as shown i n t he Sessi on Lock and Sessi on Ter mi nat i on Except i on 
Tabl e,  ] Ot her  User  I nt er f ace sessi ons r unni ng on comput er s ( f or  l ocal  user  
i nt er f aces)  or  host ed on a comput er  ( f or  r emot e user  i nt er f aces)  and 
suppor t i ng account s must  suppor t  user  i ni t i at i on of  Sessi on Ter mi nat i on[  
and sessi on l ock.   Sessi on l ock may be i ni t i at ed by user  i ni t i at i on or  
aut omat i cal l y af t er  [ 15] [ ___]  mi nut es of  i nact i v i t y] .  I n addi t i on,  r emot e 
User  I nt er f ace sessi ons must  al so i ni t i at e Sessi on Ter mi nat i on af t er  
[ 30] [ _____]  mi nut es of  i nact i v i t y [ unl ess ot her wi se i ndi cat ed i n t he 
Sessi on Lock and Ter mi nat i on Except i ons t abl e] .

3. 3. 4. 4   Sessi on Lock and Ter mi nat i on f or  Cont r ol l er s

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *
NOTE:   I ncl ude br acket ed t ext  r ef er r i ng t o Sessi on 
Lock and Sessi on Ter mi nat i on Except i on Tabl e onl y i f  
t he subpar t  cont ai ni ng t he t abl e i s i ncl uded bel ow.

Unl ess speci f i cal l y r equi r ed by t he s i t e,  do not  
i ncl ude br acket ed t ext  wi t h r equi r ement s f or  suppor t  
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of  sessi on l ock.
* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *

[ Except  as shown i n t he Sessi on Lock and Sessi on Ter mi nat i on Except i on 
Tabl e,  ] Wr i t abl e Remot e User  I nt er f aces must  suppor t  r equi r ement s f or  
Sessi on Ter mi nat i on,  and must  bot h be capabl e of  bei ng i ni t i at ed by t he 
user  and i ni t i at ed by l ack of  act i v i t y.  Sessi on Ter mi nat i on must  i ni t i at e 
af t er  [ 30] [ ___]  mi nut es of  i nact i v i t y.  

[ Except  as shown i n t he Sessi on Lock and Sessi on Ter mi nat i on Except i on 
Tabl e,  ] Local  User  I nt er f aces suppor t i ng account s must  suppor t  manual  
i ni t i at i on of  Sessi on Ter mi nat i on.   Pr i v i l eged Local  User  I nt er f aces must  
al so suppor t  t i med i ni t i at i on of  Sessi on Ter mi nat i on[ ,  unl ess ot her wi se 
i ndi cat ed i n t he Sessi on Lock and Ter mi nat i on Except i ons t abl e] ,  wi t h 
Sessi on Ter mi nat i on i ni t i at ed at  [ 30] [ ___]  mi nut es of  i nact i v i t y. [ They 
must  al so suppor t  sessi on l ock,  wher e sessi on l ock may be i ni t i at ed by 
user  i ni t i at i on or  aut omat i cal l y af t er  [ 15] [ ___]  mi nut es of  i nact i v i t y. ]

[ 3. 3. 4. 5   Sessi on Lock and Ter mi nat i on Except i ons

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *
NOTE:   I ncl ude t hi s subpar t  onl y when except i ons t o 
t he Sessi on Lock and Ter mi nat i on r equi r ement s ar e 
bei ng i ndi cat ed usi ng t he pr ovi ded t abl e.

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *

Tabl e:  Sessi on Lock and Ter mi nat i on Except i ons

Devi ce Locat i on Sessi on Lock and Ter mi nat i on Requi r ement s f or  
Devi ce  ( or  " none"  t o i ndi cat e sessi on l ock or  
sessi on t er mi nat i on i s not  r equi r ed)

[ _____] [ _____] [ _____]

[ _____] [ _____] [ _____]

[ _____] [ _____] [ _____]

] 3. 3. 5   Per mi t t ed Act i ons Wi t hout  I dent i f i cat i on or  Aut hent i cat i on

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *
NOTE:   These r equi r ement s ar e speci f i cal l y about  
user  act i ons,  not  act i ons t aken aut omat i cal l y by 
cont r ol  syst em component s.

Unl ess t her e i s a pr oj ect - speci f i c  conf i dent i al i t y  
concer n or  ot her  pr oj ect - speci f i c  r equi r ement  keep 
t he br acket ed t ext  " except  r ead onl y act i ons" .

Not es concer ni ng how t hi s r equi r ement  addr esses 
cyber secur i t y when br acket ed t ext  " except  r ead onl y 
act i ons"  i s NOT i ncl uded:
   1)  Thi s r equi r ement  i ndi cat es t hat  t her e ar e
      no act i ons t hat  can be t aken wi t hout
      i dent i f i cat i on and aut hent i cat i on f or  any
      user  i nt er f ace wher e account
      suppor t  i s  r equi r ed.
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   2)  Thi s r equi r ement  does not  l i mi t  act i ons t aken
      by a user  on a user  i nt er f ace t hat  does not
      suppor t  account s,  but  ot her  r equi r ement s l i mi t
      t hi s t o READ- ONLY i nt er f aces.

   3)  Thus t he " per mi t t ed act i ons"  r ef er r ed t o by
      cont r ol  AC- 14 ar e " r ead- onl y access t o 
      i nf or mat i on f r om devi ces whi ch ar e not
      r equi r ed t o have user  account s. "

When " except  r ead onl y act i ons"  I S i ncl uded,  
r ead- onl y act i ons even f r om devi ces suppor t i ng 
account s ar e per mi t t ed wi t hout  aut hent i cat i on and 
t hus t he " per mi t t ed act i ons"  r ef er r ed t o by      
cont r ol  AC- 14 ar e " r ead- onl y access t o i nf or mat i on"  

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *

{ For  Gover nment  Ref er ence Onl y:   Thi s subpar t  ( and i t s subpar t s)  r el at es 
t o AC- 14;  CCI - 000061,  CCI - 000232}

The cont r ol  syst em must  r equi r e i dent i f i cat i on and aut hent i cat i on bef or e 
al l owi ng any act i ons[  except  r ead- onl y act i ons]  by a user  act i ng f r om a 
user  i nt er f ace whi ch MI NI MALLY or  FULLY suppor t s account s.

3. 3. 6   Physi cal  Secur i t y i n MODERATE I mpact  Syst ems

{ For  Gover nment  Ref er ence Onl y:  Thi s subpar t  r el at es t o PE- 3( 1) ,  PE- 4,  
PE- 5,  SC- 7( a) ,  SC- 7( c) ,  SC- 8,  SC- 8( 1) ;  CCI - 000928,  CCI - 002926,  CCI - 000936,  
CCI - 002930,  CCI - 002931,  CCI - 000937,  CCI - 001097,  CCI - 001109,  CCI - 002418,  
CCI - 002419,  CCI - 002421. }

3. 3. 6. 1   Physi cal  Secur i t y f or  Medi a

3. 3. 6. 1. 1   Physi cal  Secur i t y f or  Medi a I nsi de Mi ssi on Space

I nst al l  al l  non- I P net wor k medi a l ocat ed i nsi de of  t he mi ssi on space i n 
condui t .   I nst al l  al l  I P net wor k medi a l ocat ed i nsi de of  t he mi ssi on space 
i n i nt er medi at e met al l i c  condui t .

3. 3. 6. 1. 2   Physi cal  Secur i t y f or  Medi a Out si de Mi ssi on Space

I nst al l  al l  net wor k medi a ( bot h I P and non- I P)  l ocat ed out si de of  t he 
mi ssi on space i n r i gi d met al l i c  condui t .   

3. 3. 6. 1. 3   Physi cal  Secur i t y f or  Non- Net wor k Medi a i n Fi r e Pr ot ect i on 
Syst ems

For  Fi r e Suppr essi on Syst ems whi ch can be i nhi bi t ed or  f or ced t o act i vat e 
by mani pul at i on of  non- net wor k wi r i ng,  i nst al l  al l  non- net wor k medi a 
out si de of  mi ssi on space,  i ncl udi ng anal og and bi nar y i nst r ument at i on 
wi r i ng and power  wi r i ng,  i n r i gi d met al l i c  condui t .

3. 3. 6. 2   Physi cal  Secur i t y f or  Devi ces

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *
NOTE:   For  MODERATE i mpact  syst em,  al l  devi ces 
shoul d be i n spaces cont r ol l ed by t he mi ssi on bei ng 
ser ved.   For  such devi ces t hese r equi r ement s of t en 
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add addi t i onal  physi cal  secur i t y r equi r ement s on 
devi ces above and beyond t he user  i nt er f ace 
r equi r ement s speci f i ed i n " ACCESS CONTROL 
REQUI REMENTS" .

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *

I nst al l  al l  devi ces ( comput er s and cont r ol l er s)  whi ch ar e l ocat ed out si de 
of  mi ssi on space i n l ockabl e encl osur es.   ( Recal l  t hat  per  def i ni t i on of  
mi ssi on space,  a r oom cont r ol l ed by t he mi ssi on i s mi ssi on space 
r egar dl ess of  whet her  i t  i s  cont i guous wi t h ot her  mi ssi on space. )

I nst al l  al l  cont r ol l er s connect ed t o an I P net wor k i n l ockabl e encl osur es 
( bot h i nsi de and out si de of  mi ssi on space) .

3. 3. 6. 2. 1   Physi cal  Secur i t y f or  Devi ces i n Fi r e Pr ot ect i on Syst ems

For  Fi r e Suppr essi on syst ems wi t h a r el ease panel ,  i nst al l  al l  component s 
of  t he suppr essi on syst em ei t her  i nsi de mi ssi on space,  or  wi t hi n l ocked 
encl osur es.   Component s of  t hese syst ems i ncl ude:   r el ease panel ,  any 
r el ay or  i nt er f ace panel s,  anal og and bi nar y i nput s or  out put s,  cont r ol  
val ves,  manual  val ves.

3. 3. 6. 3   Physi cal  Secur i t y f or  User  I nt er f aces

Physi cal  secur i t y r equi r ement s f or  User  I nt er f aces ar e speci f i ed i n t he 
pr ecedi ng par agr aphs of  t hi s Sect i on.

[ 3. 3. 6. 4   Addi t i onal  Physi cal  Secur i t y f or  Conf i dent i al i t y  of  User  
I nt er f aces and Pr i nt er s

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *
NOTE:   I f  speci f i c  user  i nt er f aces or  pr i nt er s
r equi r e addi t i onal  secur i t y cont r ol s t o pr ot ect  t he
conf i dent i al i t y  of  t he i nf or mat i on di spl ayed or
pr i nt ed,  keep t hi s Subpar t  and i ndi cat e t hese
r equi r ement s i n t he t abl e.  Ot her wi se r emove t hi s
br acket ed subpar t .

These addi t i onal  r equi r ement s wi l l  gener al l y NOT be
r equi r ed as t hese ar e secur ed due t o t he mul t i pl e
MODERATE cont r ol s al r eady appl i ed.  I t ' s  possi bl e
addi t i onal  r equi r ement s wi l l  be needed f or  syst ems
cont ai ni ng PI I  or  ot her  sensi t i ve dat a.

Addi t i onal  cont r ol s may i ncl ude i ncr eased physi cal
secur i t y,  l ocat i ng shr edder s/ bur n bags near
pr i nt er s,  and i nst al l i ng pr i vacy scr eens on moni t or s.

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *

For  each user  i nt er f ace or  pr i nt er  i ndi cat ed i n t he " User  I nt er f aces and
Pr i nt er s Requi r i ng Addi t i onal  Secur i t y Cont r ol s"  t abl e,  i mpl ement  t he
addi t i onal  conf i dent i al i t y  cont r ol s i ndi cat ed.
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User  I nt er f aces and Pr i nt er s Requi r i ng Addi t i onal  Secur i t y Cont r ol s

User  I nt er f ace or  
Pr i nt er

Locat i on Addi t i onal  Conf i dent i al l y 
Cont r ol  t o be I mpl ement ed

[ _____] [ _____] [ _____]

[ _____] [ _____] [ _____]

[ _____] [ _____] [ _____]

] 3. 3. 7   Encl osur es

Pr i or  t o f i nal  accept ance of  t he syst em,  l ock al l  l ockabl e encl osur es.   
Submi t  an Encl osur e Keys submi t t al  wi t h al l  copi es of  keys f or  al l  
encl osur es and a key i nvent or y l i s t  document i ng al l  keys.   Label  each key 
wi t h t he mat chi ng encl osur e i dent i f i er .

3. 4   USER I DENTI FI CATI ON AND AUTHENTI CATI ON

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *
NOTE:   Remove al l  r equi r ement s f or  mul t i f act or  
aut hent i cat i on unl ess:
1)  speci f i cal l y r equi r ed by t he pr oj ect  s i t e
AND
2)  ei t her  ( a)  t he pr oj ect  i ncl udes t he I T 
i nf r ast r uct ur e r equi r ed t o suppor t  mul t i f act or  
aut hent i cat i on or  ( b)  t he pr oj ect  s i t e al r eady has 
t he needed i nf r ast r uct ur e.

Not e t hat  i f  t her e ar e a ver y l i mi t ed number  of  
devi ces r equi r i ng somet hi ng ot her  t han passwor ds,  i t  
mi ght  be bet t er  t o s i mpl y al ways al l ow passwor ds i n 
gener al  and l i s t  t he speci f i c  devi ce except i ons i n 
t he Devi ce Speci f i c  I A Requi r ement s t abl e.

Al so not e t hat  t he def aul t  i mpl ement at i on of  
mul t i f act or  aut hent i cat i on ( i f  sel ect ed)  i s t he use 
of  PI V ( t ypi cal l y a CAC) .

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *

{ For  Gover nment  Ref er ence Onl y:   Thi s subpar t  ( and i t s subpar t s)  r el at es 
t o I A- 2,  I A- 2( 1) , I A- 2( 12) ,  I A- 5 I A- 5( b) ,  I A- 5( c) ,  I A- 5( e) ,  I A- 5( g) ,  
I A- 5( 1) ,  I A- 5( 11) ;  CCI - 000764,  CCI - 000765,  CCI - 001953,  CCI - 001954,  
CCI - 001544,  CCI - 001989,  CCI - 000182,  CCI - 001610,  CCI - 000192,  CCI - 000193,  
CCI - 000194,  CCI - 000205,  CCI - 001619,  CCI - 001611,  CCI - 001612,  CCI - 001613,  
CCI - 001614,  CCI - 000195,  CCI - 001615,  CCI - 000196,  CCI - 000197,  CCI - 000199,  
CCI - 000198,  CCI - 001616,  CCI - 001617,  CCI - 000200,  CCI - 001618,  CCI - 002041,  
CCI - 002002,  CCI - 002003.  For  MODERATE I mpact  syst ems,  t hi s subpar t  al so 
r el at es t o AC- 6 ( 1) ,  AC- 6( 10) ,  AC- 6( 2) ,  AC- 6( 9) I A- 2( 4) ,  I A- 5( 13) ;  
CCI - 001558,  CCI - 002221,  CCI - 002222,  CCI - 002223,  CCI - 002235,  CCI - 000039,  
CCI - 001419,  CCI - 002234,  CCI - 000768,  CCI - 002007. }

Thi s subpar t  i ndi cat es r equi r ement s f or  speci f i c  met hods of  i dent i f i cat i on 
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and aut hent i cat i on f or  user s and user  account s.   Wher e t hese r equi r ement s 
conf l i c t  appl y t he f ol l owi ng or der  of  pr ecedence:   1)  I f  pr esent ,  Devi ce 
Speci f i c  Requi r ement s t ake pr ecedence over  any ot her  r equi r ement s;  and 
t hen 2)  mul t i f act or  aut hent i cat i on r equi r ement s t ake pr ecedence over  
passwor d r equi r ement s.

3. 4. 1   User  I dent i f i cat i on and Aut hent i cat i on f or  Al l  Syst em Types

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *
NOTE:   The br acket ed r equi r ement  f or  LOW i mpact  
syst ems,  and t he f i r st  br acket ed r equi r ement  f or  
MODERATE i mpact  syst ems ar e equi val ent  t o t he 
t ypi cal  comput er  r equi r ement  t hat  user s l ogi n wi t h 
PI V,  whi ch i n DoD means CAC.   These r equi r ement s 
wi l l  s t i l l  need i nf r ast r uct ur e suppor t  wi t hi n t he 
cont r ol  syst em and shoul d onl y be i ncl uded when 
r equi r ed and suppor t ed by t he pr oj ect  s i t e.

The ot her  t hr ee br acket ed r equi r ement s f or  MODERATE 
I mpact  syst ems go beyond t he above r equi r ement s and 
r equi r e,  i n addi t i on t o i nf r ast r uct ur e suppor t ,  
suppor t  by cont r ol  syst em speci f i c  i nt er f aces.   
Bef or e i ncl udi ng any of  t hese opt i ons,  ensur e t hat  
t her e i s a r equi r ement  f or  and i nf r ast r uct ur e t o 
suppor t  t hese r equi r ement s,  and t hat  t her e ar e 
cont r ol  syst em vendor s who can suppor t  t he 
r equi r ement .

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *

Unl ess ot her wi se i ndi cat ed,  al l  user  i nt er f aces suppor t i ng account s 
( ei t her  FULLY or  MI NI MALLY)  must  i mpl ement  I dent i f i cat i on and 
Aut hor i zat i on v i a passwor ds.  

[ For  LOW I mpact  Syst ems:  User  i nt er f aces pr ovi ded by comput er  oper at i ng 
syst ems must  i mpl ement  mul t i f act or  aut hent i cat i on v i a PI V. ]

For  MODERATE I mpact  Syst ems: [ User  i nt er f aces pr ovi ded by comput er  
oper at i ng syst ems must  i mpl ement  mul t i f act or  aut hent i cat i on v i a PI V.   
] [ User  i nt er f aces suppor t i ng account s ( FULLY or  MI NI MALLY)  on comput er s 
must  i mpl ement  mul t i f act or  aut hent i cat i on v i a PI V.   ] [ Devi ces wi t h 
wr i t abl e r emot e user  i nt er f aces must  i mpl ement  mul t i f act or  aut hent i cat i on 
v i a PI V.   ] [ Devi ces wi t h Pr i v i l eged Remot e User  I nt er f aces must  i mpl ement  
mul t i f act or  aut hent i cat i on v i a PI V. ]  Sof t war e r unni ng on comput er s and 
comput er  oper at i ng syst ems must  manage cached aut hent i cat or s i n accor dance 
wi t h t he r el evant  STI Gs.  Al l  ot her  devi ces and sof t war e must  not  use 
cached aut hent i cat or s.  

3. 4. 2   User  I dent i f i cat i on and Aut hent i cat i on f or  Speci f i c  Syst em Types

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *
NOTE:   Thi s subpar t  al l ows syst em t ype speci f i c  
r equi r ement s whi ch super sede t he gener al  
r equi r ement s i n t he pr evi ous subpar t  ( User  I A f or  
Al l  Syst em Types) .   Onl y i ncl ude addi t i onal  
r equi r ement s her e when speci f i cal l y r equi r ed by t he 
pr oj ect ;  ot her wi se sel ect  t he " no addi t i onal  
r equi r ement s"  t ext .

Not e t her e i s a l at er  subpar t  al l owi ng f or  
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speci f i cat i on of  r equi r ement s f or  speci f i c  devi ces.   
Shoul d a smal l  number  of  devi ces have a r equi r ement  
use t hat  subpar t  and l i s t  t hose speci f i c  devi ces 
r at her  t han cr eat i ng a mor e gener al  r equi r ement  her e.

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *

Syst em speci f i c  r equi r ement s ar e i n addi t i on t o and super sede t hose 
i ndi cat ed f or  al l  syst em t ypes.   When no addi t i onal  r equi r ement s ar e 
i ndi cat ed f or  a speci f i c  syst em t ype t he r equi r ement s f or  al l  syst ems 
st i l l  appl y t o t hat  syst em t ype.

3. 4. 2. 1   HVAC Cont r ol  Syst ems Devi ces

[ No addi t i onal  syst em speci f i c  r equi r ement s appl y. ] [ User  I nt er f aces whi ch 
FULLY suppor t  account s and whi ch r un on a comput er  must  use mul t i f act or  
aut hent i cat i on v i a PI V. ]

3. 4. 2. 2   Li ght i ng Cont r ol  Syst ems Devi ces

[ No addi t i onal  syst em speci f i c  r equi r ement s appl y] [ User  I nt er f aces whi ch 
FULLY suppor t  account s and whi ch r un on a comput er  must  use mul t i f act or  
aut hent i cat i on v i a PI V. ]

3. 4. 2. 3   El ect r oni c Secur i t y Syst em Devi ces

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *
NOTE:   Sel ect  whet her  t o r equi r e PI V,  or  al l ow 
al t er nat e mechani sms.

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *

User  i nt er f aces whi ch FULLY suppor t  account s and whi ch r un on a comput er  
must  use mul t i f act or  aut hent i cat i on v i a PI V. [   Ot her  user  i nt er f aces whi ch 
FULLY suppor t  account s must  use mul t i f act or  aut hent i cat i on v i a PI V. ] [   
User  i nt er f aces whi ch MI NI MALLY suppor t  account s must  use ei t her  passwor ds 
or  mul t i f act or  aut hent i cat i on v i a PI V. ]   

[ 3. 4. 2. 4   [ _____]  Cont r ol  Syst em Devi ces

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *
NOTE:   Use t hi s br acket ed subpar t  i f  needed t o add 
r equi r ement s f or  a speci f i c  cont r ol  syst em t ype 
( e. g.  l i ght i ng,  el ect r i cal  di st r i but i on et c. ) ,  
s i mi l ar  t o how HVAC and Li ght i ng cont r ol  syst em 
devi ces ar e cover ed above.   

I f  addi ng a new cont r ol  syst em t ype,  submi t  a 
Cr i t er i a Change Request  wi t h t he r el evant  
r equi r ement s t o have t hat  syst em i ncl uded i n t he 
publ i shed UFGS.

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *

[ _____]

] 3. 4. 3   User  I dent i f i cat i on and Aut hent i cat i on f or  Speci f i c  Devi ces

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *
NOTE:  I f  t her e ar e speci f i c  devi ces ( e. g.  " Rm 17 
l i ght i ng user  i nt er f ace" ,  " al l  model  17 
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cont r ol l er s" ) ,  keep t he br acket ed t ext  i ncl udi ng t he 
t abl e and l i s t  t hem al ong wi t h t he r equi r ed met hods 
i n t he t abl e.   Ot her wi se keep br acket ed t ext  
i ndi cat i ng t her e ar e no devi ce speci f i c  user  
i nt er f ace r equi r ement s

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *

[ Ther e ar e no addi t i onal  devi ce speci f i c  user  i nt er f ace r equi r ement s] [
Addi t i onal  user  i dent i f i cat i on and aut hent i cat i on r equi r ement s ar e def i ned 
i n t he TABLE.

TABLE:  Addi t i onal  Devi ce Speci f i c  User  I dent i f i cat i on and Aut hent i cat i on Requi r ement s

User  I nt er f ace Devi ce or  Descr i pt i on I dent i f i cat i on and Aut hor i zat i on
Requi r ement s

[ _____] [ _____]

[ _____] [ _____]

[ _____] [ _____]

[ _____] [ _____]

]
[ 3. 4. 3. 1   [ _____]

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *
NOTE:   Use t hi s subpar t  ( and make addi t i onal  copi es 
as needed)  t o def i ne any uni que I dent i f i cat i on and 
Aut hor i zat i on Requi r ement s used i n t he t abl e above.   
Two common al t er nat e met hods f or  mul t i f act or  
aut hent i cat i on ar e:
1)  Text / SMS/ emai l  Based -  wher e a message ( code)  i s 
sent  as a t ext  t o a cel l  phone or  t o an emai l  
addr ess.
2)  Har dwar e Token Based -  wher e t her e i s a har dwar e 
devi ce such as a USB key or  a pseudo r andom number  
gener at or  ( RSA t oken)  t hat  i s  used i nst ead of  a PI V 
car d.  

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *

[ _____]

]

3. 4. 4   I mpl ement at i on of  I dent i f i cat i on and Aut hor i zat i on Requi r ement s

I dent i f i cat i on and Aut hor i zat i on must  be met  by one of  t he f ol l owi ng 
met hods:

a.   Di r ect  i mpl ement at i on i n t he user  i nt er f ace.  

b.   For  user  i nt er f aces on a comput er :   i nher i t i ng t he I dent i f i cat i on and 
Aut hor i zat i on f r om t he comput er  oper at i ng syst em,  ei t her  by t he 
oper at i ng syst em l i mi t i ng access t o speci f i c  appl i cat i ons by user ,  or  
by t he appl i cat i on i t sel f  havi ng per mi ssi ons based on t he user  l ogged 
i nt o t he comput er .
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c.   For  r emot e i nt er f aces:   an i mpl ement at i on shar ed bet ween t he r emot e 
user  i nt er f ace ser ver  and t he r emot e user  i nt er f ace cl i ent .   For  
exampl e,  a r equi r ement  f or  PI V aut hent i cat i on may be met  on a r emot e 
user  i nt er f ace by a PI V r eader  on a web br owser  c l i ent  whi ch sends t he 
aut hent i cat i on i nf or mat i on v i a HTTPS t o t he r emot e ser ver .

3. 4. 5   Passwor d- Based Aut hent i cat i on Requi r ement s

3. 4. 5. 1   Passwor ds f or  Sof t war e and Appl i cat i ons Runni ng on Comput er s

Al l  sof t war e and appl i cat i ons r unni ng on comput er s suppor t i ng 
passwor d- based aut hent i cat i on must  enf or ce t he f ol l owi ng r equi r ement s:

a.  Mi ni mum passwor d l engt h of  12 char act er s

b.  Passwor d must  cont ai n at  l east  one upper case char act er .

c.  Passwor d must  cont ai n at  l east  one l ower case char act er .

d.  Passwor d must  cont ai n at  l east  one numer i c char act er .

e.  Passwor d must  cont ai n at  l east  one speci al  char act er .   The l i s t  of  
suppor t ed speci al  char act er s must  i ncl ude at  l east  4 separ at e 
char act er s.

f .  Passwor d must  have a mi ni mum l i f et i me of  24 hour s.

g.  Passwor d must  have a maxi mum l i f et i me of  60 days.  When passwor ds 
expi r e,  pr ompt  user s t o change passwor ds.   Do not  l ock account s due t o 
expi r ed passwor ds.

h.  Passwor d must  di f f er  f r om pr evi ous f i ve passwor ds,  wher e di f f er  i s  
def i ned as changi ng at  l east  50 per cent  of  t he char act er s ( wher e 
l ocat i on i s s i gni f i cant ,  a char act er  may be r eused i f  i t  i s  i n a 
di f f er ent  posi t i on) .

i .  Passwor ds must  be cr ypt ogr aphi cal l y pr ot ect ed dur i ng st or age and 
t r ansmi ssi on.

3. 4. 5. 2   Passwor ds f or  Cont r ol l er s FULLY Suppor t i ng Account s

Al l  cont r ol l er s FULLY suppor t i ng account s and suppor t i ng passwor d- based 
aut hent i cat i on must  enf or ce t he f ol l owi ng r equi r ement s:

a.  Mi ni mum passwor d l engt h of  t wel ve ( 12)  char act er s

b.  Passwor d must  cont ai n at  l east  one upper case char act er .

c.  Passwor d must  cont ai n at  l east  one l ower case char act er .

d.  Passwor d must  cont ai n at  l east  one numer i c char act er .

e.  Passwor d must  cont ai n at  l east  one speci al  char act er .   The l i s t  of  
suppor t ed speci al  char act er s must  i ncl ude at  l east  4 separ at e 
char act er s.

f .  Passwor d must  have a maxi mum l i f et i me of  s i xt y ( 60)  days.  When 
passwor ds expi r e,  pr ompt  user s t o change passwor ds.   Do not  l ock 
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account s due t o expi r ed passwor ds.

g.  Passwor d must  di f f er  f r om pr evi ous f i ve ( 5)  passwor ds,  wher e di f f er  i s  
def i ned as changi ng at  l east  f i f t y  per cent  of  t he char act er s.

h.  Passwor ds must  be cr ypt ogr aphi cal l y pr ot ect ed dur i ng st or age and 
t r ansmi ssi on.

3. 4. 5. 3   Passwor ds f or  Remot e I nt er f aces

Passwor ds f or  connect i ng t o a Remot e User  I nt er f ace suppor t i ng 
passwor d- based aut hent i cat i on must  enf or ce t he f ol l owi ng r equi r ement s:

a.  Mi ni mum passwor d l engt h of  t wel ve ( 12)  char act er s

b.  Passwor d must  cont ai n at  l east  one upper case char act er .

c.  Passwor d must  cont ai n at  l east  one l ower case char act er .

d.  Passwor d must  cont ai n at  l east  one numer i c char act er .

e.  Passwor d must  cont ai n at  l east  one speci al  char act er .   The l i s t  of  
suppor t ed speci al  char act er s must  i ncl ude at  l east  4 separ at e 
char act er s.

f .  Passwor d must  have a maxi mum l i f et i me of  60 days.  When passwor ds 
expi r e,  pr ompt  user s t o change passwor ds.   Do not  l ock account s due t o 
expi r ed passwor ds.

g.  Passwor d must  di f f er  f r om pr evi ous f i ve passwor ds,  wher e di f f er  i s  
def i ned as changi ng at  l east  50 per cent  of  t he char act er s ( wher e 
l ocat i on i s s i gni f i cant ,  a char act er  may be r eused i f  i t  i s  i n a 
di f f er ent  posi t i on) .

h.  Passwor ds must  be cr ypt ogr aphi cal l y pr ot ect ed dur i ng st or age and 
t r ansmi ssi on.

3. 4. 5. 4   Passwor ds f or  Devi ces Mi ni mal l y Suppor t i ng Account s

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *
NOTE:   I ndi cat e mi ni mum passwor d r equi r ement s f or  
devi ces MI NI MALLY suppor t i ng account s.   Use as l ar ge 
a val ue as pr act i cal ,  but  use caut i on t o pi ck a 
number  t hat  i s  suppor t abl e by t he component s.   

Never  al l ow a mi ni mum l engt h l ess t han f our  
char act er s.   For  HVAC cont r ol  syst ems,  s i mpl e Local  
Di spl ay Panel s may not  suppor t  mor e t han f our  
char act er s,  and keepi ng f our  as t he mi ni mum i s 
gener al l y r ecommended.

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *

Devi ces MI NI MALLY suppor t i ng account s must  suppor t  passwor ds wi t h a 
mi ni mum l engt h of  [ f our ] [ _____]  char act er s.

3. 4. 5. 5   Passwor d Conf i gur at i on and Repor t i ng

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *
NOTE:   Sel ect  whet her  t he cont r act or  wi l l  change
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passwor ds and submi t  a copy of  t he passwor ds or
accompany si t e per sonnel  whi l e t hey change passwor ds.

I n t he case of  cont r act or  changi ng t he passwor ds:  
Pr ovi de a POC f or  passwor d coor di nat i on.   Thi s wi l l  
gener al l y be a super vi sor  or  ot her  seni or  member  of  
t he pr oj ect  s i t e mai nt enance or gani zat i on.

The Passwor d Summar y Repor t  i s  needed by t he pr oj ect  
s i t e syst em owner  or  O&M st af f .   Thi s r epor t  i s  
r equi r ed t o be del i ver ed as har dcopy i n a seal ed 
envel ope t o keep passwor ds mor e conf i dent i al .  Not e 
t hat  t he cont r act or  wi l l
know t he passwor ds,  so t her e r emai ns a r i sk,  but  by
changi ng t he def aul t  t he number  of  i ndi v i dual s
knowi ng t he passwor d f or  a speci f i c  devi ce i s
gr eat l y r educed ( f r om " ever yone"  t o " t he cont r act or
and t he i nst al l at i on" )

I n t he case of  s i t e per sonnel  changi ng t he
passwor ds,  i ndi cat e t he POC f or  coor di nat i on.

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *

[ For  al l  devi ces wi t h a passwor d,  change t he passwor d f r om t he def aul t  
passwor d.   Coor di nat e sel ect i on of  passwor ds wi t h t he Passwor d Poi nt  of  
Cont act .   Do not  use t he same passwor d f or  mor e t han one devi ce unl ess 
speci f i cal l y i nst r uct ed t o do so.   Pr ovi de a Conf i dent i al  Passwor d Repor t  
document i ng t he passwor d f or  each devi ce and descr i bi ng t he pr ocedur e t o 
change t he passwor d f or  each devi ce.

Do not  pr ovi de t he Passwor d Summar y Repor t  i n el ect r oni c f or mat .   Pr ovi de 
[ t wo] [ _____]  har dcopi es of  t he Passwor d Summar y Repor t ,  each copy i n i t s 
own seal ed envel ope.

] [ For  al l  devi ces wi t h a passwor d,  coor di nat e t he changi ng of  passwor ds wi t h
t he pr oj ect  s i t e f ol l owi ng t est i ng of  t he syst em but  pr i or  t o t ur nover  t o
t he Gover nment .  Coor di nat e wi t h Passwor d Poi nt  of  Cont act  t o det er mi ne 
appr opr i at e pr oj ect  s i t e per sonnel  t o compl et e passwor d changes.  Accompany 
i dent i f i ed per sonnel  t o each devi ce wi t h a passwor d and i nst r uct  per sonnel  
on t he pr ocess of  changi ng passwor d.  Recor d t he t i me,  dat e and per sonnel  
pr esent  when each devi ce' s passwor d i s changed and submi t  a Passwor d 
Change Summar y Repor t  document i ng t hi s i nf or mat i on.

Pr ovi de t he Passwor d Summar y Repor t  el ect r oni cal l y i n bot h PDF and
Mi cr osof t  Excel .

]

3. 4. 6   Aut hent i cat or  Feedback

{ For  Gover nment  Ref er ence Onl y:   Thi s subpar t  r el at es t o I A- 6;  CCI - 000206}

Devi ces must  never  show aut hent i cat i on i nf or mat i on,  i ncl udi ng passwor ds,  
on a di spl ay.   Devi ces t hat  moment ar i l y  di spl ay a char act er  as i t  i s  
ent er ed,  and t hen obscur e t he char act er ,  ar e accept abl e.   For  devi ces t hat  
have STI Gs or  SRGs r el at ed t o obscur i ng of  aut hent i cat or  f eedback 
( CCI - 000206) ,  compl y wi t h t he r equi r ement s of  t hose STI GS/ SRGs.
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[ 3. 4. 7   I mpl ement at i on of  PKI  I nf r ast r uct ur e i n MODERATE I mpact  Syst ems

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *
NOTE:   For  MODERATE I mpact  Syst ems:  Most  syst ems 
wi l l  not  use PKI  ( t ypi cal l y i mpl ement ed as PI V ( CAC)  
aut hent i cat i on) .   I f  PKI  i s suppor t ed at  t he f r ont  
end,  i t  may be i mpl ement ed by t he base- wi de net wor k 
( Pl at f or m Encl ave)  and not  t he cont r ol s cont r act or .  
I f  t her e i s a r equi r ement  f or  t he cont r act or  t o 
suppor t  PKI ,  i ncl ude t hi s subpar t ,  ot her wi se r emove 
i t .

Not e,  PKI  I nf r ast r uct ur e i s not  r equi r ed t o suppor t  
t he r equi r ement  f or  use of  HTTPS f or  r emot e user  
i nt er f aces.

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *

Coor di nat e wi t h t he PKI  I nf r ast r uct ur e Poi nt  of  Cont act  t o conf i gur e t he 
syst em t o i mpl ement  PKI  such t hat  t he syst em val i dat es cer t i f i cat i ons by 
const r uct i ng and ver i f y i ng a cer t i f i cat i on pat h t o an accept ed t r ust  
anchor  i ncl udi ng checki ng cer t i f i cat e st at us i nf or mat i on;  t he syst em 
enf or ces aut hor i zed access t o t he cor r espondi ng pr i vat e key;  t he syst em 
maps t he aut hent i cat ed i dent i t y t o t he account  of  t he i ndi v i dual  or  gr oup;  
and t he syst em i mpl ement s a l ocal  cache of  r evocat i on dat a t o suppor t  pat h 
di scover y and val i dat i on i n case of  i nabi l i t y  t o access r evocat i on 
i nf or mat i on v i a t he net wor k.

] 3. 5   CYBERSECURI TY AUDI TI NG

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *
NOTE:   Audi t i ng wi t hi n t he cont r ol  syst em i s a 
compl ex r equi r ement .   For  st andar d i nf or mat i on 
syst ems,  DoD has ext ensi ve audi t i ng r equi r ement s,  
whi ch l ar gel y cannot  be met  wi t hi n a t ypi cal  cont r ol  
syst em.   For  mor e i nf or mat i on on audi t i ng,  see UFC 
4- 010- 06,  Cyber secur i t y f or  Faci l i t y- Rel at ed Cont r ol  
Syst ems

DoD r equi r es ( see AU- 2)  t he capabi l i t y  t o audi t  t he 
f ol l owi ng event s:

   a.  Successful and unsuccessful attempts to
      access, modify, or delete privileges, security
      objects, security levels, or categories of
      information (e.g. Classification levels) 
      -  gener al l y onl y appl i cabl e t o comput er s.

   b.  Successful and unsuccessful logon attempts 
      -  gener al l y onl y appl i cabl e t o comput er s and
      devi ces FULLY suppor t i ng account s.

   c.   Privileged activities or other system level
      access -  gener al l y onl y appl i cabl e t o 
      comput er s.

   d.  Starting and ending time for user access to
      the system -  gener al l y onl y appl i cabl e t o
      comput er s and devi ces FULLY suppor t i ng  

SECTI ON 25 05 11  Page 69



      account s.

   e.  Concurrent logons from different workstations
      -  gener al l y onl y appl i cabl e t o comput er s and
      devi ces wi t h web i nt er f aces.

   f .  Successful and unsuccessful accesses to
      objects -  gener al l y onl y appl i cabl e t o
      comput er s.

   g.  All program initiations -  gener al l y onl y
      appl i cabl e t o comput er s;  f or  a cont r ol l er ,
      t hi s i s cover ed under  ker nel  modul e act i ons,
      bel ow.

   h.  All direct access to the information system 
      -  gener al l y onl y f or  comput er s.

   i .  All account creations, modifications,
      disabling, and terminations -  gener al l y onl y
      appl i cabl e t o devi ces t hat  FULLY suppor t
      account s.

   j .  All kernel module load, unload, and restart 
      -  t hi s coul d appl y t o comput er s or  cont r ol l er s.

DoD al so r equi r es t hat  t he sel ect i on of  whi ch event s 
get  audi t ed i s under  t he cont r ol  of  t he I nf or mat i on 
Syst em Secur i t y Manager  ( I SSM) .

DoD r equi r es ( see AU- 3)  t hat  audi t  r ecor ds cont ai n 
t he f ol l owi ng:
   t ype of  event
   t i me of  t he event
   l ocat i on of  t he event
   sour ce of  t he event
   r esul t  of  t he event
   t he i dent i t y of  any i ndi v i dual s or  subj ect s
      associ at ed wi t h t he event .
Not e t hat  much of  t hi s i nf or mat i on wi l l  be not  
appl i cabl e f or  f i el d cont r ol  syst em devi ces.

DoD r equi r es t hat  al l  devi ces i n t he syst em be 
capabl e of  audi t i ng event s,  but  al l ows t he I SSM t o 
sel ect  whi ch devi ces must  per f or m audi t i ng ( see 
AU- 12 ( b) ) .

Not e t hat  t her e i s a l ar ge gap bet ween what  i s 
t heor et i cal l y r equi r ed i n t er ms of  a capabi l i t y  
( " audi t  al l  event s at  al l  devi ces" )  vs.  what  i s 
pr act i cal  and r easonabl e t o i mpl ement  i n a speci f i c  
cont r ol  syst em.   The desi gner  needs t o pr ovi de i nput  
on what  can and cannot  be done i n t er ms of  what  
devi ces i n t he syst em can per f or m audi t i ng,  and what  
event s can t hey audi t .

Requi r e i mpl ement at i on f or  what  i s possi bl e but  do 
not  r equi r e unr easonabl e r equi r ement s.   Be pr epar ed 
t o document / expl ai n i mpr act i cal  r equi r ement s i f  
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r equi r ed by t he Syst em Owner  ( SO)  or  Aut hor i z i ng 
Of f i c i al  ( AO)

Cont r ol  Syst em Al ar ms:
Cont r ol  syst em al ar ms shoul d have si mi l ar  
r equi r ement s.  The desi gner  shoul d speci f y what  
al ar ms shoul d be gener at ed,  whi ch devi ces shoul d 
per f or m al ar m gener at i on,  t he accur acy of  al ar m t i me 
st amps,  r esponse t o al ar m gener at i on f ai l ur es ( e. g.  
l oss of  communi cat i on wi t h a f i el d devi ce) ,  and 
suf f i c i ent  st or age capaci t y at  t he f r ont  end t o 
mai nt ai n al ar m/ event  l ogs f or  a speci f i ed per i od of  
t i me.  These r equi r ement s shoul d be def i ned i n t he 
r el evant  cont r ol  syst em speci f i cat i ons,  not  i n t hi s 
Sect i on.

Not e t he abi l i t y  f or  t he cont r ol  syst em t o send 
emai l s i s dependent  on t he si t e havi ng t he pr oper  
i nf r ast r uct ur e i n pl ace.   Coor di nat e wi t h t he s i t e 
i f  t hi s capabi l i t y  i s  r equi r ed and i s not  al r eady 
avai l abl e as par t  of  exi st i ng cont r ol  syst em 
r equi r ement s or  f unct i onal i t y.

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *

Wher e an audi t i ng r equi r ement  exi st s f or  emai l  not i f i cat i on,  not i f y v i a 
emai l  t he appl i cat i on admi ni st r at or  and I nf or mat i on Syst em Secur i t y 
Of f i cer  ( I SSO)  of  t he event .   Coor di nat e wi t h t he Emai l  Addr ess Poi nt  of  
Cont act  f or  emai l  addr esses.   I f  out goi ng emai l  i s  not  avai l abl e t o t he 
syst em,  conf i gur e t he syst em f or  t hese not i f i cat i ons f or  f ut ur e suppor t  of  
out goi ng emai l .

3. 5. 1   Audi t  Event s,  Cont ent  of  Audi t  Recor ds,  and Audi t  Gener at i on

{ For  Gover nment  Ref er ence Onl y:   Thi s subpar t  ( and i t s subpar t s)  r el at es 
t o AU- 2( a) ,  AU- 2( c) ,  AU- 2( d) ,  AU- 3,  AU- 10,  AU- 12,  AU- 14( b) ,  AU- 14( 1) ,  
AU- 14( 2) ,  AU- 14( 3) ,  CM- 5( 1) ,  SC- 7 ( 9) ;   CCI - 000123,  CCI - 001571,  
CCI - 000125,  CCI - 001485,  CCI - 000130,  CCI - 000131,  CCI - 000132,  CCI - 001230,  
CCI - 000133,  CCI - 000134,  CCI - 001487,  CCI - 000166,  CCI - 001899,  CCI - 000169,  
CCI - 001459,  CCI - 000171,  CCI - 000172,  CCI - 001910,  CCI - 001914,  CCI - 001919,  
CCI - 001464,  CCI - 001462,  CCI - 001920,  CCI - 001814,  CCI - 002400.  For  MODERATE 
I mpact  syst ems,  t hi s subpar t  ( and i t s subpar t s)  al so r el at es t o AU- 3 ( 1) ;  
CCI - 000135,  CCI - 001488}

For  devi ces t hat  have STI G/ SRGs r el at ed t o audi t  event s,  cont ent  of  audi t  
r ecor ds or  audi t  gener at i on,  compl y wi t h t he r equi r ement s of  t hose 
STI G/ SRGs.

I f  audi t i ng r equi r ement s can be met  usi ng exi st i ng cont r ol  syst em al ar m or  
event  capabi l i t i es,  t hose exi st i ng capabi l i t i es may be used t o meet  t hese 
r equi r ement s.

3. 5. 1. 1   Comput er s

For  each comput er ,  pr ovi de t he capabi l i t y  t o sel ect  audi t ed event s and t he 
cont ent  of  audi t  l ogs.   Conf i gur e comput er s t o audi t  t he i ndi cat ed event s,  
and t o r ecor d t he i ndi cat ed i nf or mat i on f or  each audi t abl e event  
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3. 5. 1. 1. 1   Audi t ed Event s

Conf i gur e each comput er  t o audi t  t he f ol l owi ng event s:

a.   Successf ul  and unsuccessf ul  at t empt s t o access,  modi f y,  or  del et e 
pr i v i l eges,  secur i t y obj ect s,  secur i t y l evel s,  or  cat egor i es of  
i nf or mat i on ( e. g.  c l assi f i cat i on l evel s)

b.   Successf ul  and unsuccessf ul  l ogon at t empt s

c.   Successf ul  l ogout s

 d.   Pr i v i l eged act i v i t i es or  ot her  syst em l evel  access

e.   Concur r ent  l ogons f r om di f f er ent  wor kst at i ons

f .   Successf ul  and unsuccessf ul  accesses t o obj ect s

g.   Al l  pr ogr am i ni t i at i ons

h.   Al l  di r ect  access t o t he i nf or mat i on syst em

i .   Al l  account  cr eat i ons,  modi f i cat i ons,  di sabl i ng,  and t er mi nat i ons.   
For  MODERATE I mpact  Syst ems,  al so pr ovi de emai l  not i f i cat i on when 
t hese audi t  event s occur .

j .   Al l  ker nel  modul e l oad,  unl oad,  and r est ar t

3. 5. 1. 1. 2   Audi t  Event  I nf or mat i on To Recor d 

Conf i gur e each comput er  t o r ecor d,  f or  each audi t abl e event ,  t he f ol l owi ng 
i nf or mat i on ( wher e appl i cabl e t o t he event ) :

a.   What  t ype of  event  occur r ed

b.   When t he event  occur r ed

c.   Wher e t he event  occur r ed

d.   The sour ce of  t he event

e.   The out come of  t he event

f .   The i dent i t y of  any i ndi v i dual s or  subj ect s associ at ed wi t h t he event

h.   For  MODERATE I mpact  Syst ems:  For  al l  pr i v i l eged commands,  f ul l - t ext  
r ecor di ng of  t he execut ed command and t he user  execut i ng t he command

For  MODERATE I mpact  Syst ems:  Audi t  r ecor ds must  pr ovi de suf f i c i ent  det ai l  
t o r econst r uct  event s t o det er mi ne cause of  compr omi se and magni t ude of  
damage,  mal f unct i on,  or  secur i t y v i ol at i on.

3. 5. 1. 2   For  HVAC Cont r ol  Syst em Cont r ol l er s

3. 5. 1. 2. 1   HVAC Cont r ol  Syst em Cont r ol l er s FULLY Suppor t i ng User  Account s

For  each cont r ol l er  whi ch FULLY suppor t s account s,  pr ovi de t he capabi l i t y  
t o sel ect  audi t ed event s and t he cont ent  of  audi t  l ogs.   Conf i gur e 
cont r ol l er s t o audi t  t he i ndi cat ed event s,  and t o r ecor d t he i ndi cat ed 
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i nf or mat i on f or  each audi t abl e event .

3. 5. 1. 2. 1. 1   Audi t ed Event s

Conf i gur e each cont r ol l er  t o audi t  t he f ol l owi ng event s:

a.  Successf ul  and unsuccessf ul  l ogon at t empt s t o t he cont r ol l er
   

b.  Successf ul  l ogout s

c.  Al l  account  cr eat i ons,  modi f i cat i ons,  di sabl i ng,  and t er mi nat i ons.   For  
MODERATE I mpact  Syst ems,  al so pr ovi de emai l  not i f i cat i on when t hese 
audi t  event s occur .

d.  Al l  cont r ol l er  shut down and st ar t up

e.  For  pr i v i l eged user  i nt er f aces i n MODERATE I mpact  Syst ems:  Al l  user  
commands.

3. 5. 1. 2. 1. 2   Audi t  Event  I nf or mat i on To Recor d

Conf i gur e each cont r ol l er  t o r ecor d,  f or  each audi t abl e event ,  t he 
f ol l owi ng i nf or mat i on ( wher e appl i cabl e t o t he event ) :

a.  what  t ype of  event  occur r ed

b.  when t he event  occur r ed

c.  t he i dent i t y of  any i ndi v i dual s or  subj ect s associ at ed wi t h t he event

d.  For  pr i v i l eged user  i nt er f aces i n MODERATE I mpact  Syst ems:  Ful l  t ext  
r ecor di ng of  t he execut ed command and t he user  execut i ng t he command.

For  MODERATE I mpact  Syst ems:  Audi t  r ecor ds must  pr ovi de suf f i c i ent  det ai l  
t o r econst r uct  event s t o det er mi ne cause of  compr omi se and magni t ude of  
damage,  mal f unct i on,  or  secur i t y v i ol at i on.

3. 5. 1. 2. 2   Ot her  HVAC Cont r ol  Syst em Cont r ol l er s

Ther e ar e no r equi r ement s t o per f or m audi t i ng at  HVAC f i el d cont r ol l er s 
t hat  do not  FULLY suppor t  account s.

3. 5. 1. 3   For  Li ght i ng Cont r ol  Syst em Cont r ol l er

3. 5. 1. 3. 1   Li ght i ng Cont r ol  Syst em Cont r ol l er s FULLY Suppor t i ng User  
Account s

For  each cont r ol l er  whi ch FULLY suppor t s account s,  pr ovi de t he capabi l i t y  
t o sel ect  audi t ed event s and t he cont ent  of  audi t  l ogs.   Conf i gur e 
cont r ol l er s t o audi t  t he i ndi cat ed event s,  and t o r ecor d t he i ndi cat ed 
i nf or mat i on f or  each audi t abl e event .

3. 5. 1. 3. 1. 1   Audi t ed Event s

Conf i gur e each cont r ol l er  t o audi t  t he f ol l owi ng event s:

a.  Successf ul  and unsuccessf ul  l ogon at t empt s t o t he cont r ol l er
   

b.  Successf ul  l ogout s
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c.  Al l  account  cr eat i ons,  modi f i cat i ons,  di sabl i ng,  and t er mi nat i ons.   For  
MODERATE I mpact  Syst ems,  al so pr ovi de emai l  not i f i cat i on when t hese 
audi t  event s occur .

d.  Al l  cont r ol l er  shut down and st ar t up

e.  For  pr i v i l eged user  i nt er f aces i n MODERATE I mpact  Syst ems:  Al l  user  
commands.

3. 5. 1. 3. 1. 2   Audi t  Event  I nf or mat i on To Recor d

Conf i gur e each cont r ol l er  t o r ecor d,  f or  each audi t abl e event ,  t he 
f ol l owi ng i nf or mat i on ( wher e appl i cabl e t o t he event ) :

a.  what  t ype of  event  occur r ed

b.  when t he event  occur r ed

c.  t he i dent i t y of  any i ndi v i dual s or  subj ect s associ at ed wi t h t he event

d.  For  pr i v i l eged user  i nt er f aces i n MODERATE I mpact  Syst ems:  Ful l  t ext  
r ecor di ng of  t he execut ed command and t he user  execut i ng t he command.

For  MODERATE I mpact  Syst ems:  Audi t  r ecor ds must  pr ovi de suf f i c i ent  det ai l  
t o r econst r uct  event s t o det er mi ne cause of  compr omi se and magni t ude of  
damage,  mal f unct i on,  or  secur i t y v i ol at i on 

3. 5. 1. 3. 2   Ot her  Li ght i ng Cont r ol  Syst em Cont r ol l er s

Ther e ar e no r equi r ement s t o per f or m audi t i ng at  Li ght i ng f i el d 
cont r ol l er s t hat  do not  FULLY suppor t  account s.

[ 3. 5. 1. 4   [ _____]  Cont r ol  Syst em Cont r ol l er s

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *
NOTE:   Use t hi s br acket ed subpar t  i f  needed t o add 
r equi r ement s f or  a speci f i c  cont r ol  syst em t ype 
( e. g.  l i ght i ng,  el ect r i cal  di st r i but i on et c. ) ,  
s i mi l ar  t o how HVAC and Li ght i ng cont r ol  syst em 
cont r ol l er s ar e cover ed above.   

I f  addi ng a new cont r ol  syst em t ype,  submi t  a 
Cr i t er i a Change Request  wi t h t he r el evant  
r equi r ement s t o have t hat  syst em i ncl uded i n t he 
publ i shed UFGS.

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *

[ _____]

] 3. 5. 1. 5   Def aul t  Requi r ement s f or  Cont r ol  Syst em Cont r ol l er s

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *
NOTE:   Do not  edi t  t hese r equi r ement s.   These 
def aul t  r equi r ement s shoul d onl y be used i n l i eu of  
t echnol ogy- speci f i c  r equi r ement s i n t he pr ecedi ng 
par agr aphs.   I f  t hese def aul t  r equi r ement s ar e 
i nappr opr i at e,  ensur e t hat  t he pr ecedi ng par agr aphs 
pr ovi de appr opr i at e t echnol ogy- speci f i c  r equi r ement s.
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* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *

For  cont r ol  syst em cont r ol l er s wher e Audi t  Event s,  Cont ent  of  Audi t  
Recor ds,  and Audi t  Gener at i on ar e not  ot her wi se i ndi cat ed i n t hi s Sect i on:

3. 5. 1. 5. 1   Cont r ol l er s Whi ch FULLY Suppor t  Account s

For  each cont r ol l er  whi ch FULLY suppor t s account s,  pr ovi de t he capabi l i t y  
t o sel ect  audi t ed event s and t he cont ent  of  audi t  l ogs.   Conf i gur e 
cont r ol l er s t o audi t  t he i ndi cat ed event s,  and t o r ecor d t he i ndi cat ed 
i nf or mat i on f or  each audi t abl e event .

3. 5. 1. 5. 1. 1   Audi t ed Event s

Conf i gur e each cont r ol l er  t o audi t  t he f ol l owi ng event s:

a.  Successf ul  and unsuccessf ul  at t empt s t o access,  modi f y,  or  del et e 
pr i v i l eges,  secur i t y obj ect s,  secur i t y l evel s,  or  cat egor i es of  
i nf or mat i on ( e. g.  c l assi f i cat i on l evel s)

b.  Successf ul  and unsuccessf ul  l ogon at t empt s

c.  Successf ul  l ogout s

d.  Concur r ent  l ogons f r om di f f er ent  wor kst at i ons

e.  Al l  account  cr eat i ons,  modi f i cat i ons,  di sabl i ng,  and t er mi nat i ons.  For  
MODERATE I mpact  Syst ems,  al so pr ovi de emai l  not i f i cat i on when t hese 
audi t  event s occur .

f .  Al l  ker nel  modul e l oad,  unl oad,  and r est ar t

g.  For  pr i v i l eged user  i nt er f aces i n MODERATE I mpact  Syst ems:  Al l  user  
commands.

3. 5. 1. 5. 1. 2   Audi t  Event  I nf or mat i on To Recor d 

Conf i gur e each cont r ol l er  t o r ecor d,  f or  each audi t abl e event ,  t he 
f ol l owi ng i nf or mat i on ( wher e appl i cabl e t o t he event ) :

a.  what  t ype of  event  occur r ed

b.  when t he event  occur r ed

c.  wher e t he event  occur r ed

d.  t he sour ce of  t he event

e.  t he out come of  t he event

f .  t he i dent i t y of  any i ndi v i dual s or  subj ect s associ at ed wi t h t he event

g.  For  pr i v i l eged user  i nt er f aces i n  MODERATE I mpact  Syst ems:  Ful l  t ext  
r ecor di ng of  t he execut ed command and t he user  execut i ng t he command.

For  MODERATE I mpact  Syst ems:  Audi t  r ecor ds must  pr ovi de suf f i c i ent  det ai l  
t o r econst r uct  event s t o det er mi ne cause of  compr omi se and magni t ude of  
damage,  mal f unct i on,  or  secur i t y v i ol at i on 
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3. 5. 1. 5. 2   Cont r ol l er s Whi ch Do Not  FULLY Suppor t  Account s

For  each cont r ol l er  whi ch does not  FULLY suppor t  account s conf i gur e t he 
cont r ol l er  t o audi t  al l  cont r ol l er  shut down and st ar t up event s and t o 
r ecor d f or  each event  t he t ype of  event  and when t he event  occur r ed.

3. 5. 2   Audi t  Ti me St amps

{ For  Gover nment  Ref er ence Onl y:   Thi s subpar t  ( and i t s subpar t s)  r el at es 
t o AU- 8;  CCI - 000159,  CCI - 001889,  CCI - 001890.   For  MODERATE I mpact  syst ems,  
t hi s subpar t  ( and i t s subpar t s)  al so r el at es t o AU- 8 ( 1) ;  CCI - 001891,  
CCI - 001892,  CCI - 002046. }

Any devi ce ( comput er  or  cont r ol l er )  gener at i ng audi t  r ecor ds must  have an 
i nt er nal  c l ock capabl e of  pr ovi di ng t i me wi t h a r esol ut i on of  one second.   
Cl ocks must  not  dr i f t  mor e t han 10 seconds per  day.   Conf i gur e t he syst em 
so t hat  each devi ce ( comput er  or  cont r ol l er )  gener at i ng audi t  r ecor ds 
mai nt ai ns accur at e t i me t o wi t hi n 1 second.   Not e t hat  i f  t he cont r ol  
syst em speci f i cat i ons i ncl ude r equi r ement  f or  c l ocks,  t he most  st r i ngent  
r equi r ement  appl i es.

3. 5. 3   Audi t i ng Fr ont  End Sof t war e

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *
NOTE:   Audi t i ng Fr ont  End Sof t war e may be a 
component  of  t he cont r ol  syst em f r ont  end or  a 
separ at e sof t war e package.   I n ei t her  case -  but  
par t i cul ar l y when i t  i s  par t  of  an exi st i ng cont r ol  
syst em f r ont  end - -  t he s i t e may al r eady have t hi s 
sof t war e.

Conf i r m wi t h t he pr oj ect  s i t e whet her  t hey al r eady 
have t hi s sof t war e.   I f  t hey do,  i ndi cat e t he 
cur r ent  sof t war e.

Use t he br acket ed t ext  t o i ndi cat e wher e sof t war e i s 
t o be i nst al l ed ( ei t her  on t he cont r ol  syst em f r ont  
end comput er  or  i ndi cat e anot her  comput er )  or  t o 
r equi r e t hat  t he sof t war e be pr ovi ded f or  
i nst al l at i on by t he pr oj ect  s i t e.

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *

The pr oj ect  s i t e cur r ent l y has t he f ol l owi ng sof t war e t o suppor t  cont r ol  
syst em audi t i ng:  [ none] [ _____] .   I f  t her e i s no exi st i ng audi t i ng f r ont  
end sof t war e or  t he sof t war e i s not  compat i bl e wi t h t he pr ovi ded cont r ol  
syst ems,  pr ovi de Audi t i ng Fr ont  End Sof t war e wi t h audi t  l og i mpor t  and 
upl oad,  expor t ,  not i f i cat i on,  and anal ysi s f unct i onal i t y.   The Audi t i ng 
Fr ont  End Sof t war e may be pr ovi ded as a component  of  t he cont r ol  syst em 
f r ont  end or  as a separ at e sof t war e package,  and a s i ngl e package may 
ser ve mul t i pl e cont r ol  syst ems pr ovi ded under  t he same pr oj ect s i f  t hey 
ar e shar i ng a cyber secur i t y aut hor i zat i on.

When t he Audi t i ng Fr ont  End Sof t war e i s nei t her  exi st i ng nor  i nst al l ed 
under  t he r equi r ement s of  anot her  Sect i on,  f ur ni sh t he Audi t i ng Fr ont  End 
Sof t war e medi a and l i cense [ f or  subsequent  Gover nment  i nst al l at i on] [ and 
i nst al l  t he sof t war e on [ _____] ] [ t he cont r ol  syst em f r ont  end comput er  i n 
[ _____] ] .   Submi t  copi es of  Audi t i ng Fr ont  End Sof t war e i f  t hi s f unct i on 
i s not  par t  of  t he sof t war e pr ovi ded wi t h t he cont r ol  syst em t o meet  
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r equi r ement s of  ot her  Sect i ons.  

3. 5. 3. 1   I mpor t  and Upl oad Requi r ement s

Audi t i ng Fr ont  End Sof t war e must  be capabl e of  i mpor t i ng audi t  l ogs f r om 
t he Devi ce Audi t  Recor d Upl oad Sof t war e and of  upl oadi ng audi t  l ogs over  
t he net wor k f r om al l  cont r ol  syst em devi ces suppor t i ng net wor k upl oad of  
audi t  l ogs.  

3. 5. 3. 2   Expor t  Requi r ement s

Audi t i ng Fr ont  End Sof t war e must  be capabl e of  expor t i ng t o a f i l e f or mat  
suppor t ed by Mi cr osof t  Excel .

3. 5. 3. 3   Not i f i cat i on Of  Audi t  Fai l ur e i n Devi ces i n MODERATE I mpact  Syst ems

The audi t i ng f r ont  end sof t war e must  be capabl e of  r ecei v i ng not i f i cat i ons 
of  audi t  f ai l ur e f r om cont r ol  syst em devi ces and comput er s and be abl e t o 
pr ovi de emai l  not i f i cat i on based on r ecei pt  of  t he not i f i cat i on.  

3. 5. 3. 4   Audi t  Reduct i on and Repor t  Gener at i on I n MODERATE I mpact  Syst ems

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *
NOTE:   I ndi cat e t he t i me st amp di scr epancy bet ween 
audi t  l ogs t hat  t he syst em must  be abl e t o 
accommodat e f or  cor r el at i ng audi t  l ogs.  Thi s 
account s f or  t i mest amp er r or s bet ween di f f er ent  
audi t i ng devi ces,  and wi l l  al l ow f or  mul t i pl e 
ent r i es t o be l i nked t o t he same event .   The 
2- second def aul t  i s  based on t he t i me st amp accur acy 
r equi r ement  i n t he Ti me St amps subpar t ,  and account s 
f or  devi ce c l ocks bei ng pl us or  mi nus 1 second 
( t ot al  of  a 2 second span) .

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *

{ For  Gover nment  Ref er ence Onl y:   Thi s subpar t  ( and i t s subpar t s)  r el at es 
t o AU- 6( 4) ,  AU- 7( a) ,  AU- 7( b) ,  AU- 7( 1) ,  AU- 12( 1) ;  CCI - 000154,  CCI - 001875,  
CCI - 001876,  CCI - 001877,  CCI - 001878,  CCI - 001879,  CCI - 001880,  CCI - 001881,  
CCI - 001882,  CCI - 000158,  CCI - 000173,  CCI - 000174,  CCI - 001577. }

Audi t i ng Fr ont  End Sof t war e must  pr ovi de audi t  r educt i on and r epor t i ng 
capabi l i t i es t hat  suppor t s on- demand r evi ew and anal ysi s,  on demand 
r epor t i ng,  and af t er  t he f act  i nvest i gat i ons of  secur i t y i nci dent s.   The 
sof t war e must  be abl e t o combi ne  audi t  r ecor ds f r om al l  component s wi t hi n 
t he syst em and anal yze t hem as a s i ngl e audi t  r ecor d.   The sof t war e must  
cor r ect  f or  di scr epanci es i n t i mest amps of  audi t  l ogs f r om di f f er ent  
sour ces and be abl e t o account  f or  di scr epanci es up t o [ 2] [ _____]  seconds 
bet ween sour ces.   The sof t war e must  not  al t er  or i gi nal  audi t  r ecor d 
cont ent  or  t i me or der i ng of  audi t  r ecor ds.   The sof t war e must  have t he 
capabi l i t y  t o f i l t er  audi t  r ecor ds usi ng user - def i ned f i el ds wi t hi n t he 
audi t  r ecor ds.

The audi t  r educt i on and r epor t i ng capabi l i t i es may i ncor por at e t hi r d par t y 
appl i cat i on,  such as Excel  or  Access.  
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3. 5. 4   Audi t  St or age Capaci t y and Audi t  Upl oad

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *
NOTE:   Sel ect  or  i ndi cat e dur at i on and r at e of  audi t  
r ecor d gener at i on f or  f i el d devi ces.    Unl ess t her e 
i s a known need,  do not  add r equi r ement s f or  
comput er  st or age capabi l i t y .  

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *

{ For  Gover nment  Ref er ence Onl y:   Thi s subpar t  ( and i t s subpar t s)  r el at es 
t o AU- 4;  CCI - 001848,  CCI - 001849}

The cr eat i on of  audi t  r ecor ds must  never  i nt er f er e wi t h nor mal  devi ce 
oper at i on.   Devi ces must  cease col l ect i on of  audi t i ng i nf or mat i on i f  
r equi r ed t o mai nt ai n nor mal  oper at i on.

a.   For  devi ces t hat  have STI G/ SRGs r el at ed t o audi t  st or age capaci t y 
( CCI - 001848 or  CCI - 001849)  compl y wi t h t he r equi r ement s of  t hose 
STI G/ SRGs.

b.   For  cont r ol l er s capabl e of  gener at i ng audi t  r ecor ds,  pr ovi de 
[ 60] [ _____]  days wor t h of  secur e l ocal  st or age,  assumi ng [ 10] [ _____]  
audi t abl e event s per  day. [   

c.   For  comput er s,  pr ovi de st or age f or  at  l east  [ _____]  audi t  r ecor ds. ]

3. 5. 4. 1   Audi t  Log St or age Not i f i cat i on I n MODERATE I mpact  Syst ems

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *
NOTE:   I ndi cat e who,  i n addi t i on t o t he I SSO and 
I SSM,  wi l l  r ecei ve not i f i cat i on t hat  audi t  l ogs ar e 
near l y f ul l .   I ndi cat e who t o coor di nat e wi t h f or  
emai l  addr esses.  

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *

{ For  Gover nment  Ref er ence Onl y:   Thi s subpar t  ( and i t s subpar t s)  r el at es 
t o AU- 5( 1) ;  CCI - 001855. }

Cont r ol l er s st or i ng audi t  l ogs must  pr ovi de not i f i cat i on when audi t  l ogs 
r each 75 per cent  of  capaci t y ei t her  di r ect l y t hr ough emai l  or  i ndi r ect l y 
by sendi ng a not i f i cat i on t o a comput er ,  and t he comput er  sendi ng an 
emai l .   Comput er s st or i ng audi t  l ogs must  pr ovi de not i f i cat i on when audi t  
l ogs r each 75 per cent  of  capaci t y di r ect l y t hr ough emai l .

3. 5. 4. 2   Devi ce Audi t  Recor d Upl oad Sof t war e

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *
NOTE:   I f  you i ndi cat ed an i nst al l at i on l ocat i on f or  
t he Audi t i ng Fr ont  End Sof t war e,  keep br acket ed t ext  
r equi r i ng t he Devi ce Audi t  Recor d Upl oad Sof t war e t o 
be i nst al l ed on t he same comput er .

Not e t hat  t hi s sof t war e may not  be r equi r ed f or  
ever y pr oj ect  i f  al l  devi ces and comput er s can 
upl oad t o t he Audi t i ng Fr ont  End.

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *

For  each devi ce ( comput er  or  cont r ol l er )  r equi r ed t o audi t  event s and f or  
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whi ch audi t  l ogs cannot  be upl oaded over  t he net wor k by t he Audi t i ng Fr ont  
End Sof t war e,  pr ovi de and l i cense t o t he Gover nment  sof t war e i mpl ement i ng 
a secur e mechani sm of  upl oadi ng audi t  r ecor ds f r om t he devi ce and 
expor t i ng t hem t o t he Audi t i ng Fr ont  End Sof t war e.   Wher e di f f er ent  
devi ces use di f f er ent  sof t war e,  pr ovi de sof t war e of  each t ype r equi r ed t o 
upl oad audi t  l ogs f r om al l  devi ces.

[ When Devi ce Audi t  Recor d Upl oad Sof t war e i s capabl e of  upl oadi ng audi t  
l ogs over  t he net wor k,  i nst al l  Devi ce Audi t  Recor d Upl oad Sof t war e on t he 
same comput er  as t he Audi t i ng Fr ont  End Sof t war e. ]   Submi t  copi es of  
devi ce audi t  r ecor d upl oad sof t war e i f  t hi s f unct i on i s not  par t  of  t he 
sof t war e pr ovi ded wi t h t he cont r ol  syst em t o meet  r equi r ement s of  ot her  
Sect i ons.   I f  t her e ar e no devi ces r equi r i ng t hi s sof t war e,  pr ovi de a 
document  st at i ng t hi s i n l i eu of  t hi s submi t t al .

3. 5. 5   Response t o Audi t  Pr ocessi ng Fai l ur es

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *
NOTE:   The r equi r ement  t hat  audi t  pr ocessi ng 
f ai l ur es not i f y a per son i mpl i es t hat  t hi s cont r ol  
can onl y be met  at  a comput er  wi t h net wor k access,  
not  by a cont r ol  devi ce wi t hi n t he cont r ol  syst em.   
The act i on t aken shoul d be " over wr i t e ol dest  audi t  
r ecor ds"  i f  possi bl e;  i t  shoul d al most  cer t ai nl y 
never  be " shut  down i nf or mat i on syst em" .   Pr ovi de a 
POC t o not i f y,  ei t her  t he Secur i t y Cont r ol s Assessor  
( SCA)  or  t he I nf or mat i on Syst em Secur i t y Of f i cer  
( I SSO) .   Pr ovi de a def aul t  act i on.

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *

{ For  Gover nment  Ref er ence Onl y:   Thi s subpar t  ( and i t s subpar t s)  r el at es 
t o AU- 5;  CCI - 000139,  CCI - 000140,  CCI - 001490. }

I n t he case of  a f ai l ur e i n t he audi t i ng syst em,  comput er s associ at ed wi t h 
audi t i ng must  pr ovi de emai l  not i f i cat i on[  and must  [ _____] ] .  For  MODERATE 
I mpact  syst ems,  t he comput er  must  al so not i f y t he associ at ed audi t i ng 
f r ont  end sof t war e.   I n case of  an audi t  f ai l ur e,  i f  possi bl e,  cont i nue t o 
col l ect  audi t  r ecor ds by [ over wr i t i ng exi st i ng audi t  r ecor ds] [ _____] .

For  MODERATE I mpact  Syst ems:  I n t he case of  an audi t  f ai l ur e at  a 
cont r ol l er  per f or mi ng audi t i ng,  t he devi ce must  not i f y t he associ at ed 
audi t i ng f r ont  end sof t war e of  t he audi t  f ai l ur e i f  abl e,  and must  
cont i nue t o col l ect  audi t  r ecor ds by [ over wr i t i ng exi st i ng audi t  
r ecor ds] [ _____]  i f  abl e.   The audi t i ng f r ont  end sof t war e must  pr ovi de 
not i f i cat i on as i ndi cat ed,  t r eat i ng t he not i f i cat i on of  f ai l ur e f r om t he 
devi ce as a f ai l ur e i n t he audi t i ng syst em.

3. 6   REQUI REMENTS FOR LEAST FUNCTI ONALI TY

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *
NOTE:   The cont r ol  syst em shoul d be desi gned t o have 
t he l east  capabi l i t y  possi bl e whi l e st i l l  meet i ng 
t he mi ni mum needs of  t he gover nment .   Thi s means 
di sabl i ng unnecessar y f unct i onal i t y.   Do not  i nst al l  
unnecessar y sof t war e.   Ensur e t hat  unnecessar y 
account s,  mai nt enance passwor ds,  et c.  ar e al l  
changed,  di sabl ed,  or  r emoved.
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For  syst ems ot her  t han HVAC cont r ol  syst ems:  
Consi der  di sal l owi ng unr equest ed user  i nt er f aces and 
consi der  di sal l owi ng net wor ked sensor s/ act uat or s 
wher e t hey ar e not  r equi r ed.

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *

{ For  Gover nment  Ref er ence Onl y:   Thi s subpar t  ( and i t s subpar t s) ,  al ong 
wi t h t he net wor k communi cat i on r epor t  submi t t al  speci f i ed el sewher e i n 
t hi s sect i on,  r el at es t o CM- 6( a) ,  CM- 6( c) ,  CM- 7,  CM- 7( 1) ( b) ,  SC- 41;   
CCI - 000363,  CCI - 000364,  CCI - 000365,  CCI - 001588,  CCI - 001755,  CCI - 000381,  
CCI - 000380,  CCI - 000382,  CCI - 001761,  CCI - 001762,  CCI - 002544,  CCI - 002545,  
CCI - 002546.   For  MODERATE I mpact  syst ems,  t hi s subpar t  ( and i t s subpar t s)  
al so r el at es t o CM- 7( 2) ,  CM- 7( 5) ( a) ,  CM- 7( 5) ( b) ;  CCI - 000381,  CCI - 000380,  
CCI - 000382,  CCI - 001761,  CCI - 001762}

For  devi ces t hat  have a STI G or  SRG r el at ed t o Requi r ement s f or  Least  
Funct i onal i t y ( such as conf i gur at i on set t i ngs and por t  and devi ce I / O 
access f or  l east  f unct i onal i t y) ,  i nst al l  and conf i gur e t he devi ce i n 
accor dance wi t h t hat  STI G or  SRGs.

3. 6. 1   Devi ce Capabi l i t i es

For  HVAC Cont r ol  Syst ems:  Do not  pr ovi de devi ces wi t h r emot e user  
i nt er f aces or  wi t h f ul l  user  i nt er f aces wher e one was not  r equi r ed.   Do 
not  use a net wor ked sensor  or  act uat or  wher e a non- net wor ked sensor  or  
act uat or  woul d suf f i ce.  

For  Li ght i ng Cont r ol  Syst ems:  Do not  pr ovi de devi ces wi t h r emot e user  
i nt er f aces or  wi t h f ul l  user  i nt er f aces wher e one was not  r equi r ed.   

For  Ot her  Cont r ol  Syst ems:  For  LOW I mpact  Syst ems:   [ Do not  pr ovi de 
devi ces wi t h r emot e user  i nt er f aces or  wi t h f ul l  user  i nt er f aces wher e one 
was not  r equi r ed. ]   [ Do not  use a net wor ked sensor  or  act uat or  wher e a 
non- net wor ked sensor  or  act uat or  woul d suf f i ce. ]

For  Ot her  Cont r ol  Syst ems:  For  MODERATE I mpact  Syst ems:  Do not  pr ovi de 
devi ces wi t h r emot e user  i nt er f aces or  f ul l  user  i nt er f aces wher e one was 
not  r equi r ed.   Do not  use a net wor ked sensor  or  act uat or  wher e a 
non- net wor ked sensor  or  act uat or  woul d suf f i ce.

Unl ess speci f i cal l y r equi r ed by t he gover nment ,  do not  pr ovi de a 
capabi l i t y  t o updat e devi ce f i r mwar e over  t he net wor k.

3. 6. 2   Sof t war e

For  sof t war e t hat  has a STI G or  SRG r el at ed t o Requi r ement s f or  Least
Funct i onal i t y ( such as conf i gur at i on set t i ngs and por t  access f or  l east
f unct i onal i t y) ,  i nst al l  and conf i gur e t he sof t war e i n accor dance wi t h t hat
STI G or  SRG.

For  MODERATE I mpact  Syst ems:  Do not  pr ovi de ( i nst al l )  sof t war e t hat  i s not  
speci f i cal l y r equi r ed t o meet  a cont r act  r equi r ement .  Do not  i mpl ement  
f unct i onal i t y wi t hi n sof t war e
t hat  i s not  speci f i cal l y r equi r ed t o meet  cont r act  r equi r ement s.
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3. 7   SYSTEM AND COMMUNI CATI ON PROTECTI ON

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *
NOTE:   For  el ect r i cal  syst ems,  coor di nat i on st udi es 
ar e per f or med and br eaker  set t i ng coor di nat ed such 
t hat  a f aul t  i s  c l ear ed by t he t r i ppi ng of  t he f i r st  
upst r eam br eaker .   Consi der  t he possi bi l i t y  t hat  t he 
set t i ngs of  t hat  f i r st  upst r eam br eaker  may be 
al t er ed i n a del i ber at e at t empt  t o cause an out age 
of  an unr el at ed l oad vi a t r i ppi ng of  t he second 
upst r eam br eaker .   I n ext r eme cases,  pr ovi de 
addi t i onal  pr ot ect i on f or  t hat  f i r st  upst r eam 
br eaker ,  or  pr ovi de addi t i onal  ser i es br eaker s i n 
secur e l ocat i ons. "

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *

3. 7. 1   Col l abor at i ve Comput i ng

{ For  Gover nment  Ref er ence Onl y:   Thi s subpar t  r el at es t o SC- 15( a) ,  
SC- 15( b) ;  CCI - 001150,  CCI - 001152. }

Wi t hout  expl i c i t  appr oval  f r om t he pr oj ect  s i t e,  cont r ol  syst ems must  not  
use col l abor at i ve comput i ng t echnol ogi es.

3. 7. 2   Deni al  of  Ser vi ce Pr ot ect i on and Appl i cat i on Par t i t i oni ng I n 
MODERATE I mpact  Syst ems:

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *
NOTE:   Not e t hat  r educi ng t he dependence on t he 
net wor k hel ps mi t i gat e t hr eat s caused by a weak 
boundar y def ense.

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *

{ For  Gover nment  Ref er ence Onl y:   Thi s subpar t  r el at es t o SC- 5,  SC- 12,  
SC- 7( a) ;  CCI - 001093,  CCI - 002385,  CCI - 002386,  CCI - 002430,  CCI - 001097.  For  
MODERATE I mpact  syst ems,  t hi s subpar t  al so r el at es t o SC- 2;  CCI - 001082. }

To t he gr eat est  ext ent  pr act i cal ,  i mpl ement  cont r ol  l ogi c wi t hout  r el i ance 
on t he net wor k.   Except  when r equi r ed t o meet  t he r equi r ement s of  t he 
cont r ol  syst em Sect i on ( wher e t he r equi r ement  can onl y be met  usi ng 
comput er  har dwar e) ,  do not  i mpl ement  cont r ol  l ogi c i n comput er s.   For  
MODERATE I mpact  syst ems,  do not  i mpl ement  cont r ol  l ogi c i n a devi ce 
pr ovi di ng ( i . e.  act i ng as a ser ver  f or )  a Ful l  Remot e User  I nt er f ace.

3. 7. 2. 1   Net wor k Rel i ance i n MODERATE I mpact  HVAC Cont r ol  Syst ems

Except  f or  net wor ked i nput  and out put s on i nput - out put  buses speci f i cal l y 
desi gned t o pr ovi de hi gh r el i abi l i t y  or  r edundancy,  sensor s and act uat or s 
must  not  r el y on t he net wor k t o exchange dat a wi t h t he cont r ol l er  
execut i ng t he sequence of  oper at i on whi ch uses t he sensor  val ue or  
det er mi nes t he act uat or  command. .   

Sensor  val ues r equi r ed by mul t i pl e devi ces may be shar ed over  t he net wor k 
pr ovi ded t hey ar e connect ed t o a cont r ol l er  r equi r i ng t he val ue f or  
execut i on of  t he sequence and t hat  cont r ol l er  shar es t he val ue on t he 
net wor k.  
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3. 7. 2. 2   Net wor k Rel i ance i n MODERATE I mpact  Li ght i ng Cont r ol  Syst ems

Except  f or  net wor ked i nput  and out put s on i nput - out put  buses speci f i cal l y 
desi gned t o pr ovi de hi gh r el i abi l i t y  or  r edundancy,  sensor s and act uat or s 
must  not  r el y on t he net wor k t o exchange dat a wi t h t he cont r ol l er  
execut i ng t he sequence of  oper at i on whi ch uses t he sensor  val ue or  
det er mi nes t he act uat or  command.   

Sensor  val ues r equi r ed by mul t i pl e devi ces may be shar ed over  t he net wor k 
pr ovi ded t hey ar e connect ed t o a cont r ol l er  r equi r i ng t he val ue f or  
execut i on of  t he sequence and t hat  cont r ol l er  shar es t he val ue on t he 
net wor k.  

[ 3. 7. 2. 3   Net wor k Rel i ance i n MODERATE I mpact  [ _____]  Cont r ol  Syst ems

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *
NOTE:   Use t hi s br acket ed subpar t  i f  needed t o add 
r equi r ement s f or  a speci f i c  cont r ol  syst em t ype 
( e. g.  el ect r i cal  di st r i but i on et c. ) ,  s i mi l ar  t o how 
HVAC and Li ght i ng cont r ol  syst em devi ces ar e cover ed 
above.   

I f  addi ng a new cont r ol  syst em t ype,  submi t  a 
Cr i t er i a Change Request  wi t h t he r el evant  
r equi r ement s t o have t hat  syst em i ncl uded i n t he 
publ i shed UFGS.

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *

[ _____]

] 3. 7. 2. 4   Def aul t  Requi r ement s f or  MODERATE I mpact  Cont r ol  Syst ems

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *
NOTE:   Do not  edi t  t hese r equi r ement s ( beyond 
sel ect i on of  br acket ed t ext ) .   These def aul t  
r equi r ement s shoul d onl y be used i n l i eu of  
t echnol ogy- speci f i c  r equi r ement s i n t he pr ecedi ng 
par agr aphs.   I f  t hese def aul t  r equi r ement s ar e 
i nappr opr i at e,  ensur e t hat  t he pr ecedi ng par agr aphs 
pr ovi de appr opr i at e t echnol ogy- speci f i c  r equi r ement s.

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *

Except  f or  net wor ked i nput  and out put s on i nput - out put  buses speci f i cal l y 
desi gned t o pr ovi de hi gh r el i abi l i t y  or  r edundancy,  sensor s and act uat or s 
must  not  r el y on t he net wor k t o exchange dat a wi t h t he cont r ol l er  
execut i ng t he sequence of  oper at i on whi ch uses t he sensor  val ue or  
det er mi nes t he act uat or  command.   

Sensor  val ues r equi r ed by mul t i pl e devi ces may be shar ed over  t he net wor k 
pr ovi ded t hey ar e connect ed t o a cont r ol l er  r equi r i ng t he val ue f or  
execut i on of  t he sequence and t hat  cont r ol l er  shar es t he val ue on t he 
net wor k.  

3. 7. 3   Mobi l e Code I n MODERATE I mpact  Syst ems:

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *
NOTE:   I n gener al ,  do not  al l ow except i ons t o t he 
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Web Br owser s and Appl i cat i on SRG.   

Unl ess compel l i ng r easons exi st ,  keep  t he br acket ed 
t ext  r est r i ct i ng t he sour ce of  mobi l e code downl oads

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *

{ For  Gover nment  Ref er ence Onl y:  Thi s subpar t  r el at es t o SC- 18( a) ,  SC- 18( b) ,
SC- 18( c) ,  SC- 18( 1) ,  SC- 18( 3) ,  SC- 18( 4) ;  CCI - 001160,  CCI - 001161,  
CCI - 001162,  CCI - 001163,  CCI - 001164,  CCI - 001165,  CCI - 001166,  CCI - 001662,  
CCI - 002457,  CCI - 002458,  CCI - 001169,  CCI - 001695,  CCI - 001170,  CCI - 002469}

Devi ces wi t h STI Gs/ SRGs r el at ed t o Mobi l e Code and t o Secur i t y Cont r ol
SC- 18 must  be i nst al l ed i n accor dance wi t h t he r el evant  STI Gs/ SRGs.  Al l  
r emot e user  i nt er f aces must  meet  t he r equi r ement s of  t he " Web
Br owser s and Appl i cat i on SRG" .

[ Mobi l e code may onl y be downl oaded f r om a speci f i cal l y aut hor i zed mobi l e
code r eposi t or y.  Coor di nat e wi t h t he Mobi l e Code Poi nt  of  Cont act  f or  t he 
l ocat i on of  a r eposi t or y. ]

3. 7. 4   Pr ot ect i on of  I nf or mat i on at  Rest  I n MODERATE I mpact  Syst ems:

{ For  Gover nment  Ref er ence Onl y:  Thi s subpar t  r el at es t o SC- 28,  SC- 28( 1) ;  
CCI - 001199,
CCI - 002472,  CCI - 002475,  CCI - 002476}

Comput er s must  pr ot ect  i nf or mat i on at  r est  i n accor dance wi t h appl i cabl e 
STI Gs.   

Any cont r ol  syst em devi ce st or i ng per sonal l y i dent i f i abl e i nf or mat i on 
( PI I ) ,  cont r ol l ed uncl assi f i ed i nf or mat i on ( CUI ) ,  or  c l assi f i ed 
i nf or mat i on must  be pr ot ect ed by an I nf or mat i on At  Rest  encr ypt i on 
sol ut i on or  by a physi cal  secur i t y sol ut i on.  Pr ovi de a Pr ot ect i on of  
I nf or mat i on At  Rest  Pr oposal  i ndi cat i ng each devi ce st or i ng PI I ,  CUI ,  or  
c l assi f i ed i nf or mat i on and t he encr ypt i on or  physi cal  secur i t y sol ut i on 
pr oposed f or  t hat  devi ce f or  gover nment  appr oval .  I f  no devi ces st or es 
PI I ,  CUI ,  or  c l assi f i ed i nf or mat i on,  pr ovi de a document  st at i ng t hi s as 
t he Pr ot ect i on of  I nf or mat i on At  Rest  Pr oposal  submi t t al .   Do pr oceed wi t h 
devi ce sel ect i on and i nst al l at i on unt i l  t he Pr ot ect i on of  I nf or mat i on At  
Rest  Pr oposal  i s  appr oved.   Once appr oved,  i mpl ement  appr oved I nf or mat i on 
At  Rest  pr ot ect i ons.

3. 7. 5   Pr ocess I sol at i on and Boundar y Pr ot ect i on i n Moder at e I mpact  Fi r e 
Pr ot ect i on Syst ems

{ For  Gover nment  Ref er ence Onl y:  Thi s subpar t  r el at es t o SC- 7( a) ,  SC- 7( c) ,  
SC- 7( 4) ( a) ,  SC- 7( 4) ( c) ,  SC- 7( 5) ,  SC- 7( 7) ,  SC- 7( 9) ( a) ,  SC- 7( 11) ,  SC- 7( 13) ,  
SC- 7( 13) ,  SC- 7( 18) ;   CCI - 001097,  CCI - 001098,  CCI - 001102,  CCI - 002396,  
CCI - 001109,  CCI - 002397,  CCI - 002398,  CCI - 002399,  CCI - 002403,  CCI - 001120,  
CCI - 001119,  CCI - 001126}  

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *
NOTE:   For  many FRCS ( Fi r e Pr ot ect i on bei ng a 
not abl e except i on) ,  i mpl ement at i on of  boundar y 
pr ot ect i on i s t ypi cal l y out si de t he scope of  t he 
cont r ol s cont r act or .   The si t e I T st af f  shoul d 
i mpl ement  boundar y pr ot ect i on v i a r ul es ( e. g.  a 
f i r ewal l )  i sol at i ng t he cont r ol  syst em f r om t he 
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wi der  net wor k.   Thi s i s t r ue even f or  a cont r ol  
syst em whi ch wi l l  be l at er  i nt egr at ed t o a l ar ger  
syst em;  t he f i el d poi nt  of  connect i on ( FPOC)  shoul d 
be conf i gur ed t o al l ow t he mi ni mum t r af f i c  necessar y 
f or  oper at i on.   Cr i t i cal  t o t hi s i s t he 
Cyber secur i t y I nt er connect i on Schedul e,  whi ch 
def i nes what  t r af f i c  must  be al l owed t hr ough t he 
boundar y f or  t he pr oper  oper at i on of  t he syst em.

For  Fi r e Pr ot ect i on Syst ems,  some aspect s of  
boundar y pr ot ect i on ar e l i kel y t he r esponsi bi l i t y  of  
t he i nst al l i ng cont r act or .   I n gener al ,  t he abi l i t y  
t o pl ay a l i ve audi o message wi l l  be r equi r ed and 
i ncl ude t he br acket ed t ext .   However ,  i n many cases,  
t he abi l i t y  t o pl ay l i ve audi o i s a vul ner abi l i t y  
and i n some cases,  t he s i t e may not  be wi l l i ng t o 
accept  t he r i sk.  Coor di nat e wi t h t he s i t e t o 
det er mi ne whet her  t o al l ow t hi s f unct i onal i t y.  

Sel ect  whet her  r el ays must  use t he nor mal l y open or  
nor mal l y c l osed cont act .   I f  a code r equi r ement  
exi st s,  f ol l ow t he code.   Ot her wi se coor di nat e wi t h 
t he f i r e pr ot ect i on speci f i cat i on and t he pr oj ect  
s i t e and consi der  whet her  t he gr eat er  r i sk i s t he 
pot ent i al  t o send a message when none shoul d be 
sent ,  or  t he f ai l ur e t o send a message when one 
shoul d be sent .  I f  i t  i s  c l ear  t hat  one case i s of  
gr eat er  concer n t han t he ot her ,  sel ect  t he 
appr opr i at e br acket ed t ext ,  ot her wi se r emove t he 
br acket ed t ext  t o not  i nt r oduce a speci f i c  
r equi r ement .

Coor di nat e r equi r ement s wi t h t hose of  " Saf e Mode and 
Fai l  Saf e Oper at i on"  i n t he f ol l owi ng par agr aph.

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *

3. 7. 5. 1   Radi o I nt er f aces f or  Fi r e Pr ot ect i on Syst ems

When r adi os i nt er f aci ng a l ocal  f i r e pr ot ect i on syst em t o a super vi sor y 
syst em ar e not  NI ST FI PS 140- 2 val i dat ed,  use a r el ay panel  i nt er f ace 
bet ween t he l ocal  f i r e pr ot ect i on syst em and t he r adi o.    I nst al l  and 
conf i gur e t he r el ay panel  t o pr ohi bi t  i ni t i at i ng any act i on wi t hi n t he 
l ocal  f i r e pr ot ect i on syst em ot her  t han causi ng t he syst em t o pl ay a 
pr e- r ecor ded message[  or  causi ng t he syst em t o pl ay a l i ve audi o 
message] .   [ I nst al l  r el ays usi ng t he nor mal l y open cont act  such t hat  t hey 
pass a s i gnal  when t hey cl ose,  and so t hat  a r el ay t hat  l oses power  or  has 
a f ai l ed coi l  does not  pass a s i gnal ] [ I nst al l  r el ays usi ng t he nor mal l y 
c l osed cont act  such t hat  t hey pass a s i gnal  when t hey open,  and so t hat  a 
r el ay t hat  l oses power  or  has a f ai l ed coi l  passes t he si gnal ]

3. 7. 5. 2   Fi r e Suppr essi on Syst em Net wor k I sol at i on

For  f i r e suppr essi on syst ems i ncl udi ng a r el ease panel ,  any net wor k used 
i n t hese syst ems must  be dedi cat ed t o t hese syst ems and must  be i sol at ed 
f r om any ot her  net wor k,  i ncl udi ng ot her  component s of  t he Fi r e Al ar m and 
Fi r e Suppr essi on syst ems.   Use onl y dr y cont act s and r el ays t o t r ansf er  
s i gnal s f r om t hese syst ems t o any ot her  syst ems.   [ I nst al l  r el ays usi ng 
t he nor mal l y open cont act  such t hat  t hey pass a s i gnal  when t hey cl ose,  
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and so t hat  a r el ay t hat  l oses power  or  has a f ai l ed coi l  does not  pass a 
s i gnal ] [ I nst al l  r el ays usi ng t he nor mal l y c l osed cont act  such t hat  t hey 
pass a s i gnal  when t hey open,  and so t hat  a r el ay t hat  l oses power  or  has 
a f ai l ed coi l  passes t he si gnal ]

3. 8   SAFE MODE AND FAI L SAFE OPERATI ON

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *
NOTE:   The desi gner  shoul d det er mi ne,  based on t he 
cr i t i cal i t y of  t he cont r ol l ed equi pment ,  what  
condi t i ons t o consi der  and whi ch act i ons,  i f  any,  
i ncl udi ng possi bl e al ar m r equi r ement s,  t he cont r ol  
syst em shoul d t ake when t hese condi t i ons ar e t r ue.   
Thi s shoul d i ncl ude ext er nal  condi t i ons ( e. g.  l oss 
of  of f - s i t e ut i l i t y  power ) ,  i nt er nal  condi t i ons 
( e. g.  net wor k or  sensor  f ai l ur e) ,  and oper at or  i nput  
( e. g.  manual  command t o a saf e mode of  oper at i on) .    
Thi s shoul d al l  be speci f i ed i n t he cont r ol  l ogi c 
( e. g.  sequence of  oper at i ons) ,  i n par t i cul ar  by 
addr essi ng nor mal / f ai l ed posi t i ons of  out put  
devi ces,  i ncl udi ng def aul t  posi t i ons upon l oss of  
net wor k,  and i n t he over al l  syst em desi gn.   Wher e 
hi gh r el i abi l i t y  i s  r equi r ed,  t he anal ysi s shoul d 
consi der  t he addi t i on of  r edundant  equi pment  t o t he 
desi gn.   See al so gui dance on SC- 24 ( Fai l  i n Known 
St at e) ,  gui dance on SI - 17 ( Fai l - Saf e Pr ocedur es)  and 
t he MI NI MUM CYBERSECURI TY DESI GN REQUI REMENTS i n UFC 
4- 010- 06,  Cyber secur i t y f or  Faci l i t y- Rel at ed Cont r ol  
Syst ems.

Not e t hat  any r equi r ement s i n t he cont r ol  syst em 
needed t o meet  CP- 12 ( Saf e Mode)  or  SI - 17 ( Fai l - Saf e 
Pr ocedur es)  shoul d be speci f i ed i n exi st i ng 
speci f i cat i ons and desi gn,  f or  exampl e,  r edundant  
AHUs i n t he mechani cal  desi gn and sequences of  
oper at i on.   Any speci f i c  r equi r ement s f or  CP- 12 or  
SI - 17 shoul d be addr essed i n t hose sect i ons,  not  i n 
t hi s UFGS.

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *

{ For  Gover nment  Ref er ence Onl y:   Thi s subpar t  ( and i t s subpar t s)  r el at es 
t o CP- 12,  SI - 10( 3) ,  SI - 17;  CCI - 002855,  CCI - 002856,  CCI - 002857,  CCI - 002754,  
CCI - 002773,  CCI - 002774,  CCI - 002775}

For  al l  cont r ol  syst em component s wi t h an appl i cabl e STI G or  SRG,  
conf i gur e t he component  i n accor dance wi t h al l  appl i cabl e STI Gs and SRGs.

3. 9   SYSTEM MAI NTENANCE TOOL SOFTWARE

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *
NOTE:   I ndi cat e t he number  of  har dcopy manual s
r equi r ed.

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *

{ For  Gover nment  Ref er ence Onl y:  Thi s subpar t  ( and i t s subpar t s)  r el at es t o 
MA- 3;  CCI - 000865. }

Submi t  and l i cense t o t he Gover nment  al l  sof t war e r equi r ed t o oper at e,
mai nt ai n and modi f y t he cont r ol  syst em such t he Gover nment  or  t hei r  agent s 
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ar e abl e t o per f or m r epai r ,  r epl acement ,  upgr ades,  and expansi ons of  t he 
syst em wi t hout  subsequent  or  f ut ur e dependence on t he Cont r act or ,  Vendor  
or  Manuf act ur er .  Submi t  har d copi es of  user  manual s f or  each sof t war e wi t h 
t he sof t war e submi t t al .

For  sof t war e pr ovi ded and l i censed t o t he Gover nment  under  t he
r equi r ement s of  anot her  Sect i on,  submi t  a st at ement  i ndi cat i ng t he
Sect i on and Submi t t al  under  whi ch t he sof t war e was pr ovi ded.  For
sof t war e pr ovi ded t o meet  t he r equi r ement s of  t hi s Sect i on and not  
pr ovi ded and l i censed under  anot her  Sect i on,  submi t  sof t war e and sof t war e 
user  manual s on DVD or  CD as a Techni cal  Dat a Package and submi t  [ one har d 
copy] [ [ _____]  har d copi es]  of  t he sof t war e user  manual  f or  each pi ece of  
sof t war e.

3. 10   DEVI CE POWER

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *
NOTE:   A l ong t er m al t er nat e power  suppl y i s al most  
never  r equi r ed by t he cont r ol  syst em i t sel f  
( i ndependent  of  t he cont r ol l ed equi pment ) .   
Al t er nat e l ong t er m power ,  i f  r equi r ed,  wi l l  be 
because of  a t enant  r equi r ement  or  by t he over al l  
syst em desi gn and shoul d sel dom be added as an 
ad- hoc r equi r ement .   Cont r ol  syst ems f or  under l y i ng 
syst ems wi t h al t er nat e power  shoul d use t hat  
al t er nat e power  sour ce.

A UPS may be desi r ed f or  speci f i c  cont r ol  syst em 
component s wher e r api d r ecover y af t er  a power  out age 
i s r equi r ed,  or  wher e t he cont r ol  syst em i t sel f  i s  
necessar y f or  r est or at i on of  power .   Agai n,  t hi s 
shoul d be dr i ven by mi ssi on r equi r ement s and cont r ol  
syst em speci f i cat i ons shoul d al r eady r equi r e 
adequat e syst em r est or at i on af t er  l oss of  power .
I f  t her e ar e speci f i c  r equi r ement s f or  ei t her  
shor t - t er m ( UPS)  or  l ong- t er m ( gener at or  or  
al t er nat e power  sour ce) ,  i ncl ude t hem as par t  of  t he 
desi gn and i n t he r el evant  speci f i cat i on sect i ons 
r at her  t han addi ng r equi r ement s t o t hi s sect i on.

Not e t hat  use of  smal l  l ocal  UPSes cr eat es 
addi t i onal  mai nt enance bur dens due t o t he 
r equi r ement s f or  per i odi c bat t er y r epl acement  and 
may ul t i mat el y r esul t  i n a l ess r el i abl e syst em.   
For  MODERATE I mpact  Syst ems:  Thi s i s a par t i cul ar l y 
i mpor t ant  consi der at i on and desi gner s ar e st r ongl y 
caut i oned agai nst  smal l  per - cont r ol l er  UPS and 
r ecommended t o use a cent r al  UPS i nst ead.

Br acket s ar e pr ovi ded her e f or  t he EXTREMELY RARE 
case i n whi ch emer gency power  r equi r ement s must  be 
speci f i ed her e.   I n most  cases,  keep t he br acket ed 
t ext  i ndi cat i ng emer gency power  r equi r ement s ar e i n 
accor dance wi t h t he cont r ol  syst em and equi pment  
speci f i cat i ons.   For  MODERATE I mpact  Syst ems:  As t he 
syst em has a MODERATE i mpact  t her e i s a par t i cul ar l y 
st r ong pr esumpt i on t he mi ssi on al r eady r equi r es and 
i s pr ovi di ng emer gency power ,  and t he cont r ol  syst em 
shoul d t her ef or e use t he same emer gency power  as t he 
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under l y i ng equi pment .
* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *
NOTE:   For  MODERATE I mpact  Syst ems,  t he r equi r ement  
i s f or  r edundant  power  cabl i ng pat hs.   For  t hi s t o 
r esul t  i n s i gni f i cant l y i ncr eased avai l abi l i t y ,  t he 
pat hs must  be f ed f r om i ndependent  power  sour ces 
( i . e.  t he cabl e pat hs must  be r edundant  al l  t he way 
back t o r edundant  power  sour ces) .   Coor di nat e wi t h 
t he el ect r i cal  desi gner  t o see i f  t hi s l evel  of  
power  r edundancy has been desi gned i nt o t he syst em.

I f  t hi s l evel  of  r edundancy i s r equi r ed f or  
avai l abi l i t y ,  coor di nat e wi t h t he desi gner  of  t he 
cont r ol l ed equi pment  ( e. g. ,  f or  HVAC cont r ol s,  
coor di nat e wi t h t he HVAC syst em desi gner )  t o 
det er mi ne i f  t her e i s a r equi r ement  f or  r edundant  
cont r ol l ed equi pment  as wel l  -  r edundant  power  t o a 
s i ngl e pi ece of  cont r ol l ed equi pment  st i l l  has a 
s i ngl e poi nt  of  f ai l ur e at  t he cont r ol l ed equi pment .

The speci f i cat i on r equi r ement  cover s t hese i ssues by 
s i mpl y r equi r i ng t he cont r ol l er  power  t o be as 
r el i abl e as t he equi pment  power .   I f  t her e i s no 
r equi r ement  f or  r edundant  ( cont r ol l ed)  equi pment  
power  or  r edundant  ( cont r ol l ed)  equi pment ,  t hen 
t her e i s l i t t l e val ue i n t r y i ng t o pr ovi de r edundant  
power  t o t he cont r ol  syst em as t he most  l i kel y 
f ai l ur es ar e mechani cal  or  el ect r i cal  f ai l ur es i n 
t he cont r ol l ed equi pment  or  l oss of  equi pment  power ,  
not  i ndependent  l oss of  power  t o t he cont r ol  syst em.

Not e t hat  sequences of  oper at i on of t en l ock out  
equi pment  i n case of  f ai l ur e.   Consi der  car ef ul l y 
how t o addr ess gener al  l oss of  power  t o ensur e t hat  
aut omat i c r ecover y af t er  l oss of  power  i s possi bl e.  

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *

{ For  Gover nment  Ref er ence Onl y:   Thi s subpar t  ( and i t s subpar t s)  r el at es 
t o PE- 11,  PE- 11( 1) ;  CCI - 002955,  CCI - 000961.   For  MODERATE I mpact  syst ems,  
t hi s subpar t  ( and i t s subpar t s)  al so r el at es t o PE- 9,  PE- 9( 1) ;  CCI - 000952,  
CCI - 002953,  CCI - 002954. }

[ For  LOW I mpact  Syst ems:  [ Pr ovi de emer gency power  i n accor dance wi t h t he 
cont r ol  syst em and equi pment  speci f i cat i on Sect i ons,  [ _____] ]

] For  MODERATE I mpact  Syst ems:  Pr ovi de cont r ol  syst em wi t h power  suppl y 
meet i ng or  exceedi ng t he r el i abi l i t y  of  t he cont r ol l ed equi pment .  Power i ng 
cont r ol  syst em devi ces usi ng t he same power  sour ce as t he equi pment  
cont r ol l ed by t he devi ce i s a per mi ssi bl e met hod of  meet i ng t hi s 
r equi r ement .  Wi t hout  expl i c i t  appr oval  f r om t he gover nment ,  do not  i nst al l  
l ocal  uni nt er r upt i bl e power  suppl i es ( UPSs)  as a sour ce of  devi ce power .

3. 10. 1   Devi ce Behavi or  on Loss of  Power  I n MODERATE I mpact  Syst ems:

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *
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NOTE:   The r equi r ement  t hat  " I n t he event  of  a l oss
of  power ,  when power  i s r est or ed,  cont r ol l er s ( and
t he under l y i ng equi pment )  must  r ecover  and r esume
t hei r  nor mal  sequences of  oper at i on. "  may conf l i c t
wi t h t he sequence of  oper at i on speci f i ed i n t he
cont r ol  syst em speci f i cat i on.  For  exampl e,  t he
sequence may nor mal l y " l ock out "  a pi ece of
equi pment  when power  i s out  ( f or  exampl e,  a mot or
pr oof ) .  Coor di nat e wi t h t he cont r ol  syst em
speci f i cat i ons t o make sur e t hat  equi pment  can
r est ar t  af t er  power  f ai l ur e.

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *

Appl i cat i on pr ogr ams and conf i gur at i on set t i ngs must  be st or ed i n devi ces 
i n manner  such t hat  a l oss of  power  does not  r esul t  i n a l oss of  t he 
appl i cat i on pr ogr am or  conf i gur at i on set t i ngs:  Loss of  power  must  never  
r esul t  i n t he l oss of  appl i cat i on pr ogr ams,  r egar dl ess of  t he l engt h of  
t i me power  i s l ost ;  and l oss of  power  f or  l ess t han 2, 500 hour s must  not  
r esul t  i n t he l oss of  conf i gur ed set t i ngs.

I n t he event  of  a l oss of  power ,  when power  i s r est or ed,  cont r ol l er s and 
comput er s execut i ng cont r ol  l ogi c ( and t he under l y i ng equi pment )  must  
r ecover  and r esume t hei r  nor mal  sequences of  oper at i on.   Not e t hat  t he 
sequence of  oper at i on may r equi r e speci f i c  act i ons ( e. g.  st ar t up 
sequences)  upon r ecover y f r om l oss of  power .

3. 11   VULNERABI LI TY SCANNI NG

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *
NOTE:   I n gener al ,  i t  won' t  be possi bl e t o assume 
t hat  devi ces wi l l  r espond t o an I T scanni ng t ool .   
Ther e mi ght  be speci f i c  cases wher e i t  i s  desi r abl e 
f or  devi ces t o pr ovi de speci f i c  r esponses t o 
speci f i c  I T t ool s.   I f  so,  add t he appr opr i at e 
r equi r ement s t o i ndi cat e t he scanni ng t ool s and 
r esponse i nf or mat i on.

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *

{ For  Gover nment  Ref er ence Onl y:   Thi s subpar t  ( and i t s subpar t s)  r el at es 
t o RA- 5 RA- 5( a) , RA- 5( b) , RA- 5( c) , RA- 5( d) ;  CCI - 001054,  CCI - 001055,  
CCI - 000156,  CCI - 001641,  CCI - 001643,  CCI - 001057,  CCI - 001058,  CCI - 001059.  
For  MODERATE I mpact  syst ems,  t hi s subpar t  ( and i t s subpar t s)  al so r el at es 
t o  RA- 5( 1) ,  RA- 5( 5) ;  CCI - 001062,  CCI - 001067,  CCI - 001645,  CCI - 002906. }

Al l  I P devi ces must  be scannabl e,  such t hat  t he devi ce can be scanned by 
i ndust r y st andar d I P net wor k scanni ng ut i l i t i es wi t hout  har m t o t he 
devi ce,  appl i cat i on,  or  f unct i onal i t y.  

3. 11. 1   Comput er s and Sof t war e Runni ng on Comput er s

Comput er s and appl i cat i ons r unni ng on comput er s must  meet  r el evant  
vul ner abi l i t y  scanni ng STI Gs/ SRGs and r espond t o appr oved DoD 
vul ner abi l i t y  scanni ng t ool s.

3. 11. 2   Cont r ol l er s

Pr ovi de cont r ol l er s t hat  ar e scannabl e by st andar d cont r ol  syst em 
di scover y t ool s or  cont r ol  syst em br owser s and r et ur n meani ngf ul  st at us 
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i nf or mat i on i ncl udi ng t he net wor k i nput s and out put s f or  t he cont r ol l er .   
Thi s i nf or mat i on must  cont ai n suf f i c i ent  det ai l  t o det ect  vul ner abi l i t i es 
or  expl oi t s of  t he cont r ol l er .

Pr ovi de al l  sof t war e needed t o scan t he cont r ol  syst em as t he Cont r ol  
Syst em Scanni ng Tool s submi t t al .   I f  t he sof t war e r equi r ed t o scan t he 
syst em i s al r eady i nst al l ed at  t he pr oj ect  s i t e or  i s pr ovi ded under  a 
separ at e sect i on i nst ead pr ovi de a st at ement  i ndi cat i ng t hi s.

3. 12   FI PS 201- 2 REQUI REMENT

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *
NOTE:   Sel ect  br acket s t o i ndi cat e i f  any syst ems 
r equi r e devi ces usi ng PI V t o be on t he FI PS 201- 2 
appr oved pr oduct  l i s t .

Many cont r ol  syst ems wi l l  not  be abl e t o meet  a 
r equi r ement  f or  devi ces t o be on t he FI PS 201- 2 
appr oved pr oduct  l i s t s.   Onl y r equi r e t hi s when 
necessar y.

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *

{ For  Gover nment  Ref er ence Onl y:   Thi s subpar t  ( and i t s subpar t s)  r el at es 
t o SA- 4 ( 10) ;  CCI - 003116}

Devi ces i n t he f ol l owi ng syst ems whi ch i mpl ement  PI V must  be on t he 
NI ST FI PS 201- 2 appr oved pr oduct  l i s t  (
ht t ps: / / www. i dmanagement . gov/ appr oved- pr oduct s- l i s t / ) :   [ NONE] [ el ect r oni c 
secur i t y syst ems( ESS) ] [ _____] .

3. 13   SYSTEM AND I NTEGRATI ON I NTEGRI TY

3. 13. 1   Mal i c i ous Code Pr ot ect i on

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *
NOTE:   Mal war e pr ot ect i on sof t war e medi a may be 
gover nment  or  cont r act or  f ur ni shed;  i t  may be ei t her  
Gover nment  or  cont r act or  i nst al l ed,  and t he l i cense 
may be gover nment  or  cont r act or  f ur ni shed.

For  each of  medi a,  l i cense and i nst al l at i on sel ect  
t he br acket ed t ext  i ndi cat i ng cont r act or  or  
Gover nment  r esponsi bi l i t y .

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *

{ For  Gover nment  Ref er ence Onl y:   Thi s subpar t  ( and i t s subpar t s)  r el at es 
t o SI - 3( c) ;  CCI - 001241,  CCI - 002623}

For  al l  comput er s i nst al l ed under  t hi s pr oj ect ,  pr ovi de mal war e pr ot ect i on 
sof t war e medi a,  pr ovi de l i censes,  and i nst al l  and conf i gur e mal war e 
pr ot ect i on sof t war e as i ndi cat ed.   Coor di nat e wi t h t he Gover nment  Comput er  
Access Poi nt  of  Cont act  as r equi r ed.

a.  [ Pr ovi de mal war e pr ot ect i on sof t war e l i censes. ] [ Mal war e pr ot ect i on 
sof t war e l i censes wi l l  be Gover nment  f ur ni shed. ]

b.  [ Pr ovi de mal war e pr ot ect i on sof t war e medi a. ] [ Mal war e pr ot ect i on 
sof t war e medi a wi l l  be Gover nment  f ur ni shed. ]
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c.  [ I nst al l  and conf i gur e mal war e pr ot ect i on sof t war e i n accor dance wi t h 
t he r el evant  STI Gs. ] [ Mal war e pr ot ect i on sof t war e wi l l  be Gover nment  
i nst al l ed. ]

3. 13. 2   Sof t war e,  Fi r mwar e,  and I nf or mat i on
I nt egr i t y I n MODERATE I mpact  Syst ems:

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *
NOTE:   I nt egr i t y checks ar e a desi r abl e
char act er i st i c of  cr i t i cal  cont r ol  syst ems,  but  many
cont r ol s t echnol ogi es ( f or  exampl e,  commer ci al  HVAC
cont r ol s)  do not  suppor t  t hei r  i mpl ement at i on.  One
exampl e of  a cont r ol s t echnol ogy t hat  does meet  t hi s
i s a r edundant  PLC syst em wher e t he dual  PLCs ar e
set  up i n a hot  swap st andby conf i gur at i on and each 
PLC has sel f - check r out i nes t o det ect  a f ai l ur e and 
t r ansf er  cont r ol  t o t he ot her  PLC.  Not e,
however ,  t hat  t he r equi r ement  f or  r edundancy i s
above and beyond what  SI - 7 cont r ol  r equi r es ( whi ch
does not  ment i on r edundancy) .

I f  you al r eady have a r equi r ement  f or  r edundant
cont r ol s and i f  your  cont r ol  t echnol ogy suppor t s
meet i ng t hese r equi r ement s,  t hen consi der  addi ng
l anguage ( i f  not  al r eady pr esent )  s i mi l ar  t o t he
f ol l owi ng t o your  cont r ol s speci f i cat i on:
   " Cont r ol l er s t hat  ar e r edundant  must  be f ul l y
   r edundant  and i mpl ement  hot - st andby r edundancy
   wher e each cont r ol l er  cont i nual l y moni t or s i t s
   own i nt egr i t y and pr ocess cont r ol  seaml essl y
   passes f r om one cont r ol l er  t o t he ot her  i f  a l oss
   of  i nt egr i t y i s det ect ed. "

I ncl udi ng t hese r equi r ement s wher e not  gener al l y
suppor t ed by t he t echnol ogy wi l l  cer t ai nl y r ai se t he
pr oj ect  cost  and may r esul t  i n l ess r el i abl e syst ems
as t he pr oj ect  may be i mpl ement ed by peopl e who can
meet  t hi s r equi r ement ,  but  ar e ot her wi se
i nexper i enced i n t he ot her  r equi r ement s of  t he
pr oj ect .  ( i . e.  a f act or y aut omat i on company t hat
does not  under st and t he t her modynami cs of  HVAC
cont r ol ) .  

I f  no i nt egr i t y ver i f i cat i on sof t war e i s avai l abl e a
compensat i ng appr oach i s t o pr ovi de f ul l y r edundant
mechani cal  syst ems and a sequence of  oper at i on wher e
t he t wo mechani cal  syst ems ( and t hei r  cont r ol s)  ar e
f ul l y i ndependent  such t hat  f ai l ur e of  one
cont r ol l er  does not  compr omi se t he ot her  r edundant
syst em.  Thi s wi l l  al so i ncr ease syst em cost  and
compl exi t y and shoul d be car ef ul l y consi der ed and
onl y i mpl ement ed when t her e i s a st r ong pr oj ect
need.

{ Thi s par agr aph r el at es t o SI - 10,  I nf or mat i on I nput  
Val i dat i on,  CCI - 001310,  CCI - 002744. }   For  MODERATE 
syst ems,  consi der  r equi r i ng r edundant  sensor s wher e 
sensed val ues ar e cr i t i cal  i nput s t o t he sequence.   
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User  i nput  whi ch coul d have ser i ous adver se i mpact  
on t he syst em shoul d have conf i r mat i on di al ogs pr i or  
t o user  i nput .   I n ext r eme cases,  user  i nput s shoul d 
r equi r e val i dat i on by an addi t i onal  user  pr i or  t o 
i nput .

{ Thi s par agr aph r el at es t o SI - 11,  Er r or  Handl i ng,  
CCI - 001312. }   Desi gner  shoul d r equi r e al ar m messages 
and ot her  cont r ol  syst em f eedback t o pr ovi de 
not i f i cat i on of  er r or s i n suppor t  of  cor r ect i ve 
act i on.  ( Not e t hat  t he DoD def i ni t i on of  r eci pi ent s 
f or  t hi s CCI  i s not  appl i cabl e f or  a cont r ol  syst em,  
and t he r eci pi ent  of  t hese messages shoul d be t he 
ent i t i es r esponsi bl e f or  t he cont r ol  syst em 
oper at i on. )

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *

{ For  Gover nment  Ref er ence Onl y:    Thi s subpar t  r el at es t o CM- 5( 3) ;  
CCI - 001749,  CCI - 002704,  CCI - 002726}

I f  t her e exi st s I nt egr i t y Ver i f i cat i on Sof t war e t hat  can check boot  
pr ocess,  sof t war e,
f i r mwar e,  or  i nf or mat i on i n t he cont r ol  syst em and ver i f y i t s i nt egr i t y,
pr ovi de i t .  I f  no such sof t war e exi st s pr ovi de a st at ement  t o t hi s af f ect
i n l i eu of  t he sof t war e. [

The syst em pr event s t he i nst al l at i on of  sof t war e and f i r mwar e wi t hout  
ver i f i cat i on of  t he di gi t al  s i gnat ur e usi ng an appr oved cer t i f i cat e. ]

[ 3. 13. 3   I nf or mat i on Syst em Moni t or i ng

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *
NOTE:   Del et e t hi s subpar t  unl ess speci f i cal l y
r equi r ed f or  t he pr oj ect .  I f  r equi r ed,  i ndi cat e
r equi r ement s f or  t he moni t or i ng of  t he cont r ol
syst em.

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *

{ For  Gover nment  Ref er ence Onl y:   Thi s subpar t  r el at es t o SI - 4 ( a) , ( b) ;  
CCI - 001253,  CCI - 002645}

[ _____]

] 3. 14   CONTROL SYSTEM CYBERSECURI TY TESTI NG

{ For  Gover nment  Ref er ence Onl y:  For  MODERATE I mpact  syst ems,  t hi s subpar t  
( and i t s subpar t s)  r el at es t o SA- 11( a) ,  SA- 11( b) ,  SA- 11( c) ,  SA- 11( d) ,  
SA- 11( e) ;  CCI - 003171,  CCI - 003172,  CCI - 003173,  CCI - 003174,  CCI - 003175,  
CCI - 003176,  CCI - 003177,  CCI - 003178. }

3. 14. 1   Cont r ol  Syst em Cyber secur i t y Test i ng Pr ocedur es

Pr epar e Cont r ol  Syst em Cyber secur i t y Test i ng Pr ocedur es expl ai ni ng
st ep- by- st ep,  t he act i ons and expect ed r esul t s t hat  wi l l  demonst r at e t hat
t he cont r ol  syst em meet s t he r equi r ement s of  t hi s Sect i on.

Submi t  [ 4]  [ _____]  copi es of  t he Cont r ol  Syst em Cyber secur i t y Test i ng
Pr ocedur es.  The Cont r ol  Syst em Cyber secur i t y Test i ng Pr ocedur es may be
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submi t t ed as a Techni cal  Dat a Package.

3. 14. 2   Cont r ol  Syst em Cyber secur i t y Test i ng Execut i on

Usi ng t he Cont r ol  Syst em Cyber secur i t y Test i ng Pr ocedur es ver i f y t hat  t he
cont r ol  syst em meet s t he r equi r ement s of  t hi s Sect i on.  UNLESS GOVERNMENT
WI TNESSI NG OF A TEST I S SPECI FI CALLY WAI VED BY THE GOVERNMENT,  PERFORM ALL
TESTS WI TH A GOVERNMENT WI TNESS.  I f  t est i ng r eveal s def i c i enci es i n t he
syst em,  cor r ect  t he def i c i ency and r et est  unt i l  successf ul .

3. 14. 3   Cont r ol  Syst em Cyber secur i t y Test i ng Repor t

Pr epar e and submi t  a Cont r ol  Syst em Cyber secur i t y Test i ng Repor t
document i ng al l  t est s per f or med and t hei r  r esul t s.  I ncl ude al l  t est s i n
t he Cont r ol  Syst em Cyber secur i t y Test i ng Pr ocedur es and any addi t i onal
t est s per f or med dur i ng t est i ng.  Document  t est  f ai l ur es and r epai r s
conduct ed wi t h t he t est  r esul t s.

Submi t  [ f our ] [ _____]  copi es of  t he Cont r ol  Syst em Cyber secur i t y Test i ng
Repor t .  The Cont r ol  Syst em Cyber secur i t y Test i ng Repor t  may be submi t t ed
as a Techni cal  Dat a Package.

3. 15   FI ELD QUALI TY CONTROL,  CYBERSECURI TY VALI DATI ON SUPPORT

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *
NOTE:   Coor di nat e wi t h t he ent i t y per f or mi ng 
cyber secur i t y t est i ng t o det er mi ne suppor t  
r equi r ement s f or  cyber secur i t y t est i ng.   

Some possi bl e val ues t o consi der :
   1)  A cont r ol  syst em wi t h no I P devi ces:   1- 2
      days.

   2)  A cont r ol  syst em wi t h I P devi ces:   5 days

   3)  I f  t he syst em i ncl udes a new f r ont - end
      ( ser ver ) :  +5 addi t i onal  days

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *

I n addi t i on t o t est i ng and t est i ng suppor t  r equi r ed by ot her  Sect i ons,  
pr ovi de a mi ni mum of  [ _____]  hour s of  t echni cal  suppor t  f or  cyber secur i t y 
t est i ng of  cont r ol  syst ems t o suppor t  t he DoD Ri sk Management  Fr amewor k 
pr ocess Cyber secur i t y assessment  of  t he cont r ol  syst em.   Thi s suppor t  i s  
i ndependent  of  ( and i n addi t i on t o)  t he Cont r ol  Syst em Cyber secur i t y 
Test i ng speci f i ed i n t hi s sect i on.

3. 16   CYBERSECURI TY TRAI NI NG

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *
NOTE:   I ndi cat e t he number  of  hour s of  t r ai ni ng and 
number  of  at t endees.   Unl ess t r ai ni ng i s 
speci f i cal l y wai ved by t he pr oj ect  s i t e,  DO NOT 
r emove t r ai ni ng r equi r ement s.

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *

Pr ovi de [ ei ght ] [ __]  hour s of  c l assr oom[  and hands- on]  t r ai ni ng f or  
[ s i x] [ __]  Gover nment  per sonnel  on t he cyber secur i t y oper at i on and 
mai nt enance of  t he cont r ol  syst em pr ovi ded.   Thi s t r ai ni ng i s i n addi t i on 
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t o and must  be coor di nat ed wi t h cont r ol  syst em t r ai ni ng speci f i ed i n ot her  
Sect i ons.  

The Gover nment  wi l l  pr ovi de t he t r ai ni ng l ocat i on.  Tr ai ni ng must  cover ,  at  
a mi ni mum:   ( a)  appl y i ng sof t war e and f i r mwar e updat es,  ( b)  user  account  
cr eat i on,  modi f i cat i on and del et i on,  ( c)  audi t  l og upl oad pr ocedur es and 
( d)  i dent i f i cat i on of  pr i v i l eged user  i nt er f aces and syst em i mpact  of  
t hose i nt er f aces.   Tr ai ni ng sessi on must  i ncl ude a quest i on and answer  
per i od dur i ng whi ch gover nment  st af f  quest i ons about  cyber secur i t y aspect s 
of  t he cont r ol  syst em ar e answer ed.  

        - -  End of  Sect i on - -
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