ENGINEERING AND
Ueamy cores (CONSTRUCTION BULLETIN

No. 2021-4 Issuing Office: CECW-EC  Issued: 18 Feb 21 Expires: 18 Feb 23

SUBJECT: Cybersecurity Design Requirements for Non-Permanent Facilities.
CATEGORY: Directive and Guidance.
1. References:

a. Unified Facilities Criteria (UFC) 1-201-01, Non-Permanent DoD Facilities in Support of
Military Operations, 01 January 2013

b. Unified Facilities Criteria (UFC) 4-010-06 Change 1, Cybersecurity of Facility-Related
Control Systems, 18 January 2017

c. Unified Facilities Guide Specification (UFGS) 25 05 11, Cybersecurity for Facility-
Related Control Systems, 1 November 2017

2. Purpose. This ECB provides direction and guidance for the use of UFC 4-010-06 and UFGS
2505 11 for the design of non-permanent facilities.

3. Applicability. This ECB applies to the design of all non-permanent facilities which include
control systems using UFC 1-201-01 as design criteria.

4. Background. The DoD Risk Management Framework (RMF) applies to all DoD
information systems, which include control systems regardless of whether they support
permanent or non-permanent facilities. Reference (a) is currently undergoing revision, and this
revision will incorporate reference (b) as a requirement for non-permanent facilities in the same
manner as other UFCs are referenced.

5. Directive. All new non-permanent facility designs incorporating control systems and all
existing non-permanent facility design projects incorporating control systems which did not
include UFC 4-010-06 and which have not completed design (acceptance of final design) must
incorporate UFC 4-010-06 into the design.

6. Point of Contact. HQUSACE point of contact for this ECB is Joseph Bush, CECW-EC,
217-373-4433, Joseph.Bush(@usace.army.mil.
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