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Electronic Security System (ESS)
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Protective System Functions



4 UNCLASSIFIED: Electronic Security Systems September 2019

UFC 4-021-02 Electronic Security Systems
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UFGS for ESS
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Physical Security System
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The Problem
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Assets
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What Generates the Requirement for ESS?
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POLICY

Department of the 
Navy Physical Security Instruction for Conventional Arms, 
Ammunition, and Explosives

Sensitive Compartmented 
Information (SCI) Administrative Security Manual

DoD Special Access 
Program (SAP) Security Manual: Physical Security

Technical Specifications 
for Construction and Management of Sensitive 
Compartmented Information Facilities

Department of 
the Navy Information Security Program
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Establishing the Requirement for ESS
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Project Development
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Intrusion Detection System (IDS)
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Closed Circuit Television (CCTV)
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Access Control System (ACS)
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AA&E Policy Base Requirements
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Notional Layout: Arms Storage
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SCIF/SAPF Policy Base Requirements
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Notional Layout: SCIF or SAPF
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TS Policy Base Requirements 

21 UNCLASSIFIED: Electronic Security Systems September 2019

Notional Layout: Top Secret/Secret Open Storage
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Word of Caution! 
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Project Phases
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Historical Timeline
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ESS for Navy MCON
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Electronic Security System (ESS) Equipment 
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ESS Funding
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ESS Funding
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ESS Funding
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ESS Funding
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ESS Funding
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ESS Funding for MILCON
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OPNAVINST 11010.20H Appendix A 
Property Classification Table 
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Project Development
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Project Development
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Project Development
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1391 Team Checklist - PS
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Project Development
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Project Development
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ESS Budget Estimator
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ESS Budget Estimator
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ESS Budget Estimator (Output)
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Gate Automation Equipment Estimator
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Project Phases
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RFP/Design Development
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General Design Strategy

47 UNCLASSIFIED: Electronic Security Systems September 2019

General Design Strategy



48 UNCLASSIFIED: Electronic Security Systems September 2019

Notional Layout
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Remember:  Don’t go Crazy!
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NAVFAC Project Manager (PM) Manual
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BMS B-1.3 Operational Outfitting 
Considerations
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BMS B-1.3 Operational Outfitting 
Considerations
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UFGS 00 22 13.00 20 Supplementary Instructions 
to Offerors 
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UFGS 00 22 13.00 20 Supplementary Instructions 
to Offerors 
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UFC 1-300-09N  Navy and Marine Corps
Design Procedures
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This is not new!!
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QUESTION
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Project Phases
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General Construction Coordination
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Roles and Responsibilities
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Program Roles and Responsibilities
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Program Roles and Responsibilities
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Program Roles and Responsibilities
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BMS B-1.3 Operational Outfitting 
Considerations
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ATFP Ashore Funding
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ATFP Ashore MCON ESS 
Guidance to the Field Activities
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ATFP Ashore MCON ESS 
Guidance to the Field Activities
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ATFP Ashore MCON ESS 
Guidance to the Field Activities
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ATFP Ashore MCON ESS 
Submission, Review, Approval & Fund
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ATFP Ashore MCON ESS 
Submission, Review, Approval & Fund
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ATFP Ashore MCON ESS 
Guidance to the Field Activities
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ATFP Ashore MCON ESS 
Submission, Review, Approval & Fund
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ATFP Ashore MCON ESS 
Submission, Review, Approval & Fund
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ATFP Ashore MCON ESS 
Common Concerns and Questions
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ATFP Ashore MCON ESS 
Common Concerns and Questions – cont’d
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ATFP Ashore MCON ESS 
Common Concerns and Questions – cont’d
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NAVFAC Take Away
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Supported Command’s Take Away
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